Group _B

FOIAI-PA NO: Q014-0235

RECORDS BEING RELEASED IN PART

The following types of information are being withheld:

Ex. 1L JRecords properly classified pursuant to Executive Order 13526
Ex. 2:{JRecords regarding personnel rules and/or human capital administration
Ex. 3:[JInformation about the design, manufacture, or utilization of nuclear weapons
[Jinformation about the protection or security of reactors and nuclear materials
[CContractor proposals not incorporated into a final contract with the NRC
Cother :
Ex. 4] Proprietary information provided by a submitter to the NRC
[JOther
Ex. 5:]Draft documents or other pre-decisional deliberative documents (D.P. Privilege)
[] Records prepared by counsel in anticipation of litigation (A.W.P. Privilege)
[JPrivileged communications between counsel and a client (A.C. Privilege)
[]Other
Ex. 67 Agency employee PII, including SSN, contact information, birthdates, etc.
[JThird party PII, including names, phone numbers, or other personal information
. 7(A):JCopies of ongoing investigation case files, exhibits, notes, ROI’s, etc.
[JRecords that reference or are related to a separate ongoing investigation(s)
. 7(C):[JSpecial Agent or other law enforcement PII
[JPII of third parties referenced in records compiled for law enforcement purposes
Ex. 7(D):[]Witnesses’ and Allegers’ PII in law enforcement records
[JConfidential Informant or law enforcement information provided by other entity
Ex. 7(E):[JLaw Enforcement Technique/Procedure used for criminal investigations
[[]Technique or procedure used for security or prevention of criminal activity
. 7(F): [] Information that could aid a terrorist or compromise security
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Stevens, Margo

From: ADAMS IM

Sent: Tuesday, April 23, 2013 10:14 AM

To: Boska, John; Pascarelli, Robert

Cc: Monninger, John; CS_IRT; McCarthy, James
Subject: RE: change in public availability of slide package
John,

Thank you for the information — document ML 13084A022 has now been set for "Sensitive-Security ~ Related-
Periodic review required/MD Code A.3.

Thanks
Susie Hicks
On Behalf of ADAMS IM

Tuesdays, Wednesdays and Fridays, | can be reached a (Xe)

From: Boska, John

Sent: Tuesday, April 23, 2013 9:50 AM

To: ADAMS IM; Pascarelli, Robert

Cc: Monninger, John; CS_IRT; McCarthy, James

Subject: RE: change in public availability of slide package
Importance: High

Susie, | have talked to Bob Pascarelli about the document sensitivity. Please label the sensitivity as Sensitive,
and MD 3.4 Non-Public A.3 (sensitive- security-related- periodic review required). Thanks.

John Boska

Oconee Project Manager, NRR/DORL

U.S. Nuclear Regulatory Commission

301-415-2901 _

email: john boska@nrc.qov

From: ADAMS IM

Sent: Tuesday, April 23, 2013 8:51 AM

To: Pascarelli, Robert

Cc: Boska, John; Monninger, John; CS_IRT; McCarthy, James

Subject: RE: change in public availability of slide package
Importance: High

Robert/James,

ADAMS IM has changed the availability for ML13084A022 to Non-Public, which will automatically remove this
file from Public Access once the synch occurs.

For now this file is Non-Public/Non-Sensitive with “Non-Public Pending Review” added to the keyword file.
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Per our previous email request — please provide the proper document sensitivity selected from the attached
MD Code Chart.

Thanks
Susie Hicks
On Behalf of ADAMS IM

Tuesdays, Wednesdays and Fridays, | can be reached at (b)(6)

From: McCarthy, James

Sent: Monday, April 22, 2013 2:06 PM

To: ADAMS IM; Pascarelli, Robert

Cc: Boska, John; Monninger, John; CS_IRT

Subject: RE: change in public availability of slide package

ADAMS IM,

Thank you for the notification. CSIRT will perform all necessary information spill reporting.

Jim McCarthy

US Nuclear Regulatory Commission
Computer Security Office

Office: 301-415-5871

Molile[ oo |

From: ADAMS IM

Sent: Monday, April 22, 2013 2:03 PM

To: Pascarelll, Robert

Cc: Boska, John; Monninger, John; CS_IRT

Subject: RE: change in public availability of slide package

Hello Robert,

Below are guidelines to change Released Public files to Non-Public. Also, please
provide us with the proper document sengitivity which you can select from the
attached MD Code Chart, 80 we can render thig file ML13084A022 Non-Public?

Before we can process your request to withdraw a document(s) from the ADAMS Public Library (WBA), we need written
authorization and justification (an e-mail message is fine) from a Division Director or above in the originating or
responsible organization. This requirement is documented in an August 28, 2002, memo from Stuart Reiter, Chief
Information Officer, to all NRC Office Directors and Regional Administrators. See ML.022340277. Please have the
appropriate Division Director or above send the authorization and justification to the e-mail address ADAMS IM.  If you
have been given the authority required by ML022340277, have those manager(s) provide us with the delegation.

If the document(s) to be removed from WBA contains classified, safeguards, or privacy information, please let us know
and we will take actions to immediately remove the document(s) prior to receiving the written authorization. However, we
still require the appropriate written authorization. Please note that if this document is part of a publicly available ADAMS
Package, we will change the Package's Public availability to A Non-Publicly Available status if appropriate.

Also note that in accordance with Management Directive 3.4, A Release of information to the Public, the Office Directors
and Regional Administrators are required to take corrective action in the event that any information for which they are
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responsible is released contrary to NRC policy and must inform the EDQ and the Office of the Inspector General in writing
of the occurrence.

The authorizing official or office requestor should e-mail WEBWork to remove the document or any links if they exist on
any external Web pages. If your office maintains an external Web site separate from the official NRC Web page, you are
responsible for the removal of the document from the site.

Thanks
Susan Hicks
On Behalf of ADAMS IM

I work at an alternate location on Tuesdays, Wednesdays, and Fridays, and
I can be reached at r (b))

From: Pascarelli, Robert

Sent: Monday, April 22, 2013 12:33 PM

To:; ADAMS IM

Cc: Boska, John; Monninger, John

Subject: change in public availability of slide package

On 03/25/2013, Duke Energy provided the staff with a slide presentation (ML13084A022) that we placed in ADAMS as
publically available. Duke Energy subsequently informed the NRC that one of the slides contained SUNSI information
{stide 18). Please change the profile of this document to non-publically available. Thank you.

Bob Pascarelli, Chief

Plant Licensing Branch i1

Division of Operating Reactor Licensing
Office of Nuclear Reactor Regulation



Stevens, Margo

From: Bobryakova, Natalya

Sent: Tuesday, April 23, 2013 9:21 AM

To: ADAMS IM; Pascarelli, Robert

Cc Boska, John; Monninger, John; CS_IRT; McCarthy, James; Main, Jeffrey
Subject: RE: change in public availability of siide package

ML13084A022 is not found at Google.com, so no actions are required for removing from Google search.

Natalya Bobryakova
IT Speciafist
OIS/ICOD/ITOST
T-5E8, 301-415-7541

From: ADAMS IM

Sent: Tuesday, April 23, 2013 8:51 AM

To: Pascarelli, Robert

Cc: Boska, John; Monninger, John; CS_IRT; McCarthy, James
Subject: RE: change in public avallability of slide package
Importance: High

Robert/James,

ADAMS IM has changed the availability for ML13084A022 to Non-Public, which will automatically remove this
file from Public Access once the synch occurs.

For now this file is Non-Public/Non-Sensitive with "Non-Public Pending Review" added to the keyword file.

Per our previous email request — please provide the proper document sensitivity selected from the attached
MD Code Chart.

Thanks
Susie Hicks
On Behalf of ADAMS IM

Tuesdays, Wednesdays and Fridays, | can be reached a ()6

From: McCarthy, James

Sent: Monday, April 22, 2013 2:06 PM

To: ADAMS IM; Pascarelli, Robert

Cc: Boska, John; Monninger, John; CS_IRT

Subject: RE: change in public availability of slide package

ADAMS M,

Thank you for the notification. CSIRT will perform all neceésary information spill reporting.
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Jim McCarthy
US Nuclear Regulatory Commission
Computer Security Office

Office: 301-415-5871
Mobile: (b)(B)

From: ADAMS IM

Sent: Monday, April 22, 2013 2:03 PM

To: Pascarelli, Robert

Cc: Boska, John; Monninger, John; CS_IRT

Subject: RE: change in public availability of slide package

Hello Robert,

Below are guidelines to change Released Public files to Non-Public. Also, please
provide ug with the proper document sensitivity which you can select from the
attached MD Code Chart, so0 we can render this file ML13084A022 Non-Public?

Before we can process your request to withdraw a document(s) from the ADAMS Public Library (WBA), we need written
authorization and justification (an e-mail message is fine) from a Division Director or above in the originating or
responsible organization. This requirement is documented in an August 28, 2002, memo from Stuart Reiter, Chief
Information Officer, to alt NRC Office Directors and Regional Administrators. See ML022340277. Please have the
appropriate Division Director or above send the authorization and justification to the e-mail address ADAMS IM.  {f you
have been given the authority required by ML022340277, have those manager(s) provide us with the delegation.

If the document(s) to be removed from WBA contains classified, safeguards, or privacy information, please let us know
and we will take actions to immediately remove the document(s) prior to receiving the written authorization. However, we
still require the appropriate written authorization. Please note that if this document is part of a pubiicly available ADAMS
Package, we will change the Package’s Public availability to A Non-Publicly Available status if appropriate.

Aiso note that in accordance with Management Directive 3.4, A Release of Information to the Public, the Office Directors
and Regional Administrators are required to take corrective action in the event that any information for which they are
responsible is released contrary to NRC policy and must inform the EDO and the Office of the Inspector General in writing
of the occurrence.

The authorizing official or office requestor should e-mail WEBWork to remove the document or any links if they exist on
any external Web pages. If your office maintains an external Web site separate from the official NRC Web page, you are
responsible for the removal of the document from the site.

Thanks
Susan Hicks
On Behalf of ADAMS IM

I work at an alternate location on Tuesdays, Wednesdays, and Fridays, and
I can be reached at[ (0)(6)

From: Pascarelli, Robert

Sent: Monday, April 22, 2013 12:33 PM

To: ADAMS IM

Cc: Boska, John; Monninger, John

Subject: change in public availability of siide package



On 03/25/2013, Duke Energy provided the staff with a slide presentation (ML13084A022) that we placed in ADAMS as
publically available. Duke Energy subsequently informed the NRC that one of the slides contained SUNS! information
{slide 18). Please change the profile of this document to non-publically available. Thank you.

Bob Pascarelli, Chief

Plant Licensing Branch !l-1

Division of Operating Reactor Licensing
Office of Nuclear Reactor Regulation
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Outside of Scope

Incident
8ummar_y:

Additional
Notes and
Instructions:

On 03/25/2013, Duke Energy provided the staff with a slide presentation (ML13084A022) that was placed in ADAMS
as publically available. Duke Energy subsequently informed the NRC that one of the slides contained SUNS)
information (slide 18).

ADAMS wiil change the profile of this document to non-publically available.

Attachments

Attachments

Name

Skze Type Upload Date Downloads

Follow-Up on incident cali number 28672 .msg - 4/22/2013 233 PM 5
INC000000277334 regarding 04-
Improper Usage 2013-0422-001.msg

IRDB - A report has been submitted to 24064 msg  4/22/2013 2:26 PM 7
US-CERT for 2013-0422-001 (952) .msp

package.msg

RE change in public availability of slide 48128 .msg  4/22/2013 2:14 PM 5
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Source and Destination

Source IPv4
Address:

Source IPvé
Address:

Source
Subnet
(CIDR):

Source MAC
Address:

Source URL.:

Source
Hostname:

Source Whols
Data:

If known, what

is the primary Select alt that apply
| purpose(s) of

the attacker

host system:

Source
Additional
information:

Attack Port:

Additional
Log Lines:

E-Mail Information

Source E-Mail
Address:

Subject of E-
Mail:

E-Mail
Attachment
Name(s):

E-Mail
Header:

Source and Destination

Destination
1Pv4 Adduss:

Destination
IPv6 Address:

Destination
Subnet
(CIDR):

Destination
MAC
Address:

Destination
URL:

Destination
Hostname:

Destination
Whols Data:

If known,

what is the Select all that apply
primary

purpose(s) of

the victim

host system:

Destination
Additional
Information:

Attack
Protocol:
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