
FOIA/PA NO: -y4- 4PX

RECORDS BEING RELEASED IN PART

Pursuant to the requirements of Vaughn v. Rosen', the following types of information are being
withheld:

Ex. 3 :7 Information about the design, manufacture, or utilization of nuclear weapons
EInformation about the protection or security of reactors and nuclear materials
L-Contractor proposals not incorporated into a final contract with the NRC
--Other

Ex. 4:F-D Proprietary information provided by a submitter to the NRC
L--Other

Ex. 5:t; Draft documents (D.P. Privilege)
XCorrespondence deliberating a proposed action (D.P. Privilege)

--]Records prepared by counsel in anticipation of litigation (A.W.P. Privilege)
El Privileged communications between counsel and a client (A.C. Privilege)
E- Other

Ex. 6:0 Agency employee PII, including SSN, contact information, birthdates, etc.
FlThird party PII, including names, phone numbers, or other identifying information

Ex. 7(A):E[Copies of ongoing investigation case files, exhibits, notes, ROI's, etc.
[-Records that reference or are related to a separate ongoing investigation(s)

Ex. 7(C): [-Special Agent or other law enforcement PHI
L--PII of third parties referenced in records compiled for law enforcement purposes

Ex. 7(D):F-] Witnesses' and Allegers' PIH in law enforcement records
[--Confidential Informant or law enforcement information provided by other entity

Ex. 7(E): -- Law Enforcement Technique/Procedure used for criminal investigations
[]Technique or procedure used for security or prevention of criminal activity

Ex. 7(F): [- Information that could aid a terrorist or compromise security
El Retired Law Enforcement personnel
E-]Witnesses or unknown individuals who have participated in enforcement activity

Other/Comments:

' Vaughn v. Rosen, 484 F.2d 820, 827 (D.C. Cir. 1973), cert. denied, 415 U.S. 977 (1974); See also, Mead Data Central,
Inc. v. United States Department of the Air Force, 566 F.2d 242, 251 (D.C. Cir. 1977) (encouraging agencies to provide
requesters "with sufficient detail about the nature of the withheld documents and its exemption claims at the administrative
level").
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Harrington, Holly

From: Graham, Thorne
Sent: Wednesday, June 12, 2013 3:35 PM
To: Harrington, Holly
Subject: Fw: Final Revision: Notice-Avoidance of Viewing Sensitive or Classified documents in the

Public Domain- NSA.docx

Holly,

I miss poke. No need to review. Just FYI. Thank you for offering to assist.
Thorne Graham

From: Webber, Robert
To: Rich, Thomas; McCarthy, James; Paradiso, Karen; Graham, Thorne
Cc: Feibus, Jonathan; Offutt, David; Chew, Elizabeth; Gareri, Mario; Bladey, Cindy
Sent: Wed Jun 12 14:08:10 2013
Subject: RE: Final Revision: Notice-Avoidance of Viewing Sensitive or Classified documents in the Public Domain-
NSA.docx

Team:

Karen and I were happy to help last night but I suggest you send to ADM to post through the Agency
Announcement system. Cindy Bladey is the ADM contact and helped us out last night.

Bob

From: Rich, Thomas
Sent: Wednesday, June 12, 2013 1:50 PM
To: McCarthy, James; Paradiso, Karen; Webber, Robert; Graham, Thorne
Cc: Feibus, Jonathan; Offutt, David; Chew, Elizabeth; Gareri, Mario
Subject: Re: Final Revision: Notice-Avoidance of Viewing Sensitive or Classified documents in the Public Domain-
NSA.docx

All,

Looks good. Couple of minor corrections needed:
- correct the contact paragraph - duplicate "please contact the..."
- remove Thorne and Computer office

Tom

From: McCarthy, James
To: Paradiso, Karen; Webber, Robert; Rich, Thomas; Graham, Thorne
Cc: Feibus, Jonathan; Offutt, David; Chew, Elizabeth; Gareri, Mario
Sent: Wed Jun 12 13:39:00 2013
Subject: RE: Final Revision: Notice-Avoidance of Viewing Sensitive or Classified documents in the Public Domain-
NSA.docx

That is the hope here, as quickly and visibly as possible.



Jim Z)4cCai-Cny

0 Office-.301 -4]521

From., Paradiso, Karen
Sent, Wednesday, )unm 12, 2013 -.-A3 PM
To, -::Carthy, James, Webber, Robert' Rich, 7Thornas: Graharn, 7Thorne
Cc; Feibus. Jnatnan: Qffutt, Dav'id.; Chew~, Elizabeth; Caren', Mario
Subject: RE:.Final Revision: Ncrlce-Avoldance af Viewing. Sensitive 07 Oassffed do--urnents in the Public Doman-n

Hi Jim.

Are you gaing Ito have this dis:'tibuite8 via ADM's Announceme~nt gyztemn)

Th.a.nks!

Karen

.From: V,-:Oarthy, 3ames
Sent, Wednesday, June 12 2013 23PPA.
To: Webaer, Robe-rt6 Pa -adisi,. Karen; Rich, Thoma-, Gp hami, Thorne A
Cc: ;teihus, Juqat1-~ar Mc-Carthy, Jamnes
Subject, Firial Pevision: Notice-Avoidance of Viewing S.ensitive or.Casslfied docurnenrs in the r' .ibic Domnai~. N5.Axrcx
Importance- +91h

Final ravi-sed .an*reetcnetis below anid e~ac'ePlease expedite the di~stributi~on o" this
announcemen~t over e-rnai' and modify If you. leemn aporopriale.

(b)(5)
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ThanK you,
J1im, N4lcauthy

O~f,,. ic:101 -45 ý558 71

From: Graham, Tnrnpe
Sentt: Wednescay, June. :2A, 2C113 11.,4 AM
To: McCarthy, ";'rrns
Swbject- NoWUe-Ava,4nce of Viewing Sersitive or Classified docurrent;- in the Public Domain- NSA,docx
Importarncet High

Jim,

I Y.as working on this wtmiie youjr message fCame in.. Please: review b"oth and conisolicdat-e into a singe message.
keeping dt downr to onie page- Thanks, Thiorne

3
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Information :Systemr Security Officer (ISSO) Forum Minutes
1/5!2011, 1:00-200pm, T-8-A0t

. SO Foum Member _Metin_ Aflende,:
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Topicsi

The:chair p'ovided a New Year:welcome and presernted a. performance award for 2010 to Judy
Peitch. the:fborums' facilitator, -He indidated he would .highlight the WikiLeaks issue as part of
ihe Computer Security Situational. Awareness update.

a!:i

His

TI.i



ISSO Forum Meetng Minutes - January 5,2011

FIN

Computer Security Policy, Standards, and Training Update

The fllowmr-gnew standards, processes and templates were identified for the forum:.
New standards issued: , iE-

o .CSO-STQ-0024, Organization Defined Values for System Secuity AssesSmenth
:and Authorization Security Controls

o CSO-STD-0026, Organization Defined Valuestfor System Contingency Planning
Security Controls

o CSQ-STD-5001, Desktop Virtual Environment Configurat{on Standard
New processes issued:

o CSO-PROS-131ý4, NRC Web 2.0 Implementation Authorization Process

New templates issued; N
0 CSO-TEMP-1001, Request for Approval to Operate an External Web 2.0 i

Application
o CSO-TEMP-1601, Enrotlment Request for Computer Security Office (CSO)

Provided Commercial IT Courses (Nationwide IT Services/Global Knowledge)

Awareness arid Training
Thlebklannual meeting for all (office and system) ISSOs occurred with a. small gathering of
aMtendee0sNovember 23, 8:30am-12:30pm in the auditoriUm. The forum was again reminded of
the upcoming DHS Fed~eral Virtual Training Environment and Federal Cybersecufity Training'
EerciSe' (Fed VTE!FedCTE) program. As informatlon on its timeframe becomes available, ;

more will be provided to the forum.

A. reminder was given of the role-based training courses available to fulfill the FY11 41;
requirement. Registration is required via iLearn. The spreadsheet that provides training
requirements by officefpersonnel is available on CSO Training webpage 'T

hI :M/w.wiw6:rnal.nrc ov/CSOttrainin l.htMl#FYI Trn R- mts. W

00C0r1es Availabliyty
CSO sponsored role-based training courses availability
* ISSO Role-based training course

April 26-28, 2011
$ Senior.Level Manrager/ExecutiVe Role-based training course
* May 3. 2011, 1l-3:O0pm, room TB-AOlI

* IT ManagerlSystem Owner Role'based training course
* May 4, 2011, 12:30-4:30pm, room T8-A0QI

* Systemn Administrator
• March 29-30, 201.1
* May 11.-13.2011
* June 28-30.2011

* August 29-31, 2011

Two conlrercialiy provided role-based training vpporiunities were •ovefed. with instlruct!,n On
how to register for them.

CSO. Provided Commercial IT Security Role-Based Training Course 4Fundamentals
of Network Security", February 22-25, 2011 requires registration with CSO. There
Are five (5) seatt reserved for contractors, at a reduwed C66t which the contractor is
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ISSO Forum Meeting Minutes - January 5, 2011

responsible fo'r paying. Cutoff date'for course registration is February 14, 2011.
Seats are on a first-come, :first serve basis. Should there be more contractors
interested than the allotted for, CSO will work with the vendor and the interested
office. to address this.
'$O-TEMP-1601 "Request to Enroll in. Commercial IT Security Role-based Training
via Computer Security Office (CSO) Nationwide IT ServicesJGlobal Knowledge
Provided Contract," provides a list of courses that each office may select from to
meet their iT seurity role training requirements. As identified inotemplate CSO-
TEMP-1601 the individual requesting the CSO provided training must oltah.n
approval from his or her office: ISSO to ensure the.coursze is appr6priate for the
indiVidual's IT role. The request mremo is to be: completed by the office ISSO :and
sent to .the CSO Senior IT Secudty Officer for Policy, Standards, and Training. :As
identified: in the template, there are Global Knowledge training centers located
nearby the NRC headquarlers and regional offices. Othier locations are available but

are dependent upon.course offeings, and Will need to be coordinated. wth CSO and
the vendor. Use of courses under this contract must occur bofore May 20, 201:1
due to the expiration date -of the contract.

The FY 11 Annual Computer Securfty Awareness Course was added to everyone's iLearn .Plan
January 3, 2011. The-due date for the course is August15, 2011, There are nrew office
completio•n metr&ics to be met quarterly and the bar chart on the CSO Training webpage was
reset to zero as of January 3rd. CS0 will run the quarterly reports for the offices at the end of
each quarter and post the office completion percentages on the bar chart for easy reference,

Quarterly completion metrics:
. O2.25%

0 >3>50%
* 04 >.6%

NRC is partnering with the FAA for their 10th Annual FAA Information Technologyllnfoumation
Systems Secuift (ITIISS) Partnership and Training Conference, which will take place in
Orlando, Florida March 14-18, 2011. CSO is providing two.(2) COUrses, theSenior

Managert'Executive Rote-based course and the Computer Security for Overseas Travel with IT
Assets. There is no registration .cost to attend but travel rust.be covered by the ind ividual's
office, Attendance and participalion in the training offered at: the FAA ITItSS Partnership and
Training Conference (general sessions, information, sessions, and workshops) satisfies the
FISMA specialized training requiremrent CSO is pursuing registration setup for NRC personnel.

FISMA Compliance and Oversight Team (FCOT) Update

XACTA implementation- is ongoing with POA&M.input scheduled to be completed by third
quarter. CSO/FCOT is still looking for volunteers flrthls and Is currently reviewing the
functionality to make sure all Information will be available. Training on the use of XACTA will
occur. individual systems will have one-on-one training to be more benefilcal as the offic*;s
own data is entered. Each offtce will be scheduled. There Is no anticipated additional cost for
use of XACTA for eacrh office.. XACTA will allow for an office's Q&A documentation to be
exportable to ADAMS since it's the official reposttory. The office will use the XACTA tool as the
interface and wornt need.to recreate- things, The XACTA tool.and licenses have been
purchased by 0SO but the manpower resources to use the tool will be borne by the system
owner.
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Computer Security Situational Awareness (CSSA) Update

The Ch'ait ptesieted an overview, from a federal perspecqlve, of the Wikileaks Issue. Some of
.the d6cuniehts- that were leaked in .Detenber 2010 are considered National Security
Infom4ation (Classified).. If someone.were to pull up a.website with .this information,. it would be
.cQrsidered1 anInfbrmation spill as it Would Introduce cI'assified Information onto an unclassified
.computer system. To help protect the NRC networ(, awcesi~lo the Wikileaks 0ite has been
blocked .aswel as to many other sites that have postedWikileaks informatio0n. Asa reminder to
.the fowum,.nloss the information is formally -de6ls",ifiedt by the .origirnating ciassifying~aufihorty:
(OCA). it remains classified. Release to the world does:not constitute declassifloaon. The
need for Information sharing in response to the terrorist threat has led. t expanded access to.
classified information and may have eroded the applicationof the need-to-k;now (N-J-K)
principle, whih; rmay have contributed to this type of leak. System owners and ISSOs need to
review who has access to.their System(s) to ccitfnualII ev tJete their N-T-K access. NSIR hts
been tasked as the. lead .office in responding to the OMB requirement for reviewing agency
procedures With respect-to.security of classified. information. NRC.has. until January 27. 2011 to
respond. Ali offices should be prepared to respond to a request for assistance from NSI Ito
povide ainformation needed for the NRC. response, From an incident response view, NRC has
to report any leaks that occur here. Additionally, access to the Wikileaks site is being externally
mni~itoied and as a federal employee, you should not access theo te.

F!

The CObOr Assessment Team Overview was provided to the forum. It is d
Security Related Information and will not. be posted to the CSO webstRe.
members from across the agency and a general understanding of whatit
the forum.

The presentation for the Incident Response Database is :OUO/Sensitive S
the brief will not be posted on the website. As general information, -the for
various tools were~assessed beforea: decision:was made for the database
assist-and mature the process for use of this database to make: better use
received. There is a granularity to the tool which will assist ih betteruse b
Reporting:capabilities will be available at all management levels. The tool
dashbo•ards for ease of viewing.

lesignated OUO.
rhe CAT-bas
does was provided to
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ISSO Forum Decisions
None

Next .Mep41ng:
F• buary 8, 2010 1:00-2:O0pm, Room T-8-AO1, bridge number: 888.390-

ýj (b)(6)I
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