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FOIA/IPA NO: 28/4 - JPLF

RECORDS BEING RELEASED IN PART

Pursuant to the requirements of Vaughn v. Rosen', the following types of information are being
withheld:

Ex. 3:[_]Information about the design, manufacture, or utilization of nuclear weapons
[lInformation about the protection or security of reactors and nuclear materials
[CIContractor proposals not incorporated into a final contract with the NRC
[Clother

Ex. 4:[_]Proprietary information provided by a submitter to the NRC
[JOther

Ex. 5:XX] Draft documents (D.P. Privilege)

PJCorrespondence deliberating a proposed action (D.P. Privilege)

[JRecords prepared by counsel in anticipation of litigation (A.W.P. Privilege)
[JPrivileged communications between counsel and a client (A.C. Privilege)
[]Other

Ex. 6:< Agency employee PII, including SSN, contact information, birthdates, etc.

[JThird party PII, including names, phone numbers, or other identifying information

Ex. 7(A):[JCopies of ongoing investigation case files, exhibits, notes, ROI’s, etc.

[JRecords that reference or are related to a separate ongoing investigation(s)
Ex. 7(C):[JSpecial Agent or other law enforcement PII

[JPII of third parties referenced in records compiled for law enforcement purposes
Ex. 7(D):.[]Witnesses’ and Allegers’ PII in law enforcement records

[]Confidential Informant or law enforcement information provided by other entity
Ex. 7(E):[JLaw Enforcement Technique/Procedure used for criminal investigations

[]Technique or procedure used for security or prevention of criminal activity
Ex. 7(F): []Information that could aid a terrorist or compromise security

[JRetired Law Enforcement personnel

[]Witnesses or unknown individuals who have participated in enforcement activity

Other/Comments:

' Vaughn v. Rosen, 484 F.2d 820, 827 (D.C. Cir. 1973), cert. denied, 415 U.S. 977 (1974); See also, Mead Data Central,
Inc. v. United States Department of the Air Force, 566 F.2d 242, 251 (D.C. Cir. 1977) (encouraging agencies to provide
requesters "with sufficient detail about the nature of the withheld documents and its exemption claimns at the administrative
level").



Harrington, Holly

From: Graham, Thorne

Sent: Wednesday, June 12, 2013 3:35 PM

To: : Harrington, Holly

Subject: Fw: Final Revision: Notice-Avoidance of Viewing Sensitive or Classified documents in the

Public Domain- NSA.docx

Holly,

| miss poke. No need to review. Just FYI. Thank you for offering to assist.
Thorne Graham

From: Webber, Robert

To: Rich, Thomas; McCarthy, James; Paradiso, Karen; Graham, Thorne

Cc: Feibus, Jonathan; Offutt, David; Chew, Elizabeth; Gareri, Mario; Bladey, Cindy

Sent: Wed Jun 12 14:08:10 2013

Subject: RE: Final Revision: Notice-Avoidance of Viewing Sensitive or Classified documents in the Public Domain-
NSA.docx

Team:

Karen and | were happy to help last night but | suggest you send to ADM to post through the Agency
Announcement system. Cindy Bladey is the ADM contact and heiped us out last night.

Bob

From: Rich, Thomas

Sent: Wednesday, June 12, 2013 1:50 PM

To: McCarthy, James; Paradiso, Karen; Webber, Robert; Graham, Thorne

Cc: Feibus, Jonathan; Offutt, David; Chew, Elizabeth; Gareri, Maric

Subject: Re: Final Revision: Notice-Avoidance of Viewing Sensitive or Classified documents in the Public Domain-
NSA.docx

All,

Looks good. Couple of minor corrections needed:

- correct the contact paragraph - duplicate "please contact the..."
- remove Thorne and Computer office

Tom

From: McCarthy, James

To: Paradiso, Karen; Webber, Robert; Rich, Thomas; Graham, Thorne

Cc: Feibus, Jonathan; Offutt, David; Chew, Elizabeth; Gareri, Mario

Sent: Wed Jun 12 13:39:00 2013

Subject: RE: Final Revision: Notice-Avoidance of Viewing Sensitive or Classified documents in the Public Domain-
NSA.docx

That is the hope here, as quickly and visibly as possible.



Timy MeCarthy
US Nuc:zar Regulaiory Commission

Computer Seeurity Offiee
Office: 301-415-5871
Mobile: [ (b)(6) |

From: Paradiso, Karen

Sent: Wednesday, June 12, 2013 1:33 PM

Teo: Mclarthy, Jamas; Webber, Robert; Rich, Thomas; Graham, Thorne

Cg; Feibug, Jonathan; Offutt, David; Chew, Elizabeth; Gareri, Mario

Subject: RE: Final Revision: Kotice-Avoidance of Viewing Sensitive or Cassified dozumerts in the Public Domain-
NSA.doo

Hi Jim,
Are you geing to have this disisbuted via ADM's Announcement System”

Thanks!
Karen

From: Mclarthy, James

Senty Wednesday, June 12, 2013 L33 PM
To: Webber, Robart: Paradiso, Karen; Richk, Thorias: Graham, Thotne

Cey Fgibus, Jonathan; McCarthy, James

Subject: Final Revision: Netica-Avoidance of Viewing Sensitive or Classilied documents in the Public Domaire NSA.Go0¢
Importance: Hign _

A,

Final ravised annogrcement content is below and atiached. Please axpedite the distribution of this
announcament over e-mai: and modify # you Gesm apiropriate,;
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Thank you,
T MoCarthy
U3 Nuclear Regulatory Commission
Computer Sscnriy Offics
Offjee: 301-415-3871
Mobile| (b)(6)

From: Graham, Thorne

Sent: Wednaesday, June 12, 2013 11:41 AN
To: McCarthy, Zarmes . .
Subject: Notice-Avoidance of Viewing Sensitive or Classified documents in the Public Somain- NSa.dozx
Impottance: High

Jim,

I was working on this wnile your message came in. Piease review Loth and censolidate into 2 singie msssage,
keeping i down o ore pags. Tranks, Thomne
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Mesting called Gl phist Type of Infarmation, Discussion, &
hy: Tormation Secufity Officer  meeting:  Détisions

P (CISO), 1SS0 Forumi Chair
Reqtiested Office 1850¢, C8O SITSOs

Attendees:

1880 Forum welcoms

Computer 3echity policy, standards,
| guidance, and training update
» Commercial role-based training

'Computer security situationa)
awareness update

+ Wikileaks

» Oyber Assessment Team (CAT)
-« Incident Rasponse Database

.I-S;SO Forum decisions

Wrap up/next steps/action item review
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1:00-1:06

1:05-1:25

1:30-1:50

1:50-1:85

e

1:55-2:00

Next Meeting: February 8, 1:00-2:00pm, raom T-8A01
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Information Systems Security Officer (ISS0O) Forum Minutes
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The chalr provided a New Yearwelcome and presented a performance gward for 2010 ta Judy
Patsch, the forum's faciiitator. -He indicated he would highlight the WikiLeaks issue as part of
the Computer Security Situational Awareness update.




IBSO Forum Mesting Minutes — January 8, 2011

Computer Security Policy, Standards, and Training Update

. .New standards |ssued_4

o -CB0-8TD-0024, Organization Defined Values for System Secutity Assessment
‘ :and Authorization Security Controls

: o CSO-8TD-0028, Organization Defined Values for System Contingency Planning
Security Contrals

o CSO-8TD-5001, Desktop Virtuat Environment Configuration Standard
s New processes issusd:

o CS0-PROS-1314, NRC Web 2.0 Implementation Authorization Process
» New lemplates issued:

o CSO-TEMP-1001, Request for Approval to Operate an External Web 2,0
Application

o CSO-TEMP-1801, Enroliment Request for Computer Security Office {C80)
Provided Commercial 1T Courses (Nationwide IT Services/Global Knowledge)

mare wrn be provided tothe fo:um

A remmdex was gwen of the role—based trammg COUrses avadabfe to fulfil the F‘fﬂ

+ CSD sponsored role-based training courses availability
¢ 1SS0 Role-based training course
¢« April 26-28, 2011
« Senior Level Manager/Executive Role-based training course
; » May 3, 2011, 1-3:00pm, room T8-ADY
s IT Manager/Systemn Owner Role-based training course
: »  May 4, 2011, 12:30-4:30pm, room T8-AQ1
»  Systern Administrator
» March 28.30,2011
¢ May 11-13, 2011
v Jure 28-30, 2011
»  August 26-31, 2011

Two commercially provided role-based training 9pportunitias were covered with instruction on
how to register for them.,
+ £SO Provided Commercial IT Security Rale-Based Training Course “Fundamentals
of Network Security”, February 22-25, 2011 requires registration with ©30, There
are five (5) seats reserved for cantractors, at a reduced cost which the contractor i

2of4




1830 Forum Mesting Minutes - January 5, 2011

responsible for paying. Cutofl date for course regisiration is Fabruary 14, 2011,
Seats are on a-first-come, first serve basis. Should there be more gontiactors
inferested than the allofted for, CSO will wark with the vendor and the interested
offivet0 address this.

» "CSO-TEMP-1601 “Request to Enroll in Commercial T Security Rele-based Training
via Computer Security Office (CSO) Natiorwide |T Services/Globai Knawledge
Provided Contract,” provides a list of courses that each office may select from to
meet their 1T security role training requiremertts. As identified in-template CSO-
TEMP-1601, tha individual requesting the CSO provided tralning must gbtaln
approval from his or her office1SSQ to ensure the course is dppropriata for the
individual's iT role. The reguest memo is to be completed by the office 1580 and
sent to the C3C Semor h Secunty Off cer for Pahcy, Standar&s and Trammg AS

the vendcr Use of coumes under this contract must ocelr befere May 30, 2011
due to the expiration date of the contract.

“The FY11 Anhual Computer Security Awarenass Course was added to sveryone's iLearn Plan
Januery 3 20%1 The due da{e for the course is August 18, 2011, There a‘re' new office
resst 16 2efo as s of Januanj 3rd. €S0 will run the quarterly reports far the aﬁxces at the-end of
each quarter and post the office completion persentages on the bar chart for easy *eference

Quarterly complation metrics:

o Q2225%

v Q3 250%

+ Q4>06%

NRC is partnering with the FAA for their 10th Annual FAA Information Technology/!nformahon
Systems Security (IT/ISS) Partnership and Training Conference, which will take place in

Orlarido, Fiorida March 14-18, 2011. CS0 is providing two {2) courses, the: Senior
Manager/Executive Role-based course and the Compliter Security for Overseds Travel with [T
Agssts: There Is no regisiration cost to attend but ravel must be covered by the individual's
office. Attendance and participation in the training offerad at the FAA ITASS Partnership and
“Training Conferance {general sessions, information. sessions, and workshops) satisfies the
FISMA specialized training reguirement. €SO is pursuing registration setup for NRC personnal.,

FISMA Compllance and Oversight Team (FCOT) Update

XACTA implementation is ongoing with POA&M input scheduled 160 be campleted by third
quarter. CSO/FCOT is stlll fooking for volunteers forthis and Is currently reviewing the
functionality 1o make sure afl information will be avaliable. Training on the use of XACTA will
occur. individual aystems will have one-on-one training to be more benaficial as the office’s
own data is entersed. Each office will be scheduled. There Is no anticipated additional cost for
use of XACTA for each office. XACTA will allow for an office’s G&A documentation to be
-exportable to ADAMS sinea if's the offictal repository. The office wilf use the XACTA tool gs the
interface and won't need to recreate things, The XACTA tool and licenses have bean
‘purchased by CSO hut the manpower resourcas 1o use the tool will be borne by the system
owner,

3ot4
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1SS0 Forum Meeting Minltaes — Jahuary §, 2011

‘Computer Security Situational Awareness {CSSA) Update

need for information sharing in respanse to tha lerrorist threat has led fo axpanded aceess to
classified information and may have eroded the application of the need-fo-knaw {N-T-K}
principle, whitl riyay have contributed tu this type of leak. System owners and 1IS50s need to
review who has access to thelr systam(s) to continually evaluste their N-T-K access. NSIR has
been tasked as the Jead office in respanding to the DMB requiremerit for reviewing agency
procedures with respectfo security of classified information. NRC has untll January 27, 201140

respond. Alf offices should be prepared to raspond to a request for assistance from NSIR to
provide information needed for the NRC response. From an incident response view, NRC has

{0 feport-any leaks that occur here. Additionally, access to the Wikileaks site is being externally

mgnitored and as a federal employee, you should not access the site.

Security Related Information and will not be posted to the CSO websits, The CAT has
membars from geross the agency and a general undersianding of what'it does was provided to
the forum.

The presentation for the Incident Response Database is QUO/Sensltive Security Infarmation, so
the brief will nol be posted on the website. As general infarmation, the forum was informed that

'various tools were assessed before a decision:was mada for the database tool. The C8O wilt
-assist-ang mature the pracess for use of this database 1o make better use of the datd that s

received. There is g granularity to the tool which witl assist in betler use by all stakehaigers.
Reporting capabilities will be avallable at all management levels. The tool will previde
dashboards for ease of viewing.

1SS0 Forum Decisions
Noneg

Next Meeting:
Februaty 8,.2010, 1:00-2:00pm, Room T-8-A01, brikige number: 888-390-1012; passcode:
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