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Executive Summary 
 

A non-concurrence was submitted by nine individuals in the Office of Nuclear Reactor 
Regulation regarding the incorporation of Institute of Electrical and Electronics Engineers (IEEE) 
Standard (Std.) 603-2009 by reference into 10 CFR 50.55a(h) and is focused on the design 
criteria on data communications for the digital instrumentation and control (I&C) systems in new 
reactors.  The non-concurrence identifies one safety issue and three regulatory process issues 
if the proposed criteria for new reactor data communications are adopted.  Specifically, the non-
concurrence states that if the criteria are adopted, it would 
 

• Discourage the use of digital technology to enhance safety (safety), 
• Be contrary to regulatory precedent (regulatory process), 
• Create design and regulatory inconsistencies (regulatory process), and 
• Change NRC policy and current practice (regulatory process). 

 
Staff in the Office of New Reactors developed the proposed data communication criteria 

for new reactors to incorporate:  (1) safety engineering principles, (2) Commission policy, and 
(3) lessons learned from operating experience, new reactor licensing reviews, and international 
collaborations.  Digital technology with the use of data communications does offer many 
benefits to nuclear power plants including improved diagnostics, information display, and 
computational power.  However, as digital I&C systems become more complex and 
interconnected, errors in its design and implementation are more difficult to discover and 
address.  Operating experience with domestic and international nuclear power plants has 
demonstrated that these errors can adversely impact the safety of I&C designs that are complex 
and highly interconnected.  Experience shows that while systems did contain design features to 
prevent the impact of such errors from propagating to other systems via data communication 
links, the features were ineffective due to the difficulties in analyzing complex interactions to 
ensure all credible system hazards are addressed. 
 

From a safety engineering perspective, with independence being a fundamental design 
principle, safety I&C divisions should be independent between redundant portions of safety 
systems and from non-safety systems.  As a preferred means of addressing hazards (i.e., 
failure modes and behaviors that could adversely impact I&C safety functions) associated with 
data communications, the proposed criteria restricts the use of communications from non-safety 
systems to safety systems to eliminate the propagation of hazards from the non-safety systems 
into the safety systems.  In addition, the proposed criteria limit data communication between 
redundant safety portions of safety systems to those necessary to complete a safety function 
(e.g., voting) to further limit the impact of potential propagation of hazards. 
 

The Commission’s policy (Federal Register Notice 73 FR 60612) on the regulation of 
advanced reactors describes how their designs should be less complex through the use of 
inherent design features, simplified to facilitate a more straightforward engineering analysis, 
minimize the potential for accidents, and safety system independence from the balance of plant.  
The NRO staff believes that the proposed criteria accomplish these objectives in the 
Commission’s policy with respect to data communications.  Implementing the proposed criteria 
would allow vendors, licensees, and NRC staff to better understand and sufficiently analyze the 
design, thus ensuring a reasonable assurance of safety in an efficient and effective manner.  
Also, it would facilitate the establishment and maintenance of the plant’s licensing basis in a 
manner that is more clear and understandable by licensees, NRC staff, and the public 
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stakeholders; which will be critical when future design changes and upgrades on performed on 
the I&C systems.  Therefore we believe the proposed rule implements Commission policy on 
expectation for new reactor designs.   
 

The proposed criteria for data communications in new reactors also considers lessons 
learned from the recent licensing reviews of new reactors.  Several new reactor applicants have 
proposed data communications to enhance availability or plant operations without a clear nexus 
to accomplishment of the safety function (e.g., often not needed for performance of the safety 
functions) and without a commensurate analysis that demonstrated that potential credible 
hazards introduced by such communications were sufficiently addressed.  When challenged by 
the staff regarding the sufficient evidence for the safety cases, the applicants often chose to 
simplify their design by modifying their data communication schemes such that they are 
generally consistent with the proposed criteria in this rule.  Thus, the applicants were able to 
retain safety functionality and reliability while taking full advantage of other benefits of digital 
technology.  Therefore, the staff does not believe that the proposed criteria will discourage the 
use of digital technology or functionality to enhance safety as these functions can be 
implemented within the constraints of the proposed criteria and have been demonstrated by 
new reactor designs.   

 
In addition to the safety concern discussed above, the non-concurrence raises three 

regulatory process concerns.  First, it states that the proposed criteria would counteract fourteen 
years of precedence.  However, the non-concurrence did not provide information regarding the 
precedents to determine if it were applicable to new reactors and how the proposed criteria 
would impact that precedent.  The proposed criteria are largely consistent with the precedents 
set by the recent reviews of new reactors designs.   
 

Second, the non-concurrence states that design and regulatory inconsistencies may 
arise due to different criteria for new and operating reactors.  NRO staff believes that the criteria 
for new reactors could also be applied to operating reactors if a single set of criteria are 
necessary.  Nonetheless, there are several examples where treatment of new reactors is 
different from that of operating reactors in NRC regulations and policy.  Examples include 
probabilistic risk assessment, Three-Mile Island requirements, and fire protection.  Therefore, 
there are precedents for different rule criteria between new and operating reactors.   
 

Third, the non-concurrence states that the proposed criteria would change NRC policy 
and current practice.  The non-concurrence points to a Staff Requirements Memorandum (SRM 
080407A) following a 2008 Commission briefing on digital I&C.  The Commission provided 
direction to the staff to engage industry and develop requirements and guidance as necessary 
to facilitate the use of digital technology.  The staff accomplished this through the development 
of interim staff guidance with the understanding that this interim guidance would transition into 
formal guidance once lessons learned were incorporated.  During the review of new reactor 
applications, the staff applied the interim staff guidance and gained lessons learned some of 
which are discussed above.  These lessons learned were applied to the development of new 
requirements and formal guidance, including the development of Revision 6 of the Branch 
Technical Position 7-19 which incorporated interim staff guidance on potential common cause 
failures, and the proposed incorporation of IEEE Std. 603-2009 into 10 CFR 50.55a(h) to 
address issues with data communications.  In SECY-09-0061, “Status of the Nuclear Regulatory 
Commission Staff Efforts to Improve the Predictability and Effectiveness of Digital 
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Instrumentation and Control Reviews,” the staff informed the Commission that as the staff gains 
experience with the use of interim staff guidance through current review, the SRP, regulatory 
guides, and other guidance will be revised to incorporate the ISGs and lessons learned.”  The 
staff further stated that “As the digital I&C technology evolves and new information becomes 
available, there will be further opportunities to update guidance in this area.”  It is a routine 
agency process to pursue timely consideration and development of appropriate new or updated 
guidance or requirements based on safety significance as the staff learns new information or 
lessons.  Therefore we believe the criteria in the proposed rule are consistent with NRC policy 
and current practice. 
 

The NRO staff carefully evaluated the dissenting views expressed in the non-
concurrence.  Based on the technical and policy bases provided in the Statements of 
Consideration and discussed in this document, NRO staff believes that the proposed criteria for 
independence for new reactors should go forward in the draft rule for public comment.  The 
following are key safety and policy bases: 
 

• The increased complexity and dependencies of bi-directional data communications 
introduce a variety of challenges including new failure modes (e.g., due to software 
errors) and dependencies and a limited understanding associated with them.  

• These failure modes and dependencies can defeat the traditional defense-in-depth 
attributes such as redundancy and independence. 

• Applicants are overly relying on software-based communications and software 
solutions to defend against the very same failure modes introduced by the 
digital/software-based designs and to also prevent propagation of these failures 
across barriers of defense. 

• Complex software cannot be proven to be free of error, and any remaining errors can 
introduce hazards that have not been addressed or analyzed.  Additional hazards of 
concerns can be more easily introduced during the life of the plant as changes or 
upgrades are made to the design that could raise safety challenges. 

• With the interpretive nature of the current rule language when applied to software-
based communications independence, the applicant may arrive at designs that are 
not safe. 

• The proposed criteria for new reactors provide requirements where independence is 
self-evident at the architectural level by eliminating hazards due to use of software-
based communications.  They will strengthen defense-in-depth and safety margin of 
the new reactor design by eliminating potential hazards in design. 

• Consistent with the Commission policy for advanced reactors, the proposed criteria 
for new reactors reduce unnecessary complexity in the design.  They also provide a 
more predictable, effective, and efficient regulatory framework and will improve 
standardization and harmonization. 

 
The lessons learned from the Fukushima event highlight the need to begin establishing a 

new norm as we learn new information and a clear and strong defense against credible hazards 
that could have high consequences, such as failures and faults caused by unnecessary 
dependencies and complexities.  In that regard, true independence should not be compromised 
in all practical possibilities.  Therefore, NRO staff finds the proposed criteria for new reactors to 
be well justified. 
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1 INTRODUCTION 
 

A non-concurrence was submitted by Richard Stattel, David Rahn, Rossnyev 
Alvarado, Stephen Wyman, Clifford Doutt, Karl Sturzebecher, Royce Beacom, Pong 
Chung, and Gursharan Singh of the Office of Nuclear Reactor Regulation (NRR) 
regarding the incorporation of Institute of Electrical and Electronics Engineers (IEEE) 
Standard (Std.) 603-2009 by reference into 10 CFR 50.55a(h) [1],[2].  Specifically, the 
non-concurrence is focused on the restrictions of data communications for the digital 
instrumentation and control (I&C) systems in new reactors.  This document provides a 
response to the non-concurrence by staff in the Office of New Reactors (NRO), including 
those that proposed the rule language for data communication independence for new 
reactors.  Contained within this document are (1) a summary of the dissenting view, (2) a 
background and summary of the staff’s response to the dissenting view, and (3) a 
response to the specific conclusions and statements provided in the non-concurrence. 

  
2 SUMMARY OF DISSENTING VIEW 

 
The non-concurrence states that the current version of the proposed rule to 

incorporate IEEE Std. 603-2009 by reference into 10 CFR 50.55a(h) includes restrictions 
on data communications for the digital I&C safety systems of new reactors.  The non-
concurrence identifies one safety issue and three regulatory process issues that the 
proposed criteria for new reactor data communication independence create.  The 
following is a summary of the issues identified in the non-concurrence: 
 
Safety Issue 
 
1) Discourages Use of Technology to Enhance Safety 

 
“Several operating nuclear power plants have implemented design improvements 
by using communications features in modifications involving digital safety 
systems.  These safety system enhancements have improved the performance 
of these systems and have provided an increased level of plant protection and 
safety.  Under the proposed rule, such system enhancements for new reactors 
would require the use of the alternative process as delineated in Clause 
50.55a(z).  The effect of requiring applicants to request alternatives to regulatory 
requirements would be to discourage implementation of system features that 
could result in enhanced safety system performance that otherwise would not be 
achieved.” 
 

Regulatory Process Issues 
 
2) Contrary to Regulatory Precedent Without Technical Basis 

 
“The proposed criteria for communication independence is contrary to fourteen 
years of regulatory precedent that has been successfully applied to operating 
nuclear power plants.  No technical basis has been provided to demonstrate that 
current regulatory practice is either adverse to public health, safety, or security or 
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to warrant the use of different regulatory requirements for the use of digital 
communications technology in new reactors.” 
 

3) Creates Design and Regulatory Inconsistencies 
 

“The proposed rule would institute a different set of regulations for new reactors 
that would not be applied to operating plants.  As such this would constitute a 
use of regulatory criteria that would promote inconsistencies between operating 
and new reactor plants.  Having such diverse regulatory criteria would ultimately 
lead to unacceptable inconsistencies between these reactor plant designs as well 
as inconsistencies in the way that the NRC would regulate these systems.” 
 

4) Changes NRC Policy and Current Practice 
 

“Implementation of Clause 50.55a(h)(5)(iii)(D) of the proposed rule would also 
constitute a change in NRC policy and current practice.  Staff Requirements 
Memorandum, “Briefing on Digital Instrumentation and Control (ML063400033)” 
directs the staff to “engage industry to establish an NRC project plan with specific 
milestones and deliverables to address deployment of digital I&C…”  This rule 
undermines the efforts of the industry and staff over the past seven years by 
providing regulatory requirements that conflict with the guidance developed by 
the I&C steering committee and associated working groups.” 

 
3 BACKGROUND 

 
Digital technology can provide benefits for nuclear power plant operation and safety 

[3].  For example, digital electronics are essentially free of drift and have the capability to 
better maintain their calibration.  With increased processing power, digital technology 
allows for increased accuracy and computational capabilities.  Higher data handling, 
data communication, and increased data storage capacity provided by digital technology 
allows for plant conditions to be more fully displayed and measured.  In many digital 
systems, the logic can be readily modified allowing for greater flexibility of system 
operation and maintenance.  Digital systems also allow for greater self-testing and 
diagnostics to promptly alarm operators to digital system malfunctions. 

 
While digital technology can benefit nuclear power plant operation and safety, 

improper design, implementation, operation, and maintenance of digital systems, as well 
as significant increase in complexity, can result in failures or faults impacting plant 
safety.  As described in Section 7.0 of NUREG-0800, “Standard Review Plan for the 
Review of Safety Analysis Reports for Nuclear Power Plants,” Revision 6, there are a 
number of challenges in ensuring the safety of digital systems with regards to areas 
such as quality, reliability, integrity, diversity and defense-in-depth, and independence 
[4].  For example, digital I&C systems are fundamentally different from analog I&C 
systems in that minor errors in design and implementation can cause them to exhibit 
unexpected behavior.  With an increase in functionality, interdependencies, and 
complexity, the introduction of digital electronics typically increases the potential for 
failures due to systematic causes.  Therefore, the performance of digital systems over 
the entire range of input conditions cannot generally be inferred from testing at a sample 
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of input conditions.  In redundant digital systems employing common software or logic, 
there is a potential for propagation of errors due to software.  Further, there are certain 
functional requirements that may be more challenging to ensure for digital I&C systems, 
including real-time performance and independence.  New reactor digital I&C systems 
reviewed by NRC staff to date possess a highly-integrated architecture that uses 
numerous data communication links to transmit information between I&C systems, the 
plant, and operators.  Such integration and complexity make the safety case for 
independence more challenging for these designs. 

 
3.1 Safety Significance 

 
Safety-related I&C systems in nuclear power plants perform functions such as reactor 

trip, engineered safety features actuation, safe shutdown, information displays, control 
functions, and interlocks.  Many of these functions are relied upon to address and 
mitigate transients and accident conditions and are considered risk-important with 
regards to the overall plant design.  Safety-related I&C systems incorporate safety 
design principles such as redundancy, defense-in-depth, diversity, independence, 
predictability and repeatability, and testability to ensure the necessary reliability and 
integrity of such systems. 
 

The focus of the proposed rule that is the subject of the non-concurrence is the safety 
design principle of independence.  Independence provides protection against 
propagation of failures. Independence is applied to safety-related I&C systems to ensure 
that the interaction, performance, or failure of outside systems and/or redundant 
components cannot affect the execution of safety functions within a given safety division.  
Independence includes aspects of physical separation between I&C systems, electrical 
isolation, communication, and functional/logical independence.  Functional/logical 
independence implies that a given safety division does not require data or functionality 
from outside systems or components in order to accomplish its given safety functions. 

 
3.2 Approach and Basis for New Reactor Data Communication Criteria 
 

Currently for new reactors, NRC requirements regarding independence are mainly 
contained in 10 CFR 50.55a(h)(3) and 10 CFR Part 50, Appendix A, General Design 
Criterion (GDC) 24.  10 CFR 50.55a(h)(3) incorporates by reference IEEE Std. 603-
1991, “IEEE Standard Criteria for Safety Systems for Nuclear Power Generating 
Stations.”  Clause 5.6 of IEEE Std. 603 outlines the criteria for independence between 
redundant portions of safety systems, between safety systems and the effects of a 
design basis event, and between safety systems and other systems.  In the 2009 version 
of IEEE Std. 603, there were minor changes made to Clause 5.6 to call out digital 
communication independence and to elaborate on the criteria for classification of I&C 
equipment that does not perform a safety function but is connected to equipment that 
does perform safety functions.  Guidance for data communication independence is 
currently found in Section 7.9 of NUREG-0800 and Digital I&C Interim Staff Guidance 
(ISG) 04, “Highly-Integrated Control Rooms – Communication Issues,” Revision 1 [5].  
ISG-04 contains staff guidance related to interdivisional data communications.  Within 
that guidance, interdivisional data communication is the transmission of data between 
redundant safety divisions and between safety and non-safety I&C systems. 
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Data communication in digital systems may be implemented in a variety of ways.  

Data communication techniques can be generally categorized as uni-directional or bi-
directional in nature.  Uni-directional data communication transmits data from one I&C 
component or system to another.  In bi-directional data communication, information and 
requests are exchanged between two I&C components or systems, which includes 
handshaking signals to coordinate the data communication.  Data and handshaking 
signals received from another I&C system or component, particularly those outside of 
the safety division, can create dependencies within the receiving safety division that 
could compromise its independence.  These concerns are more prominent for digital I&C 
systems that utilize bi-directional, interdivisional communications. 

 
As described in the following subsections, NRO staff proposed additional criteria for 

data communication independence for new reactors in the proposed rule to incorporate 
IEEE Std. 603-2009.  These criteria were based on recent licensing experience, expert 
advice, operating experience, safety engineering principles, and Commission policy 
regarding advanced reactors.  In the draft rule, the following independence criteria are 
proposed by the rulemaking working group: 

 
(5) Independence. The following requirements shall be met when addressing the requirements in 
Section 5.6: 

i. Independence between redundant portions of a safety system. The safety system architecture 
must incorporate independence between redundant portions of a safety system.  
Independence in the safety system architecture must be analyzed to address (1) safety 
system internal and external hazards, (2) the extent of interconnectivity between redundant 
portions of the safety system, and (3) the impact of failures or degradation in one portion of a 
safety system on the ability of redundant safety system portions to accomplish the safety 
functions. 
 

ii. Independence between safety systems and other systems. When applying Section 
5.6.3.1.a.2.ii and Section 5.6.3.1.b, independence must exist between safety systems and 
other systems for all signal technologies. Independence between safety systems and other 
systems shall be analyzed to (1) address hazards posed by other systems on the safety 
system, (2) the extent of interconnectivity between the safety system and other systems, and 
(3) the impact of failures or degradation in other systems on the ability of the safety system 
to accomplish the safety functions. 

 
Detailed criteria. The following requirements apply to Section 5.6 

(A). Signals between redundant safety divisions and signals from a non-safety-related 
system to a safety division must be processed in a manner that does not impair the 
safety functions of any safety system division. 

 
(B). Safety system divisions must detect and mitigate signal faults and failures received from 

outside the safety system division in a manner that does not impair the safety system 
safety functions of the division. 

 
(C). For current reactors, communications or signals from outside the safety division during 

operation must support safety or provide a safety benefit. 
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(D). For new reactors, 
(i). Data communications between safety and non-safety systems must be one-way, 

enforced by a physical mechanism, from safety to non-safety systems while the 
affected portion of the safety system is in operation. 

(ii). Signals between redundant portions of safety systems may be shared only if the 
signals are required to perform a safety function. 

(iii). A safety system may receive signals from non-safety systems while the safety 
system is in operation only if the received signal supports diversity and automatic 
anticipatory reactor trip functions.  These signals must be transmitted over a 
hardwired connection using means other than data communication. 

(iv). Applicants for design certifications, standard design approvals, or manufacturing 
licenses who propose an alternative under 10 CFR 50.55a(z) for complying with 
the requirement in paragraph (h)(5) above for data communications 
independence shall identify direct or indirect communication pathways to safety 
systems from other systems. 

 
As noted in the above draft rule language, there were several additional criteria in 

addition to the criteria in Clause 5.6 of IEEE Std. 603-2009 that was agreed upon by all 
staff participating in the rulemaking effort.  It is the new reactor specific criteria under 
“Detailed Criteria,” Subsection (D), which is the subject of the non-concurrence.  The 
Statements of Consideration for the draft rule language in Subsection (D) is contained in 
pages 32-39 of the draft rule package and discussed, in part, in the following sections. 

 
3.2.1 Safety engineering principles 

 
Safety engineering principles were applied when developing the data communication 

criteria for new reactors.  As discussed earlier, the safety engineering principle of 
independence implies that independent systems do not depend upon information or 
actions outside of itself.  Fundamentally, redundant safety divisions are designed to 
operate without information or other resources from outside systems.  Independence 
provides protection against propagation of failures. Independence is applied to safety-
related I&C systems to ensure that the interaction, performance, or failure of outside 
systems and/or redundant components cannot affect the execution of safety functions 
within a given safety division.   

 
Another safety engineering principle is to eliminate hazards as the preferred option in 

design before trying to mitigate and manage them [6],[7].  The Statement of 
Considerations for the draft rule state the following concerning elimination of hazards: 

 
“As a general safety principle, hazards should be eliminated when possible during the design 
stage; otherwise, hazards should be mitigated.  Communications that use programmable means 
to enforce independence could introduce failure modes associated with design errors.  By 
implementing communication independence in the hardware architectural design [physically-
limited one-way data communication], the potential for the propagation of design errors is 
minimized.  Failure modes and unexpected behaviors can be minimized in such a design by 
implementing redundancy in the I&C system architecture design.” 
 
“It is preferable from a safety and licensing point of view to design systems to promote 
elimination of failure modes as opposed to incorporating strategies to mitigate the results of 
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failures.  New reactor designs are able to more readily accommodate the rule as these designs do 
not have a current licensing basis for an existing system that may impact the particular design.  
As such, § 50.55a(h)(5)(iii)(D) does not apply to currently operating nuclear power plant licenses 
or operating licenses whose construction permits were issued before the effective date of the 
rule.” 
 

By requiring one-way, physically enforced mechanism for data communication from a 
safety system to a non-safety system, hazards associated with the data communication 
are eliminated.  The physical mechanism may be, for example, a single wire or fiber 
optic cable from a data transmit port in the safety system to a data receive port in the 
non-safety system.  In this situation, there is no mechanism for signals from the non-
safety system to reach the safety system.  Such a configuration can be readily verified.  
In contrast, when using bi-directional, interdivisional data communication, there is a 
potential for data from the non-safety system to reach the safety system as there are 
pathways for data going between both systems.  Software within the safety system is 
then relied upon to prevent (mitigate) any further propagation of that data to other 
portions of the system and create potentially undesirable effects.  Verification of the 
software implementing the independence would require a significantly increased level of 
effort and rigor depending upon the software design and how integrated the software 
operation may be.  

 
A third safety engineering principle that was considered is the principle of reducing 

complexity [8].  By keeping safety system designs simple, the interactions and potential 
failure mechanisms become more apparent and can be addressed during the safety 
analyses.  Software for modern digital I&C systems can be complex with sizes in the 
order of millions of lines of software code.  As illustrated by the example in the above 
paragraph, the proposed rule criteria for new reactor data communication provide, as a 
baseline, a simple mechanism for communication between safety and non-safety 
systems.  Such a mechanism can be readily understood and explained by the 
developers, plant licensees, maintenance personnel, regulators, and other interested 
stakeholders including the public.  When utilizing software as the mechanism to ensure 
independence, the approach to achieve and verify independence with sufficient 
confidence becomes more complex and difficult.  This is especially true when applicants 
for new reactors need to provide sufficient design information and analyses to 
demonstrate the safety of the software mechanisms.  As described in ISG-04, Section 1, 
Point 3, when dealing with such complexity, there is a higher likelihood of introducing 
errors.  Design information on how independence is achieved would need to be part of 
the licensing basis and be maintained for the life of the facility.  Management (e.g., 
maintenance, training, and knowledge management) of a complex licensing basis (i.e., 
software design and analysis) could prove challenging for licensees as well as NRC 
technical reviewers and regional inspectors.  Further, any change in the design such as 
software and hardware upgrades can invalidate the assurance that has previously been 
achieved, thus creating additional concerns associated with new potential hazards each 
time changes are made to the features. 

 
3.2.2 Operating experience 

 
Operating experience to date has shown the potential for data communications to 

impact plant safety.  Specifically, operating experience with domestic and international 
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nuclear power plants has demonstrated that these errors can adversely impact the 
safety of I&C designs that are complex and highly interconnected.  Most of the operating 
experience is related to non-safety systems in operating nuclear power plants as the 
application of digital technology in safety systems is currently not as wide-spread when 
compared to non-safety systems.  However, the experience is relevant and highlights 
the potential for failures associated with data communications.  The following are some 
examples of plant events that involved data communications. 
 
Digital Turbine Control Issues. While ascending in power following a refueling outage in 
2005, [    ] experienced a failure in its digital turbine control unit 
causing the man-machine interfaces for the digital turbine control to go blank [9].  The 
licensee determined the cause of the failure to be an incorrect setting in the digital 
control system that caused it to transmit more data than necessary and ultimately 
causing the screens to go blank.  In the same year, [            ] 
experienced a similar failure with its digital turbine control system causing its man-
machine interfaces to freeze [10].  The licensee determined the cause of the failure to be 
a hardware failure that impacted the two redundant data communication links to the 
man-machine interfaces.  In both cases, the design of the digital control systems was 
performed in way to incorporate redundancy and independence in the data 
communication links.  However, hardware and/or software failures at the detailed design 
level activated unintended dependencies that impacted the overall function of the man-
machine interface.  The events illustrate that despite using digital control systems with 
successful operating history and design features to limit data communication failures, 
data communication failures occurred due to errors and design deficiencies at the 
detailed design level. 
 
Data Storm.  As described in Information Notice 2007-15, “Effects of Ethernet-Based, 
Non-Safety Related Controls on the Safe and Continued Operation of Nuclear Power 
Stations,” a reactor scram occurred at Browns Ferry Unit 3 when a data storm event 
occurred on an Ethernet-based plant integrated computer system network [11].  In this 
event, a programmable logic controller failure produced excessive data traffic (data 
storm) on the data communication link (Ethernet link), which caused the variable-speed 
controllers on the reactor recirculation pumps to become non-responsive.  The 
corresponding behavior of the reactor recirculation pumps resulted in a high power, low 
flow condition, in the reactor, initiating the reactor scram.  The event illustrates that, due 
to the integration and interaction allowed by data communication links, there is a 
potential for a failure in one system to propagate and affect other I&C systems.  
Mitigation of such hazards requires thorough knowledge and analysis of the I&C 
systems involved.  Information Notice 2007-15 discusses the documentation of such 
data communication failure modes in commercial process control. 
 
Computer Testing Causes Reactor Scram.  As described in Event Notice 44046, Plant 
Hatch Unit 2 experienced a reactor scram due to a loss of condensate feedwater flow 
[12].  The loss of condensate feedwater flow occurred when plant condensate 
demineralizer outlet valves unexpectedly closed.  Upon further evaluation, the licensee 
discovered that testing of condensate demineralizer software on a separate computer 
located outside of the plant triggered the event.  The licensee was aware of a data 
communication link between the plant condensate demineralizer system and computer 
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systems outside of the plant.  The purpose of the link was to provide status monitoring to 
remote locations outside the plant.  Since the data communication link incorporated a 
firewall and was designed to send out information, the licensee did not suspect that the 
data communication link would allow vulnerabilities to plant control systems. The event 
demonstrates that despite migitative features to prevent unintended data communication 
interactions, such events could occur when the detailed design of the I&C systems and 
data communication links are not properly evaluated. 
 
Plant Control System Failures. At a May 2013 meeting of the Multinational Design 
Evaluation Program Digital I&C Working Group, the [    ] regulator described plant 
control system failures at the two units of the [            ] [13].  
The plant uses a plant-wide data network that incorporates features to prevent data 
communication-related failures.  For example, the data communication systems use 
microprocessors allocated to data communication functions, dual-port memory, and 
algorithms to validate incoming data.  However, in 2012, there was a hardware 
degradation of a fiber optic transmitter that corrupted data sent on the network.  The 
data was corrupted in a manner that it was still in the valid data range, but possessed 
the wrong value for the current plant conditions.  As a result, power was isolated to 
several pumps providing feedwater and eventually caused a reactor trip on low steam 
generator water level.  Similar to the events above, this event demonstrates the potential 
for certain failures to defeat defensive design mechanisms in data communication links. 
 

3.2.3 New reactor licensing experience 
 

NRO reviewed a number of new reactor design certification and combined license 
applications over the past several years, including the South Texas Project combined 
license application to construct and operate the Advanced Boiling Water Reactor design, 
Westinghouse’s Advance Passive 1000 design certification amendment, General 
Electric’s Economic Simplified Boiling Water Reactor design certification, Areva’s U.S. 
Evolutionary Pressurized Reactor design certification, and Mitsubishi’s US-Advanced 
Pressurized Water design certification.  Each of the new reactor designs utilized digital 
technology for nearly all of their I&C systems, and the I&C systems in these designs are 
highly integrated through the use of data communications between various I&C systems.  
In the case of one new reactor design, the staff identified over 1,000 interdivisional data 
communication links.  During the reviews, the staff encountered a number of significant 
issues related to data communication independence.  Many of these issues centered on 
the use of bi-directional data communication between redundant safety divisions and 
between safety and non-safety I&C systems.  In these situations, applicants depended 
upon detailed design (i.e., software and hardware) to implement independence with 
respect to the bi-directional data communication links.  However, the applicants did not 
provide the requisite design information and analysis at the level of detailed design 
sufficient to demonstrate that independence would be adequately accomplished.  The 
following portion of the draft rule’s Statement of Considerations summarizes the 
challenge faced by the staff: 

 
“New reactors licensed under the 10 CFR part 52 process are not required to provide design 
implementation details at the time of design certification.  As stated in § 52.47, the application 
must contain a level of design information sufficient to enable the Commission to reach a final 
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conclusion on all safety questions associated with the design before the certification is granted.  
The requirements proposed by this rule would allow new reactors to demonstrate 
communications independence with a level of design information at the hardware architecture 
level without the need to provide detailed design implementation information, which is 
consistent with the requirements of § 52.47.  If a new reactor applicant chooses to implement 
software-based solutions to enforce communications independence, additional design details 
and implementation information (e.g., software code, testing data, Factory Acceptance Test 
(FAT) results, etc.) may be needed in the licensing basis to demonstrate that the software-based 
solutions to enforce communications independence are safe.  Based on experience of new 
reactor I&C systems reviews conducted prior to the development of this regulation, many 
applications did not have this level of information available during the time of design certification 
or licensing due to the state of maturity of their designs.” 
 

Based on experience from new reactor licensing, the majority of applicants could not 
provide the level of design information sufficient to support use of bi-directional, 
interdivisional data communication with respect to demonstration of independence.  
Despite significant interactions with the applicants, the staff continues to have significant 
challenges for certain designs in this area.  Therefore, the staff finds it necessary and 
prudent to propose the rule criteria on independence for new reactors which would allow 
more efficient and effective ways to ensure independence and to provide for improved 
certification or licensing certainty. 

 
The staff’s review guidance contained in ISG-04, Section 1, Point 3, states, in part, 

that 
 

“a safety channel should not receive any communication from outside its own 
safety division unless that communication supports or enhances the performance 
of the safety function.  Functions that are not necessary for safety, even if they 
enhance reliability, should be performed outside the safety system as they would 
increase the complexity of the system.  Such complexity would, in turn, increase 
the likelihood of failures and software errors.” 
 

     During the review new reactor applications, the staff encountered several reasons 
from applicants for utilizing bi-directional, interdivisional data communications.  They 
include: 

 
• Cross-division/channel data checks 
• Display of safety system information on non-safety video display units 
• Continuous connection to a non-safety computer for diagnostics 
• Sharing of sensor data among redundant divisions 

 
The staff questioned the need for performing these functions with bi-directional, 

interdivisional data communications as they were, in most cases, not necessary to 
perform the safety function.  The staff observed that bi-directional, interdivisional data 
communication was largely used because the selected digital computer equipment for 
the new reactors was already designed and constructed to operate in such manner. 
 

The issues involving bi-directional, interdivisional data communications were largely 
addressed in new reactor licensing reviews when the applicants decided to eliminate 
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unnecessary data links or to implement uni-directional, interdivisional data 
communications.  The following are some examples of how the original functionality to 
enhance reliability was maintained through the use of uni-directional, interdivisional data 
communications that is enforced by physical means. 

 
• Cross-divisional/channel sensor data checks - Each safety division sends its data 

to an external non-safety-related computer via uni-directional data 
communications.  The non-safety-related computer would compare data from 
each division’s sensors and alarm if one or more division’s values were deviating 
abnormally. 
 

• Display of safety system information on non-safety video display units – Each 
safety division transmits its data via uni-directional data communication links to 
the non-safety video display unit. 
 

• Continuous connection to a non-safety computer for diagnostics – Each safety 
division either transmits necessary data (alarms, values, etc.) via uni-directional 
data communication links to a non-safety computer.  If more in-depth diagnostics 
are necessary, the respective division can be cleared for maintenance and a bi-
directional communication link established for maintenance purposes (e.g., 
modification of software or parameters). 
 

• Sharing of sensor data among redundant divisions – Sharing of sensor data was 
not necessary in most designs due to the level of redundancy provided by new 
reactor designs. 

 
Overall, the staff found that most of the original functions, that are not associated 

with a safety function but improve system availability, could be implemented with uni-
directional, interdivisional data communication.  From a safety perspective, the potential 
hazards associated with implementing independence within software for bi-directional 
data communication were eliminated by using physically-limited, uni-directional data 
communication.  From a licensing efficiency perspective, use of physically-limited, uni-
directional data communication links allowed the staff to make a safety conclusion with 
minimal effort and at a higher level of design and analysis provided by the applicant.  
With use of bi-directional data communications, the staff expected a significant level of 
review effort and a significant amount of design and analysis information associated with 
their software to implement independence. 
 

3.2.4 Commission policy  
 

The Statements of Consideration for the draft rule includes the following that 
discusses prior Commission Policy regarding advanced reactors and expert input. 
 

“The proposed independence requirements would increase consistency of the 
regulatory framework for I&C systems with the Commission’s policy on advanced 
reactors by having a simplified means to accomplish safety functions.  This is supported 
by the 2007 National Academy of Science Study, “Software for Dependable Systems: 
Sufficient Evidence?,” which linked the issue of complexity to the independence design 
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principle.  Specifically, the study noted that “the most important form of simplicity is 
that produced by independence, in which particular system-level properties are 
guaranteed by individual components much smaller than the system as a whole, which 
can preserve these properties despite failures in the rest of the system.  Independence 
can be established in the overall design of the system, with the support of architectural 
mechanisms.” 
 

On October 14, 2008, the NRC published “Policy Statement on the Regulation of 
Advanced Reactors,” in Federal Register Notice 73 FR 60612.  In the policy statement, 
the Commission expects that advanced reactors will provide enhanced margins of safety 
and/or used simplified, inherent, passive, or other innovative means to accomplish their 
safety and security functions.  Among the attributes that could assist in establishing the 
acceptability or licensability of a proposed advanced reactor design, and therefore 
should be considered in advanced designs are (emphasis added): 

 
• Highly reliable and less complex shutdown and decay heat removal systems.  The 

use of inherent or passive means to accomplish this objective is encouraged. 
 
• Simplified safety systems that, where possible, reduce required operator actions, 

equipment subjected to severe environmental conditions, and components needed 
for maintaining safe shutdown conditions. Such simplified systems should facilitate 
operator comprehension, reliable system function, and more straightforward 
engineering analysis. 

 
• Designs that minimize the potential for severe accidents and their consequences by 

providing sufficient inherent safety, reliability, redundancy, diversity, and 
independence in safety systems, with an emphasis on minimizing the potential for 
accidents over minimizing the consequences of such accident. 

 
• Designs that provide reliable equipment in the balance of plant (BOP) (or safety 

system independence from BOP) to reduce the number of challenges to safety 
systems.   

 
The staff believes the proposed data communication independence criteria for the 10 

CFR 50.55a(h) draft rule supports the Commission’s policy outlined above.  Specifically, 
use of uni-directional, interdivisional data communication that is enforced by physical 
mechanisms provides an inherent, simple means to ensure independence while allowing 
the benefits of digital technology.  The Statements of Consideration discuss the use of 
uni-directional data communication enforced by a physical mechanism. 

 
“… the proposed paragraph allows communication from safety systems to non-safety 
systems for display, control, recording, and diagnostics.  Failure modes may still exist 
with use of data communications within the design; however, if the communication link 
is a physical one-way connection (i.e., no hand-shaking signal and only a fiber optic or 
copper wire connection from a transmit port to a receive port), then the failure modes 
associated with data communications are effectively addressed by hardware designed 
to maintain the communication flow.  The use of physical means (e.g. hardware devices) 
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to prevent non-safety to safety system communication while the safety system division 
or channel is in operation further reduces reliance on software to maintain safety 
system independence.” 
 

Furthermore, the proposed rule would support licensability of advanced reactor designs 
by providing a foundation whereby applicants can provide sufficient design information 
and a straightforward analysis to support a safety conclusion regarding independence. 
 

3.2.5 External Advice 
 

The Statements of Consideration mention a study by the National Research Council 
of the National Academy of Sciences titled, “Software for Dependable Systems:  
Sufficient Evidence? [8]”  The study was sponsored by the National Science Foundation, 
the National Security Agency, the Office of Naval Research, and the Federal Aviation 
Administration to better understand the certification of software-based systems that will 
not unduly endanger the public and can be depended upon to deliver its intended 
service safely and securely.  The staff believes the proposed criteria for data 
communication independence supports the conclusions from this report and other expert 
advice that exists in the technical community as the criteria would address 
independence at the architectural, system-level of the design. 

 
The NRC has interacted with other regulators regarding the licensing of new reactors 

through the Multinational Design Evaluation Program (MDEP).  Through this interaction, 
the NRC learned that other regulators also encountered difficulties in evaluating the 
independence of new reactor designs.  For example, the MDEP technical expert 
subgroup for EPR I&C developed the following common position, which included 
regulators currently reviewing the EPR design [14]. 

 
“Independence between systems and divisions is essential to the safety of I&C 
design, but portions of the original EPR design did not demonstrate adequate 
independence in data communications. Regulators are addressing data 
communications independence by requiring safe data communication design 
practices and thoroughly reviewing the EPR data communication architecture, 
processes, logic, and information exchange.” 

 
4 RESPONSE TO THE NON-CONCURRENCE 

 
4.1 Discourages Use of Technology to Enhance Safety 
 

The non-concurrence states that the proposed data communication independence 
criteria for new reactors would discourage the use of technology that would enhance 
safety.  It also states that safety enhancements “would not otherwise be achieved” if the 
rule were imposed.  The Statements of Consideration for the proposed rule state the 
following regarding enhancement of safety.  

 
“Proposed § 50.55a(h)(5)(iii)(D) limits the implementation of communications between 
redundant portions of safety systems and between safety and non-safety systems to 
limit failure modes and unexpected behaviors associated with communications, while 
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preserving the benefits of digital technology and allowing functionality that improves 
reliability and availability.” 
 
“Proposed § 50.55a(h)(5)(iii)(D)(1) is intended to ensure that data communication from 
safety systems to non-safety systems is in one direction while the safety system division 
or channel is in operation, and is accomplished through hardware means.  This will allow 
information to be transmitted to non-safety systems in a manner that prevents the 
receiving non-safety system from adversely impacting a safety function.  By limiting the 
implementation of the data communication to one direction from the safety system to 
the non-safety system while the safety system division or channel is in operation, this 
paragraph allows for safety and non-safety systems to take advantage of digital 
technology without adversely affecting safety system functionality.” 
 

The staff is not able to directly address the comment regarding how the proposed rule 
discourages the use of technology to enhance safety as the non-concurrence does not 
identify or define the safety enhancements that would be affected.  The non-concurrence 
mentions safety enhancements that were achieved through at Oconee, Palo Verde, and 
plants that use the Eagle 21 system, but without knowledge of the specific safety 
enhancements and how they would be impacted by the proposed rule, it is difficult to 
respond to the comment.  It is also difficult to relate the current operating fleet plant 
design aspects to those of a new reactor, when the plant design may affect the 
configuration and operation of its I&C systems (new reactors are expected to have, and 
have shown, a higher level of redundancy, defense-in-depth, etc. as compared to 
operating reactors). 

 
Section 3.2.3 of this document discussed some functions that would allow display of 

diagnostic information, cross-division data checks, and other reliability improvement 
functions that are achievable with the proposed data communication criteria.  Therefore, 
staff believes that the majority of functions to enhance reliability and safety can be 
achieved with the proposed data communication criteria, with the added benefit of 
allaying concerns with the use of bi-directional, interdivisional data communication.  The 
staff understands that there may be certain situations where bi-directional, interdivisional 
data communication is the only means to achieve a measurable and observable 
improvement in safety.  In these situations, which are not expected to be frequent, the 
applicant can request an alternative to the proposed data communication criteria.  The 
non-concurrence suggests that requesting an alternative would be an impediment, in 
these cases, for achieving a safety benefit.  However, the use of alternatives involving 
the ASME Boiler Pressure Vessel Code in 10 CFR 50.55a has been used extensively.  
Therefore, it is expected that applicants or licensees would not be deterred from using 
an alternative in the case of data communications if there is a justifiable and 
demonstrated safety case for doing so.   

 
4.2 Contrary to Regulatory Precedent Without Technical Basis 

 
The non-concurrence states that the proposed data communication criteria for new 

reactors are contrary to regulatory precedent without a technical basis.  Specifically, the 
non-concurrence states that there is 14 years of precedent regarding data 
communication independence.  Since the claim does not identify the regulatory 
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precedence involved, it is difficult to respond the claim.  To address the precedence, the 
staff would need to understand: 
 

• the plant design, 
• why the particular data communication approach was taken, 
• the design information and analysis provided by the licensee/applicant, 
• why the staff found the approach acceptable, 
• how the precedence applies to new reactor applications, and 
• why the precedent should be carried forward. 

 
     The staff believes that the proposed data communication criteria are largely 
consistent with the precedence associated with new reactor reviews as most designs 
incorporate uni-directional data communications between safety and non-safety systems 
through physically-limited means, and their data communication between redundant 
safety divisions is largely limited to transmission of voting data.  Finally, the staff believes 
the technical basis described in the proposed rule’s Statements of Consideration, and as 
outlined in this document, provides the impetus for the proposed data communication 
criteria given its advantages both to ensuring independence, which also supports the 
Commission’s defense-in-depth strategy, and enabling the use of digital technology. 
 

4.3 Creates Design and Regulatory Inconsistencies 
 

The non-concurrence states that having different criteria for new and operating 
reactors regarding data communication independence would lead to design and 
regulatory inconsistencies.  NRO is not opposed to a single set of criteria for new and 
operating reactors, and a single set of criteria were sought after by the rulemaking 
working group for more than two years.  However, the rulemaking working group could 
not arrive at a single set of criteria as illustrated by the non-concurrence and this 
response.  Therefore, a management decision was made to bifurcate the rule in the area 
of data communication independence.  Based on the technical and policy basis provided 
in the Statements of Consideration and discussed in this document, NRO staff believes 
that it was necessary and practical to include the proposed criteria for data 
communications for new reactors.  The proposed criteria could also be applied to digital 
upgrades in operating reactors for similar reasons as those for new reactors if a single 
set of criteria are sought.  If management decides to maintain the bifurcated rule, it 
would not be unique in that different criteria have been applied by the Commission to 
new reactors as compared to operating reactors.  Examples include: 

 
• Probabilistic Risk Assessment:  10 CFR 50.34(f)(1)(i), 10 CFR 52.47(a)(27), 10 CFR 

52.79(a)(46), and 10 CFR 50.71(h) require new reactor applicants to perform 
probabilistic risk assessments, provide their results at the time of application, and 
maintain the assessment. 

 
• Three-Mile Island Requirements:  10 CFR 50.34(f)(1 – 3) requires new reactors to 

evaluate the proposed auxiliary feedwater system reliability and design, identify 
system modifications that would reduce failures of relief valves, and provide 
dedicated penetrations that would not preclude future installation of systems such as 
a filtered vent. 
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• Fire Protection:  10 CFR 52.79(a)(6) requires combined license applicants to provide 

a description and analysis of their fire protection design features. 
 

The staff notes that there are also several Commission policies that apply specifically 
to new reactors such as the reliability assurance program discussed in the SRM to 
SECY-94-084. 
 

4.4    Changes NRC Policy and Current Practice 
 

The non-concurrence states that the proposed criteria would change NRC policy and 
current practice and notes that the Commission directed the staff to interact with the 
industry and develop guidance in the SRM to a November 8, 2006 Commission briefing.  
The Commission direction for the staff was to engage the industry and develop 
requirements and guidance necessary to facilitate the use of digital technology without 
unnecessary burden.  The staff carried out that direction with the establishment of 
interim staff guidance.  The interim staff guidance was developed and applied to new 
reactor reviews with participation from the industry.  In SECY-09-0061, “Status of the 
Nuclear Regulatory Commission Staff Efforts to Improve the Predictability and 
Effectiveness of Digital Instrumentation and Control Reviews,” the staff informed the 
Commission that as the staff gains experience with the use of interim staff guidance 
through current review, the SRP, regulatory guides, and other guidance will be revised to 
“incorporate the ISGs and lessons learned.”  The staff further stated that “As the digital 
I&C technology evolves and new information becomes available, there will be further 
opportunities to update guidance in this area.”  This proposed rule does just that – reflect 
on lessons learned from the new reactor reviews and incorporate those lessons into the 
draft rule.   

 
5 CONCLUSIONS AND RECOMMENDATIONS 

 
The non-concurrence identified one safety issue and three regulatory process issues.  

It proposed a remedy to these issues in which the NRC should incorporate the guidance 
of IEEE Std. 603-2009 by reference and should not take exception to the criteria for 
independence.   

 
The NRO staff carefully evaluated the dissenting views expressed in the non-

concurrence.  Based on the technical and policy bases provided in the Statements of 
Consideration and discussed in this document, NRO staff believes that the proposed 
criteria for independence for new reactors should go forward in the draft rule for public 
comment.  The following are key safety and policy bases: 
 
• The increased complexity and dependencies of bi-directional data 

communications introduce a variety of challenges including new failure modes 
(e.g., due to software errors) and a limited understanding of these new failure 
modes.  

• These new failure modes can defeat the traditional defense-in-depth attributes 
such as redundancy and independence. 
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• Applicants are overly relying on software-based communications and software 
solutions to defend against the very same failure modes introduced by the 
digital/software-based designs and to also prevent propagation of these failures 
across barriers of defense. 

• Complex software cannot be proven to be free of error, and any remaining errors 
can introduce hazards that have not been addressed or analyzed.  Additional 
hazards of concerns can be more easily introduced during the life of the plan as 
changes or upgrades are made to the design that could raise safety challenges. 

• With the interpretive nature of the current rule language when applied to 
software-based communications independence, the applicant may arrive at 
designs that are not safe. 

• The proposed criteria for new reactors provide requirements where 
independence is self-evident at the architectural level by eliminating hazards due 
to use of software-based communications.  They will strengthen defense-in-depth 
and safety margin of the new reactor design by eliminating potential hazards in 
design. 

• Operating experience with domestic and international nuclear power plants has 
demonstrated that these errors can adversely impact the safety of I&C designs 
that are complex and highly interconnected. 

• Consistent with the Commission policy for advanced reactors, the proposed 
criteria for new reactors reduce unnecessary complexity in design.  They also 
provide a more predictable, effective, and efficient regulatory framework and will 
improve standardization and harmonization. 
 

     The lessons learned from the Fukushima event highlights the need to begin 
establishing a new norm as we learn new information and a clear and strong defense 
against credible hazards that could have high consequences, such as failures and faults 
caused by unnecessary dependencies and complexities.  In that regard, true 
independence should not be compromised in all practical possibilities.  Therefore, NRO 
staff finds the proposed criteria for new reactors to be well justified. 
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