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on Year 2 I Option Year 3
4 - 9125/15 9/26/15 - 9125/16
D ISTSI Site IG'vt Site ISTSI Site 1GLcat

Project Manager
Consultant
Security Specialist
iSenior Consultant
!Senior Security Specialist
Subject Matter Expert
UX/UI Developer

Lcat
Project Manager
Consultant
Security Specialist
Senior Consultant
Senior Security Specialist
Subject Matter Expert
UX/UI Developer

Lcat Labor Category Description
Project Manager The Project Manager is responsible for the performance of all staff. She/he works directly with government

managers to clearly define project goals and that all parties have a common understanding of what is
expected. Management experience including 5 or more years managing projects involving the oesign.
development, and implementation of large-scale computer applications, in a Web, Client-Server and/or
IBM mainframe environment. Other qualifications: Experience using Microsoft standard tools, such as
Word, Excel, and MS Project: Excelient written and oral communication skills.

__ Qualifications: Minimum 8 years experience and a Bachelor's degree.

Consultant Perfoms assignments and high-level studies to address and resolve complex management problems.
Individually develops, analyzes, evaluates, and advises on methods and techniques to improve
organizational work processes, procedures, resources, management controls, information systems,
documentation, and similar management functions.
Qualifications: Minimum 8 years experience and a Bachelor's decree.

Security Specialist Experience in IT Security discipline(s) and technologies including security administration, security
software, and computing hardware. Four (4) years experience in one or more of the following: security
access protection, systems integrity, audit, vulnerability scanning, penetration testing, risk. Knowledge of
Active Directory, LDAP and other AAA protocols. Ability to cultivate relationships with clients at all levels
and maintain expertise in current technologies.

Qualifications: Minimum 6 years experience and a Bachelors degree.

Senior Consultant Conducts high-level studies and resolves complex management and organizational problems. Individually,
or with assistance, develops, analyzes, evaluates, and advises on methods and techniques to improve
organizational work processes, procedures, resources, management controls, information systems,
documentation. Develops detailed recommendations and/or alternatives to correct and optimize
deficiencies, and generate staff and dollar savings.

Qualifications: Minimum 10 years experience and a Bachelors degree.

Senior Security Specialist Experience in IT Security discipline(s) and technologies including security administration, security
software, and computing hardware associated. Five (5) years experience in one or more of the following:
security access protection, systems integrity, audit, vulnerability scanning, penetration testing, risk
management, domain structures, user authentication and authorization, encryption, digital signatures and
networking; knowledge of Active Directory, LDAP and other AAA protocols. Good problem identification,
troubleshooting, triage, and containment skills. Knowledge of full project life cycle support with the ability
to direct activities and develop and manage project wod• plans.

__ Qualifications: Minimum 8 years experience and a Bachelor's degree.
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Subject Matter Expert Demonstrated knowledge and experience in a designated field or discipline. Recommends and designs
organizational improvements based on industry trends, policy, and/or best practices. Directs the activities
of Specialists or other staff as necessary on activities related to the specified field or discipline.

Qualifications: Minimum 8 years experience and a Bachelor's degree.

UX/UI Developer User Experience/User Interface Expert specializes in the Human-Computer Interaction (HCI) design and
extends this to include all aspects of a produc or service perceived by the user. The UX/UI Developer has
advanced knowledge of: user-centric design principles, visual design, user behaviors and interaction; user
experience design including information architecture, interaction design, visual design, prototype
engineering, content orientation; High degree of creativity, empathy and problem solving. Excellent
communication skills (story-telling, visualization) and the ability to collaborate and obtain buy-in within an
organization.

Qualifications: Minimum 3 years experience and a Bachelor's degree.
* Note - The labor category descriptions represent excerpts from existing STSI categories except for UX/UI
Developer.
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