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EPRI Guidance Revision

* Incorporate learning subsequent to release of 1019163 in
2009

—NRC Public Meetings and SECY 11-0154
— Industry Meetings (NUPIC, JUTG, etc.)
— Benchmarking seminars and surveys

» Update references

* Introduction of a three-legged approach
— Prevent
— Detect
— Control



EPRI Guidance Basic Model

PREVENT

Establish scope of concemn (6.1) DE TECT

/ Use of authorized distributors (6.2)

| Enhanced supplier communication Education and
' and interface (6.3) Training (6.5)
Vigilant inspection (7.1)
| Identify at-risk procurements (6.4) e Source (7.1.1)
\ e Receipt (7.1.2)

Reportl_ng & ¢ Pre-installation (7.1.3)
Sharing
Incident
Information Positive
Documented %% 8391 Identification
Process for (7.2)
Suspect ltems
(8.1, 82) - @ 2013 Electric Power Research Institute Inc
T ——— [EPRI} All Rights Resarved
e Quarantine (8.2.2)
+ Corrective Action (8.2.4)
e Disposition (8.2.4)
e Report/Share (OE) (8.2.6, 9)

Applicable section numbers in revised EPRI

Guidance are shown in parentheses CONTR OL
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Prevention
~PREVENT

Establish scope of concern (6.1)
.Use of authorized distributors (6.2)

| Enhanced supplier communication Education and
' and interface (6.3) Training (6.5)

| Identify at-risk procurements (6.4)

Reporting &
Sharing
Incident
Information
Documented et
Process for
Suspect ltems
(8.1, 8.2)

© 20:_L_3_Eleétrié Power Research Institute Inc.
~————_________—(EPRI) All Rights Reserved.

Applicable section numbers in revised EPRI
Guidance are shown in parentheses
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Detection

Education and

Training (6.5)

Reporting &
Sharing
Incident

Information

(8.2.5,8.3,9.1)

Applicable section numbers in revised EPRI
Guidance are shown in parentheses
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DETECT

Vigilant inspection (7.1)
e Source (7.1.1)
* Receipt (7.1.2)
e Pre-installation (7.1.3)

Positive
|dentification
(7.2)

& 2013 Electric Power Resaarch Institute Inc.
[EPEI) All Rights Reserved.
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Control

Reporting &
Sharing
Incident
Information
Documented (8.2.5, 8.3, 9.1)
Process for
Suspect Iltems
(8.1, 8.2)

Quarantine (8.2.2)
Corrective Action (8.2.4)
Disposition (8.2.4)
Report/Share (OE) (8.2.6, 9)

CONTROL

Applicable section numbers in revised EPRI
Guidance are shown in parentheses
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Counterfeit, Fraudulent, and Substandard Items
Introduction to CFls
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Figure 1.

¢« 1021493, Counterfeit
and Fraudulent ltems: A

Self-Assessment
Checklist (2010)

Figure 2 I vs. Out of roducton Counlerieting Incidents
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EPR |

Plant Support Engineering: Counterfelt and
Fraudulent Items

A Self-Assessment Checklist

1021493

* 1019163, Counterfelt,
Fraudulent and
Substandard Iltems:

Mitigating the Increasing
Risk (2009)

* 1020953 CFSI computer-
based training (2010)
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Report and Share Incident Information

* Information will enable implementation of targeted
preventive measures
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Welcome Marc Tannenbaum

[ o =4 | . Suspect Counterfeit/Fraudulent Item Data (SCFI)

Home | Mew Incident | Advanced Search | Summary

Information about suspected incidents of counterfeiting and fraud is contained in this database. Incident data originates from organizations that identified the suspect items. The 10
most recent incidents reported are listed below. To search the entire database, click on the Search button. Click on the Advanced Search butfen to search by manufacturer,
supplier, part number or model number.

Showing Incidents 1 - 10 of 14 Search | Advanced Search

Incident # Revision PDF Copy Status Date Reported Keyword Description il

21 000 b New 3/25/13 Slin

20 000 @ Ready 312213 5P

18 000 ﬁ Ready 322113 Sy

18 000 ﬁ Ready 3122113 Hos

17 000 " New 212113

16 000 b New 11912 Con

15 000 b Ready 111912 Co

10 0oo @ Ready 111613 Cha

[ 000 | Ready 111113

5 000 | Ready 6/26/11 T A
ext = Last ~

Careers | Contact EPRI | Copyright Policy | Privacy Statement | Terms of Use
800.313.3774 or 650.855. 2121
EPRI 3420 Hillview Avenue, Palo Alto, California 94304
@ Electric Power Research Institute. Inc. 2001-2012 All rights reserved
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