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RAI #18:  Please identify the generic platform features involved in communication between: (a) 

redundancies, and (b) with other system.  Please include references to the reports and associated 

sections for each.  Please identify those features that are the equivalent to those addressed by ISG-4 

(i.e., the same as in microprocessor based systems).  Please identify those features that uniquely apply 

to FPGAs when compared to those addressed by ISG-4 (i.e., those specific to this FPGA based 

application). 

RAI#19:  For those NuPAC features that are not explicitly addressed by ISG-4, please describe any known 

failure/error modes/mechanism and the associated techniques used to address/mitigate each. 

RAI #20: Please describe the logical communications protocols that are used between redundancies and 

with other systems.  Please describe how these protocols meet the associated regulatory criteria (e.g., 

ISG-4). 

1 Terms and Acronyms 

 DUT – Design Under Test (FPGA top level) The design module being tested.  Typically the top 

level FPGA design. 

 FPGA – Field Programmable Gate Array 

 FVVP – Field-Programmable Logic Verification and Validation Plan.  This plan is owned by NuPAC 

Independent Assurance, and describes the Independent Assurance plan for V&V of the PL 

Configuration Items. 

 Module – For the purposes of this response, the term “module” is synonymous with a VHDL 

Entity. 

 PL – Programmable Logic: design, description or implementation of logic intended for 

implementation in an FPGA. 

 TSC – Test Specimen Configuration: NuPAC dual chassis system submitted via TR 

NuPAC_ED61000-047-P. 

 VHDL – VHSIC Hardware Description Language 

 VHSIC – Very High Speed Integrated Circuit 

2 Introduction 

The NuPAC FPGA based system has some communications features in common with processor based 

systems and some features that can be unique to FPGA based systems.  Rather than itemize these 

differences and likenesses in isolation, the NuPAC Platform communication features will be detailed 

within the context of each NRC Staff position outlined in DI&C ISG-04. 



    
 10/04/2013 

Cleared for Public Release per  DAL201310004   Copyright 2013 Lockheed Martin Corporation 
 

3 Response 

Regarding RAI #19, there are no known failure modes of the NuPAC Platform not addressed by the staff 

positions expressed in DI&C ISG-04. 

Regarding RAI #20, all communications protocols implemented for systems outside the safety division 

are application specific.  The protocols demonstrated by the TSC for external communications contain 

the same features and protections as those used within the TSC. 

RAI#18 is addressed by responding to DI&C ISG-04 in section 4 

4 DI&C ISG-04 

4.1 Staff Position 1 

A safety channel should not be dependent upon any information or resource originating or residing outside 

its own safety division to accomplish its safety function. This is a fundamental consequence of the 

independence requirements of IEEE603. It is recognized that division voting logic must receive inputs from 

multiple safety divisions. 

The NuPAC Platform provides for each independent safety channel within a safety division to be 

independent from any information or resource originating or residing outside its own safety division to 

accomplish its safety function.  This independence is made possible by the separation of data and 

processing paths for each of the 8 NuPAC IO Mezzanines (when configured as RS-422) and each of the 2 

groups of Backplane Serial Interface (BSI) LVDS channels. 

The BSI LVDS channel groups have separate data handler buffers, control logic, and round robin 

arbitration to provide for deterministic response for each possible safety channel.  Each LVDS channel 

and RS-422 configured IO Mezzanine has dedicated time slots in each frame transferred over the Time 

Division Multiplexed (TDM) interface between the Core PLD and Application Specific PLD. 

4.2 Staff Position 2 

The safety function of each safety channel should be protected from adverse influence from outside the 

division of which that channel is a member. Information and signals originating outside the division must not 

be able to inhibit or delay the safety function. This protection must be implemented within the affected 

division (rather than in the sources outside the division), and must not itself be affected by any condition or 

information from outside the affected division. This protection must be sustained despite any operation, 

malfunction, design error, communication error, or software error or corruption existing or originating 

outside the division. 

The protections from adverse influences from outside the safety divisions are provided for by the same 

features described in section 4.1. 
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4.3 Staff Position 3 

A safety channel should not receive any communication from outside its own safety division unless that 

communication supports or enhances the performance of the safety function. Receipt of information that 

does not support or enhance the safety function would involve the performance of functions that are not 

directly related to the safety function. Safety systems should be as simple as possible. Functions that are not 

necessary for safety, even if they enhance reliability, should be executed outside the safety system. … 

The independence of safety and non-safety channels is provided in part by the NuPAC Platform features 

described in section 4.1.  The specific allocation of communication resources to ensure independence of 

safety and non-safety channels is application dependent.  Detailed review of this item is not directly 

relevant to the generic NuPAC Platform, however the TSC does demonstrate independence of safe and 

non-safe channels by allocating safety related messaging to BSI LVDS group A, and non-safety messaging 

to BSI LVDS group B. 

4.4 Staff Position 4 

The communication process itself should be carried out by a communications processor separate from the 

processor that executes the safety function, so that communications errors and malfunctions will not 

interfere with the execution of the safety function. The communication and function processors should 

operate asynchronously, sharing information only by means of dual-ported memory or some other shared 

memory resource that is dedicated exclusively to this exchange of information. … 

 

The NuPAC Platform is FPGA based with no microprocessors, eliminating direct application of this 

position.  However, the concept of shared access to common resources “within a timeframe that does 

not impact the loop cycle time assumed in the plant safety analyses” is relevant.  There are specific 

NuPAC Platform communication features where arbitration between safety and non-safety is required.  

In these instances, the access is deterministic to ensure that the safety channel will meet the required 

loop cycle time. 

4.5 Staff Position 5 

The cycle time for the safety function processor should be determined in consideration of the longest 

possible completion time for each access to the shared memory. This longest-possible completion time 

should include the response time of the memory itself and of the circuits associated with it, and should also 

include the longest possible delay in access to the memory by the function processor assuming worst-case 

conditions for the transfer of access from the communications processor to the function processor. Failure of 

the system to meet the limiting cycle time should be detected and alarmed. 

  The NuPAC Platform uses two shared memories.  The Core Non-Volatile SRAM is  accessed by IO 

Mezzanines and other Core functions.  However, allocation of NVSRAM memory is dedicated to specific 

data and use.  This allocation approach and fair arbitration provide deterministic access latencies.  

Similar allocation and arbitration constraints provide deterministic access to data stored in the ASPLD 

Synchronous SRAM. 
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These allocation and arbitration schemes are detailed in the Core PLDS (NuPAC_PLDS610400-001), TSC 

PLDS (NuPAC_PLRS610410-001), PL IDD (NuPAC_IDD610400-001), and TSC IDD (NuPAC_610900-001). 

4.6 Staff Position 6 

The safety function processor should perform no communication handshaking and should not accept 

interrupts from outside its own safety division. 

There is no low level communications related handshaking or communications throttling performed 

within the NuPAC Platform.  Non-safety diagnostic and matintenance messaging does utilize an 

application level hand-shake protocol.  The diagnostic and maintenance handshaking is independent 

from safety messaging within the safety system. 

 

4.7 Staff Position 7 

Only predefined data sets should be used by the receiving system. Unrecognized messages and data should 

be identified and dispositioned by the receiving system in accordance with the pre-specified design 

requirements. Data from unrecognized messages must not be used within the safety logic executed by the 

safety function processor. Message format and protocol should be pre-determined. Every message should 

have the same message field structure and sequence, including message identification, status information, 

data bits, etc. in the same locations in every message. Every datum should be included in every transmit 

cycle, whether it has changed since the previous transmission or not, to ensure deterministic system 

behavior. 

The NuPAC Platform provides for safe message handling with a custom structured deterministic 

messaging protocol.  The TSC application builds  this approach by demonstrating consistency of message 

field structure, sequence ID, payload data, message length, etc.  Unrecognized wmessages (those not 

matching the expected profile) are dispositioned in accordance with the Core PLRS and/or TSC PLRS.  

Dispositioning of unrecognized messages does not affect the deterministic handling of recognized safety 

messages within the safety system. 

4.8 Staff Position 8 

Data exchanged between redundant safety divisions or between safety and nonsafety divisions should be 

processed in a manner that does not adversely affect the safety function of the sending divisions, the 

receiving divisions, or any other independent divisions. 

Messaging between safety divisions and between safety and non-safety divisions is determined by the 

application.  It is the responsibility of the receiving application to guarantee that messages from other 

divisions will not interfere with any safety functions. 

The NuPAC Platform permits independence between safety and non-safety communication channels as 

described in section 4.1.  The application message pacing and routing scheme must be analyzed to 

establish compliance with buffer sizes and congestion scenarios.  The deterministic message routing was 

established manually for the TSC design, to be detailed in the TSC PL Design Report (TSC_ED610410-
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001).  The updated NuPAC Platform Application Guide (submitted via TR NuPAC_ED61000-047-P) will 

indicate critical aspects of establishing deterministic application message routing 

4.9 Staff Position 9 

Incoming message data should be stored in fixed predetermined locations in the shared memory and in the 

memory associated with the function processor. These memory locations should not be used for any other 

purpose. The memory locations should be allocated such that input data and output data are segregated 

from each other in separate memory devices or in separate pre-specified physical areas within a memory 

device. 

The NuPAC Platform contains no shared processor memory.  However, the NuPAC Platform does 

contained memory shared by multiple functions as described in section 4.5 

4.10 Staff Position 10 

Safety division software should be protected from alteration while the safety division is in operation. On-line 

changes to safety system software should be prevented by hardwired interlocks or by physical disconnection 

of maintenance and monitoring equipment. A workstation (e.g. engineer or programmer station) may alter 

addressable constants, setpoints, parameters, and other settings associated with a safety function only by 

way of the dual-processor / shared-memory scheme described in this guidance, or when the associated 

channel is inoperable. Such a workstation should be physically restricted from making changes in more than 

one division at a time. The restriction should be by means of physical cable disconnect, or by means of 

keylock switch that either physically opens the data transmission circuit or interrupts the connection by 

means of hardwired logic. … 

The inter-divisional protections provided by the NuPAC Platform are two-fold.  (1) The TSC application 

will disregard any messages received from outside the safety division that indicate a write operation 

while the division is performing its safety function, in accordance with the TSC PL Requirement 

Specification (NuPAC_PLRS610490-001).  (2) All safety division configuration data is write-protected by 

PL logic, based on the condition of a hardwired write enable PL input, while the division is performing its 

safety function.. 

4.11 Staff Position 11 

Provisions for interdivisional communication should explicitly preclude the ability to send software 

instructions to a safety function processor unless all safety functions associated with that processor are 

either bypassed or otherwise not in service. The progress of a safety function processor through its 

instruction sequence should not be affected by any message from outside its division. For example, a 

received message should not be able to direct the processor to execute a subroutine or branch to a new 

instruction sequence. The NuPAC Platform cannot receive software instructions or asynchronous interrupts 

in the manner that a microprocessor would.  Therefore, this position is not directly relevant to the NuPAC 

Platform.  Similar protections against received messages are detailed in section 4.10.  

The NuPAC Platform contains no microprocessors and cannot receive or execute software instructions.  

Therefore, this position is not relevant to the NuPAC Platform.  However, similar protections against 

received messages are detailed in section 4.10.  
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4.12 Staff Position 12 

Communication faults should not adversely affect the performance of required safety functions in any way. 

Faults, including communication faults, originating in nonsafety equipment, do not constitute “single 

failures” as described in the single failure criterion of 10 C.F.R. Part 50, Appendix A. Examples of credible 

communication faults include, but are not limited to, the following: 

The NuPAC Platform includes multiple features detailed in the PL ICD (NuPAC_ICD610400-001), PL IDD 

(NuPAC_IDD610400-001), and TSC IDD (NuPAC_IDD610900-001).  In varying combinations, these 

itemized features address the 12 communications failure modes as listed below: 

1) Message Corruption 

a. UART Framing 

b. Message CRC 

c. Header ECC 

2) Incorrect Message Repetition 

a. Source/Function ID 

b. Sequence ID 

3) Incorrect Message Sequence 

a. Sequence ID 

4) Message Loss 

a. Message Repetition 

b. Channel Duplication 

c. Sequence ID 

d. Inter-Message Timeout 

5) Delayed Message 

a. Channel Duplication 

b. Inter-Message Timeout 

6) Unknown/Unexpected Message Source 

a. Source/Function ID 

b. Standard UART Framing 

7) Messages sent to incorrect destination 

a. Source/Function ID 

b. Sequence ID 

8) Incorrect Length 

a. Length ID 

9) Data Outside Intended Range 

a. CRC establishes data integrity 

b. Application verifies payload content 

10) Incorrect placement of message data within message 

a. CRC establishes data integrity 

b. Unique Source/Function ID 

c. Application verifies valid data range(s) 
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11) Excessive Data Rate 

a. Independent RS-422 IO Mezz Comm Resources 

b. Independent BSI LVDS Group Resources 

c. Round Robin request servicing 

d. Deterministic Message Handling 

12) Corrupted Headers/Addresses 

a. ECC, Parity, CRC 

4.13 Staff Position 13 

Vital communications, such as the sharing of channel trip decisions for the purpose of voting, should include 

provisions for ensuring that received messages are correct and are correctly understood. Such 

communications should employ error-detecting or error-correcting coding along with means for dealing with 

corrupt, invalid, untimely or otherwise questionable data. … 

Message transmission and payloads are protected by the NuPAC Platform features detailed in section 

4.12.  No error correcting methods are used for communication protocols or message payloads. 

4.14 Staff Position 14 

Vital communications should be point-to-point by means of a dedicated medium (copper or optical cable). In 

this context, “point-to-point” means that the message is passed directly from the sending node to the 

receiving node without the involvement of equipment outside the division of the sending or receiving node. 

Implementation of other communication strategies should provide the same reliability and should be 

justified. 

All NuPAC Platform communications are serial, unidirectional, and point to point. 

4.15 Staff Position 15 

Communication for safety functions should communicate a fixed set of data (called the "state") at regular 

intervals, whether data in the set has changed or not. 

The message content and repetition is guaranteed by the application.  TSC message data is consistent 

from message to message, and messages are repeated at predetermined periodic intervals.   

4.16 Staff Position 16 

Network connectivity, liveness, and real-time properties essential to the safety application should be verified 

in the protocol. Liveness, in particular, is taken to mean that no connection to any network outside the 

division can cause an RPS/ESFAS communication protocol to stall, either deadlock or livelock. … 

Specific protocol features guarantee no livelock or deadlock conditions are possible, including the 4-

symbol inter-message gap and violation of message length when compared to the MSG ID field specified 

in the TSC Interface Design Description (NuPAC_IDD610490-001). 
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4.17 Staff Position 17 

Pursuant to 10 C.F.R. § 50.49, the medium used in a vital communications channel should be qualified for 

the anticipated normal and post-accident environments. For example, some optical fibers and components 

may be subject to gradual degradation as a result of prolonged exposure to radiation or to heat. In addition, 

new digital systems may need susceptibility testing for EMI/RFI and power surges, if the environments are 

significant to the equipment being qualified. 

The circuit cards used for communications will be tested as part of equipment qualification.  The 

sequence and rigor of environmental testing is specified in the NuPAC Master Test Plan 

(NuPAC_MTP610000-001). 

4.18 Staff Position 18 

Provisions for communications should be analyzed for hazards and performance deficits posed by unneeded 

functionality and complication. 

Hazards and performance deficits posed by unneeded functionality and complication are analyzed as 

part of the design reviews and the requirements traceability analysis per the NuPAC PL Development 

Plan (NuPAC_PLDP610000-001). 

In addition to hazard analyses performed by the development organization, the NuPAC Independent 

Assurance Organization will perform independent hazard analysis of the Field Programmable Logic (FPL) 

supported communications provisions of the NuPAC Platform.  The NuPAC Independent Assurance 

organization will also independently check hazard analyses performed by the development organization, 

including those that analyze communication provisions supported by the FPL. 

The NuPAC Independent V&V (or I-V&V effort) will identify unneeded functionality and complication by 

performing analyses and evaluations throughout the NuPAC FPL development life cycle as specified by 

the NuPAC FPL Verification and Validation Plan (NuPAC_FVVP610000-001).  The I-V&V effort will 

document the unneeded functionality and complication that it identifies, and will make that 

documentation available to the NuPAC development effort and the NuPAC Independent Safety 

Assurance organization.  Information provided by the I-V&V effort about the unneeded functionality and 

complication will be used as inputs to independent hazard analysis.  The I-V&V effort will perform tests 

of FPL-supported communications provisions that are designed to reveal performance deficits. 

4.19 Staff Position 19 

If data rates exceed the capacity of a communications link or the ability of nodes to handle traffic, the 

system will suffer congestion. All links and nodes should have sufficient capacity to support all functions. The 

applicant should identify the true data rate, including overhead, to ensure that communication bandwidth is 

sufficient to ensure proper performance of all March 06, 2009 page 8 of 17 DI&C-ISG-04 ML083310185 

safety functions. Communications throughput thresholds and safety system sensitivity to communications 

throughput issues should be confirmed by testing. 
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Analysis of the application messaging is performed as outlined in the *** NuPAC Application Guide *** 

to guarantee required system latencies and max NuPAC Platform data throughput.  This analysis is 

dominated by speciation of routing protocols for each and every message in the system, ensuring no 

messages are dropped due to congestion or communications buffer overflows. 

4.20 Staff Position 20 

The safety system response time calculations should assume a data error rate that is greater than or equal 

to the design basis error rate and is supported by the error rate observed in design and qualification testing. 

The design basis error rate and will be addressed in the Core PL Design Report (NuPAC_ED610400-001) 

and TSC PL Design Report (NuPAC_ED610410-001).  Correlation between the design basis error rate and 

the qualification testing observed error rate will be documented in qualification test reports as indicated 

in the NuPAC Master Test Plan (NuPAC_MTP610000-001). 


