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IEEE Std. 603-1991, Clause 5.3, Quality, states in part that "Safety system equipment shall
be designed, manufactured, inspected, installed, tested, operated, and maintained in
accordance with a prescribed quality assurance program." With respect to software quality,
Regulatory Guide 1.152, Revision 3, Regulatory Position C.1, states that "Conformance with
the requirements of IEEE Std. 7-4.3.2-2003 is a method that the NRC staff has deemed
acceptable for satisfying the NRC's regulations with respect to high functional reliability and
design requirements for computers used in the safety systems of nuclear power plants."

The staff has questions with the US-APWR software development process conforming to the
software quality guidance in Clause 5.3 of IEEE Std. 7-4.3.2-2003. The development for all
safety software, such as the application software, basic software, and firmware, should
contain similar life cycle development activities necessary to generate safety grade software
(e.g., independent verification and validation, hazard analysis, requirements traceability, etc.).
Despite the fact that the basic software has already been developed, important technical
aspects of the processes used for its development are to be captured in the licensing basis
documents (DCD or MHI TRs). The technical report (MUAP-07005-P, revision 8), Safety
System Digital Platform - MELTAC, describes the basic software development process but it
is not clear to the staff how MHI ensures that its vendor's safety software development
process and the resulting software conforms to NRC regulation and guidance. The staff
requests that MHI explain or describe its process to address this, and that there is an ITAAC
to verify such process which should include the testing/demonstration of the required
features of the safety software as well as independent verification and validation.

ANSWER:

As described in the US-APWR Software Program Manual (SPM) (MUAP-07017), the
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Protection and Safety Monitoring System (PSMS) consists of application software and the
MELTAC platform, which includes hardware and basic software. The US-APWR SPM
describes the software quality assurance requirements for the PSMS.

MHI has already confirmed that the MELTAC basic software conforms to NRC regulations
and guidance. This was done through MHI's assessment of MELCO's 10CFR50 Appendix B
quality program. MHI will ensure MELCO maintains the current MELTAC software in
accordance with the life cycle of their 10CFR50 Appendix B quality program. MHI will also
ensure that MELCO develops any new software in accordance with the development
commitments of their 10CFR50 Appendix B quality program. MHI's process to ensure
MELCO adheres to these life cycle commitments is defined in the US-APWR SPM.

Testing/demonstration and independent V&V for MELTAC basic software will not be required
to be conducted by MHI because these activities are conducted by MELCO in accordance
with the "MELTAC Platform Basic Software Program Manual", which describes the software
life cycle activities invoked by MELCO's 10CFR50 Appendix B quality program. For the
current MELTAC basic software these activities have been reviewed and audited by MHI.
MHI will conduct similar reviews and audits for any revised or new MELTAC basic software.

For consistency with RAI 995-7024, MHI will revise the US-APWR SPM (MUAP-07017) as
follows:

1. References to the MELCO documents and MELCO as a sub-contractor will be removed.
2. A description will be added to state that, the US-APWR DCD's technical and process

requirements will flow to MHI's vendors for procurements. This flow will be verified
through the MHI vendor oversight process.

3. The software life cycle process for MELTAC basic software will be addressed in Section
6.0 of the MELTAC Technical Report (MUAP-07005) which will be attached in the
response to RAI 995-7024 Revision 0, Question 07.01-45. The Section 6.0 will be
referenced from the US-APWR SPM if needed.

In the current US-APWR SPM, the process of subcontractor management is described in
Subsection 3.9.7.12 (Software Safety Plan) and Subsection 3.11.3.6 (Software Configuration
Management Plan). These sections require that MHI ensures that MELCO's safety software
maintenance process and the resulting software are controlled in accordance with the
"MELTAC Platform Basic Software Program Manual".

The US-APWR SPM Subsections 3.9.7.12 and 3.11.3.6 will be revised to require that MHI
will ensure that vendors' safety software development and maintenance process for any new
products conforms to the software life cycle process for the MELTAC basic software
described in Section 6.0 of MUAP-07005 which will be attached in the response to RAI 995-
7024 Revision 0, Question 07.01-45 and meets the US-APWR DCD's technical and process
requirements.

The processes to confirm compliance to the US-APWR Software Program Manual, which
ensure that MELCO both maintains the current MELTAC basic software and develops new
basic software in accordance with the software life cycle process for the MELTAC basic
software, are addressed in existing ITAAC Table 2.5.1-6 #24 relating to the PSMS software
lifecycle process.

In addition, to be consistent with RAI 995-7024, any references to the MELCO documents
(e.g., JEXU, JSX, N- and Q- documents) will be deleted from the US-APWR SPM.
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Impact on DCD
There is no impact on the DCD.

Impact on R-COLA
There is no impact on the R-COLA.

Impact on PRA
There is no impact on the PRA.

Impact on Technical / Topical Report
MUAP-07017 will be revised as shown in Attachment-I.
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Attachment-i to Response to RAI 993-7027 (1/34)

SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R45)1

MR-GQ M,,,itbie•,i Elctrc,, Cr- ...- i, I DCD
MELTAC Mitsubishi Electric Total Advanced Controller 07-56
MHI Mitsubishi Heavy Industries, Ltd.
NPP Nuclear Power Plant
NRC U.S. Nuclear Regulatory Commission
PCMS Plant Control and Monitoring System
PJM Project Manager
PMT Project Management Team
POL Problem Oriented Language
PRA Probabilistic Risk Assessment
PSMS Protection and Safety Monitoring System
QA Quality Assurance
QAE Quality Assurance Engineer
QAM Quality Assurance Manager
QAP Quality Assurance Plan
RFP Request for Proposal
RG Regulatory Guide
ROM Read Only Memory
RPS Reactor Protection System
RTM Requirement Traceability Matrix
SCM Software Configuration Management
SCMP Software Configuration Management Plan
SCR Software Change Request
SDD Software Design Description
SDP Software Development Plan
SER Safety Evaluation Report
SIL Software Integrity Level
SInstP Software Installation Plan
SlntP Software Integration Plan
SLC Safety Logic System
SMaintP Software Maintenance Plan
SMP Software Management Plan
SOP Software Operations Plan
SPDS Safety Parameter Display System
SPM Software Program Manual
SQAP Software Quality Assurance Plan
SRP Standard Review Plan
SRS Software Requirement Specification
SSA Software Safety Analysis
SSE Software Safety Analysis Engineer
SSM Software Safety Management
SSP Software Safety Plan
STP Software Test Plan
STrngP Software Training Plan
SWP Software Verification and Validation Plan

Mitsubishi Heavy Industries, Ltd. xxiv
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SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R45)1

1. INTRODUCTION

1.1 Purpose

This Software Program Manual (SPM) describes the software quality assurance requirements
which govern the software life cycle for the Protection and Safety Monitoring System (PSMS) of
the US-APWR. This SPM provides the software program plans which conform to the Chapter 7
of NUREG 0800 "Standard Review Plan" and the guidance of Branch Technical Position (BTP)
7-14, "Guidance on Software Reviews for Digital Computer-Based Instrumentation and Control
Systems" (Reference 1).

1.2 Scope

This SPM shall be applied to the design, production, maintenance and operation of software of
the PSMS. The software life cycle shall be implemented, operated and maintained based on
the program plans of this SPM. During the operation of the PSMS, the responsibility of the
software life cycle may become the responsibility of the nuclear plant maintenance or
engineering organization. The nuclear plant organization shall maintain the software in
accordance with this SPM, and in accordance with their Quality Assurance (QA) manual.

The plans provided in this SPM are applicable to all US-APWR projects. Project specific plan is
provided as a Project Plan.

Organization and responsibilities is described in Section 2.2.

The PSMS consists of the application software (project specific) and ML-TA~the digital
platform (i.e., MELTAC platform). The MELTAC platform includes hardware and basic software
for the digital I&C system, and is common to all US-APWR projects. Thus SPM deccnboc bkth DCD
the app,:.atien and basic cofth aro 1ifocye.l. of the P ARS T he El TA C Plto mI, ; . .... ." 07.01-35

Mr6G. R ppovd UBNS O te aft Feae dI...al WI" ol&F of th"A1W IWIRSAPKAID DCD_
diarti.. , , I..i ,',r o... 4i ASe HeweTIi--4Ihe MELTAC platform, including the life 07-56
cycle process for the basic software, is described in MUAP-07005 (Reference 2) and is
adde•s..d in this •;I3P to . ..ur. that the as built the basic software is developed and
controlled by tifg.5-1TAC Pl'a'Fom 9860G 6.o.- AR. Pra rA. Manu! (R.f"ronc. 2.)this SPM. The
basic software shall be specified, procured and received in accordance with the MHI quality
manaaqement system and controlled under MHI's configuration control as a safety-related item. The
scope of application and basic software is described in Figure 1.2-1. The method of controlling
the basic software is described in Sections 3.9.7.12 and 3.11.3.6.

This SPM is also applied to the application software of the augmented quality systems,
including following functions as described in Table 7.1-5 of the DCD.
* Safety functions controlled by O-VDU
* Safety Parameter Display System (SPDS)
* Alarms for Credited Manual Operator Actions
* Signal Selection Algorithm
* Risk-significant non-safety I&C systems

Applicability of this SPM for the augmented quality systems is described in Appendix D.

Mitsubishi Heavy Industries, Ltd. 1-1



Attachment-1 to Resoonse to RAI 993-7027 (3/34)

SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R4,) I

(6) ISO 9001-2008, "Quality management and quality assurance standards".

(7) NUREG/CR-6101, 1993, "Software Reliability and Safety in Nuclear Reactor Protection
System".

1.3.4 Supplemental Documents

The following supplemental documents are applicable to the software life cycle activities

(1) DCD MUAP-DC007 R3, "US-APWR Chapter7 Instrumentation and Controls".

(2) Topical Report MUAP-07004 R7, "Safety I&C Description and Design Process".

(3) Topical Report MUAP-07005 R7, "Safety System Digital Platform - MELTAC -"

(4)Toc~hnical Report jEXU 1012 1132 R3, "MELTAG Plaftfom Basic Softwar ProgramR Manual". I DCD_
07-56

1.4 Definitions

The definitions of terminology in this SPM are described in Appendix A.

Mitsubishi Heavy Industries, Ltd. 1-4
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SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R41) I

2.2 Organization and Responsibilities

2.2.1 Organization

The organizational structure to manage the PSMS application software life cycle process is
shown in Figure 2.2-1.

MELCO. Hoe weo.r. MHI is resnonsible for sDecifvina the system reauirements to develon all
vr-

rPSIVi somNare and confirming tnal all aS-DUu1t R-M! so~rware. i:..ciu':a.. Dwar•:C 8 ::. - I
C"u--li!d b': ME.FLCO. meets these reauirements. Mitsubishi Nuclear Enemy Systems (MNI:SR
A-WAR"Ad IN; M&L490- meets these reauire ents. Mitsubishi Nuclear Energy Syste s (MNES)
shall Provide the rocurement specification to MHI and- =LS -which address the
subcontractor control specified in this SPM

DCD_
07-56
DCD_
07.01-35

DCD_
07-14
BTP-49

....................... r• ............... ......

Fiaure 2.2-1 describes the tYoiCal orasnization structure from the nlant reauirement ohase to
Fioure 2.2-1 describes the tVDical organization structure from the nlant reouirement nhase to
the installation Phase. The oraanization after the operation and maintenance nh•as may ha
the installation ohase. The oragnization after the oneration and aintenance nhase mav be
changed: however, regardless of the organization changes made, the independence of the
VVT from the DT. and the independent renortina relationshiD for the QA oraanization shall
always be maintained.

The QA Department, the Design Team (DT), the V&V Team (VVT) and the Project Department
are independent of each other. The VVT shall be technically independent, managerially
independent, and financially independent from the DT and the Project Department as defined in
Annex C of IEEE Std 1012-1998 (Reference 11).

Figure 2.2-1 Organizational Structure to Manage the Software Life Cycle Process

DCD_
07-56

Mitsubishi Heavy Industries, Ltd. 2-3
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Attachment-! to ResPonse to RAI 993-7027 (5/34)

SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R41)

3.1 Software Management Plan (SMP)

3.1.1 Purpose

This Software Management Plan (SMP) describes the overall management process for the
PSMS application software life cycle. An overview and a description of the general
requirements for the PSMS application software life cycle process and a US-APWR project are
provided in Section 2.3 "General Requirements" of this SPM.

This SMP describes the basic strategy and process for managing the PSMS application
software life cycle process. It also describes the method for monitoring progress against the
US-APWR Project Plan, and the method for identifying any deviations from a US-APWR
Project Plan, or deviations from this SPM. Project oversight, control, reporting, review, and
assessment activities are all described within this SMP.

This SMP complies with the guidance and standards identified in Section 3.1.10.

This SMP describes the general functions of the PSMS application software which are
expected to be delivered by a Project, and how each of these functions shall be traceable to the
requirements identified in the Plant Requirements Phase output documents. In addition, this
SMP describes the following items:

* An overview of the PSMS where the application software will reside.

" General overview of a US-APWR application software project.

3.1.1.1 Functions

The PSMS application software governed by this SMP implements the functions of the PSMS,
which includes the Reactor Protection System (RPS), Engineered Safety Features Actuation DCD
System (ESFAS), Safety Logic System (SLS) and $safety-related Human System Interface 07.0i30
System (HSIS) for each US-APWR project. The PSMS application software is integrated with
the MELTAC platform that is provided with the basic software. The basic es;-•fa m. ci.n.trsalled DCD_
and maint-ained under the M.ELT.AC Platff•on B-aic So•tare Pro-ram Manual 07-56
(JreXU 1012 11432) (Roforonco 21).

The key functions of the PSMS application software are:

" Process input process signals and manual system level actuation signals for the
reactor protection functions and the Engineered Safety Features (ESF) actuation
functions.

" Process signals such as analog to digital (A/D) conversion, input signal and setpoint
comparison, trip/actuation algorithm calculations, and a 2-out-of-4 logic.

" Initiate reactor trip signal and engineered safety features actuation signals.

* Process input process signals for post accident monitoring and safe shutdown
instrumentations.

Mitsubishi Heavy Industries, Ltd. 3.1-1
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SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R45) I
* Provide manual components level controls for credited operator actions for accident

mitigation and for achieving and maintaining safe shutdown.

* Initiate operating bypasses, maintenance bypasses, system level reset of automatic
safety actuation signals and periodic surveillance testing.

* Provide safety-related HSI for the Main Control Room and Remote Shutdown Room DCD
to monitor, control and test safety functions. 07.01-30

3.1.1.2 Overview

To implement the PSMS application software functions listed in Section 3.1.1.1 with the
necessary performance and reliability, the PSMS application software has the following
configuration and features:

" The PSMS is built on the MELTAC platform as described in Technical Report
MUAP-07004 "Safety I&C System Description and Design Process" (Reference 3).

" The MELTAC platform (i.e., hardware and basic software) is qualified- si- table for DCD_
Class 1 E applications., as dee,,ibod in Technical Roport MUAP2 07005 "Safy Syt,,A, 07-56
Digital Platform MALTAC " (ReforonSc- 2).

* The PSMS application software is-f46y qualified by Independent V&V activities as DCD_
described in Section 3.10 "SWP" of this SPM. 07-14

BTP-43
* The PSMS is designed with four4-fI4 redundant and independent divisions (four trains) DCD_

with a 2-out-of-4 trip/actuation logic to satisfy the reliability goals of the US-APWR. 07-14
BTP-43

* The PSMS application software is distributed among multiple MELTAC controllers
within each PSMS division (train).

* The Safety Visual Display Unit (S-VDUs) provides the HSIS monitoring of all safety- DCD
:related plant instrumentations and controls for all safety-related components that 07.01-30
interface with the PSMS.

" Communication independence between redundant PSMS divisions (trains) and

between the PSMS and the Plant Control and Monitoring System (PCMS).

3.1.2 Organization/ResponsibilitIes

All organizations involved in the PSMS application software life cycle process described in this
SPM shall follow internal procedures that implement the requirements of this SMP and all other
sections of this SPM. Internal procedures shall be controlled in accordance with Section 1
"Organization" of Topical Report PQD-HD-19005 "Quality Assurance Program Description"
(Reference 27).

Subcontractors and suppliers shall be manaaqed in accordance with Section 7 "Control of DCD_
purchased material, equipment, and services" of Topical Report PQD-HD-1995 "Quality 07-14
Assurance Program Description" (Reference 27). BTP-45

Mitsubishi Heavy Industries, Ltd. 3.1-2
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SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R45)1

application software.

* Ensure independence between the life cycle management organizations as described
in Section 2.2 of this SPM.

* Ensure the PSMS application software life cycle activities are conducted in
accordance with this SPM.

* Ensure that if any deviations from the SPM are detected and reported, corrective
actions shall be initiated in accordance with Section 16 "Corrective Action" of Topical
Report PQD-HD-19005 "Quality Assurance Program Description" (Reference 27).

* Ensure that the Design Team (DT) who produces each PSMS application software
design related output has the primary responsibility for quality of these outputs.

* Ensure that the DT understands that the V&V and QA activities are truly independent
of the design activities and can only confirm that the design outputs products are of
high quality.

3.1.3.2 Other Considerations

The DTM defines and controls precise milestones for design activities of the PSMS
application software life cycle process in the project schedule defined in the Project
Plan, and develops each PSMS application software product in the order required by
the schedule.

* Progress of the design activities shall be confirmed by regular DT meetings to check
the design activity status and deviations.

• Any design activities that deviate from the project schedule are investigated for the
reason for the deviation, and corrective actions shall be identified promptly.

* The WVT independently defines and controls milestones for each V&V activity of the
PSMS application software life cycle, and performs the required V&V activities in the
order required by the V&V schedule.

* Progress and effectiveness of V&V activities shall be confirmed by regular VVT
meetings to check the V&V activity status and deviations.

* The MELTAC platform, including the life cycle process for the basic software, is DCD
described in MUAP-07005 (Reference 2) and- tho .MELTA.C Platform Ba-aic Sof-.are 07-56
Pogr.am Manual . R.. or... 21,. The DT and the VVT shall each ensure that the basic DCD_
software is delivered in accordance with this SPM. 07-14

BTP-46
" The DT shall identify the activities being performed by Mfi-GQMHI sub-vendor and DCD

ensure that these activities are conducted in accordance with this SPM. 07-56
DCD

3.1.4 Security 07-14
BTP-46

Security controls shall be implemented in the application software environment throughout

Mitsubishi Heavy Industries, Ltd. 3.1-4
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SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R45)

3.2.3 Oversight

Project oversight activities and measures are described in Section 3.1 "SMP" of this SPM
(Section 3.1.3).

3.2.4 Risks

Risk management activities and measures are described in Section 3.1 "SMP" of this SPM
(Section 3.1.6).

3.2.5 Measurement

Measurements used to monitor and control the technical and quality aspects of the application
software development process shall be performed as described in Section 3.3 "SQAP" of this
SPM (Section 3.3.4).

3.2.6 Procedures

This section describes the inputs, the activities and the outputs of each application software life
cycle phase. An accompanying illustration is provided in Figure 3.2-1 (in this SDP).

The body of this SDP annotates specific activities in parentheses, such as "(P-2)," for
cross-reference to Figure 3.2-1. The first digit means the type of activity, such as "P" for
"Project" and the second digit means the application software life cycle phase where it is
performed as listed in Section 3.2.2.1. For example, "(P-2)" means a Project Management
activity, as listed in Table 3.2-1, in the System Requirements Phase (Item 2 in the list provided
in Section 3.2.2.1).

Software safety analyses shall be performed as described in Section 3.9 "SSP" of this SPM.

3.2.6.1 Plant Requirements Phase

The Plant Requirements Phase is defined as the activities that are conducted in the course of
US-APWR Design Certification (DC) and COL Applications. This phase defines the key design
aspects for the PSMS. The Plant Requirements Phase consists of the following activities.

1. Develop/Maintain Platform (B-I)

2. Develop/Maintain Plant Requirements (D-1)

3.2.6.1.1 Develop/Maintain Platform

DCD_
07.01-30

DCD_
07.01-30
DCD_
07-56

Mitsubishi Heavy Industries, Ltd. 3.2-2
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SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R44)

3.2.6.1.2 Develop/Maintain Plant Requirements

DCD_
07-14
BTP-46
DCD_
07-56

3.2.6.2 System Requirements Phase

The System Requirements Phase defines the requirements for the PSMS. These requirements
include performance, functional and Human System Interface (HSI) requirements, and system
interface requirements.

The System Requirements Phase consists of the following activities:

1. Develop System Requirements (D-2)

2. System Requirements Phase V&V (V-2)

3.2.6.2.1 Develop System Requirements

Mitsubishi Heavy Industries, Ltd. 3.2-3
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r

DCD_
07-14
BTP-44
DCD_
07-56

DCD_
07-56

DCD_
07-14
BTP-44
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SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R45) I

3.2.9 Standards

This SDP complies with the following guidance and standards.

* Clause 5.3 and 5.9 of IEEE Std 603-1991 (Reference 4) which are endorsed by RG
1.153 (Reference 30)

* Clause 5 of IEEE Std 7-4.3.2-2003 (Reference 5) which is endorsed by RG1.152
(Reference 17)

" IEEE Std 1074-1995 (Reference 6) which is endorsed by RG 1.173 (Reference 22)

* IEEE Std 830-1993 (Reference 7) endorsed by RG 1.172 (Reference 21),
with the following exception:
Clause 4.6 is not applicable to this SDP. As shown in Table 3.2-1 to 3.2-4 and Figure
32-1:l the lifecycle activities for the PSMS application software which are organized
in a waterfall model include no activity to use prototvoina.

* NUREG/CR-6101 (Reference 26)

" Section C of RG 1.152 Rev. 3 (Reference 17)

DCD_
07-14
BTP-44

DCD_
07-14
BTP-44
DCD_
07-56

DCD_
07-56

DCD_
07-14
BTP-46

DCD_
07-14
BTP-45
DCD_
07-14
BTP-45

* Section C of RG 1.153 Rev. 1 (Reference 30)

" Section C of RG 1.172 (Reference 21)

Mitsubishi Heavy Industries, Ltd. 3.2-10
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. Section C of RG 1.173 (Reference 22)

3.2.10 Basic Software DCD_
07-14

The SDP -o-uuro-mont for the basic software are described in Section 3,26.0 of teIMl6TAG BTP-46
Plafo•rm Ba.i, Soft.,R. Pr...o. m Manuel (Reoef"nco 244MUAP-07005. DCD

07-56

Mitsubishi Heavy Industries, Ltd. 3.2-11
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SOFTWARE PROGRAM MANUAL I MUAP-07017.NP (R45) I
* IEEE Std 730-j~~.2OO2-(Reference 8) which is referenced by IEEE Std 7-4.3.2-2003
" IEEE Std 730-1998 2002-(Reference 8) which is referenced by IEEE Std 7-4.3.2-2003.

(Reference 5)

• Section 3.1.2 of NUREG/CR-6101 (Reference 26).

* Section C of RG 1.152 Rev. 3 (Reference 17)

* Section C of RG 1.68 Rev. I (Reference 18)

• Section C of RG 1.173 Rev. 0 (Reference 22)

* Section C of RG 1.152 Rev. 3 (Reference 17)

I DCD
07-14
BTP-47

DCD_
07-14
BTP-45

* Section C of RG 1.68 Rev. 1 (Reference 18)

* Section C of RG 1.173 Rev. 0 (Reference 22)

3.3.9 Supplier Control

All of the PSMS application software is provided by MHI. There are no other suppliers of PSMS
application software. However, the basic software is supplied by MEL-GGMHI sub-vendor, and
the SQAP requirements for the basic software are described in Section 3-6.0 of the-Basi-
So--"ArO PROaCm M.a-n-ual (Roafronc-. 24,MUAP-07005. Mf-tGOMHI sub-vendor shall be
controlled as an approved supplier of safety-related items and services, subject to the

DCD_
07-14
BTP-47
DCD_
07-56

provisions of 10 CFR 50 Appendix B and 10 CFR 21.

Mitsubishi Heavy Industries, Ltd. 3.3-11
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condition is determined by the LieRsee-enaineerinq organization to be a defect as described in DCD_
10 CFR 21, a Notice of Defect report shall be initiated in accordance with the Liresee I 07-14
internal procedures of the engineering organization as described in Chapter 17 of the facility BTP-49
FSAR.

DCD_
The 1e naineerina oranization shall also deteFmife evaluate operability of affected I 07-14
Systems, Structures and Components in accordance with the facility Technical Specifications. BTP-49

DCD
(2) Ml-tDesian Team (DT) I 07-14

BTP-49
In response to the Lnieee qineerina organization report provided in Step (1), MW-ýthe DT I DCD_
shall promptly initiate a Nonconformance Report as described in Section 15 "Nonconforming, 07-14
Materials, Parts, or Components" of Topical Report PQD-HD-1 9005 "Quality Assurance BTP-49
Program Description" (Reference 27). Mk4-The DT shall aeeig4-have the responsibility for DCD_
determining the root cause, extent of condition, and corrective actions to the DOcign Team 07-14
(described in Section 2.2 of this SPM). BTP-49

3.6.6.2 Activity: Fault Correction

The DT shall collect and analyze the operational failure data to be provided by the - DCD
WeeMeeenqineering organization, which may include design engineers, system engineers. 07-14"
maintenance engqineers, or training engineers, as described in Section 3.6.6.1. BTP-49

(1) Evaluation

The DT shall determine if the failures are caused by nonconforming conditions or defects in the
PSMS application software, the basic software, or both. The DT shall determine the root cause,
extent of condition, and corrective actions necessary to correct the nonconforming condition or
defect as described in Section 15 "Nonconforming, Materials, Parts, or Components" of Topical
Report PQD-HD-1 9005 "Quality Assurance Program Description" (Reference 27).

The DT Shall ntify lVlCi=V if the i•dlntified •nonnforming ondlltion or defec-t i6 in the bac
80oF8wr, and- MLCC) c hal initiatte a Noanconformance Repor~t and take correcti'.' Atine ras-
d..c-ibed in the Bs•aic S.oftwar, Program , Manual (IreXU 1012 4432).

(2) Corrective Actions

The DT shall initiate the corrective actions identified in Step (1), above. If the corrective action
requires the PSMS application software change, a Software Change Request (SCR) shall be
promptly initiated as described in the SCMP (Section 3.11), and the necessary change activities
shall be performed as described in this SPM.

The VVT shall perform the Maintenance Phase V&V activities described in the SWP (Section
3.10 of this SPM), including regression analysis for the proposed application software change
to determine the necessary V&V activities and tasks for the proposed change.

BRa-oi 8otWr changec, if required, shal be initiated and performed as deecr-ibed in Ba2ic3
Softw-are Program Manual (JEXU 1012 1132).

DCD_
07-56

DCD_
07-56

3.6.6.3 Activity: Release and Installation

Mitsubishi Heavy Industries, Ltd. 3.6-3
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After completion of all required PSMS application software change activities and V&V tasks
through the Test Phase as described in this SPM, the DT shall release it for installation.

Installation activities shall be performed as described in the SlnstP, and Application V&V Test
activities shall be performed as described in the SWP and STP (Section 3.10 and 3.12 of this
SPM, respectively).

3.6.6.4 Maintenance of Commercial Dedication

There are no commercial grade items used in the PSMS including application software. All DCD
systems, structures and components in the PSMS use the qualified MELTAC P2latform and
basic software as described in Technical Report "Safety System Digital Platform
-MELTAC-" (MUAP-07005), which are produced and maintained as basic components by- DCD_
ML-CO-undor -to comply with 10 CFR 50 Appendix B-QAP. Therefore, there is no 07-56
maintenance of commercial dedication activities applicable to the PSMS.

3.6.6.5 Configuration Management

PSMS application software shall be performed as described in the SCMP (Section 3.11 of this
SPM).

3.6.7 Methods/Tools

The MELTAC engineering tool shall be used for retrieving operational data as described in
Section 3.6.6.1, and for PSMS application software change and V&V activities as described in
Section 3.10 "SWP" of this SPM.

3.6.8 Standards

This SMaintP complies with the following guidance and standards.

Clause 6.3 of IEEE Std 1074-1995 (Reference 6) which is endorsed by RG 1.173
(Reference 22),

* Section 3.1.9 "Software Maintenance Plan" of NUREG/CR-6101 (Reference 26).

* Section C of RG 1.173 Rev. 0 (Reference 22) DCD
07-14

Clause 5.4.2.3 of IEEE Std 7-4.3.2-2003 (Reference 5) which is endorsed by RG1.152 BTP-45
(Reference 17), listed in B.3.1.6 of BTP7-14 (Reference 1), is not applicable to this SMaintP for
the reason described in Section 3.6.6.4 of this SMaintP.

Mitsubishi Heavy Industries, Ltd. 3.6-4
Mitsubishi Heavy Industries, Ltd. 3.6-4



Attachment-1 to Response to RAI 993-7027 (16/34)

SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R45) I

3.7 Software Training Plan (STrngP)

3.7.1 Purpose

The development of quality software products is largely dependent upon knowledgeable and
skilled Wlant personnel for each US-APWR plant. These include MHI technical personnel and DCD_
management as well as the potential for the custom.r'clant personnel to be qualified to install, 07-14
operate and maintain the software. Training is therefore essential for tehnaltplant personnel- BTP-50
both for MHI and c-R! -'mr;._This StrngP provides eusteo enlant Dersonnel training for the
MELTAC platform and the application software of the PSMS.

This STrngP complies with the guidance and standards identified in Section 3.7.6.

3.7.2 Organization/Responsibilities

There are two sets of organizations responsible for being trained and qualified for performing
the PSMS application software lifecycle process described in this SPM:

(1) DT and VVT

Training for the Design Team (DT) and the V&V Team (VVT) personnel who are responsible for
development, maintenance and V&V activities, such training is the responsibility of the DCD
manager of each organization and team as described in Section 2.2 of this SPM, and •ie-utido 07-14"
the ... p. of this T...g... BTP-50

DCD
(2) QestemerePlant Personnel 07-14

BTP-50
Training for US-APWR plant personnel, including operators, I&C engineers and I&C DCD_
technicians who are engaged in technical support, operations, and maintenance activities for 07-14
the PSMS in the Operation and Maintenance Phase.T ppeGifiG-Srecific training procedures for I BTP-50
each US-APWR plant, as defined by IEEE Std 1074-1995, are post-development activities and DCD
are the responsibility of the custe mnelant personnel. 07-14"
_______, __,,_,____"_.______. ______,_.•,, BTP-50
(3) MHI8&ELCO TrFaining Departmnt DOD_5'-' ......... . .. ..... -- ........ DCD_

07-14MWThe DT shall provide Gustemeor-lant personnel training for the application software using BTP-50
the training materials described in Section 3.7.4.1.1. MEAI-I CO shall p...id•. c •u"•mel DOD_

.......No ta*"•-n.. for the MELTAC iglatform as described in Section 3.7.4.1.2. 07-56
DCD_Tha a cuctmor. ahal daeol p and maintain trainin procodure6, sand ahsall trafin; and qualify tir07.01-30

p,-cnn. inc,•..ludi, Plant personnel, including operators, I&C engineers shall be trained and
I&C technicians in accordance with the training program described in the facility FSAR. DCD_

07-14
3.7.3 Measurement BTP-50

Training effectiveness shall be measured in accordance with the sto lant personnel I DCD
training program as described in the facility FSAR. 07-14

BTP-50

Mitsubishi Heavy Industries, Ltd. 3.7-1
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3.7.4 Procedures

3.7.4.1 Training Activities

The following activities shall be performed:

3.7.4.1.1 Training for application software

(1) Develop Training Materials

The DT shall develop and maintain the training materials to be used for training DCD
eutemerplant personnel, and shall contain information for performing technical support 07-14
and the Operations and Maintenance activities described in the Operations and BTP-50
Maintenance Manual to be delivered to the plant personneleustemfe as described in the DCD_
SMaintP (Section 3.6 of this SPM). Training materials shall contain the following information 07-14
as a minimum: BTP-50

a. Purpose

b. Learning Objectives

c. PSMS Application Level Content

- Overview of US-APWR Plant

- System Description

- Functional Overview

- Maintenance Methods

- Troubleshooting Methods

d. Suggested Test Questions (against the Learning Objectives)
DCD_

(2) Train the Gvstemmr-Trainer for the Plant Personnel 07-14
____ ____ ____ ___BTP-50

MHI chall train cuet ...r The trainers using for the plant personnel shall be trained the DCD5
Systematic Approach to Training methods developed by the National Academy for Training 07-14
(INPO), using the materials developed in Step (1), above. BTP-50

(3) Implement the Training Program

Gustemer-The trainers for the plant Personnel qualified in accordance with the facility FSAR DCD
shall implement the training of e'-tme;-the plant Dersonnel, including operators, I&C 07-14"
engineers and I&C technicians, in accordance with this STrngP, using the training materials BTP-50
provided in Step (1), above.

3.7.4.1.2 Training for the MELTAC Platform DCD_

07-5i"DCD_
07-14Mitsubishi Heavy Industries, Ltd. 3.7-3 BTP-50



Attachment-1 to Response to RAI 993-7027 (18/34)

SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R46) I

I DCD_
07.01-30

I DCD_
07-56

DCD_
07-56

DCD_
07.01-30
DCD
07.01-30

DCD_
07.01-29
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3.9 Software Safety Plan (SSP)

3.9.1 Purpose

The purpose of the Software Safety Plan (SSP) is to describe methodologies for all life cycle
process of the PSMS application software as described in Section 3.10 "SWP" to minimize the
potential of a software defect jeopardizing the health and safety of the public.

The SSP ensures that critical plant requirements, such as reactor trip functions, ESFAS
functions, response times and fail-safe modes, etc. are identified. These critical requirements
and functions are assured through implementation of this SSP throughout the PSMS
application software life cycle. The SSP assures that precautions are defined for all life cycle
phases to prevent software hazards that could result in failure of these critical requirements and
functions. Then the SSP assures these precautions are followed in the design and
implementation phases and for any changes to the PSMS application software during the
operations and maintenance phases.

The scope of this SSP is the PSMS application software and all aspects of the PSMS that relate
to the application software (i.e., the plant-specific configuration of standard MELTAC platform
components, including hardware and software, which is unique to the PSMS application
software). Each life cycle process within this SPM, including this SSP, considers the interaction
between the unique application configuration of the PSMS application software and the generic
MELTAC platform, as a completely integrated system. Life cycle process activities that are
exclusive to the MELTAC platform are defined by the "rch.ic.l rF:pot J1641 1012 41132 4-C.
"MELTAC Platform Ba.ic So.wa.. Pr. ..m Manuel", which is rof•or.ncd by ti. SPM in 07-56
Section 6.0 of MUAP-07005 "Safety System Di-gital Platform -MELTAC-". The Design Team
(DT) shall create the PSMS application software and associated system configuration in
accordance with the critical safety requirements.

This SSP defines technical requirements and organizational responsibilities for specific
activities which are known to enhance software safety. The aggregate of these activities is
referred to as Software Safety Management (SSM) and Software Safety Analyses (SSA). The
SSM and the SSA include specific analysis conducted by the DT, as well as independent V&V
of the DT outputs, during each life cycle process. Therefore, all SSM and SSA activities for the
US-APWR project are governed by this SSP, as well as other plans within this SPM.
Throughout this SSP, the entire system evaluated to determine the influence of a potential
failure. The SSA are performed to follow the requirements of this SSP as part of the System
Requirements Phase, the Design Phase, the Implementation Phase, the Test Phase, the
Installation Phase and the Operation and Maintenance phase.

The SSA must ensure that:

(1) All system safety requirements are correctly described in the System Requirements
Specification (SysRS) which include the hardware requirements specification, the
software requirements specification and the interface requirements specification.
Requirements that are fulfilled by the generic MELTAC platform shall be uniquely
identified.

(2) The SysRS should covers all safety requirements in the DCD, including Chapter 7
and Chapter 15 "Transient and Accident Analyses", Chapter 19 "Probabilistic Risk

Mitsubishi Heavy Industries, Ltd. 3.9-1
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3.9.7.10 Tool Support and Approval

The tool support and approval plan to comply with Section 3.1.5-9 of NUREG/CR-61 01 and
Section 4.3.10 of IEEE Std 1228-1994 is described in Section 3.2 "SDP" of the SPM.

3.9.7.11 Previously Developed or Purchased Software

The PSMS consists of a complete integration of hardware and software for the US-APWR
project, designed specifically for nuclear safety applications and is configured using the
MELTAC platform, described in the tTechnical fReport MUAP-07005 "Safety System Digital DCD_
Platform -MELTAC- ". MELTAC platform has been fiily-qualified to nuclear standards and has 07.01-30
significant nuclear operating experience as described in the tTechnical FReport MUAP-07005 DCD_
"Safety System Digital Platform -MELTAC- ". Other purchased basic and application software 07-14
does not apply to the PSMS of the US-APWR project. BTP-43

The application software to be installed in the PSMS for each US-APWR project shall be
developed under controlled by this SPM. The basic software to be installed in the PSMS are
previously developed software as described in the tTechnical iReport MUAP-07005 "Safety DCD_
System Digital Platform -MELTAC- " and other related tTechnical fReports. The basic software 07-14
shall be approved and installed in the PSMS by following process to comply with requirements BTP-43
in Section 3.1.5-10 of NUREG/CR-6101 and Section 4.3.11 of IEEE Std 1228-1994.

(1) Determine the interfaces to and functionality of the previously developed software.

(2) Identify relevant documents (e.g., product specification, design documents, usage
documents) that are available to the obtaining organization and determine their status.

(3) Determine the conformance of the previously developed software to published
specifications.

(4) Identify the capabilities and limitations of the previously developed software with respect to
the project's requirements.

(5) Following an approved test plan, test the safety-critical features of the previously
developed software independent of the project's software.

(6) Following an approved test plan, test the safety-critical features of the previously
developed software with the project's software.

(7) Perform a risk assessment to determine if the use of the previously developed software will
result in undertaking an unacceptable level of risk.

The software life cycle process control plan for the basic software is described in h DCD_
Fepeot JIElI 41402 11232"Ar- "IETAC P -f,.rm as•;c Sotwar, PFeg•am Manual I ;,"= • . .. . .. ... ... ... ...... . .. .... .. ." ....... .A i . . 07-56
SPM)"Section 6.0 of MUAP-07005 "Safety System Digital Platform -MELTAC-" to comply with
all requirements of NUREG/CR-6101 and IEEE Std 1228-1994, and all design changes or
up-grades shall be controlled by this 8•aeIG-PM. DCDO

07-56

Mitsubishi Heavy Industries, Ltd. 3.9-8



Attachment-I to Response to RAI 993-7027 (21/34)

SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R46) I

DCD_
07-14
BTP-51
DCD_
07-56

DCD_
07-56

DCD_
07-56

3.9.7.12 Subcontractor Management

The subcontractor management plan is to comply with Section 3.1.5-11
and Section 4.3.12 of IEEE Std 1228-1994.

of NUREG/CR-6101

The basiscs ciaro she!! be conmtrolled- to encuro that it *8 maintaine~d O. i-n accorance 4w.ith tho-
"AAELTAC Pl'AfforM PROWc WOUFS~r MAn1USl" (JXU 1012 11432) (Reaferaenc 24) sind meete tho-

ropirMonts -of the cofiwNaro- talfoty analyee for. the 128-0S application cofiWare.

DCD_
07.01-35

The DT shall ensure that the basic software is developed and maintained in accordance with
the "MEL.T.TAC Platform. BAic So.Nar Praram hManual" (jEX. 1012 11 32,Section 6.0 of

DCD_
07-56

MUAP-07005 "Safety System Digital Platform -MELTAC-". and meets the technical and quality
requirements specified in the MUAP-07005 Table 0-1. The DT shall determine if the output of
the basic software SSP adversely impacts on the SSA activities described in this SPM.

The DT shall initiate the corrective actions as needed. if the ... "ctive 800A " ocuir.. '

The results of the above monitor and evaluation shall be documented by the DT and shall be
independently verified by the VVT.

3.9.7.13 Process Certification

The process certification plan to comply with Section 3.1.5-12 of NUREG/CR-6101 and Section
4.3.13 of IEEE Std 1228-1994 is described in Section 3.3 "SQAP" and Section 3.10 "SWP" of
the SPM.

3.9.8 Software Safety Analysis (SSA)

Sections 3.9.8.1 describes the generic non-recurring SSA that are performed during the Plant
Requirements Phase of the generic PSMS application software life cycle process for the
generic US-APWR plant. These activities ensure to provide high reliability for the PSMS
application software for the generic US-APWR plant. Section 3.9.8.2 through 3.9.8.5 describe

Mitsubishi Heavy Industries, Ltd. 3.9-9
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the rest of the PSMS design to identify hazardous system states or actions that can cause the
system to enter a hazardous state as follows:

(1) An analysis performed on the entire system or any portion of the system that identifies

a. Hazardous system states

b. Sequences of actions that can cause the system to enter a hazardous state

c. Sequences of actions intended to return the system from a hazardous state to
nonhazardous state

Hazardous states are the states that would prevent the PSMS from performing actions
intended to mitigate the consequences of plant accidents.

(2) An evaluation of the high-level system design to identify those functions that will be
performed by software and specifying the software-related actions that will be required of
the software to prevent the system from entering a hazardous state, or to move the system
from a hazardous state to a nonhazardous state.

(3)The interface between the software and the rest of the system.

The PSMS of each US-APWR project is implemented through the software and hardware of the
MELTAC platform and other, connected components such as sensors and reactor trig breakers. DCD_
The MELTAC platform hazard analysis described in4he Arpendix E of the MELTAC Technical 07.01-39
Report JEXU, 1011 4O4MlIAP-07005)rtT chnica, r.poI XXU 1016- 100039- "ME TAC Platform DO•D
-Rac.-' S-,.A"... Safo. Ropo.t., establishes the preliminary hazards analysis-fear.the126M0 for 07-56
the MELTAC platform. This analysis confirms that the MELTAC platform can prevent
hazardous systems states due to any conditions within the platform, including software and
hardware,_ and.-.,4;""the inter-division communication design. The analysis also confirms
that internal hardware or software failures that result in hazardous system states can be either
automatically or manually detected. Detection allows correction before the concurrence of
hazardous states in multiple PSMS divisions. The system level preliminary hazard analysis for DCD_
the entire PSMS, including the overall system configuration, the redundancies and the 07.01-39
comoonents (process and actuating devices) except the MELTAC platform. are described
throuah Section 3.9.8.1.2 to 3.9.8.1.5.

3.9.8.1.2 Response Time Analysis

The response time analysis ensures that the PSMS satisfy the DCD Chapter 15 safety analysis
performance requirements and assumptions.

Timing and sizing analysis of the PSMS application software and hardware requirements has
been performed and all requirements and results are described in the DCD Chapter 7 and the
tTechnical fReport MUAP-09021 "Response Time of Safety I&C System". I DCD_

07.01-30
The tTechnical fReport MUAP-09021 provides response time allocations. It demonstrates that, I DCD_
with those allocations, the response time requirements in Chapter 15 can be met. 07.01-30

3.9.8.1.3 Criticality Analysis

Mitsubishi Heavy Industries, Ltd. 3.9-12
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3.10 Software Verification and Validation Plan (SVVP)

3.10.1 Purpose

The Software Verification and Validation Plan (SWP) defines the verification and validation
(V&V) activities during the PSMS application software life cycle, and also outlines procedures
and methodologies for each of the V&V steps. The software V&V process based on this SWP
ensures that the developed software meets quality and the specified requirements for the
PSMS.

3.10.1.1 Scope

The scope of this SWP is the PSMS application software and all aspects of the class 1 E PSMS
that relate to the application software (i.e., the plant-specific configuration of standard MELTAC
diggal-platform components, including hardware and software, which is unique to the PSMS DCD_
application). Each life cycle plan within this SPM, including this SVVP, considers the interaction 07.01-30
between the unique application configuration of the PSMS and the generic MELTAC platform,
as a completely integrated system. Life cycle activities that are exclusive to the MELTAC dgital DCD_
platform are defined by the BAIklci. SPM (%IXU 1042 4132), which is rofeo.onod by this 07.01-30
SPM in Section 6.0 of MUAP-07005 "Safety System Digital Platform -MELTAC-". DCD

07-56
3.10.1.2 General Description of V&V Process

This SWP complies with the guidance and standards identified in Section 3.10.8.

The Software Integrity Levels (SIL) is defined in this SWP. The SIL for all equipment covered
by this SWP shall be set to "level 4" in accordance with C. 1 of RG 1.168 (Reference 18) unless
otherwise specified.

V&V activities follow the PSMS application software life cycle model illustrated in Figure 3.10-2.
Each V&V activity is consistent with each phase of the life cycle, with the exception of the plant
requirements phase. The Plant Requirements Phase is concluded at the end of the US-APWR
design certification process for the generic, reference design, or at the end of the COL process
for a plant-specific application. The outputs from the plant requirements phase are inputs to the
System Requirements Phase, where system-specific design and V&V activities begin.
Application software V&V activities are concluded for a given plant-specific project at the end of
the Installation phase. V&V activities are also initiated in response to reported problems or
requested changes in the Operation and Maintenance Phase.

Each V&V activity is made up of V&V tasks as described in this SWPR There is one V&V
activity for each phase of the application software life cycle (with the exception of the plant
requirements phase, as described above), and there are multiple V&V tasks for each V&V
activity. Each V&V activity as listed in Figure 3.10-2 is described in a specific section of this
SWP, where V&V inputs, individual tasks, and V&V outputs are described, including the roles
and responsibilities of the V&V individuals (by title) responsible for each V&V task. The
acquisition phase and supply phase activities required by IEEE Std 1012-1998 are involved in
Plant Requirements Phase. All V&V activities are conducted independently from design
activities as described in Annex C of IEEE Std 1012-1998.

V&V activities are planned, scheduled, and directed by an independent V&V Team Manager

Mitsubishi Heavy Industries, Ltd. 3.10-1
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The test documents to be prepared shall consist of the following:

(1) Test Specifications

(2) Test Designs

(3) Test Cases

(4) Test Procedures

(5) Test Reports, each consisting of

a. A test transmittal

b. A test log

c. Test incidents (with references to corresponding V&V Anomaly Reports)

3.10.7 Methods/Tools

The basic tasks performed in each stage of the V&V process in the software life cycle are
described below. The specific tasks are described for each life cycle phase in this SWP.

In each task of the V&V process, consistency between the upstream document and the
downstream document at each life cycle phase shall be verified or validated.

(1) Checking of basic software and MELTAC engineering tools

I 07-14
BTP-44
DCD_
07-56

(2) V&V Procedures

The procedures that implement the requirements of this SWP shall include a check sheet,
including check results against acceptance criteria. Check sheets and results shall be
documented in the associated V&V Output document or V&V Phase Summary Report.
V&V results include these check sheets and results. V&V procedures shall also list the
interfacing procedures for record retention and V&V anomaly reporting.

3.10.8 Standards

This SWP complies with the following guidance and standards.

* Clause 5.3 of IEEE Std 7-4.3.2-2003 (Reference 5) which is endorsed by RG 1.152
(Reference 17)

• IEEE Std 1012-1998 (Reference 11) which is endorsed by RG 1.168 (Reference 18)

Mitsubishi Heavy Industries, Ltd. 3.10-35
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(2) Identification and control of all PSMS application software design functional data (e.g.,
data templates and databases)

(3) Identification and control of all PSMS application software design interfaces

(4) Control of all PSMS application software design changes

(5) Control of PSMS application software documentation (user, operating, and maintenance
documentation)

(6) Control and retrieval of qualification information associated with the PSMS application
software designs and code

(7) PSMS application software configuration audits

(8) Status accounting

3.11.1.2 Scope

This SCMP shall be applied to all PSMS application software Cis for all US-APWR projects.
Procedures that implement the requirements of this SCMP shall be controlled in accordance
with the requirement in Topical Report "US-APWR Quality Assurance Program Description"
(PQD-HD-19005), and shall be referenced in the Project Plan as described in Sections 1.0 and
3.1 of this SPM. The application Software Development Plan (SDP) is described in Section 3.2
of this SPM.

The CIs for the PSMS application software to which this SCMP shall be applied includes the
following PSMS application software items, associated documentation, and databases. See
Section 3.11.3.1 for more detail.

" System Requirement Specification (SysRS)

* System Design Description (SysDD)

* V&V related documents

* PSMS application software

DCD_
07-56

Execution of changes after software development, software V&V, software release, software
test, or other activities described in this SPM that could impact the cost, schedule, or ability to
perform defined SCM activities shall be identified using the Project Plan, Risk Matrix or
Problem List tools described in the SMP (Section 3.10 of this SPM).
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Attachment-I to Response to RAI 993-7027 (26/34)

SOFTWARE PROGRAM MANUAL MUAP-07017-NP (R45)

3.11.3.2.4 SCR Implementation

If an SCR is approved, the PJM shall prepare a Project Plan for new projects to implement of
SCR as described in the SMP (Section 3.1 of this SPM). If the SCR is associated with an active
project, the PJM shall update the Project Plan as necessary.

3.11.3.3 Configuration Status Accounting

The PSMS application software Cis, including documents, shall be recorded on Configuration
Management Sheets that include the following information for each Cl, as a minimum:

" Unique identifier and current version number

" Current status (under development, under test, or released)

* Last release date

" Associated design and test documents

* Associated V&V anomaly reports (if any)

• Associated nonconformance reports (if any)

The Configuration Management Sheets for design activities are the responsibility of the DT, and
shall be verified by the VVT. The Configuration Management Sheets for V&V activities are the
responsibility of the VVT. Configuration Management Sheets shall be controlled documents as
described in Section 6 "Document Control" of Topical Report "US-APWR Quality Assurance
Program Description" (PQD-HD-19005).

3.11.3.4 Design Reviews and QA Audits

Design Reviews and QAAudits shall be performed as described in the SQAP (Section 3.3 of
this SPM) to confirm that CIs conform to their required physical and functional characteristics.

3.11.3.5 Interface Control

The following interface controls describe the methods for coordinating changes to the PSMS
application software CIs that may be driven by activities that are outside the scope of this SCMP.
The external items which are examined for potential interfacing effects on the PSMS application
software include outputs from the Plant Requirements Phase and the basic software (controlled
under the •Baci Softwar Program Manual (jEU 1012 1432.)Section 6.0 of MUAP-07005 DCD_
"Safety System Digital Platform -MELTAC-"). 07-56

(1) Interface with Plant Requirements

PSMS application software CIs shall conform to the requirements produced in the Plant
Requirements Phase as described in the SWP (Section 3.10 of this SPM). Any proposed
changes to the PSMS application software that do not fully and completely meet Plant
Requirements shall not proceed until the associated Plant Requirements Phase documents
are changed and approved in accordance with NRC regulations.

Mitsubishi Heavy Industries, Ltd. 3.11-9
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(2) Interface with Basic Software

3.11.3.6 Subcontractor / Vendor Control

Subcontractor/vendor control is to comply with Section 2.3.6 of IEEE Std. 828-1990.
The basiec cotasUmro shall bhe co-nt-rolledd to encsuro that it is maintained in aczordRAnc %Fith th

TMMLTA Pltfom Bicc Sftwro inulu(JEmXU 1012 1132) (Referenc 1 n h orc
ver.on o.f the -... ic cofr::ar is used in the PSMS appliati,. .oft.. r lifeccle.The basic
software shall be controlled to ensure that it is developed and maintained in accordance with
the UMELTAC 1l2att•.r. .B ^icSoftare Manua," IIEXI 41402 42132 IR•elerene• 2) Section 6.0
of MUAP-07005 "Safety System Digital Platform -MELTAC-" and the correct version of the
basic software is used in the PSMS application software lifecycle.

DCD_
07.01-35

DCD_
07-56

3.11.4 SCM Schedules

PSMS application SCM activities described in this SCMP shall be performed in accordance
with the schedule described in the Project Plan.

3.11.5 SCMP Resources

The tools and procedures, equipment, personnel, and training necessary for the
implementation of the SCM activities in each phase are described in Sections 3.11.9 and
3.11.11. Personnel assigned to work on the PSMS application software development projects
are trained in the requirements of the SQAP and the SCMP and skilled in the use of the tools as
required by their individual job functions.

3.11.6 SCMP Maintenance

This SCMP is the only SCM plan for the US-APWR PSMS application software. The DTM and,
the DT has the overall responsibility for maintaining the SCMP.

3.11.7 Security

All application software documents and software Cl under configuration control shall be
protected against the secure development/operational environment threats. Each organization
described in this SPM shall be responsible for ensuring that the security related configuration
controls and restrictions are maintained, as described in other sections and Appendix C of this
SPM.

3.11.8 Measurement

DCD_
07-14
BTP-53
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DCD_
07-56

(3) System V&V Test

(4) Acceptance V&V Test[ ]
Mitsubishi Heavy Industries, Ltd. 3.12-3
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18. Regulatory Guide 1.168 Revision 1, "Verification, Validation, Reviews, and Audits for

Digital Computer Software Used in Safety Systems of Nuclear Power Plants",
February 2004.

19. Regulatory Guide 1.170 Revision 0, "Software Test Documentation for Digital
Computer Software Used in Safety Systems of Nuclear Power Plants", September
1997.

20. Regulatory Guide 1.171 Revision 0, "Software Unit Testing for Digital Computer
Software Used in Safety Systems of Nuclear Power Plants", September 1997.

21. Regulatory Guide 1.172 Revision 0, "Software Requirements Specifications for Digital
Computer Software Used in Safety Systems of Nuclear Power Plants", September
1997.

22. Regulatory Guide 1.173 Revision 0, "Developing Software Life Cycle Processes for
Digital Computer Software Used in Safety Systems of Nuclear Power Plants",
September 1997.

23. Regulatory Guide 1.169 Revision 0, "Configuration Management Plans for Digital
Computer Software Used in Safety Systems of Nuclear Power Plants", September
1997.

24. Toc.hnal Roport JEXU 4 012 41132 Rev.ision 3, "M&E-LA Platform Basic Sofxar DCD_
Po..ram Man-"a".Deleted 07-56

25. IEEE Std 610.12-1990, "IEEE Standard Glossary of Software Engineering
Terminology".

26. NUREG/CR-6101, "Software Reliability and Safety in Nuclear Reactor Protection
Systems", 1993.

27. Topical Report, PQD-HD-1 9005 Revision 4, "The Quality Assurance Program (QAP)
Description for Design Certification of the US-APWR".

28. IEEE Std 1058-1998, "IEEE Standard for Software Project Management Plans".

29. ANSI/ASME NQA-1-1983, "Quality Assurance Program Requirements for Nuclear
Facilities".

30. Regulatory Guide 1.153 Revision 1, "Criteria for Safety Systems", June 1996.

31. IEEE/EIA 12207.0-1996, "Industry Implementation of International Standard ISO/IEC
12207:1995".
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Appendix C Software Secure Development and Operational Environment Features

1. Introduction

This Appendix C describes conformance of the design, production and maintenance of the
PSMS application software to the secure development and operational environment
requirements of RG 1.152, Rev.3.

The PSMS provides many design features and defensive strategies to addressing the issue of
application software secure development and operational environment design fo•aur.....ur.t" I DCD
as described in this Technical Report, MUAP-07017 "US-APWR Software Program Manual", 07-14
and the following related documents; BTP-55

a. Design Control Document (DCD) for the US-APWR Section 7.9
b. Safety I&C System Description and Design Process, MUAP-07004
c. Safety System Digital Platform -MELTAC-, MUAP-07005
d. IELTAC Plaform Ba.i .Sotwao. Program Manual, JEXU 1042 1132 DCD

07-56The secure development and operational environment for the design, production and
maintenance of the PSMS application software is described in this Technical Report,
MUAP-07017 "US-APWR Software Program Manual".

The MELTAC digital-platform is applied to the PSMS. The secure development and operational DCD_
environment for the design, production and maintenance of the MELTAC platform basic 07-14
software is described in '. .•.R.-al .'•e, JIEXI 1012 1132 "E-L TAC Platform Omskic of,.a. BTP-55
Prog.a. . Manual (Roforo.. 234Section 6.1.6 of MUAP-07005 "Safety System Digital Platform DCD
-MELTAC-". The conformance to da.ccr--rib co..-.mplianc. to the secure development and 07-56
operational environment requirements of RG 1.152, Rev. 23 for utu•ro . hango t. "the basic
software is also described in JEXU 1012 4132 "MELTAC Pl.:atform i•c-. So -"r ProGr-am
Manga!. lRoforonge 2.)A".Aooendix G of MUAP-07005 "Safety System Digital Platform
-MELTAC-".

2. Conformance to RG 1.152 Rev.3

This Appendix C describes conformance of the secure development and operational
environment for the design, production and maintenance of the PSMS application software to
the requirements of RG 1.152, Rev. 3. The section numbers follow the sections in RG 1.152,
rev.3. This conformance description excludes PSMS application software life cycle process
phases for Section 2.6 "Installation, Checkout, and Acceptance Testing", Section 2.7
"Operations Phase", Section 2.8 "Maintenance Phase", and Section 2.9 "Retirement Phase".
Security features for these life cycle process phases are addressed in other regulatory
guidance, such as RG 5.71 "Cyber Security Programs for Nuclear Facilities". Therefore
addressing compliance to security related regulatory criteria for these life cycle process phases
is outside the scope of this Appendix C.

C.2.1 Concepts Phase

Staff Position I

I Reauirement
MitsbsiHev nutreLd CI
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DCD
07-56

Security-Related Information - Withheld Under 10 CFR 2.390

DCD
07-1Z
BTP-55

Evaluation
Compliance

C.2.3.2 Development Activities

Requirement
During the design Dhase.The "• ... ' .... measures should deli'eate the et8andarEI. 8nd
procadure that Will Gonfiw A.i0th tho applicablo design controls cocu*i~ policiec to encure

thatthecycem ecin poduOtc (hardwmar and eqoWaro) do not cantain undocumoent
Godo (e.g., bsack dooar coding), un~tdfntoeo pplication, and anY, maliciouc code
(e.g., intrusione, varusec, worme, Troejan horeoc, or bomb coasg), and other unwganted an'd
undocu-wmented functioens Or applicatiOncothor coding that could adVorcoly imRpact the reible
operation of the digital .a.... system be taken to prevent the introduction of unnecessarydesian features or functions that may result in the inclusion of unwanted or unnecessary

DCD_
07-14
BTP-55

code.
Analysis

Security-Related Information - Withheld Under 10 CFR 2.390 1DCD
07-14
BTP-55J
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Requirement
COTS systems are likely to be proprietary and generally unavailable for review. In addition, a
reliable method may not exist for-use--i determining the complete set of system behavior
inherent in a given operating system (e.g., operating system suppliers often do not provide
access to the source code for operating systems and callable code libraries). In such cases,
unless the application developer can modify such systems, the dee!-opmRt a"tiy;"
developer should ensure that the features within the operating system do not compromise
the required ccur- oporati.n.l .n.irF;.m..t design features of the secure operational
environment so as to degrade .y.. in" ;u ... h each a ffiamner. that reliability of the digital
safety syste .t would be degrded.

I

Analysis

Security-Related Information - Withheld Under 10 CFR 2.390

Evaluation
N/A

DCD_
07-14
BTP-55

DCD_
07-14
BTP-55

DCD
07-56

DCD
07.01-30

C.2.5 Test Phase

C.2.5.1 System Features

Requirement
The secure operational environment design requirements and configuration items intended
to ensure reliable system operation should be part of the validation effort for the overall
system requirements and design configuration items. Therefore, ...U .. operational
e-Vie4F tl-design configuration items for the secure operational environment are just one
element of the overall system validation. Each system sccure -pFrat!.-al -i,"r,,mot
design features of the secure operational environment should be validated to verify that the
implemented feature achieves its intended function to protect against inadvertent access
ai /or the efforts of undesirable behavior of connected systems and does not degraded the
safety system's reliability.

DCD_
07-14
BTP-55

DCD_
07-14
BTP-55

DCD
07-56

Analysis
.4-,

Security-Related Information - Withheld Under 10 CFR 2.390
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DCD
07.01-30

Security-Related Information - Withheld Under 10 CFR 2.390

Evaluation
Compliance

C.2.6 Summary

The scope of the PSMS application software secure development and operational environment
responsibilities include the Plant Requirements Phase through the Test Phase, as described in
RG 1.152, rev.3. The combination of the information in the following documents and this
document (MUAP-07017) fully address the software and data secure development and
operational environment issues associated with the PSMS application software;

a. Design Control Document (DCD) for the US-APWR Section 7.9
b. Safety I&C System Description and Design Process, MUAP-07004
c. Safety System Digital Platform -MELTAC-, MUAP-07005
d. MEL-TAG Platf-orm Bea;iGc Softwa€ r Program ManuAl, jEXU 1442 4432 I DCD

07-56
The secure operational environment design for the PSMS application software for installation,
checkout and acceptance testing, operation, maintenance, and retirement life cycle phases are
outside the scope of this SPM.

3. Secure Development and Operational Environment Assessment for Potential
Unauthorized Changes of PSMS Application Software

Left without a secure development and operational environment, the PSMS application
software may be incorrectly changed by unauthorized activities of a user or developer. The
potential unauthorized activities of the PSMS application software development, from the
System Requirements Phase through the Test Phase, are as follows;

Security-Related Information - Withheld Under 10 CFR 2.390
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DCD
07-56

Security-Related Information - Withheld Under 10 CFR 2.390
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