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Computer Security Standard 
CSO-STD-1417 

IBM AIX 6.1 Server Configuration Standard 

 

1 PURPOSE 

CSO-STD-1417, “IBM® AIX® 6.1 Server Configuration Standard,” provides configuration settings 
for the Nuclear Regulatory Commission (NRC) servers running the IBM Advanced Interactive 
eXecutive (AIX) 6.1 operating system.1  These settings serve to minimize the probability of NRC 
sensitive information compromise.  The standard applies to systems used to process Sensitive 
Unclassified Non-Safeguards Information (SUNSI) or Safeguards Information (SGI).  

This configuration standard is intended to be used by system administrators and information 
system security officers (ISSOs) that have the required knowledge, skills, and abilities to apply 
configuration settings to AIX 6.1 operating systems.  AIX 6.1 servers must meet all federally 
mandated and NRC-defined security requirements.   

2 GENERAL REQUIREMENTS 
All NRC servers running the AIX 6.1 operating system that are owned, managed, and/or 
operated by the NRC or by other parties on behalf of the NRC must comply with this standard 
as a minimum set of controls.  Additional controls may be required after a system risk analysis is 
completed. 

AIX 6.1 servers operated by the NRC or other parties on behalf of the NRC must comply with 
the Center for Internet Security (CIS) AIX 6.1 Benchmark, as modified by the settings/ 
requirements provided in this standard and with the overarching requirements stated in 
CSO-STD-1101, “UNIX and Linux Server Security Configuration Standard.”  Section 3 of this 
standard explains how specific requirements within the CIS Benchmark are amended by 
NRC-specific requirements.  The effective version of the CIS Benchmark is specified on the 
Computer Security Office (CSO) Standards web page. 

2.1 Deviation Request Process 

There may be circumstances when a specific configuration requirement cannot be met because 
of technical system limitations, business process impact, or cost-risk analysis.  Implementations 
that do not meet this minimum configuration standard must obtain deviation approval using the 
CSO Deviation Request (DR) process. 

  

                                                 

1 IBM and AIX are registered trademarks of the International Business Machines (IBM) Corporation. 
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3 SPECIFIC REQUIREMENTS 
This section provides requirements that differ from or are required in addition to those published 
in the CIS AIX 6.1 Benchmark.  These differences include amendments to settings in the CIS 
Benchmark and additional requirements identified through a review of the Defense Information 
Systems Agency (DISA) AIX 6.1 Security Technical Implementation Guide (STIG).   

3.1 Requirements that are Different from the CIS Benchmark 
This section provides the NRC-specific requirements that are different from the published 
CIS Benchmark requirements.  In Table 3.1-1 below, the section headers match the headers in 
the CIS Benchmark; DISA requirements were added to the appropriate sections.   

The following defines the information contained within the columns of Table 3.1-1: 

• Step:  The unique identifier of this configuration item within this standard. 

• Source:  The identification of the source (e.g., CIS, DISA) for the requirement.   

• CIS/DISA ID:  The CIS/DISA identifier number for this configuration item.  Some items 
have multiple IDs, which indicate that different attributes of multiple requirements from 
an external standard were combined into a single requirement for this standard. 

• Setting Name:  The configuration item or issue. 

• CIS/DISA Setting:  The configuration setting per the CIS Benchmark or DISA STIG. 

• NRC-Specific Requirement:  The NRC setting (which is different from the CIS 
Benchmark requirement) for a configuration item. 

• Rationale:  This field provides the rationale for the NRC-specific requirement that is 
different from the published setting in the CIS Benchmark. 
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4 DEFINITIONS 

External 
Standard 

An external security standard (e.g., a configuration baseline or set of 
requirements for the use of a technology or technologies) developed by a 
U.S. Government agency (e.g., Committee on National Security Systems 
[CNSS], DISA, National Security Agency [NSA], National Institute of 
Standards and Technology [NIST]), private organization (e.g., CIS), or a 
software / hardware vendor.  External standards are used by the NRC as the 
basis for NRC cyber security standards. 

Martian Packets Martian packets are packets containing addresses known by the system to 
be invalid.  Logging these messages allows the system administrator to 
identify misconfigurations or attacks in progress. 
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5 ACRONYMS 
 

AC Access Control 

ACL Access Control List 

AIX Advanced Interactive eXecutive 

AU Audit and Accountability 

CDE Common Desktop Environment 

CIS Center for Internet Security 

CNSS Committee on National Security Systems 

CSO Computer Security Office 

DAA Designated Approving Authority  

DISA Defense Information Systems Agency 

DNS Domain Name System 

DR Deviation Request 

EFS Encrypted File System 

FTP File Transfer Protocol 

GID Group Identifier 

IBM International Business Machines 

ICMP Internet Control Message Protocol 

IP Internet Protocol 

ISSO Information System Security Officer 

LDAP Lightweight Directory Access Protocol 

NFS Network File System 

NIM Network Installation Management 

NIST National Institute of Standards and Technology 

NSA National Security Agency 

NRC Nuclear Regulatory Commission 

NTP Network Time Protocol 

PMTUD Path Maximum Transmission Unit Discovery 

SGI Safeguards Information 

SMB Server Message Block 

SMTP Simple Mail Transport Protocol 

SNMP Simple Network Management Protocol 

SSH Secure Shell 
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STD Standard 

STIG Security Technical Implementation Guide 

SUNSI Sensitive Unclassified Non-Safeguards Information 

TCP Transmission Control Protocol 

TLS Transport Layer Security 

UID User Identifier 
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