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Office of Administration
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MU.S. Nuclear Regulatory Commission
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Comments Concerning Draft Regulatory Issue Summary (RIS) 2013-XX,
"EmbeddedDigitalDevices in Safety-Related Systems, Systems Importantto
Safety, and Items Relied on For Safety," (78FR29392, dated May 20, 2013,
Docket ID NRC-2013-0098)

This letter is being submitted in response to the U.S. Nuclear Regulatory Commission (NRC)
request for comments concerning draft Regulatory Issue Summary (RIS) 2013-XX,
"EmbeddedDigitalDevices in Safety-Related Systems, Systems Importantto Safety, and
Items Relied on For Safety," published in the FederalRegister on May 20, 2013 (i.e.,
78FR29392).
The NRC has developed the draft RIS to clarify the NRC's technical position on existing
regulatory requirements for the quality and reliability of basic components with embedded
digital devices. Further, the purpose is to also raise awareness that there may be potential
safety issues from a postulated Common Cause Failure (CCF) if an undetected software
error should occur in embedded digital devices located in multiple trains of redundant safety
equipment in nuclear facilities.
Exelon appreciates the opportunity to comment on this draft RIS and offers the attached
comments for consideration by the NRC.
In addition, Exelon supports the comments submitted by the Nuclear Energy Institute
(NEI) on behalf of the industry in response to this subject.
Respectfully,

David P. Helker
Manager, Licensing and Regulatory Affairs
Exelon Generation Company, LLC
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Comments Concerning Draft Regulatorv Issue Summary 2013-XX.
"EmbeddedDiqitalDevices in Safety-Related Systems, Systems
Important to Safety, and Items Relied on For Safety"

General Comment
A RIS is issued by the NRC for several reasons. One reason is to communicate and clarify
NRC technical or policy positions on regulatory matters that have not been communicated to or
are not broadly understood by the nuclear industry. In doing so, the NRC typically summarizes
and clarifies existing requirements and guidance in the RIS. Exelon believes that this RIS
effectively redefines digital technology and establishes new requirements and criteria that do not
currently exist.
Specific Comments
1. The phrase "digital" is a broad and somewhat ambiguous term. In the context of the
applicable Branch Technical Positions (BTPs) and Interim Staff Guidance (ISG) "digital" is
generally aligned with and reserved for computer controlled plant systems. The precise
definition of a computer is in turn drawn from the Institute of Electrical and Electronics
Engineers (IEEE) guidance as specified in IEEE-100, "The Authoritative Dictionaryof IEEE
Standards Terms," and IEEE 7-4.3.2-2003, "StandardCriteriafor Digital Computers in
Safety Systems of Nuclear Power GeneratingStations," which states:
"A functional programmableunit that consists of one or more associated
processingunits and peripheralequipment, that is controlled by internallystored
programs,and that can perform substantialcomputation, including numerous
arithmetic or logic operations, without human intervention."
The draft RIS appears to contradict the broadly accepted definition of "digital" cited above
based on the following verbiage:
"Forpurposes of this RIS, an embedded digitaldevice is a digitalcomponent
consisting of one or more digital electronicparts that use software, softwaredeveloped firmware, or software-developed logic that is integratedinto
equipment to implement one or more system requirements."
Exelon believes that the NRC is considering a wider range of devices that is
inconsistent with definitions codified in the referenced BTPs, ISGs, and accepted
industry guidance.
It should also be noted that the RIS scoping definition uses the word "digital" to
define "digital device" which is somewhat circular and likely to produce confusion.
While not explicitly discussed in the RIS, the principle areas of concern appear to be:
*
"
"

Application Specific Integrated Circuits (ASICs)
Field Programmable Gate Arrays (FPGAs)
Complex Programmable Logic Devices (CPLDs)
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While these devices can provide substantial functionality, they vary widely in terms of
complexity and testability. This broad spectrum of application produces architectures
that can range from simple and deterministically testable logic arrays to devices that
can replicate the functions typically found in a conventional microprocessor (i.e.,
"System-On-A-Chip"). Irrespective of the level of complexity, these components are
typically designed using software-based logic tools and the resulting logic is then
burned onto the target device during the manufacturing process. This results in what
is, from a licensee perspective, a hardware-based logic configuration. The ability of
an end-user to modify these components is generally highly constrained to specific
tunable parameters or eliminated entirely. In light of these considerations and from a
licensee's perspective, these devices are effectively basic hardware components that
are not outwardly "computerized" in the conventional sense. Broadly grouping all of
these devices together and having licensees apply the applicable BTPs and ISGs,
which are explicitly written for the development of microprocessor-based systems,
seems inappropriate if not impossible.
Exelon believes there is another concern related to the scope of the definition worthy
of consideration; even the simplest Transistor-Transistor Logic (TTL) (i.e., an "AND"
gate) can be developed using software-based tools. These are well vetted basic
components used in both analog and digital systems. A typical nuclear plant has
thousands of these devices that have been in service since original plant
construction. As written, these basic components would come under the scope of
the RIS and licensees have effectively no control over the means and methods by
which these commodity products are developed or manufactured.
In light of the issues outlined above, Exelon requests that the NRC consider
providing:
" Specific definitions and scope of applicability that is consistent with existing
written guidance to ensure consistency of scoping and interpretation.
* A graded approach that acknowledges the wide spectrum of applications
typical of the referenced technologies. The graded approach should be
aligned with existing codes and standards (i.e., Maintenance Rule, Safety /
Non-Safety, IEEE-1012, "Standardfor Software and Verification and
Validation," etc.).
* A clear differentiation of requirements applicable to the parameters and
processes under the licensees' control (i.e., tunable parameters, device
configuration management, testing and surveillance, etc.) and those that are
not under the licensees' control.
2. The draft RIS does not appear to differentiate between safety and non-safety
applications and Exelon believes that there is a clear distinction between these two
applications.
Therefore, Exelon requests that the NRC provide further clarification concerning the
distinction between safety and non-safety applications.
3. The draft RIS uses the term "importantto safety, "which does not seem to be
precisely defined.
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Therefore, Exelon requests that the NRC provide further clarification concerning the
term "importantto safety" in the context of how it should be defined / interpreted by
licensees.
4. Classifying basic logic components as "digital" would likely force licensees to classify
assemblies that contain any form of logic as Critical Digital Assets (CDAs), which
brings them under the scope of the Cyber Security Rule (10 CFR 73.54). This would
require licensees to assess a significant number of additional components against
approximately 700 distinct controls required by NEI 08-09, "CyberSecurity Plan for
Nuclear Power Reactors." Exelon believes that this would result in substantial
scope expansion with respect to 10 CFR 73.54, which is likely to jeopardize the
industry's ability to meet Milestone 8 compliance milestones (a license commitment)
while providing little or no improvement to plant safety. Furthermore, licensees
would be required to apply the 24 ongoing programmatic controls for the remainder
of plant life. Exelon believes that the application of these programmatic controls
adds no value because Cyber Security attack vectors do not exist and that
attempting to apply them would have an unintended adverse consequence by
diverting Cyber Security Assessment Team (CSAT) focus from assets that represent
greater Cyber Security risk.
5. As discussed above, Exelon believes that the RIS effectively expands the accepted
definition of digital technology, does not differentiate between safety-related and nonsafety related applications, and imposes requirements developed specifically for
computerized systems on non-computerized components. When considered in
aggregate, Exelon believes these issues are likely to produce unintended adverse
consequences in the areas of equipment reliability and overall plant performance by
severely limiting the ability to manage component obsolescence. The ability to
leverage well vetted technologies, where appropriate, to combat obsolescence is a
key element of reducing / eliminating plant performance issues and transients, and
therefore initiating events.

