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ABSTRACT 

The United States of America Nuclear Regulatory Commission (US NRC) is the national 
regulatory authority (NRA) for NRC licensed nuclear facilities in the United States and 
responsible for ensuring effective safety, security and safeguards measures are implemented at 
these facilities. The NRA of any State performs regulatory activities consistent with the degree 
of risk reduction achieved while appropriately balancing the interest of the public and licensees. 
An effective NRA should also respect the value added in utilizing the recently proposed 3S 
(safety, security and safeguards) concept adopted from the International Atomic Energy Agency 
(IAEA) Nuclear Energy Series Guidance (NG-G-3.1) document presented at the 2008 G8 
Summit in Japan. Important to the management of risks associated with loss of nuclear material 
as a function of its usefulness in constructing a weapon or sabotage within a facility itself is the 
effective implementation of international obligations and guidance described by the IAEA in 3S 
activities. Similar to other States already using nuclear energy, the 3S concept will need to 
evolve throughout all life-cycle phases of facilities while handling, accounting for, and 
protecting nuclear materials. Global expansion of nuclear energy will benefit greatly by 
integrating safety, security and safeguards through the 3S concept—3S by design (3SBD) early 
in the design phase of front end fuel cycle facilities, reactors and spent fuel storage facilities. 
This paper will describe possible considerations by the NRC in pursuit of managing risk 
informed integration of safety, security and safeguards from the proposed 3S perspective.  
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INTRODUCTION 

The perception of a global resurgence of nuclear power is now being substantiated by new 
construction of both front and back end nuclear fuel cycle facilities, construction of proven 
reactor designs and applications for certification of advanced reactor designs. In addition, States 
are approaching the International Atomic Energy Agency (IAEA) with plans for starting civilian 
nuclear energy programs or supplying nuclear support services to other States. Propagation of the 
world’s supply of nuclear materials, new technology and nuclear activities presents a challenge 
to ensuring a balance between safe peaceful use of nuclear energy and nuclear non-proliferation. 
In order to create this balance the concept of strengthening the relationship between safety, 
security and safeguards (non-proliferation) is important for a successful nuclear program in any 
nation seeking or currently operating nuclear facilities. However, none of these elements should 
compromise the others’ primary design basis objectives.  
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The recognition of a relationship between safety, security and safeguards (3S concept) was 
reiterated when Member States to the Treaty on the Non-proliferation of Nuclear Weapons 
(NPT) looking to become users of nuclear energy turned to the IAEA for expert advice on an 
approach to establish or improve existing nuclear programs. In response, the IAEA provided a 
guide of Milestones in the Development of a National Infrastructure for Nuclear Power (No.NG-
G-3.1)i

LEGAL AND REGULATORY FRAMEWORK 

 in its Nuclear Energy Series. Participants of the Hokkaido, Tokayo 2008 G8 Summit 
pledged support of the document and States drew the 3S concept from its list of 19 infrastructure 
issues and their associated conditions needed to achieve milestones used to determine progress or 
success of their development effort: 1) National position, 2) Nuclear safety, 3) Management, 4) 
Funding and financing, 5) Legislative framework, 6) Safeguards, 7) Regulatory framework, 8) 
Radiation protection, 9) Electrical grid, 10) Human resources development, 11) Stakeholder 
involvement, 12) Site and supporting facilities, 13) Environmental protection, 14) Emergency 
planning, 15) Security and physical protection, 16) Nuclear fuel cycle, 17) Radioactive waste, 
18) Industrial involvement, 19) Procurement. Albeit meeting the milestones for each issue will 
prepare an entire national infrastructure for the introduction of nuclear power, States with an 
existing nuclear fuel cycle should consider these issues when making a decision to expand or 
improve their peaceful nuclear power capabilities.  

Responsibilities for the control and regulation of by-product, source and special fissionable 
material in the United States of America (U.S.) were originally described in the U.S. Atomic 
Energy Act of 1954 (amended) for all nuclear installations built in the U.S..ii

Specific provisions of nuclear laws in the U.S. address facility activities involving nuclear 
material and other radioactive material. The US NRC provides oversight of these activities 
through inspections and licensing. Authorization of facility operations, spent fuel management, 
import/export and transportation of nuclear material through the licensing process ensures proper 
control of this material and its intended peaceful use. Emergency preparedness and incident 
response are also regulated by the US NRC. 

 Licensing of these 
installations, inspections, international activities and enforcement of requirements were assigned 
to the Atomic Energy Commission. The Energy Reorganization Act of 1974 created the Nuclear 
Regulatory Commission (NRC) to license and regulate civilian uses of nuclear materials and 
facilities, along with the Energy Research and Development Administration (Department of 
Energy precursor) to direct development and production of nuclear weapons, promotion of 
nuclear power and other energy-related work, and regulation of defense nuclear facilities.  

The US NRC ensures adequate protection of public health and safety, promotes the defense and 
security of the U.S., and protects the environment. In order to accomplish its mission the US 
NRC ensures that licensees establish adequate nuclear material safety, security and safeguards 
programs. The close relationship between the elements of this 3S concept is ensured by 
established laws and regulations in the U.S. which provide complementary requirements that 
meet international obligations while protecting public safety and property. Title 10 (Energy) of 
the Code of Federal Regulations (10 CFR) provides the necessary controls over all three 
elements of the 3S concept in the U.S.. All applicants requesting a license to construct and 
operate a nuclear facility must demonstrate the capability to meet the regulations of 10 CFR. 
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Each life cycle phase of a civilian nuclear facility in the U.S. is regulated through rules set forth 
in 10 CFR; a cornerstone to providing international assurance that the facility is being operated 
safely and used purely for peaceful purposes. Because US NRC oversight begins with a design 
that has been properly certified and constructed, and continues throughout the facility's operating 
life cycle and into its final decommissioning, implementation of the 3S concept does not 
constitute additional obligations for the existing U.S. regulatory framework.  

INTERNATIONAL OBLIGATIONS AND GUIDANCE 

In order for any Member State to the NPT to establish or maintain a responsible nuclear power 
program it is essential to demonstrate compliance with international legal instruments such as 
internally accepted nuclear safety standards, security guidelines and safeguards requirements. 
The obligations set forth in these international legal instruments are captured in IAEA guidance 
documents. Three aspects of nuclear law related to the 3S concept found in IAEA guidance are: 

Safety - 
Challenge: Safety is concerned with the achievement of proper operating conditions, 
prevention of accidents or mitigation of accident consequences, resulting in protection of 
workers, the public and the environment from undue radiation hazards. iii
Achieved: Through safety measures which include actions to prevent incidents and 
arrangements put in place to mitigate their consequences if they were to occur. 

 

Security - 
Challenge: Prevention and detection of, and response to, theft, sabotage, unauthorized 
access, illegal transfer or other malicious acts involving nuclear material, other 
radioactive substances or their associated facilities.  
Achieved: Through physical protection and law enforcement. 

Safeguards/Non-proliferation - 
Challenge: The technical objective is specified as the timely detection of diversion of 
significant quantities of nuclear material from peaceful nuclear activities to the 
manufacture of nuclear weapons or of other nuclear explosive devices or for purposes 
unknown, and deterrence of such diversion by the risk of early detection (INFCIRC/153, 
para. 28) 
Achieved: Through international legal commitments, transfer controls and safeguards. 

Certain regulations set forth in 10 CFR are directly related to US-IAEA Bilateral Agreements 
and support elements of the 3S concept, thereby incorporating U.S. international obligations 
directly into licensee requirements.  

SAFETY CONSIDERATIONS 

Nuclear safety culture is well established in the U.S. and other States with a nuclear industry, 
developing independently from security and safeguards measures until a recent interest to bring 
these elements into closer alignment was taken. Terms like “safety first, defense in depth and 
probabilistic risk assessment” are well engrained into the vernacular of the international 
community of nuclear facility owners/operators by each State’s national regulatory authority 
(NRA).  
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A “risk-informed” approach to regulatory decision making represents a 
philosophy whereby risk insights are considered together with other factors to 
establish requirements that better focus licensee and regulatory attention on 
design and operational issues commensurate with their importance to health 
and safetyiv

Although major accidents are unlikely, nuclear facilities are equipped with safety systems and 
barriers to prevent accidents and reduce their effects if one should occur. Licensed fuel cycle 
facilities handling bulk nuclear material protect the public by providing assurances through items 
relied on for safety (IROFS) that nuclear material will remain in a safe condition. IROFS can be 
a system, structure, component, or administrative control used to mitigate or prevent accidents at 
these facilities.  

. 

In comparison, nuclear power plants also utilize these tools to ensure the facility will remain in a 
safe condition by employing four major types of safety systems to protect the public and 
environment: 

-A system to quickly shutdown a reactor and stop the fission chain reaction. 
-Systems to control the reactor and continue its cooling after shutdown 
-Electrical, control, and instrumentation to monitor reactor conditions 
-System of barriers to contain radioactivity, if needed 

As a result of the Three Mile Island (TMI) nuclear power plant (NPP) accident in 1979 operators 
of nuclear facilities realized that special training in handling of emergency situations was needed. 
Detailed emergency preparedness procedures were developed by owners/operators that included 
efforts to improve planning by Federal, State and local governments to deal with possible reactor 
accidents in the U.S., which influenced many other States to follow suit. Additionally at the TMI 
site, new techniques for locating radioactive materials disbursed throughout the reactor primary 
system were developed in order to determine nuclear material accountancy (safeguards) and 
minimize human exposure to radiation (safety). Security measures were also taken to mitigate 
malicious acts during removal and transportation of the damaged nuclear fuel.  

After the Chernobyl accident in 1986, the international community agreed through the 
Convention on Assistance in the Case of a Nuclear Accident or Radiological Emergency (U.S. 
entry into force 1988) to cooperate between themselves and the IAEA in facilitating prompt 
assistance in the event of a nuclear accident or radiological emergency. Ukraine became an 
independent non-nuclear weapons State in 1991 and party to the NPT—giving the IAEA 
responsibility for safeguards monitoring and inspection of the facility. In 2005 the IAEA 
announced the establishment of the Incident and Emergency Centre (IEC) as a result of the 
Convention to serve as a global focal point for preparedness and response to nuclear and 
radiological incidents and emergencies, including security threats. Managing the relationship 
between safety, security and safeguards remains an ongoing challenge at the Chernobyl site 
during cleanup efforts.   

In some instances, like the lessons learned from the incident created by the 2011 earthquake and 
subsequent tsunami at the Fukushima Daichii NPP in Japan, consistency calls for international 
organizations like the IAEA to provide concise reports of steps being taken at the site in a timely 
manner. Incident and emergency response during simultaneous accidents occurring at all the 
reactors, including severe core damage in units 1, 2 &3, could in principle be considered an 
example of how safety, security and safeguards universally experienced a catastrophic event. 
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Periodic updates provided to the international community by the IAEA gave information in all 
three elements of concern. Safety of the public being the most important of the three during the 
accident, absence of unauthorized removal of nuclear material or its malicious use were also 
ensured by the Japanese State Regulatory Authority and IAEA.  

Modalities of nuclear safety allow safety-related accident information to be shared between 
States with a common goal of maintaining safety in the forefront of all operational decisions. 
However, the relationship between safety, security and safeguards of nuclear material will 
undergo more overlap when making risk-informed decisions during an incident when all the 
components are taken into consideration.  

SECURITY GUIDANCE 

Implementing security measures which are directed at preventing or responding to malicious 
acts, sabotage or external attack into a synergistic approach with particular aspects of safety and 
safeguards helps to reduce vulnerability of vital areas of a nuclear facilityv

Lessons learned after the 9/11 terrorist attacks in physical protection countermeasures against 
security and safeguards threats were incorporated into updated procedures and practices in the 
U.S. and other Member States to the NPT. In September of 2001, at the IAEA Board of 
Governors meeting and the IAEA General Conference ‘Physical Protection Objectives and 
Fundamental Principles’ was endorsed as an important step to strengthen the international 
physical protection framework. The NRC directed nuclear power plants and fuel fabrication 
facilities to upgrade their physical security plans, security officer training and qualification plans, 
and contingency plans

. Security 
requirements such as early detection of theft, detection of illicit trafficking, nuclear forensics and 
physical protection of nuclear material, make a substantial contribution to non-proliferation 
objectives. The possibility of nuclear material theft for purposes of producing a radiological 
dispersion device (dirty bomb), other improvised nuclear weapon or sabotage of the facility are 
diminished by ensuring a workable nuclear security plan at a facility is both comprehensive and 
effective.  

vi

The US NRC has required many security enhancements to nuclear facilities in the years 
following 9/11 as well as rules on managing the safety and security interface. Regulatory guide 
5.74, Managing the Safety/Security Interface (2009) outlines the need for licensees to ensure no 
adverse impacts to safety and security activities when making changes to a facility or designing a 
new facility.

.  

vii

- Requirements - Licensees shall assess and manage their safety and security program 
activities in a manner that ensures that there are no adverse impacts on the safety and 
security activities. The requirements of 10 CFR 73.58 are: 

 

o 10 CFR 73.58(b) states, “The licensee shall assess and manage the potential for 
adverse effects on safety and security, including the site emergency plan, before 
implementing changes to the plant configurations, facility conditions, or security.” 

o 10 CFR 73.58(c) states, “The scope of changes to be assessed and managed must 
include planned and emergent activities (such as, but not limited to, physical 
modifications, procedural changes, changes to operator actions or security 
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assignments, maintenance activities, system reconfiguration, access modification 
or restrictions, and changes to the security plan and its implementation).” 

o 10 CFR 73.58(d), states, “Where potential adverse interactions are identified, the 
licensee shall communicate them to appropriate licensee personnel and take 
compensatory and/or mitigative actions to maintain safety and security under 
applicable Commission regulations, requirements, and license conditions.” 

The security plan at a nuclear facility typically entails a comprehensive strategy for the defense 
of the facility from an attack at the level of the design basis threat. Security and safeguards 
objectives are jointly attained by incorporating enhancements to control of and accounting for 
nuclear material in the security plan, thereby preventing inadvertent radiation exposure to 
workers or damage to the environment—meeting requirements of all three elements of the 3S 
concept. 

SAFEGUARDS IMPLEMENTATION 

Under the US-IAEA Safeguards Agreement (INFCIRC/288), “Voluntary Offer,” the U.S. allows 
the IAEA to apply international safeguards on all special nuclear material (SNM) within the 
U.S., only excluding facilities associated with direct national security significance activities. 
Periodically, the U.S. provides the IAEA with a list of facilities eligible for the application of 
safeguards; adding or removing facilities from that list as necessary (Art. 2(b)). Revisions to this 
eligible facilities list (EFL) by the NRC and DOE are submitted for a 60-day Congressional 
review before they are submitted to the IAEA. As a result, the U.S. submits a completed IAEA 
Design Information Questionnaire (Art. 42) and negotiates a Subsidiary Arrangement (Art. 39) 
for those facilities formally selected by the IAEA from this list under the US-IAEA Safeguards 
Agreement or its Initial Protocol.  

Most of the facilities listed on the US EFL are licensed by the NRC, which regulates these 
facilities in accordance with regulations established and recorded in 10 CFR in order to protect 
the public health and safety, promote the common defense and security, and protect the 
environment. Title 10 of the CFR also includes all pertinent aspects of the US-IAEA Safeguards 
Agreement related to the implementation of IAEA safeguards at licensed facilities. After entry 
into force of the US-IAEA Safeguards Agreement in 1980, the US NRC provided oversight for 
the implementation of traditional IAEA safeguards at several facilities employing rules set forth 
in 10 CFR Parts 40, 50, 70, 74, 75, and 110. 

The safeguards system in general, with its focus on deterring and detecting the diversion of 
nuclear material makes a key contribution to the overall nuclear security architecture. One 
component of the domestic safeguards system at a licensed fuel cycle facility which handles bulk 
material is the fundamental nuclear material control plan (FNMCP).  The FNMCP describes how 
nuclear material will be accounted for during its use on a site. The plan is subject to US NRC 
approval for issuance of the facility operating license or changes through an amendment process. 
Material balance areas and key measurement points used for nuclear material accountancy are 
designated within the FNMCP and can be utilized by the site when reporting nuclear material 
inventory and flow to the IAEA.   

Ensuring safety of the public, security of the nation and to safeguard nuclear materials through 
accounting and control, enhancements have been made in recent years to the US Nuclear 
Materials Management and Safeguards System (NMMSS), a joint NRC-DOE nuclear material 
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tracking system. NMMSS is a key component in the US State System of Accounting and Control 
of Nuclear Materials (SSAC), providing reports for domestic requirements and reports to meet 
US-IAEA bilateral Agreement obligations for international safeguards. Requirements in 10 CFR 
Part 74 represent some of the earliest risk informed requirements issued by the NRC for nuclear 
material control and accounting (MC&A).  

Criticality safety and prevention of personnel exposure in a bulk handling fuel cycle facility can 
be tied directly to MC&A calculations used to determine the amount of nuclear material in 
process and accumulated in storage area MBAs. Determining location and amount of nuclear 
material will hold the key to preventing an inadvertent criticality or overexposure. Effectiveness 
of the MC&A program in support of security measures to prevent theft or sabotage due to an 
insider threat depends on accurate knowledge of the location and amount of nuclear material. 
Effective communication and cooperation of safety, security and safeguards personnel are 
essential to protect the public and environment.    

The below figure depicts a portion of the commitments for nuclear facilities being met by 
regulations enforced by the US NRC to address safeguards-by-design.  

 

 

 

 

 

 

 

Figure 1 Nuclear facility design considerations 

3S CONCEPT BY DESIGN 

Protecting human life and health, and the environment is the common aim of safety, security and 
safeguards measures. Each facet of this 3S relationship brings a different dimension to a State’s 
nuclear fuel cycle in assuring the international community that nuclear material is being used for 
peaceful purposes. Acceptance of the 3S concept early in the design phase (3S-by-Design or 
3SBD) of a nuclear facility will allow builders, owners and operators to take full advantage of 
international experience held within a large number of IAEA guidance documents. Whether we 
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consider a bulk handling facility, power reactor, small modular reactor or nuclear marine 
propulsion reactor there is a need for safety, security and safeguards consideration to be deeply 
engrained in all life-cycle phases of these facilities. The relationship is stated in IAEA 
documents such as Nuclear Security Recommendations on Physical Protection of Nuclear 
Material and Nuclear Facilities, INFCIRC/225.  

3.28 For a new nuclear facility, the site selection and design should take physical 
protection into account as early as possible and also address the interface between 
physical protection, safety and nuclear material accountancy and control to avoid 
any conflicts and to ensure that all three elements support each other.  

Although designers/engineers should carefully exploit the close relationship between safety, 
security and safeguards while developing several key features in a nuclear facility's design it is 
important to ensure autonomy exist within the individual elements of the 3S concept. Over-
designing one element of the 3S relationship could create problems in one or both of the other 
two, possibly weakening their individual design basis function. Consistently taking each of the 
elements into account when integrating systems, structures or components together for 
containment, monitoring and control of nuclear material will prevent process over-design in one 
area.   

What may prove to be a strengthening measure for security could impair response time of 
operators to an accident. Over-design might occur while designing security features into a 
facility that would greatly improve resistance to an adversarial attack, actually inhibit operators 
from performing emergency procedures intended to mitigate a radioactive release to the 
environment. Another example might be when consideration is given in early design to allow 
safeguards inspectors to more readily gain access to nuclear material for verification, however, 
by doing so would increase their probability of radiation overexposure.  

Shielding and containment design are two of the more common areas where the 3S relationship 
will be very closely integrated because of their direct relationship to containing and protecting 
the nuclear material being utilized in a facility.  Nuclear reactor containment structures are 
designed to prevent the release of radioactive materials during an emergency to protect the 
public, thereby improving safety of the facility. Containment barriers designed into other 
facilities, such as a mixed oxide fuel fabrication (MOX) facility, also provide protection to the 
public. Additionally, these containment structures serve as a security barrier to an attack directed 
toward taking control of nuclear material that might be used for terrorist activities. Furthermore, 
facility containment design information is verified as part of an IAEA safeguards approach, 
ensuring nuclear material is not removed without detection.  

The US NRC is supportive of the 3SBD concept. On October 14, 2008 (73 FR 60612), the US 
NRC issued a policy statement on the regulation of advanced reactors.  

This final policy statement reinforces the Commission’s current policy 
regarding advanced reactors and includes new items to be considered during 
the design of these reactors, including security, emergency preparedness, 
threat of theft, and international safeguards. 

Adequate protection of the environment, public health and safety, and national security are 
assured through regulation of the advanced reactor nuclear facilities by the US NRC. A 
minimum of at least the same degree of protection now required for the current generation of 
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light water reactors will be applied to the advanced reactors, with the additional expectation that 
the 3S relationship will be considered early in the design phase of its life-cycle.  

Culture issues may create problems in communication and cooperation among organizations 
during the conceptual/design phase of new facilities based on outdated assumptions within the 
different disciplines of safety, security and safeguards. Individual experts working with one 
element of the 3S concept may not be an expert in the all areas and should therefore maintain an 
awareness of challenges common to all. At a recent technical meeting of international experts it 
was agreed that at present there is a good understanding of the concept of a safety culture, work 
is ongoing to gain a security culture, but there is less of an understanding or acceptance of a 
similar concept that would apply to a safeguards culture.viii

SUMMARY 

 

Creating a balance between safe peaceful use of nuclear energy and nuclear non-proliferation is 
supported by the concept of strengthening the relationship between safety, security and 
safeguards (3S) in a successful nuclear program. However, none of these elements should 
compromise the others’ primary design basis objectives. The 3S relationship is important to 
protecting the public and environment as well as managing risks associated with loss of nuclear 
material as a function of its usefulness in constructing a weapon or sabotage within a facility 
itself. An effective SSAC, NRA and applicable federal regulations will meet international 
obligations and guidance described by the IAEA related to the 3S concept. The US NRC 
provides oversight of these activities in the U.S. through inspections and licensing, ensuring 
proper control of nuclear material and its intended peaceful use. However, bridging gaps 
between the three elements of safety, security and safeguards will continue to be a challenge 
because of the deficiency in technical experts competent in all three areas.  
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