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ADDITIONAL SIMPLIFIED ACQUISITION TERMS AND CONDITIONS

A.2 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR
EXECUTIVE ORDERS--COMMERCIAL ITEMS (JAN 2013)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to acquisitions
of commercial items:

(1) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).

Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 7104 (g)).

(2) 52.233-3, Protest After Award (Aug 1996) (31 U.S.C. 3553).

(3) 52.233-4, Applicable Law for Breach of Contract Claim (Oct 2004) (Pub. L. 108-77, 108-78)

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders
applicable to acquisitions of commercial items:

[X] (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I (Oct
1995) (41 U.S.C. 253g and 10 U.S.C. 2402).

[] (2) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010)(Pub. L. 110-252, Title VI,
Chapter 1 (41 U.S.C. 251 note)).

[] (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (JUN
2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment Act
of 2009.)

[X] (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (AUG 2012) (Pub. L.
109-282) (31 U.S.C. 6101 note).

[] (5) 52.204-11, American Recovery and Reinvestment Act-Reporting Requirements (JUL 2010) (Pub. L.
111-5).

[X] (6) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred,
Suspended, or Proposed for Debarment. (Dec 2010) (31 U.S.C. 6101 note).

[] (7) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (FEB 2012) (41
U.S.C. 2313).

[] (8) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (MAY 2012) (section 738-of'
Division C of Pub. L. 112-74, section 740 of Division C of Pub. L. 111-117, section 743 of Division D of Pub. L. 111-8,
and section 745 of Division D of Pub. L. 110-161).

[] (9) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (NOV 2011) (15 U.S.C. 657a).
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[] (10) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (JAN 201 '

the offeror elects to waive the preference, it shall so indicate in its offesr." 5 U. .C C5._-.5

[] (11) [Reserved]

[] (12)(i) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2011) (15 U.S.C. 644).

[] (ii) Alternate I (NOV 2011).

[] (iii) Alternate II (NOV 2011).

[] (13)(i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).

[] (ii) Alternate I (Oct 1995) of 52.219-7.

[] (iii) Alternate II (Mar 2004) of 52.219-7.

[X] (14) 52.219-8, Utilization of Small Business Concerns (JAN 2011) (15 U.S.C. 637(d)(2) and (3)).

[] (15)(i) 52.219-9, Small Business Subcontracting Plan (JAN 2011) (15 U.S.C. 637(d)(4)).

[] (ii) Alternate I (Oct 2001) of 52.219-9.

[] (iii) Alternate II (Oct 2001) of 52.219-9.

[] (iv) Alternate III (JUL 2010) of 52.219-9.

[] (16) 52.219-13, Notice of Set-Aside of Orders (NOV 2011) (15 U.S.C. 644(r)).

[] (17) 52.219-14, Limitations on Subcontracting (NOV 2011) (15 U.S.C. 637(a)(14)).

[] (18) 52.219-16, Liquidated Damages--Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)).

[] (19)(i) 52.219-23, Notice of Price Evaluation Adjustment for Small Disadvantaged Business Concerns (OCT
2008) (10 U.S.C. 2323) (if the offeror elects to waive the adjustment, it shall so indicate in its offer.)

E] (ii) Alternate I (June 2003) of 52.219-23.

[] (20) 52.219-25, Small Disadvantaged Business Participation Program--Disadvantaged Status and Reporting
(DEC 2010) (Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

[] (21) 52.219-26, Small Disadvantaged Business Participation Program--Incentive Subcontracting (Oct 2000)
(Pub. L. 103-355, section 7102, and 10 U.S.C. 2323).

[1 (22) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NOV 2011) (15 U.S.C.
657f).

[X] (23) 52.219-28, Post Award Small Business Program Rerepresentation (APR 2012) (15 U.S.C 632(a)(2)).

[] (24) 52.219-29, Notice of Set-Aside for Economically Disadvantaged Women-Owned Small Business
(EDWOSB) Concerns (APR 2012) (15 U.S.C. 637(m)).

A-4



NRC-HQ-13-P-33-0112

[] (25) 52.219-30, Notice of Set-Aside for Women-Owned Small Business (WOSB) Concerns Eligible Under the
WOSB Program (APR 2012) (15 U.S.C. 637(m)).

[X] (26) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

[] (27) 52.222-19, Child Labor--Cooperation with Authorities and Remedies (MAR 2012) (E.O. 13126).

[] (28) 52.222-21, Prohibition of Segregated Facilities (Feb 1999).

[ (29) 52.222-26, Equal Opportunity (Mar 2007) (E.Q. 11246).

[1 (30) 52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212).

[] (31) 52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) (29 U.S.C. 793).

[] (32) 52.222-37, Employment Reports on Veterans (SEP 2010) (38 U.S.C. 4212).

[X] (33) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O.
13496).

[X] (34) 52.222-54, Employment Eligibility Verification (JUL 2012). (Executive Order 12989). (Not applicable to
the acquisition of commercially available off-the-shelf items or certain other types of commercial items as prescribed in
22.1803.)

[] (35)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated Items (May
2008) (42 U.S.C.6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf items.)

[] (ii) Alternate I (MAY 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of

commercially available off-the-shelf items.)

[ (36) 52.223-15, Energy Efficiency in Energy-Consuming Products (DEC 2007)(42 U.S.C. 8259b).

[] (37)(i) 52.223-16, IEEE 1680 Standard for the Environmental Assessment of Personal Computer Products
(DEC 2007) (E.O. 13423).

[] (ii) Alternate I (DEC 2007) of 52.223-16.

[X] (38) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving (AUG 2011)

[] (39) 52.225-1, Buy American Act--Supplies (FEB 2009) (41 U.S.C. 10a-10d).

[3 (40)(i) 52.225-3, Buy American Act--Free Trade Agreements-- Israeli Trade Act (NOV 2012) (41 U.S.C.
chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-182,
108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-42, and 112-43).

[] (ii) Alternate I (MAR 2012) of 52.225-3.

[3 (iii) Alternate II (MAR 2012) of 52.225-3.

[] (iv) Alternate III (NOV 2012) of 52.225-3.

[] (41) 52.225-5, Trade Agreements (NOV 2012) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note).
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[X] (42) 52.225-13, Restrictions on Certain Foreign Purchases (JUN 2008) (E.O.'s, proclamations, and statutes
administered by the Office of Foreign Assets Control of the Department of the Treasury)

[ (43) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150).

[ (44) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S. Z.
5150).

[] (45) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 255(f), 10
U.S.C. 2307(f)).

[] (46) 52.232-30, Installment Payments for Commercial Items (Oct 1995) (41 U.S.C. 255(f), 10 U.S.C. 2307(f)).

[X] (47) 52.232-33, Payment by Electronic Funds Transfer--Central Contractor Registration (Oct 2003) (31
U.S.C. 3332).

[] (48) 52.232-34, Payment by Electronic Funds Transfer--Other than Central Contractor Registration (May
1999) (31 U.S.C. 3332).

[] (49) 52.232-36, Payment by Third Party (FEB 2010) (31 U.S.C. 3332).

[] (50) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

[] (51)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C.
Appx, 1241(b) and 10 U.S.C. 2631).

[] (ii) Alternate I (Apr 2003) of 52.247-64.

(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to commercial services, that
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of law
or Executive orders applicable to acquisitions of commercial items:

[ (1) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).

t] (2) 52.222-42, Statement of Equivalent Rates for Federal Hires (May 1989) (29 U.S.C. 206 and 41 U.S.C.
351, et seq.).

[] (3) 52.222-43, Fair Labor Standards Act and Service Contract Act--Price Adjustment (Multiple Year and
Option Contracts) (Sep 2009) (29 U.S.C. 206 and 41 U.S.C. 351, et seq.).

[] (4) 52.222-44, Fair Labor Standards Act and Service Contract Act--Price Adjustment (Sep 2009) (29 U.S.C.
206 and 41 U.S.C. 351, et seq.).

[] (5) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment--Requirements (Nov 2007) (41 U.S.C. 351, et seq.).
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[] (6) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain
Services--Requirements (FEB 2009) (41 U.S.C. 351, et seq.).

[] (7) 52.222-17, Nondisplacement of Qualified Workers (JAN 20!3) (E.O.13495).

[] (8) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-2471)

[] (9) 52.237-11, Accepting and Dispensing of $1 Coin (SEP 2008) (31 U.S.C. 5112(p)(1)).

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions of this paragraph
(d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and
does not contain the clause at 52.215-2, Audit and Records--Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the Comptroller General,
shall have access to and right to examine any of the Contractor's directly pertinent records involving transactions
related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other
evidence for examination, audit, or reproduction, until 3 years after final payment under this contract or for any shorter
period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses of this contract. If this
contract is completely or partially terminated, the records relating to the work terminated shall be made available for 3
years after any resulting final termination settlement. Records relating to appeals under the disputes clause or to
litigation or the settlement of claims arising under or relating to this contract shall be made available until such
appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other
data, regardless of type and regardless of form. This does not require the Contractor to create or maintain any record
that the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law.

(e)(1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(1) in a subcontract for
commercial items. Unless otherwise indicated below, the extent of the flow down shall be as required by the clause--

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (APR 2010) (Pub. L. 110-252, Title VI, Chapter
1 (41 U.S.C. 251 note)).

(ii) 52.219-8, Utilization of Small Business Concerns (DEC 2010) (15 U.S.C. 637(d)(2) and (3)), in all
subcontracts that offer further subcontracting opportunities. If the subcontract (except subcontracts to small business
concerns) exceeds $650,000 ($1.5 million for construction of any public facility), the subcontractor must include
52.219-8 in lower tier subcontracts that offer subcontracting opportunities.

(iii) 52.222-17, Nondisplacement of Qualified Workers (JAN 2013) (E.O. 13495). Flow down required in

accordance with paragraph (I) of FAR clause 52.222-17.

(iv) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246).

(v) 52.222-35, Equal Opportunity for Veterans (SEP 2010) (38 U.S.C. 4212).

(vi) 52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) (29 U.S.C. 793).

(vii) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (DEC 2010) (E.O.
13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.

(viii) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 351, et seq.).
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(ix) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g)).

Alternate I (AUG 2007) of 52.222-50 (22 U.S.C. 7104(g)).

(x) 52.222-51, Exemption from Application of the Service Contract Act to Contracts for Maintenance,
Calibration, or Repair of Certain Equipment--Requirements "(Nov 2007)" (41 U.S.C. 351, et seq.).

(xi) 52.222-53, Exemption from Application of the Service Contract Act to Contracts for Certain
Services-Requirements (FEB 2009)(41 U.S.C. 351, et seq.).

(xii) 52.222-54, Employee Eligibility Verification (JUL 2012)

(xiii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (MAR 2009)(Pub. L. 110-247).
Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xiv) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S. C. Appx.
1241 (b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) of FAR clause 52.247-64.

(2) While not required, the contractor may include in its subcontracts for commercial items a minimal number of
additional clauses necessary to satisfy its contractual obligations.

A.3 52.232-99 PROVIDING ACCELERATED PAYMENT TO SMALL BUSINESS SUBCONTRACTORS
(DEVIATION) (AUG 2012)

This clause implements the temporary policy provided by OMB Policy Memorandum M-12-16, Providing Prompt
Payment to Small Business Subcontractors, dated July 11, 2012.

(a) Upon receipt of accelerated payments from the Government, the contractor is required to make accelerated
payments to small business subcontractors to the maximum extent practicable after receipt of a proper invoice and all
proper documentation from the small business subcontractor.

(b) Include the substance of this clause, including this paragraph (b), in all subcontracts with small business
concerns.

(c) The acceleration of payments under this clause does not provide any new rights under the Prompt Payment Act.

A.4 NOTICE LISTING CLAUSES INCORPORATED BY REFERENCE

The following clauses are hereby incorporated by reference (by Citation Number, Title, and Date) in
accordance with the clause at FAR "52.252-2 CLAUSES INCORPORATED BY REFERENCE" contained in this
document. FAR 52.252-2 contains the internet address for electronic access to the full text of a clause.

NUMBER TITLE DATE
FEDERAL ACQUISITION REGULATION (48 CFR Chapter 1)

52.213-3 NOTICE TO SUPPLIER APR 1984
52.233-1 DISPUTES JUL 2002
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52.237-2 PROTECTION OF GOVERNMENT BUILDINGS, APR 1984
EQUIPMENT, AND VEGETATION

1030 NRC ACQUISITION REGULATION (N,.-,. .jG 2011
PROVISIONS AND CLA\USES

A.5 PACKAGING AND MARKING (AUG 2011)

(a) The Contractor shall package material for shipment to the NRC in such a manner that will ensure acceptance by
common carrier and safe delivery at destination. Containers and closures shall comply with the Surface
Transportation Board, Uniform Freight Classification Rules, or regulations of other carriers as applicable to the mode
of transportation.

(b) On the front of the package, the Contractor shall clearly identify the contract number under which the product is
being provided.

(c) Additional packaging and/or marking requirements are as follows: N/A

A.6 PERIOD OF PERFORMANCE (AUG 2011)

This contract shall commence on 07-01-2013 and will expire on 06-30-2016.

A.7 ELECTRONIC PAYMENT (AUG 2011)

The Debt Collection Improvement Act of 1996 requires that all payments except IRS tax refunds be made by
Electronic Funds Transfer. Payment shall be made in accordance with FAR 52.232-33, entitled "Payment by
Electronic Funds- Central Contractor Registration".

To receive payment, the contractor shall prepare invoices in accordance with NRC's Billing Instructions. Claims
shall be submitted on the payee's letterhead, invoice, or on the Government's Standard Form 1034, "Public Voucher
for Purchases and Services Other than Personal," and Standard Form 1035, "Public Voucher for Purchases Other
than Personal - Continuation Sheet." The preferred method of submitting invoices is electronically to the Department
of the Interior at NRCPayments_NBCDenver@nbc.gov. If the contractor submits a hard copy of the invoice, it shall
be submitted to the following address:

Department of the Interior
National Business Center
Attn: Fiscal Services Branch - D2770
7301 West Mansfield Avenue
Denver, CO 80235-2230

A.8 SECURITY REQUIREMENTS FOR INFORMATION TECHNOLOGY LEVEL I OR LEVEL II
ACCESS APPROVAL (AUG 2011)

The contractor must identify all individuals selected to work under this contract. The NRC Contracting Officer's
Representative (COR) shall make the final determination of the level, if any, of IT access approval required for all
individuals working under this contract/order using the following guidance. The Government shall have full and
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complete control and discretion over granting, denying, withholding, or terminating IT access approvals for cont;-actor
personnel performing work under this contract/order.

The contractor shall conduct a preliminary security interview or review for each employee requiring IT ieveý h
access and submit to the Government only the names of candidates that have a reasonable probability of obtaiTing
the level of IT access approval for which the employee has been proposed. The contractor shall pre-screen
applicants for the following:

(a) felony arrest in the last seven (7) years; (b) alcohol related arrest within the last five (5) years; (c) record of any
military courts-martial convictions in the past ten (10) years; (d) illegal use of narcotics or other controlled substances
possession in the past year, or illegal purchase, production, transfer, or distribution of narcotics or other controlled
substances in the last seven (7) years; and (e) delinquency on any federal debts or bankruptcy in the last seven (7)
years.

The contractor shall make a written record of its pre-screening interview or review (including any information to
mitigate the responses to items listed in (a) - (e)), and have the employee verify the pre-screening record or review,
sign and date it. The contractor shall supply two (2) copies of the signed contractor's pre-screening record or review
to the NRC Contracting Officer's Representative (COR), who will then provide them to the NRC Office of
Administration, Division of Facilities and Security, Personnel Security Branch with the employee's completed IT
access application package.

The contractor shall further ensure that its personnel complete all IT access approval security applications required
by this clause within fourteen (14) calendar days of notification by the NRC Contracting Officer's Representative
(COR) of initiation of the application process. Timely receipt of properly completed records of the pre-screening
record and IT access approval applications (submitted for candidates that have a reasonable probability of obtaining
the level of security assurance necessary for access to NRC's IT systems/data) is a requirement of this contract/order.
Failure of the contractor to comply with this requirement may be a basis to terminate the contract/order for cause, or
offset from the contract's invoiced cost or price the NRC's incurred costs or delays as a result of inadequate
pre-screening by the contractor.

SECURITY REQUIREMENTS FOR IT LEVEL I

Performance under this contract/order will involve contractor personnel who perform services requiring direct
access to or operate agency sensitive information technology systems or data (IT Level I). The IT Level I involves
responsibility for the planning, direction, and implementation of a computer security program; major responsibility for
the direction, planning, and design of a computer system, including hardware and software; or the capability to access
a computer system during its operation or maintenance in such a way that could cause or that has a relatively high risk
of causing grave damage; or the capability to realize a significant personal gain from computer access.

Contractor personnel shall not have access to sensitive information technology systems or data until they are
approved by DFS/PSB and they have been so informed in writing by the NRC Contracting Officer's Representative
(COR). Temporary IT access may be approved by DFS/PSB based on a favorable review or adjudication of their
security forms and checks. Final IT access may be approved by DFS/PSB based on a favorably review or
adiudication of a completed background investigation. However, temporary access authorization approval will be
revoked and the employee may subsequently be denied IT access in the event the employee's investigation cannot be
favorably adjudicated. Such an employee will not be authorized to work under any NRC contract/order requiring IT
access without the approval of DFS/PSB, as communicated in writing to the contractor by the NRC Contracting
Officer's Representative (COR). Where temporary access authorization has been revoked or denied by DFS/PSB,
the contractor shall assign another contractor employee to perform the necessary work under this contract/ order
without delay to the contract/order performance schedule, or without adverse impact to any other terms or conditions
of the contract/order. When an individual receives final IT access approval from DFS/PSB, the individual will be
subject to a reinvestigation every ten (10) years thereafter (assuming continuous performance under contract/order at
NRC) or more frequently in the event of noncontinuous performance under contract/order at NRC.
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The contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 86
(Questionnaire for National Security Positions), two (2) copies of the Contractor's signed pre-screening record and two
(2) FD 258 fingerprint charts, to the NRC PO who will then provide them to DFS/PSB for review and adjudication, prior
to the individual being authorized to perform work under this contract/order requiring access to sensitive information
technology systems or data. Non-U.S. citizens must provide official documentation to the DFS/PSB, as proof of their
legal residency. This documentation can be a Permanent Resident Card, Temporary Work Visa, Employment
Authorization Card, or other official documentation issued by the U.S. Citizenship and Immigration Services. Any
applicant with less than seven (7) years residency in the U.S. will not be approved for IT Level I access. The
Contractor shall submit the documents to the NRC Contracting Officer's Representative (COR) who will give them to
DFS/PSB. The contractor shall ensure that all forms are accurate, complete, and legible. Based on DFS/PSB
review of the contractor employee's security forms and/or the receipt of adverse information by NRC, the contractor
individual may be denied access to NRC facilities and sensitive information technology systems or data until a final
determination is made by DFS/PSB and thereafter communicated to the contractor by the NRC Contracting Officer's
Representative (COR) regarding the contractor person's eligibility.

In accordance with NRCAR 2052.204-70 "Security," IT Level I contractors shall be subject to the attached NRC
Form 187 and SF-86 which furnishes the basis for providing security requirements to contractors that have or may
have an NRC contractual relationship which requires access to or operation of agency sensitive information
technology systems or remote development and/or analysis of sensitive information technology systems or data or
other access to such systems and data; access on a continuing basis (in excess more than 30 calendar days) to NRC
buildings; or otherwise requires issuance of an unescorted NRC badge.

SECURITY REQUIREMENTS FOR IT LEVEL II

Performance under this contract/order will involve contractor personnel that develop and/or analyze sensitive
information technology systems or data or otherwise have access to such systems or data (IT Level II).

The IT Level II involves responsibility for the planning, design, operation, or maintenance of a computer system and
all other computer or IT positions.

Contractor personnel shall not have access to sensitive information technology systems or data until they are
approved by DFS/PSB and they have been so informed in writing by the NRC Contracting Officer's Representative
(COR). Temporary access may be approved by DFS/PSB based on a favorable review of their security forms and
checks. Final IT access may be approved by DFS/PSB based on a favorably adjudication. However, temporary
access authorization approval will be revoked and the contractor employee may subsequently be denied IT access in
the event the employee's investigation cannot be favorably adjudicated. Such an employee will not be authorized to
work under any NRC contract/order requiring IT access without the approval of DFS/PSB, as communicated in writing
to the contractor by the NRC Contracting Officer's Representative (COR). Where temporary access authorization has
been revoked or denied by DFS/PSB, the contractor is responsible for assigning another contractor employee to
perform the necessary work under this contract/order without delay to the contract/order performance schedule, or
without adverse impact to any other terms or conditions of the contract/order. When a contractor employee receives
final IT access approval from DFS/PSB, the individual will be subject to a review or reinvestigation every ten (10)
years (assuming continuous performance under contract/order at NRC) or more frequently in the event of
noncontinuous performance under contract/order at NRC.

The contractor shall submit a completed security forms packet, including the OPM Standard Form (SF) 86
(Questionnaire for National Security Positions), two (2) copies of the Contractor's signed pre-screening record and two
(2) FD 258 fingerprint charts, through the NRC Contracting Officer's Representative (COR) to DFS/PSB for review and
adjudication, prior to the contractor employee being authorized to perform work under this contract/order. Non-U.S.
citizens must provide official documentation to the DFS/PSB, as proof of their legal residency. This documentation
can be a Permanent Resident Card, Temporary Work Visa, Employment Authorization Card, or other official
documentation issued by the U.S. Citizenship and Immigration Services. Any applicant with less than seven (7) years
residency in the U.S. will not be approved for IT Level II access. The Contractor shall submit the documents to the
NRC Contracting Officer's Representative (COR) who will give them to DFS/PSB. The contractor shall ensure that all
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forms are accurate, complete, and legible. Based on DFS/ PSB review of the contractor employee's security forms
and/or the receipt of adverse information by NRC, the contractor employee may be denied access to NRC facilities,
sensitive information technology systems or data until a final determination is made by DFS/PSB regarding the
contractor person's eligibility.

In accordance with NRCAR 2052.204-70 "Security," IT Level II contractors shall be subject to the attached NRC
Form 187, SF-86, and contractor's record of the pre-screening which furnishes the basis for providing security
requirements to contractors that have or may have an NRC contractual relationship which requires access to or
operation of agency sensitive information technology systems or remote development and/or analysis of sensitive
information technology systems or data or other access to such systems or data; access on a continuing basis ( in
excess of more than 30 calendar days) to NRC buildings; or otherwise requires issuance of an unescorted NRC
badge.

CANCELLATION OR TERMINATION OF IT ACCESS/REQUEST

When a request for IT access is to be withdrawn or canceled, the contractor shall immediately notify the NRC
Contracting Officer's Representative (COR) by telephone so that the access review may be promptly discontinued.
The notification shall contain the full name of the contractor employee and the date of the request. Telephone
notifications must be promptly confirmed by the contractor in writing to the NRC Contracting Officer's Representative
(COR), who will forward the confirmation to DFS/PSB. Additionally, the contractor shall immediately notify the NRC
Contracting Officer's Representative (COR) in writing, who will in turn notify DFS/PSB, when a contractor employee no
longer requires access to NRC sensitive automated information technology systems or data, including the voluntary or
involuntary separation of employment of a contractor employee who has been approved for or is being processed for
IT access.

The contractor shall flow the requirements of this clause down into all subcontracts and agreements with
consultants for work that requires them to access NRC IT resources.

A.9 IT SECURITY REQUIREMENTS - DEVELOPMENT AND OPERATIONS AND MAINTENANCE

REQUIREMENTS (JULY 2011)

IT SECURITY REQUIREMENTS - DEVELOPMENT AND OPERATIONS AND MAINTENANCE REQUIREMENTS

O&M Security Requirements

All system modifications to classified systems must comply with NRC security policies and procedures for classified
systems, as well as federal laws, guidance, and standards to ensure Federal Information Security Management Act
(FISMA) compliance.

The Contractor shall correct errors that are discovered by the NRC or the contractor in contractor developed
software and applicable documentation that are not commercial off-the-shelf which are discovered by the NRC or the
contractor. Inability of the parties to determine the cause of software errors shall be resolved in accordance with the
Disputes clause, FAR 52.233-1, incorporated by reference in the contract.

The Contractor shall adhere to the guidance outlined in NIST, SP 800-53, FIPS 200 and NRC guidance for the
identification and documentation of minimum security controls.

The contractor shall provide the system requirements traceability matrix at the end of the initiation phase,
development/acquisition phase, implementation/ assessment phase, operation & maintenance phase and disposal
phase that provides the security requirements in a separate section so that they can be traced through the
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development life cycle. The contractor shall also provide the software and hardware designs and test plan
documentation, and source code upon request to the NRC for review.

All development and testing of the systems shall be protected at their assigned system sensitivity levei art; s•.-.;i 1
performed on a network separate and isolated from the NRC operational network.

All system computers must be properly configured and hardened according to NRC policies, guidance, and
standards and comply with all NRC security policies and procedures as commensurate with the system security
categorization.

All contractor provided deliverables identified in the project plan will be subject to the review and approval of NRC
Management. The PM will establish review time based on the complexity of the system and incorporate into the
project schedule. The contractor will make the necessary modifications to project deliverables to resolve any identified
issues. Project deliverables include but are not limited to: requirements, architectures, design documents, test plans,
and test reports.

System development schedules shall include computer security office go/no-go decision points, including but not
limited to the following system milestones:

1. Requirements review
2. Architecture review
3. Detailed design review
4. Code review
5. System test
6. System readiness review

Access Controls

The contractor shall not hardcode any passwords into the software unless the password only appears on the server
side (e.g. using server-side technology such as ASP, PHP, or JSP).

The contractor shall ensure that the software does not contain undocumented functions and undocumented
methods for gaining access to the software or to the computer system on which it is installed. This includes, but is not
limited to, master access keys, back doors, or trapdoors.

Cryptography

Cryptographic modules provided as part of the system shall be validated under the Cryptographic Module
Validation Program to conform to NIST FIPS 140-2 and must be operated in FIPS mode. The contractor shall provide
the FIPS 140-2 cryptographic module certificate number and a brief description of the encryption module that includes
the encryption algorithm(s) used, the key length, and the vendor of the product.

Configuration Management And Control

The contractor must ensure that the system will be divided into configuration items (Cis). Cis are parts of a
system that can be individually managed and versioned. The system shall be managed at the Cl level.

The contractor must have a configuration management plan that includes all hardware and software that is part of
the system and contains at minimum the following sections:

1. Introduction
a. Purpose & Scope
b. Definitions
c. References
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2. Configuration Management
a. Organization
b. Responsibilities
c. Tools and Infrastructure

3. Configuration Management Activities
a. Specification Identification
b. Change control form identification
c. Project baselines

4. Configuration and Change Control
a. Change Request Processing and Approval
b. Change Control Board

5. Milestones
a. Define baselines, reviews, audits
b. Training and Resources

The Information System Security Officer's (ISSO's) role in the change management process must be described.
The ISSO is responsible for the security posture of the system. Any changes to the system security posture must be
approved by the ISSO. The contractor should not have the ability to make changes to the system's security posture
without the appropriate involvement and approval of the ISSO.

The contractor shall track and record information specific to proposed and approved changes that minimally
include:

1. Identified configuration change
2. Testing of the configuration change
3. Scheduled implementation the configuration change
4. Track system impact of the configuration change
5. Track the implementation of the configuration change
6. Recording & reporting of configuration change to the appropriate party
7. Back out/Fall back plan
8. Weekly Change Reports and meeting minutes
9. Emergency change procedures
10. List of team members from key functional areas

The contractor shall provide a list of software and hardware changes in advance of placing them into operation
within the following timeframes:

-30 calendar days for a classified, SGI, or high sensitivity system
-20 calendar days for a moderate sensitivity system
-10 calendar days for a low sensitivity system

The contractor must maintain all system documentation that is current to within:

-10 calendar days for a classified, SGI, or high sensitivity system
-20 calendar days for a moderate sensitivity system
-30 calendar days for a low sensitivity system

Modified code, tests performed and test results, issue resolution documentation, and updated system
documentation shall be deliverables on the contract.
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Any proposed changes to the system must have written approval from the NRC Contracting Officer's
Representative (COR).

The contractor shall maintain a list of hardware, firmware and software changes that is current to within:

-15 calendar days for a classified, SGI or high sensitivity system
-20 calendar days for a moderate sensitivity system
-30 calendar days for a low sensitivity system

The contractor shall analyze proposed hardware and software configurations and modification as well as
addressed security vulnerabilities in advance of NRC accepted operational deployment dates within:

-15 calendar days for a classified, SGI, or high sensitivity system
-20 calendar days for a moderate sensitivity system
-30 calendar days for a low sensitivity system

The contractor shall provide the above analysis with the proposed hardware and software for NRC testing in
advance of NRC accepted operational deployment dates within:

-15 calendar days for a classified, SGI, or high sensitivity system
-20 calendar days for a moderate sensitivity system
-30 calendar days for a low sensitivity system

Control Of Hardware And Software

The contractor shall demonstrate that all hardware and software meet security requirements prior to being placed
into the NRC production environment.

The contractor shall ensure that the development environment is separated from the operational environment using
NRC CSO approved controls.

Auditing

The system shall be able to create, maintain and protect from modification or unauthorized access or destruction
an audit trail of accesses to the objects it protects. The audit data shall be protected so that read access to it is limited
to those who are authorized.

The system shall be able to record the following types of events: use of identification and authentication
mechanisms, introduction of objects into a user's address space (e.g., file open, program initiation), deletion of
objects, and actions taken by computer operators and system administrators or system security officers and other
security relevant events. The system shall be able to audit any override of security controls.

The Contractor shall ensure auditing is implemented on the following:

-Operating System
-Application
-Web Server
-Web Services
-Network Devices
-Database
-Wireless

The contractor shall perform audit log reviews daily using automated analysis tools. In addition, the contractor

must log at least the following events on systems that process NRC information:
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-Audit all failures
-Su:;cessful logon attempt
-Failure of logon attempt
-Permission Changes
-Unsuccessful File Access
-Creating users & objects
-Deletion & modification of system files
-Registry Key/Kernel changes
-Startup & shutdown
-Authentication
-Authorization/permission granting
-Actions by trusted users
-Process invocation
-Controlled access to data by individually authenticated user
-Unsuccessful data access attempt
-Data deletion
-Data transfer
-Application configuration change
-Application of confidentiality or integrity labels to data
-Override or modification of data labels or markings
-Output to removable media
-Output to a printer

A.10 COMPLIANCE WITH U.S. IMMIGRATION LAWS AND REGULATIONS (AUG 2011)

NRC contractors are responsible to ensure that their alien personnel are not in violation of United States
immigration laws and regulations, including employment authorization documents and visa requirements. Each alien
employee of the Contractor must be lawfully admitted for permanent residence as evidenced by Permanent Resident
Form 1-551 (Green Card), or must present other evidence from the U.S. Department of Homeland Security/U.S.
Citizenship and Immigration Services that employment will not affect his/her immigration status. The U.S. Citizenship
and Immigration Services provides information to contractors to help them understand the employment eligibility
verification process for non-US citizens. This information can be found on their website, http://www.uscis.gov/
portal/site/uscis.

The NRC reserves the right to deny or withdraw Contractor use or access to NRC facilities or its
equipment/services, and/or take any number of contract administrative actions (e.g., disallow costs, terminate for
cause) should the Contractor violate the Contractor's responsibility under this clause.

A.11 WHISTLEBLOWER PROTECTION FOR NRC CONTRACTOR AND SUBCONTRACTOR
EMPLOYEES (AUG 2011)

(a) The U.S. Nuclear Regulatory Commission (NRC) contractor and its subcontractor are subject to the
Whistleblower Employee Protection public law provisions as codified at 42 U.S.C. 5851. NRC contractor(s) and
subcontractor(s) shall comply with the requirements of this Whistleblower Employee Protection law, and the
implementing regulations of the NRC and the Department of Labor (DOL). See, for example, DOL Procedures on
Handling Complaints at 29 C.F.R. Part 24 concerning the employer obligations, prohibited acts, DOL procedures and
the requirement for prominent posting of notice of Employee Rights at Appendix A to Part 24 entitled: "Your Rights
Under the Energy Reorganization Act".
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(b) Under this Whistleblower Employee Protection law, as implemented by regulations, NRC contractor and
subcontractor employees are protected from discharge, reprisal, threats, intimidation, coercion, blacklisting .- 0 -,-
employment discrimination practices with respect to compensation, terms, conditions or privileges of their empioy,'vent
because the contractor or subcontractor employee(s) has provided notice to the employer, refused to engage in
unlawful practices, assisted in proceedings or testified on activities concerning alleged violations of the Atomic Energy
Act of 1954 (as amended) and the Energy Reorganization Act of 1974 (as amended).

(c) The contractor shall insert this or the substance of this clause in any subcontracts involving work performed
under this contract.

A.12 AUTHORITY TO USE GOVERNMENT PROVIDED SPACE AT NRC HEADQUARTERS (AUG
2011)

Prior to occupying any government provided space at NRC HQs in Rockville Maryland, the Contractor shall obtain
written authorization to occupy specifically designated government space, via the NRC Contracting Officer's
Representative (COR), from the Chief, Space Design Branch, ADSPC. Failure to obtain this prior authorization can
result in one, or a combination, of the following remedies as deemed appropriate by the Contracting Officer.

(1) Rental charge for the space occupied will be deducted from the invoice amount due the Contractor

(2) Removal from the space occupied

(3) Contract Termination

A.13 GREEN PURCHASING (JUN 2011)

(a) In furtherance of the sustainable acquisition goals of Executive Order 13514, "Federal Leadership in
Environmental, Energy, and Economic Performance" products and services provided under this contract/order shall be
energy- efficient (Energy Star or Federal Energy Management Program (FEMP) designated), water-efficient,
biobased, environmentally preferable (e.g., Electronic Product Environmental Assessment Tool (EPEAT) certified),
non-ozone depleting, contain recycled content, or are non-toxic or less toxic alternatives, where such products and
services meet agency performance requirements. http://www.fedcenter.gov/programs/eo13514/

(b) The contractor shall flow down this clause into all subcontracts and other agreements that relate to performance
of this contract/order.

A.14 USE OF AUTOMATED CLEARING HOUSE (ACH) ELECTRONIC PAYMENTIREMITTANCE
ADDRESS (AUG 2011)

The Debt Collection Improvement Act of 1996 requires that all Federal payments except IRS tax refunds be made
by Electronic Funds Transfer. It is the policy of the Nuclear Regulatory Commission to pay government vendors by
the Automated Clearing House (ACH) electronic funds transfer payment system. Item 15C of the Standard Form 33
may be disregarded.
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A.15 52.212-4 CONTRACT TERMS AND CONDITIONS-COMMERCIAL ITEMS (ADDENDUM)

*This is -- firm - fixed price Purchase Order

RESPONSIBILITIES

The Contractor shall:

TSM V6.2 and TKLM DR Site Implementation
1. Define the SAN zoning, cable the 3592-E07 IBM TS1 140 Tape Drives.
2. Install the IBM tape device drivers on the customer supplied Windows 2008 server.
3. Install TSM V6.2.3 on the customer supplied Windows 2008 server.
4. Install TLKM V2.0 on the customer supplied Windows 2008 server
5. Restore a TKLM database backup from the existing TKLM server into the new TKLM server to clone TKLM at the DR

site. Add the new drives to the new TKLM server for encryption key management.
6. Restore a TSM V6.2.3 backup from the existing TSM server into the new TSM server to clone TSM at the DR site.
7. Create Documentation for the DR restore procedure and test the DR restore procedure.
8. Document each task necessary to complete the Services and send a final report to NRC when such tasks are completed.
9. Staff this effort with appropriately skilled individuals to perform the Services.
10. Promptly notify the contracting officer representative (COR) of any unsafe condition about which the contractor has

knowledge.

The Government will:

1. Back-up all data, software, operating systems, software configurations and networking configurations in preparation for and
during the performance of the Services. The contractor shall not be liable for any lost, damaged or corrupted data.

2. Have the appropriate software and hardware available at the beginning of the project and ensure that the necessary hardware
environment (operating system, network, ports) is configured appropriately and is stable.

3. COR will be responsible for data migration unless specified in the scope of services.
4. Provide the contractor with access to NRC facilities and appropriate resources as reasonably necessary for the contractor to

fulfill its obligations hereunder, including, network access (including Internet access), telephones, terminal, access to
PC-based printer, remote access to systems (if applicable), and access to an outside telephone line that can be used for
internet access.

5. Promptly notify the contractor of any unsafe condition about which the COR has knowledge and to which contractor resources
could be exposed.

6. Promptly inspect and accept Services and/or Deliverables upon completion by the contractor.
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