July 1, 2013

MEMORANDUM TO: James Flanagan, Director
Office of Information Systems

Thomas Rich, Director
Computer Security Office

FROM: Kathy Lyons-Burke /RA/
Senior IT Security Officer for Policy, Standards, and Training
Computer Security Office

SUBJECT: UNIX AND LINUX SERVER SECURITY CONFIGURATION
STANDARD

The Standards Working Group (SWG) is pleased to present for your signature version 2.0 of the
CSO-STD-1101, “UNIX and Linux Server Security Configuration Standard”. The revision of this
standard provides the minimum requirements that must be applied to NRC servers running Unix
or Linux operating systems. Operating system brand specific configuration standards are in
development at this time, and those standards will complement this overarching standard. The
SWG Chair, Bill Dabbs, worked with the SWG members and the ISSO forum to develop a
standard that properly balanced business needs, operational needs, and cyber security.

If found acceptable, please sign your name and date your signature in the approvals section
found on the first page of the document.

Thank you for your consideration and support.
Enclosure
CONTACT: Kathy Lyons-Burke

(301) 415-6595

cc: Thorne Graham
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