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IAA for NRC Prism Implementation.
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A. THIS ACTION $ 210000
B. TOTAL PLACED PRIOR TO THIS ACTION WITH THE PERFORMING ORGANIZATION $ 5960935
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NRC CONTACTS:

TECHNICAL:

FULL NAME ' ADDRESS

Ron Deavers Mailstop TWFN/ 9 K11

TELEPHONE NUMBER FACSIMILE NUMBER | Washington, DC 20555
301) 415-7301 (301) 415-0666 9

E-MAIL ADDRESS
Ron.Deavers@nrc.gov

ADMINISTRATIVE:

FULL NAME ADDRESS

Dominique Malone Mailstop TWB/ 1 A31M
TELEPHONE NUMBER FACSIMILENUMBER | Washington, DC 20555
(301) 492-3613 (301)492-3437

E-MAIL ADDRESS
Dominique.Malone@nrc.gov

OTHER AGENCY'S CONTACTS:

TECHNICAL:

FULL NAME ADDRESS

Mike Upton 6500 S. MacArthur Blvd
TELEPHONE NUMBER FACSIMILE NUMBER | OKC, OK 73169

405-954-8980

E-MAIL ADDRESS
Mike.Upton@faa.gov

ADMINISTRATIVE:

FULL NAME ADDRESS

Susan Bramante 6500 S. MacArthur.,, MPB 204
TELEPHONE NUMBER FACSIMILE NUMBER OKC, OK 73169

(405) 954-4747

E-MAIL ADDRESS
Susan.Bramante@faa.gov

BILLING INFORMATION: To receive reimbursement under this agreement forward to NRC on a {check one):

[J monthiy O quarterly X other baS|s an onglnal and three copies of Standard Form
1081 in accordance with the Treasury Fiscal Requnrements Manual, Bulletin No. 78-09, or, if possible, bill monthly through the OPAC
system. Send reimbursement requests to the following address:

Payment Policy and Obligations Team
Mail Stop: T-9 F30

Division of Financial Services

Office of the Chief Financial Officer
U.S. Nuclear Regulatory Commission
Washington, DC 20555-0001

Any NRC funds remaining unexpended at the end of a fiscal year may ‘be carried over into future fiscal years unless otherwise notified
by NRC.

REPORTING REQUIREMENTS: Submit reports to the NRC in accordance with the statement of work. Submit financial status reports
on a (check one):

X monthly [ quarterty  [7] other basis. These reports shall contain a brief letter status report

which summarizes the expenditure of NRC funds. This report shall address the following categories, as applicable: (1) staff effort; (2)
travel; (3) equipment and supplies; and (4) subcontract costs. Each report shall include by category: (a) costs for the previous month;
{b) cumulative costs and uncosted obligations to date; and (c) projections for the remainder of the NRC obligated funds. The first
monthly report shall provide the initial projections, and subsequent reports shall either indicate revised projections or indicate "no
change in the cost and uncosted expenditure projection.”

Submit these reports to the NRC Technical Contact by the 20th day of the month following the reporting period.

TERMINATING THE AGREEMENT: This agreement may be unilaterally terminated by either party generally upon 30 days' written
notice to the other party. NRC will pay its share of any project expenses up,to the termination date. Any expenses incurred In
terminating this agreement will be paid by the party termlnatmg the; lagrgement Any unexpended funds shall be returned to the NRC.

e e . o




IAA NRC-HQ-12-1-10-0008, Modification 0003, Page 3 NRC Form 662

The purpose of this modification is to:

1)

2)

Include three (3) additional servers in the ESC Demilitarized zone to support
NRC two factor authentlcatlonsfor S'I‘AQS user access ‘The additional servers
are essential to the |mplementatlon and-were madvertently overlooked in the
original implementation plan and cost estimate. The servers are required to
support two-factor authentication and allow the NRC to meet the criteria to
achieve Authority to Operate, which is an essential element for deploying the
STAQS system.

Obligate funds in the amount of $210,000.00 for monthly vulnerability scanning,
continuing implementation of STAQS, the addition of the three (3) servers in the
ESC Demilitarized zone, and provide-incremental funding. Accordingly, the total

obligated amount on this 1AA is increased by $210,000.00 from $5,960,935.00 to
$6,170,935.00.

Period of Performance - June 1, 2012- May 31, 2013.
Obligated Amount - $6,170,935
Ceiling Amount - $ 7,745,495




interagencylintra-agency Agréement:

Parties 1o the Agreement

ok S snn 1B, Tazasewan: :‘epa!ll\‘al‘l. of Transparaven
24 n FLIAY - gCerdl Avbior Agmstiatian
LA I3, Ivheg Ve G AR Teom

<a 48 AJREEMENT NUMBER B PRBMLLT (I e

3 [ LN o) Amonlt SB Azenty LOCudn Tus WALL) CS00" 104

A, UTarye Nareenng Syy & G 4033582 58, Uvaunvesa tarasaag Sys #OURS) 8c5r7I2CY

A lie.e S B 76 “ar Werteame 2T PRIELECEES

aa T B Treaiuy 29273 Fund Sy=der . TaFY) RGX.

8. Twaong Fornet Jese
ALCICE CCIe 108, “czpuning Slasy € 23!

~ Cedo

121 7ACINECIMPL.003000 257CS ACRETI 1900 DATE *2X30090UC REGG002 1518 3281 44,
1 12AINRTIMPL 000000 25705 ACRETIACUC D/ TE 12X300000C ROULCH (52 273 23;
AZINRCIAPL Q0000 25705 ACRETHIOC0 TATE 12X

Points o! Cantact lor the Agreemant

(o 39

A L R L

NaTe

Angela L'chA rney
LLOU §, Az Ban LVE

Wasnaglon D0 20855

Lo P Mg ss@ave oy
‘2. et S 4 Lontad ' i i
Aore Dontinique hiacne Be Penier

P

NE-ToaN P

03-893.3221

EFS

IOl 11293613

.91 AQredmant Anoyst estintatey 3 : s Payment Teomy and Schenule
5 34,778.92

Advanco Poyment Sequirad
ses ar Daweranios Raouires ang Cplion Yeas it Any

1T Boel Descnplon of e Suerp

AUCng ree vweudt servers 1G the DM through the @43 of

Glemeantation

Addwng J Vincar Seners into CMZ:

49
- 1262700
Tatn Casts Ts 3677893 |

F o TG PRAA Rt T AGT Ry

The gl cston vear s 06

It 1R TONUMNG TESSILNTA QUICBINES LiDON SUEIOVAL O Ine

O A preang

~ ForTnternal Use ONLY
Franchise Agreement Financial History {addendum)

Authorized Approvals

REGUERTHG AGENCYIBUYER

. SERVICING AGERT /3

cew i Immedial -
w o - TR als

Program (!

ctor, Citice al informatan Seraces, S AR

Domimaae Maione 3¢ Comuaqt S
S

e

v

___Ifil'éé:/ééts




NRC - Adding 3 VMs in DMZ
FY13

Version Number:

RPEE

Server Capacity - includes costs for hardware, soﬁwére.
and associated items, travel (if required) as well as

Hosting Services professtonal services to maintain server(s) at the Primary

Facility. $18.581.44
Total: $18,581.44
Lahor (Network and Firewall Management) $2,170.49
TeleCommunications
Total: $2,170.49
v—————

Scanning Services (Monthly Vulnerability (10 monihs),

. . Biannual Web App Scan (1 website), and Penetration
Security Services Scanning (1 test)) ' ’ $14,027.00
Total: $14,027.00

NRC - Adding 3 VMs in DMZ $34,778.93




ESCs

NRC STAQS Implementation Project
Change Request

Change Request Form

Change #: Requested By:
NRCIMPLO10 Ron Deavers/Ray Crouse
Date Requested: Change Assigned To:
2/6/2013 Cliff Johnson/ Matt Taylor

Change Description:

1. Revise the STAQS Implementation 1AA to include three additional servers in the ESC
Demilitarized zone to support NRC two factor authentication for STAQS user access.

Business Benefit: T
Enable the STAQS implementation to positively authenticate all users.

Implications of Not Making the Change:

e ATO will not be granted
* STAQS will not be deployed on schedule.

Impact to the Project:

STAQS will not provide secure access and the DAA will not grant an ATO. STAQS will not be
deployed as planned.

Alternatives:

1. None.

Approval from Project Manager for Recommended Action:

Cliff Johnson Project Manager, DOT/FAA/ESC
Name Title
Date Signature

Approval from COR for Recommended Action:... - - ..

Ron Deavers Contract Of-ﬁc':'e'rTR'e}-)ré"séntative, NRC

Name Title Digitally signed by Ronald E. Deevers
DN ¢=US, 0=U.S. Government, ou=NR(, ou- U.5.

Ro na I d E R Deave TS Nuctear Reguiatory Commission. cn-Ronald E.

Ocavers. 09.2342.19200300.100 1.3 -200000945

02/07/2013 Date. 2013.0207 19:15:57 0500

Date Signature

Approval from Compusearch PM for Recommended Action:

James Morgan Project Manager, Compusearch




ESC

NRC STAQS Implementation Project
Change Request

Name Title

Date Signature

Approval from Sponsor Representative for Recommended Action:

Ray Crouse Technical Sponsor Representative, NRC

Drgrtally sgned by Ray Crouse
DN:crJ5, 0 U5 Government, 0w,y

R ; C Nutlear Regulatory Commussan, cn-Ray
ay Crouse s
0.9.2342.19200300.100.01 - 20000094
Oate: 2013.02.07 19.41 56 0500

Name Title

Date Signature

Approval from Sponsor Representative for Recommended Action:

Victoria Voytko Functional Sponsor Representative, NRC

Name Title :
: .

) -
. . ( \/zm;vac L pn Jgﬂ Vit fere]
Date 9«/ 5/5‘&;1\5 Signatur’e

Approval from Sponsor for Recommended Action;

Patrick Madden Project Sponsor, NRC

Name Title M—’

Date z_lglua, C / — .Signature/
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NRC STAQS implementation PrOJect
Change Request

Approval from COR for Recommended Acit'io'n:. '.

Ron Deavers Contract Officer Representative, NRC

Name . Title i
L./,_ el A L

D;;ite S ."' ’:-'"""' Signature . l."_’f‘i" = e

Approval from Sponsor Representative for Recommended Actien?

Ray Crouse Sponsor Representative, NRC

Name Title

[0 Crouse P N

7

Datei' // - Z_f///L Signature/‘%,,{_{ W

' . - i
: - -

Approval from Sponsor for Recommended Action: Coe
Pat Madden Project Sponsor, NRC
Name Title




NRC STAQS implementation Project
Change Request

Change Request Form

Change #: ' Requested By:
NRCIMPLOG3 ‘ ESC iInformation System Security
Date Requested: Change Assigned To:

1 09/27/2012 Matt C Taylor

Change Description:

Implement monthly vulnerability scanning for all servers, databases, and web applications that are
connected to the MMAC backbone. This pertains to the following environments:

Development, Test, Data Migration, Training, and Production

Business Benefit:

Comply with FAAJESC Information System Security Policy requiring monthly vulnerability scans for any
server, application, or database that is connected to the network. !

implications of Not Making the Change:

o Risk audit findings, system disconnection, and service interruption.

Impact to the Project:
1. Additional Scanning Service expense.

Alternatives:
None

Requested Action:

ESC Information System Security staff recommends that ESC accept the change based on a quote to
be provided by the ESC Business Office to the NRC Contract Officer.

Approval from Project Manager for Recommended Action:

Ciiff Johnson Project Manager, DOT/FAA/ESC

Name Title e

Date Signature




