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ABSTRACT

For critical infrastructures and systems, it is imperative that the infrastructures and/or the
systems can survive the most severe incidents, such as component (hardware, software, or power
supply) degradations and failures, natural disasters, human errors, malicious attacks, and
environmental changes. This paper presents our opinions on the general overarching design
considerations for resilient control systems. The actual resilient control implementation depends
on what unfavorable scenarios may be addressed. The mitigation actions that should be considered
will be in accordance with the design bases scenarios. We will also discuss the enabling
technologies that will be needed for these mitigation actions; and why an integrated system
approach will be able to increase the survivability. A literature review related to these enabling
technologies will support our judgment that the real challenge faced by resilient control system
designers and regulatory organizations is not the availability of the individual technologies, but
instead, is a lack of precedent and successfully proven design that integrates many state-of-the-art
technologies into a single first-of-the-kind system. Besides the complexity of the resilient control
system design, another hurdle in the design is that the technologies successfully used in one
industry may not be directly applicable to another industry because the systems may be
significantly different. For example, mathematical models successfully used in control system
design in the aerospace industry are not the same as the ones in nuclear power plants. Therefore,
rigorous design reviews at different design stages, extremely aggressive testing performed by
independent teams, and thorough license reviews by regulatory organizations will be necessary.
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1 INTRODUCTION

For critical infrastructures and systems, such as nuclear power plants, power grid systems, and
critical space systems, it is imperative that the infrastructures or the systems can survive the most severe
accidents. The necessity of this requirement has been seen from the consequences of notable incidents
such as the Chernobyl nuclear power plant accident, the Challenger space shuttle explosion, the Yuma
power blackout, and the recent Fukushima nuclear reactor accident triggered by the earthquake and the
tsunami. To support meeting these challenging requirements, the concept of resilient control system
design has been proposed [1-2]. The ultimate goal of resilient control system design is to maximize the
survivability of the critical infrastructures and systems when they are subject to the adverse operating
conditions, such as component (hardware, software, or power supply) degradations and failures, natural
disasters, human errors, malicious attacks, and environmental changes. Although resilient control design
has been considered and discussed by many researchers, and several conferences have been held in the
last few years, different researchers consider different scenarios and propose using different technologies
to mitigate different adverse conditions. For example, [2] discussed resilient control with the emphasis on
modeling uncertainty and focused on H, and H,, design methods; [3-4] proposed resilient control based on
prognostics technology; [3,5] discussed resilient control design to mitigate the effect of cyber attacks. [6]



suggested a different perspective on resilient control, which involves complex networks, cyber awareness,
data fusion, and human-machine interface. [7] considered the decentralized agent-based control in the
resilient control design. While these researchers, based on their previous experience, considered different
adverse operational conditions and suggested solutions for the different aspects of the goals of resilient
control design, in our opinion, a complete solution for the resilient control system design should consider
a broader range of possible incidents and needs and adopt a broader spectrum of technologies at the same
time. While actual implementation may be determined by the scenarios desired to be considered, we
believe that resilient control system design is neither a single technology nor a new technology; it is a
complex integrated system of systems based mostly on a variety of well developed technologies related to
the feedback control, computer systems, and the information theory.

In this paper, we will present our perspectives on resilient control system design. By the term of
resilient control system, we mean that these systems are able to work robustly to the modeling
uncertainties and under measurement sensor inaccuracies in the normal operational and accident
conditions; to take preventive actions when some incipient failures are predicted or when some failures
are actually detected; to recover from failures of instrument, actuator, communication link, and power; to
return to a safe status after a severe accident; to survive from natural disasters (such as earthquake,
tsunami, hurricane, tornado), unexpected human errors, and malicious threats; to mitigate the negative
impacts after a beyond design accidents. We refer to a control system with at least some of these features
as a resilient control system. We will discuss technologies that may be used in resilient control design to
achieve these goals; how these technologies will be used in which scenarios; why an integrated system
will be a better design than the traditional control systems design that use only part of the technologies;
and what are the challenges of resilient control system design.

The remainder of the paper is organized as follows. Section 2 explains that a resilient control system
is a system of coupled systems. Section 3 discusses the importance of system awareness in a resilient
control system. Section 4 discusses the potential use of networked control systems in resilient control
system design. Section 5 is about hierarchical structure and supervisory control of the resilient system.
Section 6 addresses reliable design principles such as redundancy, diversity, and defense in depth and
their uses in resilient design. Section 7 discusses the necessity of protection and recovery systems. Section
8 discusses the use of multi-input multi-output (MIMO) methods and robust control in resilient system
design. Section 9 discusses adaptive and reconfigurable designs for resilient systems. Section 10 focuses
on cyber security in the resilient system. Section 11 considers sensor noise suppression techniques such as
signal processing and statistical estimation. Section 12 addresses the importance of the post-accident
information collection. Section 13 considers the role of regulatory organizations. The last section
summarizes conclusions.

2 A RESILIENT SYSTEM CONTROLS COUPLED SYSTEMS

A critical infrastructure or system that needs a resilient control design is typically a high cost
complex system. It normally includes physically distributed but operationally coordinated subsystems.
Examples of these systems are Nuclear Power Plants (NPP), electrical power grid systems, satellites in
formation fly, etc. As an example, the next generation nuclear power plant (NGNP) will have a nuclear
reactor system, steam generator system, turbine generator system, intermediate heat exchange system,
heat transport system, hydrogen production system and/or chemical heat process system (such as oil
refinery system), etc [8]. Each sub-system is physically distributed but these sub-systems are connected
(the distance between hydrogen production and reactor system may be at least 500 meters, but they are
connected by the heat transport system). The NGNP control system has to control these coupled
subsystems in a coordinated way to balance the overall plant heat generation, transmission, and
consumption. For the satellites in formation fly [9], a set of satellites are physically separated in space,
but their relative locations and attitudes have to be controlled in a coordinated way so that these satellites



can work as a group to achieve their scientific missions. Though each satellite has its own instruments and
attitude control system, these satellites are linked by the communication system to share the information
on their positions and attitudes so that all satellites’ positions and attitudes are controlled as a group.

This coordination among sub-systems is very important and it requires communication systems to
share information among subsystems during normal and abnormal operating conditions; information
sharing makes it possible that supervisory control will be able to coordinate the distributed subsystems to
set goals for individual control sub-systems. Information sharing, diagnostics, prognostics, and distributed
control design also make it possible that the intact subsystems may be immune from failure propagation
of the damaged system(s). We will discuss this in more detail in the following sections.

3 SELF AWAERNESS IS CRITICAL FOR RESILIENT CONTROL SYSTEMS

Several design considerations require that resilient control systems have the capability of detecting
failures and/or predicting incipient failures with sufficient confidence so that it can take preventive
actions to prevent the situation from getting worse. Fortunately, fault detection, diagnostics and
prognostics technologies have been studied for many years, and numerous successful applications have
been reported [10][11].

[10] discussed the use of historical data stored in the computer system to monitor instrument channel
health condition, including static surveillance testing and dynamic testing of process instruments in
nuclear power plants. For the static method, several techniques, such as averaging techniques, empirical
modeling techniques, physical modeling techniques, and fault detection techniques are explained. For the
dynamic method, sensor response time and noise analysis in frequency domain and time domain are
presented. These techniques can be used to examine sensor drift, sensor failure, and quality assurance, etc.

In [11], some real applications of diagnostics and prognostics are described with fairly deep details.
For example, using the fact that most machine components exhibit symptoms prior to a failure event, one
can identify these symptoms by several types of nondestructive testing such as oil analysis, wear particle
analysis, thermography and vibration analysis. Among these tests, vibration analysis is applied most
frequently to rotating machinery. Manufacturers typically collect the vibration characteristics, such as
vibration spectrum, vibration modes and eigenfrequency of the important components and save this
information into computer systems. Accelerometers are mounted on these components and the
instruments continuously monitor these characteristics. The measured signal is processed and then
compared to the database and libraries of typical signatures for the malfunction of bearings, misalignment
and other problems, as well as normal operational signal modes to determine the health of rotational
machines. This type of technique has been developed and used in various diagnostic and prognostic
applications in light water cooled nuclear reactors [11-12]. When a moderate, serious or extreme fault is
detected, experts are involved on the analysis and follow-up actions.

Another example is “acoustic monitoring” [11, 13] which has been used in the chemical and nuclear
industries to detect leakage. The audible spectra obtained through acoustic monitoring in normal
operation and leakage conditions are different. This measurement, for example, can be used to detect if a
valve is nearly closed but not completely closed as required. Cavitation may occur in pumps which may
cause serious damage to the component, cavitation noise can be detected using acoustic methods.
Rotational machines also have narrow band, high amplitude peaks in the measured acoustic spectrum.
Deviations of these peaks from their baseline location, shape or magnitude give a warning of changing
conditions. These changes are well classified, such as temperature change or speed change, etc. With the
aid of computer systems and newly developed technology, engineers have made this kind of fault
detection system more reliable and accurate.



There are many other reports on the applications of diagnostics and prognostics. For example, [14]
used accelerometers (in the audible frequency range and acoustic emission detection in ultrasonic range)
to detect and localize the moving of loose parts and to estimate their size and potential damage. [15] used
signal noise analysis (auto-spectra and cross-spectra) and correlation function (auto-correlation and cross-
correlation) of the measured process signals, together with linear system theory, to diagnose the motion of
nuclear reactor core barrel and core barrel support assembly.

In summary, the technologies such as fault detection, diagnostics, and prognostics, have shown their
capability to detect and/or predict incipient faults. Together with other design features, such as
redundancy, defense in depth, reconfigurable design, networked information sharing, and supervisory
control (which will be discussed later), the capability of detection and predication will enable the resilient
control systems to mitigate the effects of various incidences. Therefore, these technologies should be
adopted in resilient control systems.

4 A RESILIENT CONTROL SYSTEM IS A NETWORKED CONTROL SYSTEM

For a resilient control system, fault detection and accident warning is the first step to take the right
action at the right time. A fault or accident happening in one subsystem may require another subsystem to
take appropriate action. This means that the resilient control system should be a networked control system
so that various subsystems and supervisory control system can share critical information in real time.
Clearly, the state-of-the-art networked digital control system should consider information delay and other
effects such as packet drops discussed in [16]. As a result, mathematical models for networked control
systems are significantly different from the ones used in traditional control systems; and the design
methods are more complex than the ones developed for traditional control systems.

An important feature of a networked control system is that information (reference input, plant output,
control input, etc.) of measurements and control decisions is exchanged using a network among
subsystems. The insertion of the communication links in the feedback control loops makes the analysis
and design of the networked control system more complex because the information traffic uses packets
that may not be synchronized and cause significant information (constant or more likely time varying)
delay; even worse, some packets can be lost during the transmission and therefore the received
information may be incomplete. These phenomena do not meet the assumptions made for the
conventional control systems. However, significant progress has been made in the analysis and design of
networked control systems [17]. Appropriate models are developed to account for the network delays.
Non-networked feedback system design methods have been extended to the design of networked control
systems. For example, one can compute an upper bound on the maximum allowable transfer interval such
that stability of the closed-loop system is preserved. This bound can be used to design the network
sampling rate to guarantee the stability when the control loop is closed over the network. Compensation
for network-induced delay is also proposed. Though the networked control system is still a dynamic
research area, the existing methods may be useful for the practical design of networked control systems.
However, real design and implementation of a networked control system to fulfill the requirements of the
resilient control system is still challenging due to the lack of successful experience.

A realistic and critical design consideration related to networked control system is the separation of
communication links of control systems and the communication links of protect systems. As the
protection systems have to be extremely reliable that do not allow packet loss and long time delays.

Networked control systems are essential for information sharing in resilient control. Together with
the other design considerations such as diagnostics, prognostics, fault detection, and redundancy, it makes
supervisory control more powerful in decision-making process to take preventive actions to avoid using



faulted components and/or subsystems to mitigate the effects of component and/or subsystem failures, to
recover from the failures of instruments, actuators, communication links, and power.

5 HIERARCHICAL AND DISTRIBUTED STRUCTURE

Because of the information sharing capability provided by the networked control system, resilient
control systems should be designed as a hierarchical control system [18] to coordinate the responses of
the subsystems to the changes of various operational conditions. The supervisory control system is on the
top of the distributed control subsystems. Each distributed control system controls a subsystem, such as a
single satellite of a group of satellites in formation fly, or a turbine generator system in a nuclear power
plant. Each distributed control system is relatively independent but is connected to the supervisory control
system via communication networks. Each subsystem sends, via communication networks, the
information important to the entire system to the supervisory control system and receives the commands
from the supervisory control system. The supervisory control system, after receiving the information from
the distributed control subsystems, makes decisions and sends the commands to the distributed control
subsystems. This structure has been used in some traditional nuclear control systems, for example, the
Babcock and Wilcox Pressurized Water Reactor [19], to balance the plant so that each subsystem knows
its target of heat generation, heat transmission, and heat conversion.
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Figure 1. Simplified integrated control system of B&W pressurized water reactors

For a resilient control system, with the aid of fault detection, diagnostics and prognostics, we expect
the supervisory control system can make more complicated decisions than traditional integrated control
system designs, such as selecting appropriate sensors and actuators from redundancy when sensor or
actuator failure is detected; reconfiguring the entire system when some severe accident happens; using a
different set of control parameters when system reconfiguration occurs. These decisions are crucial for
resilient control systems to achieve most design requirements, such as taking preventive actions when
some incipient failures are predicted or when some failures are actually detected; recovering from failures
of instrument, actuator, communication link, and power; returning to a safe state after a severe accident;
surviving from natural disasters (such as earthquake, tsunami, hurricane, tornado), unexpected human
errors, and malicious threats; and mitigating the negative impacts after a beyond design accident.



6 REDUNDANCY, DIVERSITY, AND DEFENSE IN DEPTH

Redundancy, diversity, and defense in depth are required general design criteria for all nuclear power
plants [20]. With added features in resilient control, however, the design team may better use the
redundancy, diversity, and defense in depth to achieve higher survivability than the traditional control
system designs in nuclear reactors. Since all critical sensors, actuators, and components in control and
protection systems have redundancy in nuclear power plant; by incorporating features such as
prognostics, diagnostics, networked information sharing and supervisory control, adaptive and
reconfigurable resilient control systems, the integrated resilient control system is able to detect and
identify the failed sensors and/or actuators, to select intact sensors and actuators, and to reconfigure the
system so that the reconfigured system does not involve any problematic components, thereby increasing
the overall system’s survivability. Besides the traditional sensors, actuators, and components, redundancy
in resilient control systems should be extended to more subsystems. For example, the redundancy of the
communication network systems should be considered as it may experience environment disturbances or
natural disasters, and information sharing is very critical for resilient control systems. The redundancy of
communication network systems may also mitigate the negative effect of packet drops. As more than one
link transfers the same information, one may also use the redundant links to detect the failure of some
communication network systems by cross checking the received information. Physical separation of the
communication network systems among critical subsystems may be another required feature because it
increases the survivability of the communication network systems when facing accident such as fire,
earthquake, hurricane, or malicious intrusion.

Although redundancy may mitigate the effect of single failures, using several identical sensors (or
actuators) for the same measurable parameters (or control parameters) does not eliminate common mode
failures since identical product may fail at the same time in a similar situation. To prevent such a common
cause failure, it is imperative to use different types of redundant sensors (or actuators) for the same
measurement (or for the control of the same parameter). This is the philosophy of diversity. Diversity in
resilient control system design becomes even more important because digital sensors and actuators are
expected to be used in resilient control system and redundant identical software in these digital
components may not enhance the reliability as redundant identical hardware does [21].

Defense in depth is another general design criteria required for nuclear power plants by [20]. To
prevent radioactive material leakage, several protection layers are designed; fuel rods, pressure boundary,
and containment. To mitigate loss of power effects, the reactor systems first use power coming from the
turbine generator; then from the electrical power grid; then from, if grid fails, the diesel generator; and
then from, if diesel generator fails, the battery. This idea can be extended further. For example, if any
accident, or serious problem or threat is detected in the main control room, the communication connection
between the main control room and the needed subsystems should be disabled and the alternative remote
control room should be used to control the plant until the problem or the threat is resolved. The resilient
control systems may have additional layers and broader spectrums of protection to handle various
incidents.

7 PROTECTION AND/OR RECOVERY SYSTEMS

The final barrier of defense in depth in resilient control systems is the protection and/or recovery
system. It is worthwhile to discuss the features of this system in a separate section because of its
importance to the system survivability. The protection and/or recovery system is designed for the worst
case. Unlike other subsystems in resilient control design, the protection or recovery system must be



logically and physically simple so that it is extremely reliable because the protection or recovery system is
the last barrier to prevent the entire critical asset from disastrous failures. Examples are the safe mode
control in spacecraft attitude control system [22] and reactor protection systems in nuclear reactors [23].
The former works when the normal mode control system fails to stabilize the spacecraft. The safe mode
control normally uses only earth magnet field (which is always available) and magnet torque bar to
stabilize the spacecraft using extremely simple PID control. This strategy has saved numerous satellites
and brings them back to the normal attitude control modes. The reactor core protection system works
when the normal reactor control systems fail to control some safety critical parameters or some
subsystems fail to maintain normal operating conditions. The reactor protection system also uses very
simple logic, has redundant and diverse instruments, and is designed to be “fail safe”.

It is expected that the resilient control system will transmit most information using shared digital
communication links and multiplex/demultiplex technology which is significantly different from analog
communication links which are mostly dedicated point to point links. Although, sharing communication
networks has many advantages, the information transmission protocols in this form are more complex and
this may cause signal delay and package drop. All these features contradict the simplicity and reliability
requirements on protection/recovering systems. Therefore, separate and independent communication
systems for protection/recovery systems should be considered.

In summary, a well designed and implemented protection/recovery system should be logically and
physically as simple as possible and extremely reliable so that it will be always available to protect the
system when severe accident happens, to mitigate the adverse effects when beyond design accident
occurs.

8 ROBUST DESIGN OF RESILIENT CONTROL SYSTEMS

To enhance the overall resilience of critical infrastructures and systems, besides adding layers in
defense in depth, resilient control systems should be designed to improve the robustness of each defensive
layer so that it will minimize the chance to challenge the next defensive layer. This requires that the
control system be robust to the modeling uncertainties (which we will discuss in this section) and the
measurements reliable in the presents of sensor noise (which we will discuss later).

Since a resilient control system controls multiple coupled subsystems, each subsystem has at least a
controlled variable and redundant sensors and actuators; a resilient control system is a MIMO system.
This means that classical control system design methods used in most existing nuclear power plant
control system design may be improved because the classical control theory was introduced to analyze
and design the single input and single output (SISO) systems. Although classical control theory is still
useful if the designers consider each subsystem independently except that each subsystem receives input
reference from the supervisory control system; a better practice is to view the entire resilient control
system as a large coupled system and to design the resilient control system using MIMO control system
design methods, such as robust pole assignment [24], optimal control [25], and H,, control [26] design
methods. By using the extra degree of freedom of MIMO systems, robust design makes the closed-loop
system insensitive to the modeling uncertainty and unpredicted disturbances.

It is worthwhile to note that the resilient control system has redundancy for important sensors and
actuators, which means that even if some sensors and/or actuators failed and the system is reconfigured
based on what sensors and actuators are available, the reconfigured system may still be a MIMO system.
Therefore multiple control laws may be designed and stored in the computer control systems. When some
sensors and/or actuators fail and the system is reconfigured, the corresponding control law for the
reconfigured system should be used.



In summary, robust control design mitigates the adverse effects of modeling error and unpredicted
disturbance in normal operating condition, thereby reducing the chance of challenging multiple defensive
layers, and thereby improving the survivability of resilient control systems.

9 A RESILIENT CONTROL SYSTEM IS ADAPABLE AND
RECONFIGURABLE

We have touched on reconfiguration of the resilient control system in the previous section. Since a
resilient control system has the feature of fault detection, diagnostics, and prognostics, it can detect
component failure and malicious threat or even predict incipient faults of different components, this
information is also shared with the supervisory control system in real time via the reliable communication
networks. Also, since the resilient control system has redundancy, the supervisory control system can
make real time decisions to avoid using faulted components/subsystems by reconfiguring the entire
system. This decision results in a series of commands that are sent to all the relevant subsystems. The
subsystems execute the reconfiguration commands; the entire system is reconfigured into a different new
system. The control laws designed for the default system may not be suitable for the reconfigured system;
therefore a set of pre-designed control laws for this new system are stored in the computer system and
automatically used to replace the previous control laws.

Reconfigurable system design has a long history in spacecraft design (autonomous control) and has
been very successful [27]. Our opinion is that the same design principle is directly applicable in nuclear
power plant control system design. Special attention should be paid to the switch of the control laws, that
is, the state transients must be in the safety envelop of normal operation. Therefore, when designing the
control law for the reconfigured system, the control engineers need to minimize the transient effects so
that the entire system can be stabilized from this incident.

An adaptable and reconfigurable feature provides the resilient control system additional layers of
defense in depth. The preventive actions should significantly reduce the adverse effects such as sensor
and actuator failures caused by aging, natural disasters, human errors, and malicious attacks.

10 CYBER SECURITY DESIGN TO MITIGATE MALICIOUS THREATS

Besides equipment failures and human errors, the resilient control system is required to counteract
malicious threats. This is particularly important in a resilient control system which is based on digital
systems that are more vulnerable to cyber attacks. For example, [28] reported coordinated covert and
targeted cyber attacks against global oil, energy, and petrochemical companies starting in November
2009; [29] reported and analyzed W32.Stuxnet. The report concludes that W32.Stuxnet is “an incredibly
large and complex threat to industrial control systems”. These examples demonstrated the importance of
taking cyber security into consideration in the control system design. Many research works are recently
proposed to incorporate cyber security into resilient control system design. In [30], deceptive defense
mechanisms are proposed; in 2007, the National Institute of Standards and Technology (NIST) published
“Guide to industry control system security” [31]. Cyber security is a very dynamic, important,
underdeveloped, and challenging technical area [32]. We expect more serious research will be conducted.
We also expect that the resilient control system design will use extensively real time data and possibly
plant models to identify degradations, incipient failures, deviation from normal operations, and cyber
intrusions by comparing information from redundant measurement, model based predictions, statistical
and historical trend analysis, etc.

We believe that taking cyber security into the design consideration will be necessary for resilient
control systems.



11 SIGNAL PROCESSING FOR SENSOR NOISE SUPPRESSION

Sensor noise has been found to cause erroneous responses in nuclear power plant control and
protection systems [33]. Similar to the modeling errors and unexpected disturbances, measurement errors
always exist in engineering systems. There are two types of measurement errors, systematic errors and
random errors. In general, a systematic measurement error is a biased error which is constantly larger or
smaller than the actual value of the measured parameter. This error may be related to calibration process
or material aging or environment changing, etc. A random error is associated with the fact that when a
measurement is repeated, it will generally provide a measured value that is different from the previous
value. It is random in that the next measured value cannot be predicted exactly from the previous value.
For example, some sensors are very sensitive to thermal noise; some sensors are very sensitive to
electromagnetic interference; and some sensors are very sensitive to radiation. In extreme cases, the
sensor response to the combination of the environments may be greater than the response to the desired
measurand. The measurement error may become so severe that the signal to noise ratio is so high that the
measured value cannot be directly used.

Improving sensor performance is important to resilient control. Fortunately, many statistical
estimation methods have been developed to estimate measurement bias and true measurement value under
the noise environment. These methods have been proven very effective in real applications. For example,
Kalman filtering [34] has been successfully used in spacecraft attitude determination for this purpose.
Another efficient tool is the digital signal processing methods which have been widely used in many
industrial applications to suppress random noises, thereby enhancing the accuracy and reliability of the
measurement [35]. These methods, such as low pass filters, Butterworth filter, and Chebyshev filter have
been fully discussed in [36].

For resilient control system design, we believe that both signal processing methods and statistical
estimation methods can significantly improve measurement accuracy and reliability. Therefore,
incorporating signal processing methods into the resilient control system design should reduce the chance
of entering next defensive layer, thereby increasing the survivability of critical infrastructures and
systems.

12 POST ACCIDENT INFORMATION COLLECTION

One of the important lessons learned from Fukushima accident is that nuclear power plants need
robust instrumentation and control systems against severe accident [37]. The Fukushima plant computer
system was damaged by the Tsunami and could not record plant status data. Important data about plant
status after the tsunami were lost. Engineers had to make decisions while lacking key information and
researchers have lost opportunity to reexamine the accident and gain insight to prevent similar accidents
in the future.

We believe that higher physical protection standards for the critical instrumentation should be
considered so that reliable post accident information collection will be available. This design
consideration should mitigate negative impacts after a beyond design accident.

13 ROLE OF REGULATORY ORGANIZATIONS

Given the complexity of resilient control system designs described above and the safety critical
implications of resilient control system designs, it is clear that the design, implementation, testing,
operation, and retirement of resilient control systems need to be strictly scrutinized. The regulatory



organizations, such as NRC and FAA, may need to be involved in the entire life cycle of the resilient
control systems. In the United States, Nuclear Regulatory Commission (NRC) is a designated agent that
regulates all activities of nuclear power plants from site selections to decommissioning based on 10 CFR
[20]. It is likely that the Next Generation Nuclear Power plants (NGNP) will adopt some design features
of resilient control design described in this paper [38]. NRC does not have the experience of licensing
resilient control system design. We expect that there will not only be challenges ahead for the design team
to develop the first-of-the-kind resilient control system in the nuclear industry and for the testing team to
validate the design, but there will also be challenges for the regulatory organization to license the design
via extensive and critical reviews.

14 CONCLUSIONS

In this paper, we presented our opinion on the overarching principles of a fully developed resilient
control system which is designed for critical infrastructures or systems. Based on these required design
principles, we discussed methods that may be used to achieve these required design features. These
methods involve many technical disciplines and systems. Therefore, a resilient control system is a system
of systems. Unlike traditional control systems, the design work cannot be done by one control engineer
anymore; it will involve an engineering team with expertise in many different fields. Based on many
papers we reviewed in these technical areas, we believe that most technologies are matured for engineers
to successfully design and implement resilient control systems. However, to design and build the first-of-
the-kind of resilient control system still needs a lot of detailed work and can be very challenging because
of the ambitious goals. Therefore, it is possible that the first-of-the-kind of resilient control system design
will adopt only some of the overarching principles based on the scenarios analysis and risk assessment of
a particular system.
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