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Peter,
 
     In response to your E-mail on March 2, 2012, the attached provides the status of the
NRC actions associated with the recommendations in GAO Report GAO-08-403, Nuclear
Security: Action May Be Needed to Reassess the Security of NRC-Licensed Research
Reactors.
 
     If you have any further questions, please do not hesitate to contact me at (301) 415-
1785.
 
Best Regards,

Jesse A. Arildsen
OIG and GAO Liaison
Office of the Executive Director for Operations
United States Nuclear Regulatory Commission
301-415-1785
Jesse.Arildsen@nrc.gov
 
From: Ruedel, Peter E [mailto:RuedelP@gao.gov] 
Sent: Friday, March 02, 2012 1:00 PM
To: Arildsen, Jesse; Brock, Kathryn
Subject: GAO Recs.
 
Greetings,
I was the analyst-in-change of U.S. Research and Test Reactor GAO Review completed 4 to 5 years ago.  (GAO
Report GAO-08-403, Nuclear Security: Action May Be Needed to Reassess the Security of NRC-Licensed Research
Reactors, engagement code 360905.)  As part of our administrative process, we have to follow-up on
recommendations made in our reports.  We would like to know what action, if any, NRC has take to address the
following report recommendations. 
 

1.  Recommendation: To better understand and prepare for the potential
consequences of a terrorist attack on NRC-licensed research reactors, the
Chairman of NRC should reassess the consequences of terrorist attacks on
NRC-licensed research reactors using assumptions that better reflect a fuller
range of outside expert opinion on the security of reactors and the capabilities
of potential terrorist forces.

2.  Recommendation: If NRC finds that the consequences of an attack on a
research reactor are more severe than previously estimated, the Chairman of
NRC should reexamine emergency response requirements to address whether
evacuation plans should be included.

If you cannot assist me with this inquiry, please let me know who I can contact at NRC concerning the status of
these recommendations.  Please let me know if you have any questions.
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NRC Response to GAO Inquiry Regarding Implementation

of GAO-08-403 Recommendations



The NRC conducted research and test reactor (RTR) security assessments and radiological consequence analyses that considered the full range of credible adversary characteristics based on a logical, well-defined threat assessment process.  These assessments and analyses used report results from several national laboratories, which were peer-reviewed and fully vetted.  Using these technically sound and credible inputs, the NRC assessed RTR security using the U.S. Department of Homeland Security’s Risk Analysis and Management for Critical Asset Protection guidance.  The results were presented to the Commission who found that the security at RTR facilities provides adequate protection of the public health and safety and the common defense and security.  Based on the results of security and radiological assessments, the Nuclear Regulatory Commission decided that no further actions were necessary with regards to the GAO-08-403 report recommendations.  The NRC informed Congress of the Commission’s decision in a March 28, 2008, letter from NRC Chairman Dale E. Klein to the Honorable John F. Tierney. 



Four years later, the NRC continues to implement the Agency’s well-defined threat assessment process through cooperation with the Nation’s intelligence community and routinely inspects and evaluates RTR security, safety, and emergency preparedness capabilities.  Additionally, the NRC has implemented fingerprinting requirements as required by the 2005 Energy Policy Act and has participated in the establishment of a Memorandum of Understanding between the NRC and the National Nuclear Security Agency, Department of Homeland Security, and the RTR community to facilitate the voluntary implementation of security enhancements base on best practices at RTRs.



Based on the assessment of the current threat environment and the inspection-based evaluation of research and test reactor security, safety, and emergency preparedness, the NRC is confident that the results of the security assessments and radiological consequence analyses remain valid.  As such, the NRC has not taken nor plans to take any actions in direct response to the GAO-08-403 recommendations.  The NRC will continue to assess the threat environment and compare it to the current research and test reactor security, safety, and emergency preparedness regulatory requirements.  Should the threat environment change, the NRC will take additional actions as necessary at that time.





Thanks,
 
Peter
 
 


