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PLANNED ACTIONS

1 Conduct periodic public meetings NRC/Industry

2 Issue Generic Communication: Potential CFSI training NRC/Industry

3 Issue Generic Communication: Proactive Strategies NRC/Industry

4 Revise 10CFR21 to include evaluation for potential reporting of 
CONFIRMED CFSI.

2013 NRC

5

5 Issue Generic Communications for specific instances or trends

Industry/Gov/Int’l input

As Needed NRC/Industry

6 Add CFSI to NRC  Allegations Training 2013 NRC

7 Expand NRC OpE/ConE program for CFSI 2013 NRC

8 Evaluate the need for a pilot program to inspect licensee 
procurement/Part 21 programs.

2013 NRC

9 Evaluate the need for additional CFSI guidance in NRC 
inspection procedures

2013 NRC

10 Develop CFSI training for NRC inspectors 2013 NRC



PLANNED ACTIONS

11 New Inspection Procedure for suppliers of safety related CDAs 2013 CYBER

12 Evaluate the need  for additional controls  for non-safety related 
CDAs  - pending program  implementation & NRC governance. 

2013 CYBER

13 Licensee inspection and NRC oversight of 73.54 suppliers 2013 CYBER

14 Evaluate the results of licensee inspection and NRC oversight of 
the 73.54 suppliers and expand the sample population as needed

2013 CYBER
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15 Promote information sharing and outreach efforts with U.S. 
Government agencies & International regulators

2013 NRC

16 Continue developing NSIR’s Temporary Instruction  to inspect 
licensee’s implementation of 73.54

2013 CYBER

17 Evaluate the need to expand the CFSI program to the FSME 
/medical community

2013 NRC

18 Evaluate the need to expand the CFSI program to the NMSS 
community

2013 NRC

19 Perform and agency-wide CFSI program effectiveness review 2014 NRC



CFSI SECY Recap 
The 19 Planned Actions

Expected Outcome:

(Feb. 16, 2012)

Develop and convey to stakeholders the NRC’s 
expectations for completing the 19 Planned Actions.

Content: 1. Strategy for conducting & holding public meetings

2. Issue Generic Communication: Proactive Strategies

3. Issue INFORMATION NOTICE: CFSI Training 

F ilit t NRCFacilitator: NRC

Deliverables: 1. Establish cooperative working groups and POCs for 
key topics

2. Identify specific deliverables for next meeting

Due dates: Next public meeting (approximately 6 weeks)

Topics for further 
discussions: 

1. Sharing CFSI Information

2. Reporting CFSI (10CFR2, Allegations Process, FBI)

3. The role of the supply chain in Cyber Security Plans



1. CONDUCT PERIODIC 
PUBLIC MEETINGS 

a) Develop a method for sharing CFSI Information, including issues identified 
during receipt inspection and during commercial grade dedication

How Who

b) Develop an industry accepted practice for using the corrective action 
program and nonconformance programs for entering CFSI related to safety 
related components

How Who

c) Develop an industry accepted practice for using the corrective action 
t t f t l t d CFSI i t th ti ti

How Who
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program to enter non-safety related CFSI into the corrective action 
program

d) Develop industry accepted procurement practices that align with ASME 
NQA-1 CFSI initiatives

How Who

e) Establish an industry CFSI database (INPO and EPRI databases in 
development)

How Who



Topics for Future CFSI Public Meetings

Expected Outcome: Develop a schedule of future CFSI public meetings to 
address areas requiring additional discussion

Content: Assign a POC and needed content as additional issues 
are identified.

Facilitator: NRC via the public meeting processp g p

Deliverables: Establish a list of proposed topics with corresponding 
POCs, content and proposed deliverables & due dates

Due dates: Next public meeting (approximately 6 weeks)

Topics for further 
discussions: 

As needed



2. ISSUE GENERIC COMMUNICATION 
for CFSI TRAINING

a) Communicate with the industry about potential 
CFSI training or applicable information sources. 

Initial NRC/Industry
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Potential CFSI Training  
& Knowledge Sources

Expected Outcome: INFORMATION NOTICE documenting known sources of 
available CFSI education and skill training relevant  to the 
commercial nuclear industry. 

Presently identified 
training areas (including 
non-nuclear)

• Industry Overview of CFSI (EPRI)

• Using the Allegations Process (NRC)

• Addressing CFSI in DOE facilities (DOE)

• IAEA Training (International)IAEA Training (International)

• Counterfeit Electronics (CALCE, NASA)

• Federal Law Enforcement Training (FLETC)

•etc

Ownership: NRC/Industry

Deliverables: Title of the course along with a brief description and 
accurate contact information of the instructor/organization.

Due dates: Next public meeting (approximately 6 weeks)

Additional knowledge 
sources needed

Suggest areas for additional training 



3. ISSUE GENERIC COMMUNICATION
PROACTIVE STRATEGIES

a) Provide  industry best practices for quarantining CFSI items and 
removing them from the supply chain without returning them to the 
supplier

How NRC &

Industry

b) Provide  industry best practices for  identifying and informing the 
industry of CFSI trends

How NRC &

Industry

c) Provide industry best practices for enhanced commercial-grade How NRC &
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c) Provide  industry best practices for enhanced commercial grade 
dedication, and receipt inspection practices

How NRC &

Industry

d) Provide  industry best practices for product authentication to provide 
additional  assurance in preventing CFSI

How NRC &

Industry

e) Provide  industry best practices for using batch sampling with 
authentication testing

How NRC &

Industry

f) Provide  industry best practices for  the use of standardized anti-CFSI 
language in procurement documents

How NRC &

Industry



Content for the Generic Communication 
of Proactive Strategies

Expected Outcome: To capture industry’s strategy for implementing the 
proactive process elements identified in the SECY (and 
supporting Working Group’s report)

Content: Identify proactive strategies that will be incorporated and 
those requiring additional discussion 

Ownership: Industry/NRC

Deliverables: Proposal of industry’s strategy for implementation

Due dates: Next public meeting (approximately 6 weeks)

Topics for further 
discussions: 

1. Sharing CFSI information

2. Disposal of CFSI
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