
 
 
   January 17, 2012 
 
 
 
MEMORANDUM TO: Chairman Jaczko 
 Commissioner Svinicki 
 Commissioner Apostolakis 
 Commissioner Magwood 
 Commissioner Ostendorff 
 
FROM: Eric J. Leeds, Director  /RA/ (Bruce A. Boger for) 
 Office of Nuclear Reactor Regulation 
 
SUBJECT: PROTECTING SECURITY-RELATED INFORMATION ONCE 

SECURITY IS REINTEGRATED INTO THE ACTION MATRIX OF THE 
REACTOR OVERSIGHT PROCESS ASSESSMENT PROGRAM  

 
 
The purpose of this memorandum is to inform the Commission of the process the staff intends 
to use to ensure that security-related information is identified and separated before public letters 
and other documents related to the Reactor Oversight Process (ROP) evaluations are released 
once the security cornerstone is reintegrated into the Action Matrix of the ROP assessment 
program. 
 
As described in the Staff Requirements Memorandum for SECY-11-0073, “Staff Proposal to 
Reintegrate Security into the Action Matrix of the Reactor Oversight Process Assessment 
Program,” dated July 20, 2011, the Commission approved the staff’s proposal to reintegrate the 
security cornerstone into the ROP assessment program.  The staff is preparing a Regulatory 
Issue Summary (RIS) to inform stakeholders of the implementation plan and effective date.  If 
the RIS is issued in first quarter calendar year 2012, the staff intends to implement this 
reintegration beginning on or around July 1, 2012.  In this case, the staff will revise the 
governing ROP procedures for issuance before July 1, 2012, and update the public Web site to 
reflect the integrated Action Matrix concurrent with the quarterly ROP update on or around 
August 6, 2012.  If issuance of the RIS is delayed, the implementation date will shift accordingly 
to afford sufficient advance notification of external stakeholders.  Additionally, the staff will 
continue to update external stakeholders on the implementation status during the ROP monthly 
meetings.  Inspection Manual Chapter (IMC) 0305, “Operating Reactor Assessment Program,” 
dated July 6, 2011, outlines the ROP assessment process, and IMC 0320, “Operating Reactor 
Security Assessment Program,” dated April 9, 2009, currently provides guidance for the 
assessment of the security cornerstone.  The staff will suspend the use of IMC 0320 and revise 
IMC 0305 to reflect that the assessment process is governed solely by IMC 0305. 
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During its planning for reintegrating the security cornerstone, the staff confirmed that integrating 
inspection findings and performance indicators under the security cornerstone into a single 
Action Matrix will not result in the distribution of security-related information to a broader array of 
individuals.  Staff members in the Office of Nuclear Security and Incident Response and the 
regional offices who routinely work with security-related Sensitive Unclassified Non-Safeguards 
Information and Safeguards Information will continue to handle and protect that information in 
accordance with Management Directive 12.6, “NRC Sensitive Unclassified Information Security 
Program,” dated December 20, 1999, and Management Directive 12.7, “NRC Safeguards 
Information Security Program,” dated June 25, 2008.  Security inspection reports and 
significance determination letters will continue to be issued and controlled in accordance with 
current practices.  Integrated assessment letters will contain only publicly available information 
about security issues, and detailed security-related information will either be provided in a non-
publicly available enclosure or will be sent to the licensee via separate non-publicly available 
correspondence.  Individuals who do not currently handle this type of information are not 
expected to start handling this information as a function of the reintegration.  The staff does not 
anticipate those who are not experienced in identifying and protecting security-related 
information to incur new responsibilities in this area because of the change in ROP assessment 
across all seven cornerstones.  As such, current provisions (i.e., training, procedures, and 
management oversight) will ensure that security-related information continues to be identified 
and separated before public letters (and other documents related to the ROP evaluations) are 
released.  
 
Additionally, the agency will modify the ROP public Web site to reflect an assessment across all 
seven cornerstones.  However, the Web site will not display details related to security inputs 
(findings or performance indicators), nor will it display the exact significance of greater-than-
green security inputs.  Along with inputs from the six safety cornerstones, the Action Matrix will 
reflect movement based on greater-than-green security cornerstone inputs, which is information 
that was previously not publicly available.  It may be possible to infer some information 
regarding the specific significance of a greater-than-green (i.e., white, yellow or red) security 
input based on the Action Matrix Column designation.  This same inference can already be 
made from the supplemental inspection procedure number and title, which list the Action Matrix 
inputs resulting in the inspection.  The supplemental inspection procedure number and title are 
listed on the publicly available security inspection report cover letters.  The website changes 
resulting from reintegration of the security cornerstone may enable members of the public to  
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infer the significance of a security input more easily and quickly; however, security issues are 
corrected or compensated for prior to the conclusion of the inspection, and specific details 
regarding any potential vulnerability will not be publicly available.   
 
Given these considerations, the staff expects that security-related information will continue to be 
adequately protected following reintegration.   
 
cc: SECY 
 OGC 
 OCA 
 OPA  
 CFO 
 
 



The Commissioners -3- 
 
infer the significance of a security input more easily and quickly; however, security issues are 
corrected or compensated for prior to the conclusion of the inspection, and specific details 
regarding any potential vulnerability will not be publicly available.   
 
Given these considerations, the staff expects that security-related information will continue to be 
adequately protected following reintegration.   
 
cc: SECY 
 OGC 
 OCA 
 OPA  
 CFO 
 
 
DISTRIBUTION:  WITS 201100201/EDATS:  SECY-2011-0450 
 
RidsNsirOd RidsOcaMailCenter RidsOgcMailCenter RidsNrrMailCenter  
RidsNrrOd IPAB R/F  RidsEdoMailCenter RidsSecyMailCenter 
 
ADAMS Accession No.: ML11311A283 *concurred via email 

 
                   OFFICIAL RECORD COPY 

OFFICE DIRS/IPAB BC:DIRS/IPAB Tech Editor* D:NRR/DIRS D:NSIR

NAME KRoche RFranovich JDougherty FBrown 
(JLubinski for) 

JWiggins
(MDapas for)

DATE 11/8/2011 11/17/2011 11/14/2011 12/13/2011 12/19/2011
OFFICE OGC * D:NRR

NAME SUttal ELeeds 
(BBoger for)

DATE 01/10/2012 01/17/2012



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [300 300]
  /PageSize [612.000 792.000]
>> setpagedevice


