
 

 Official Transcript of Proceedings 
 
 NUCLEAR REGULATORY COMMISSION 
 
 
 
Title:   10 CFR 2.206 Petition Review Board 
     
 
 
Docket Number: (n/a) 
 
 
 
Location:   (telephone conference) 
 
 
 
Date:   Thursday, September 22, 2011 
 
 
 
 
 
 
 
Work Order No.: NRC-1129 Pages 1-37 
 
 
 
“Corrected Transcript:  Corrections denoted within brackets [  ]” 
 
 NEAL R. GROSS AND CO., INC. 
 Court Reporters and Transcribers 
 1323 Rhode Island Avenue, N.W. 
 Washington, D.C.  20005 
 (202) 234-4433 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 

 1323 RHODE ISLAND AVE., N.W. 

(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 1

 UNITED STATES OF AMERICA 1 

 NUCLEAR REGULATORY COMMISSION 2 

 + + + + + 3 

 10 CFR 2.206 PETITION REVIEW BOARD (PRB) 4 

 CONFERENCE CALL 5 

 RE 6 

 PETITION FROM MR. SAPORITO 7 

 + + + + + 8 

 THURSDAY 9 

 SEPTEMBER 22, 2011 10 

 + + + + + 11 

  The conference call was held, Robert 12 

Nelson, Chairperson of the Petition Review Board, 13 

presiding. 14 

PETITIONER: THOMAS SAPORITO 15 

PETITION REVIEW BOARD MEMBERS: 16 

 ROBERT NELSON, Nuclear Reactor Regulation 17 

Petition Review Board Chairman 18 

 TANYA MENSAH, Nuclear Reactor Regulation 2.206 19 

Coordinator 20 

 ANDREA RUSSELL, Nuclear Reactor Regulation 21 

Petition Manager 22 

 23 

 24 

 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 

 1323 RHODE ISLAND AVE., N.W. 

(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 2

PETITION REVIEW BOARD MEMBERS (CONTINUED): 1 

 GURCHARAN 'SINGH' MATHARU, Senior Electrical 2 

Engineer, Office of Nuclear Reactor Regulation, 3 

Division of engineering, Electrical Engineering Branch 4 

 PERRY PEDERSON, Cyber Security Specialist, 5 

Office of Nuclear Security and Incident Response, 6 

Division of Security Policy, Cyber Security Response 7 

Branch 8 

 TOM BLOUNT, Region IV 9 

 BOB DALEY, Region III 10 

 MEL GRAY, Region I 11 

 12 

NUCLEAR REGULATORY COMMISSION STAFF: 13 

 CHRIS REGAN, Nuclear Reactor Regulation, 14 

Division of Policy and Rulemaking, Branch Chief 15 

 JOHN ROGGE, Region I 16 

 17 

 18 

 19 

 20 

 21 

 22 

 23 

 24 

25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 

 1323 RHODE ISLAND AVE., N.W. 

(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 3

T-A-B-L-E  O-F  C-O-N-T-E-N-T-S 1 

 2 

              AGENDA ITEMS                      PAGE 3 

Opening Remarks                                  4 4 

Introductions                                      5 5 

Description of Petition Review Board's 6 

  Role                                             8  7 

Summaries of the Petition that has been 8 

  Submitted                                        10 9 

Petitioner's Comments                              13 10 

Close of Meeting                                   37 11 

                                  12 

 13 

 14 

 15 

 16 

 17 

 18 

 19 

 20 

 21 

 22 

 23 

 24 

 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 

 1323 RHODE ISLAND AVE., N.W. 

(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 4

P R O C E E D I N G S 1 

(3:01 p.m.) 2 

  MEMBER RUSSELL:  We're going to go ahead  3 

and get started.  Good afternoon.  I'd like to thank 4 

everybody for attending this meeting. 5 

  My name is Andrea Russell.  And I'm 6 

project manager in the Division of Policy and 7 

Rulemaking. 8 

  We are here today to allow the Petitioner, 9 

Mr. Saporito, to address the Petition Review Board 10 

regarding the 2.206 Petition, dated August 13th, 2011. 11 

 I am the petition manager for the petition. 12 

  The Petition Review Board Chairman is Bob 13 

Nelson.  As part of the Petition Review Board's review 14 

of this petition, Mr. Saporito has requested this 15 

opportunity to address the Petition Review Board. 16 

  This meeting is scheduled from 3:00 to 17 

4:00 p.m., Eastern time.  The meeting is being 18 

recorded by the NRC Operations Center and will be 19 

transcribed by a court reporter.  The transcript will 20 

become a supplement to the petition.  The transcript 21 

will also be made publicly available. 22 

  I'd like to open this meeting with 23 

introductions.  As we go around the room, please be 24 

sure to clearly state your name, your position, and 25 
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the office that you work for within the NRC for the 1 

record. 2 

  I'll start off.  My name is Andrea 3 

Russell.  I'm a project manager in Nuclear Reactor 4 

Regulation Office.  And I'm the petition manager for 5 

this petition. 6 

  MR. REGAN:  Hi, this is Christopher Regan. 7 

 I'm Chief of the Financial Analysis International 8 

Projects Branch in the Office of Nuclear Reactor 9 

Regulation at the NRC. 10 

  CHAIRPERSON NELSON:  Good afternoon.  My 11 

name is Robert Nelson.  I'm the acting Division 12 

Director for the Division of Policy and Rulemaking in 13 

the Office of Nuclear Reactor Regulation.  I'm also 14 

the Chairman for the Petition Review Board. 15 

  MEMBER MENSAH:  My name is Tanya Mensah.  16 

I'm the 2.206 coordinator in the Division of Policy 17 

and Rulemaking, Office of Nuclear Reactor Regulation. 18 

  MEMBER MATHARU:  May name is Singh 19 

Matharu.  I'm a senior electrical engineer.  I work in 20 

the Office of Nuclear -- in the NRR in the Electrical 21 

Branch. 22 

  MEMBER RUSSELL:  Okay.  We've completed 23 

introduction here at headquarters.  At this time, are 24 

there any NRC participants from headquarters on the 25 
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phone? 1 

  MEMBER PEDERSON:  Yes. 2 

  MEMBER RUSSELL:  Okay. 3 

  MEMBER PEDERSON:  This is Perry Pederson. 4 

 I'm with the Nuclear Security and Incident Response 5 

Office.  And I'm a cyber security expert. 6 

  MEMBER RUSSELL:  Thanks, Perry. 7 

  Hearing no more, are there any NRC 8 

participants from the regional office on the phone?  9 

And if so, can we start with Region I? 10 

  MEMBER GRAY:  Yes, Mel Gray is here from 11 

Region I, Division of Reactor Projects, a Branch 12 

Chief.  Go ahead. 13 

  MR. ROGGE:  And John Rogge, a Branch Chief 14 

in the Division of Reactor Safety. 15 

  MEMBER RUSSELL:  Okay.  Region III? 16 

  MEMBER DALEY:  Yes, this is Bob Daley.  17 

I'm a Branch Chief in the Division of Reactor Safety. 18 

  MEMBER RUSSELL:  Region IV? 19 

  MEMBER BLOUNT:  This is Tom Blount.  I'm 20 

Deputy Director for the Division of Reactor Safety in 21 

Region IV. 22 

  MEMBER RUSSELL:  Are there any 23 

representatives for the licensee on the phone? 24 

  (No response.) 25 
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  MEMBER RUSSELL:  Hearing none, Mr. 1 

Saporito, would you please introduce yourself for the 2 

record? 3 

  MR. SAPORITO:  Yes, my name is Thomas 4 

Saporito.  I am the senior consultant, Saprodani 5 

Associates based in Jupiter, Florida.  And I'm the 6 

Petitioner in this proceeding. 7 

  MEMBER RUSSELL:  Thank you. 8 

  It is not required for members of the 9 

public to introduce themselves for this call.  10 

However, if there any members of the public on the 11 

phone that wish to do so at this time, please state 12 

your name for the record. 13 

  (No response.) 14 

  MEMBER RUSSELL:  Hearing none, I'd like to 15 

emphasize that we each need to speak clearly and 16 

loudly to make sure that the Court Reporter can 17 

accurately transcribe this meeting.  If you do have 18 

something that you would like to say, please first 19 

state your name for the record. 20 

  For those dialing into the meeting, please 21 

remember to mute your phones to minimize any 22 

background noises or distractions.  If you do not have 23 

a mute button, this can be done by pressing the keys 24 

star-six.  To un-mute, press the star-six keys again. 25 
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 Thank you. 1 

  At this time, I'll turn it over to the PRB 2 

Chairman, Bob Nelson.  3 

  CHAIRPERSON NELSON:  Good afternoon.  And 4 

welcome to this meeting regarding the 2.206 Petition 5 

submitted by Mr. Saporito. 6 

  I'd like to first share some background on 7 

our process.  Section 2.206 of Title 10 of the Code of 8 

Federal Regulations describes the petition process, 9 

the primary mechanism for the public to request 10 

enforcement action by the NRC in a public process. 11 

  This process permits anyone to petition 12 

the NRC to take enforcement-type action related to NRC 13 

licensees or licensed activities.  Depending on the 14 

results of its evaluation, NRC could modify, suspend, 15 

or revoke an NRC-issued license or take any other 16 

appropriate enforcement action to resolve a problem. 17 

The NRC staff guidance for the disposition of 2.206 18 

petition requests is in Management Directive 8.11, 19 

which is publicly available. 20 

  The purpose of today's meeting is to give 21 

the Petitioner an opportunity to provide any 22 

additional information or support for the petition 23 

before the Petition Review Board's initial 24 

consideration and recommendation. 25 
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  This meeting is not a hearing nor is it an 1 

opportunity for the Petitioner to question or examine 2 

the PRB on the merits or the issues presented in the 3 

petition request.  No decision regarding the merits of 4 

this petition will be made at this meeting. 5 

  Following this meeting, the Petition 6 

Review Board will conduct its internal deliberations. 7 

 The outcome of this initial meeting will be discussed 8 

with the Petitioner. 9 

  The Petition Review Board typically 10 

consists of a chairman, usually a manager at the 11 

senior executive service level at NRC.  The Petition 12 

Review Board has a petition manager and a PRB 13 

coordinator.  Other members of the Board are 14 

determined by the NRC staff based on the content of 15 

the information in the petition request. 16 

  At this time, I would like to introduce 17 

the Board.  I am Bob Nelson, the Petition Review Board 18 

Chairman.  Andrea Russell is the petition manager for 19 

the petition under discussion today.  Tanya Mensah is 20 

the office's PRB coordinator. 21 

  Our technical staff includes Perry 22 

Pederson, cyber security specialist, Office of Nuclear 23 

Security and Instance Response, Division of Security 24 

Policy, Cyber Security and Integrate Response Branch, 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 

 1323 RHODE ISLAND AVE., N.W. 

(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 10

Singh Matharu, senior electrical engineer, Office of 1 

Nuclear Reactor Regulation, Division of Engineering, 2 

Electrical Engineering Branch, Mel Gray from Region I, 3 

Harold Christensen from Region II, Robert Daley and 4 

Julio Lara from Region III, and Tom Blount from Region 5 

IV. 6 

  As described in our process, the NRC staff 7 

may ask clarifying questions in order to better 8 

understand the Petitioner's presentation and to reach 9 

a reasoned decision whether to accept or reject the 10 

Petitioner's request for review under the 2.206 11 

process. 12 

  Now I'd like to summarize the scope of the 13 

petition under consideration and the NRC activities to 14 

date. 15 

  On August 13th, 2011, Mr. Saporito 16 

submitted to the NRC a petition under 2.206 regarding 17 

all licensees of the NRC.  In his request, Mr. 18 

Saporito identified the following areas of concern. 19 

  Mr. Saporito requests that the NRC take 20 

escalated enforcement action against all licensees of 21 

the U.S. NRC to include the following: 22 

  Suspend or revoke NRC licensees granted to 23 

each licensee for operation of the nuclear power 24 

plants in the United States; 25 
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  Issue a Notice of Violation with the 1 

proposed civil penalty in the amount of 100 million 2 

dollars; 3 

  Issue a Confirmatory Order to bring each 4 

licensee to cold shutdown until the following specific 5 

actions are completed and validated through NRC 6 

inspection activities; 7 

  Establish an affirmative action plan to 8 

meet a challenge where the respective electrical grid 9 

has been sabotaged by terrorists and rendered 10 

inoperative for an extended period of time; 11 

  Upgrade existing power backup systems to 12 

support nuclear reactor residual heat removal systems 13 

for a continuous 30-day period of time; 14 

  Establish security procedures for each 15 

plant operator's electric grid; 16 

  Install security hardware for each plant 17 

operator's electric grid; and 18 

  Establish a security force to protect each 19 

plant operator's electric grid from a terrorist attack 20 

as well as a cyber terrorist attack. 21 

  As the basis for this request, the 22 

Petitioner states that on August 13th, 2011, James 23 

Woolsey, the former United States Central Intelligence 24 

Agency Director reported via the Bloomberg News Agency 25 
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that the U.S. electric grid is extremely vulnerable to 1 

a terrorist attack and that there is no U.S. 2 

government agency charged with security and protection 3 

of the U.S. electric grid. 4 

  Petitioner also points out that Woolsey 5 

reported that the use of smart meters that allow 6 

utility companies to remotely control power taken from 7 

the electric grid allow terrorists the ability to 8 

remotely use a cell phone to take down the U.S. 9 

electric grid and that the ongoing nuclear disaster in 10 

Japan was caused by the failure of the electric grid 11 

in Japan, which resulted in a station blackout at the 12 

Fukushima Nuclear Plants. 13 

  Petitioner states that although the near-14 

term task force report recommends increasing backup 15 

power generation station battery capability at all 16 

U.S. nuclear power plants, the task force failed to 17 

adequately address the imminent threat of a cyber 18 

attack on the U.S. electric grid. 19 

  Allow me to discuss the NRC activities to 20 

date.  On August 26th, 2011, the petition manager 21 

contacted the Petitioner to discuss the 10 CFR 2.206 22 

process and to offer the Petitioner an opportunity to 23 

address the PRB by phone or in person.  The Petitioner 24 

requested to address the PRB by phone prior to its 25 
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internal meeting to make the initial recommendation to 1 

accept or reject the petition for review. 2 

  As a reminder for the phone participants, 3 

please identify yourself if you make any remarks as 4 

this will help us in the preparation of the meeting 5 

transcript that will be publicly available. 6 

  Thank you. 7 

  Mr. Saporito, I will turn the meeting over 8 

to you to allow you to provide any information you 9 

believe the PRB should consider as part of its 10 

petition.  Mr. Saporito? 11 

  MR. SAPORITO:  All right.  Thank you, Mr. 12 

Chairman.  And, again, for the record, my name is 13 

Thomas Saporito.  I'm the senior consultant with 14 

Saprodani Associates.  And we're the Petitioner in 15 

this proceeding. 16 

  Before I get into the heart of the matter 17 

here, let me just preface my statements on this 18 

record, because it is a public record, to state that 19 

under NRC Management Directive 8.11, all comments made 20 

today on this public record are to be considered by 21 

the NRC Petition Review Board members today with the 22 

same weight and effect as if I had placed these 23 

comments in writing with the original petition, which 24 

was filed with the NRC on August 13th, 2011. 25 
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  So all these comments that I make on the 1 

record in this record transcript are required to be 2 

reviewed by this Petition Review Board panel after the 3 

court reporter transcribes them. 4 

  Second of all, as the Chairman briefly 5 

touched upon the references made to James Woolsey, the 6 

former CIA Director for the United States, I would 7 

like this record to reflect that the petition at page 8 

405[4 of 5] states and references one of our web pages 9 

as http://saprodani-associates.com/Grid.html.   10 

  And that particular web page is active on 11 

our website.  And that was referred to and referenced 12 

to in the petition.  And, therefore, I would like the 13 

court reporter, at the court reporter's convenience, 14 

to play that audio portion of that videotape into this 15 

official record because I want that testimony or those 16 

comments from the CIA Director placed into this record 17 

in their entirety. 18 

  All right.  So as a general preface for 19 

this meeting today, let me state for the record the 20 

NRC's regulatory oversight -- and this is from the 21 

NRC's website specifically, the NRC regulates civilian 22 

use of nuclear material, including power plants. 23 

  The NRC's mission: 24 

  1.  To protect public health and safety; 25 
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  2.  Promote common defense and security; 1 

and 2 

  3.  Protect the environment. 3 

  With that mission statement, the Congress 4 

of the United States empowered and mandated that the 5 

NRC has jurisdiction in the matters that were brought 6 

under this petition today, under 10 CFR 2.206, because 7 

these matters I have discussed in the petition in 8 

writing and the matters I will supplement today 9 

through my testimony on this public record, are 10 

relevant to and/or specifically addresses not only 11 

public health and safety but the common defense of 12 

security to the United States of America.  And it also 13 

addresses the protection of the environment as a 14 

whole. 15 

  As you will see, the testimony or rather 16 

the statements made in the petition and in this 17 

testimony I'm giving today will outline for the NRC's 18 

Petition Review Board a dire scenario, far adverse 19 

than the scenario played out at the Fukushima nuclear 20 

disaster, which is currently ongoing.  We still have 21 

three nuclear reactors in a full meltdown scenario.  22 

They are still spewing radioactive materials all over 23 

the world. 24 

  But this scenario I'm about to address is 25 
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a hundred, perhaps a thousandfold worse than that 1 

nuclear accident which has come to fruition 2 

unfortunately.  Here we have the possibility of 3 

multiple nuclear reactors melting down across the 4 

United States at the same time.  And that scenario 5 

would most likely have been initiated by a terrorist 6 

attack upon the United States of America. 7 

  First of all, let's talk about an opening 8 

statement by the Honorable Ed Whitfield.  This was 9 

made to the United States in the United States 10 

Congress on May 31st, 2011.  And the NRC has access to 11 

the document.  I would ask that the entirety of the 12 

document be placed in the record. 13 

  But I'm just going to take two specific 14 

highlights out of this or three specific highlights 15 

for this record.  He states that a secure grid -- and 16 

he's talking about the United States electric grid -- 17 

he says a secure grid is of the utmost importance for 18 

our national security and our national economic 19 

interests. 20 

  The grid is vital to all aspects of 21 

American life.  The daily lives of all Americans are 22 

powered by the electricity powered by the electric 23 

grid, the disruption of which could cut off the supply 24 

of electric power to our homes, hospitals, schools, 25 



 

 NEAL R. GROSS 
 COURT REPORTERS AND TRANSCRIBERS 

 1323 RHODE ISLAND AVE., N.W. 

(202) 234-4433 WASHINGTON, D.C.  20005-3701 www.nealrgross.com 

 17

offices, farms, and factories. 1 

  Cyber security threats and vulnerabilities 2 

to the electric grid have increased in recent years 3 

and were the subject of several hearings in the 110th 4 

and 111th Congresses.  There is evidence that bad 5 

actors -- and he's talking about terrorists -- have 6 

conducted cyber probes of the U.S. grid systems.  And 7 

that cyber attacks have been conducted against 8 

critical electric infrastructure in other countries. 9 

  And finally, he says this past February -- 10 

that's February of this year, 2011 -- a cyber attack 11 

dubbed "Night Dragon," which is believed to have 12 

emanated from China, targeted the critical 13 

infrastructure of energy and petrochemical companies. 14 

 The Night Dragon attack was not overly sophisticated, 15 

but was nevertheless successful in breaching the 16 

computer systems of key assets. 17 

  Next I want to talk about Mr. Woolsey, the 18 

former CIA statements made in that video, which I 19 

referenced to, which is on our website, which I have 20 

placed into the record today -- and essentially he 21 

talked about from the year 2000 to the year 2004, 22 

there was approximately 149 significant power outages 23 

related to the electric grid.  And that from 2005 to 24 

2009, there were 349, substantial and significant 25 
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increases of major significant power outages, you 1 

know.  And he sums it and says that approximately 180 2 

billion dollars in related costs. 3 

  He talked about the smart grids and the 4 

smart meters that the power companies, including 5 

Florida Power and Light Company here in Florida where 6 

I live, they're putting all over residential 7 

neighborhoods and businesses.  In his CIA, Mr. Woolsey 8 

states that, you know, terrorists can hack into these 9 

things and just cause disruptions to the electric grid 10 

because they have access through these power meters 11 

and apparently certain other devices which comprise 12 

this so-called smart grid which he calls it, it's a 13 

dumb grid because of this facet that allows terrorists 14 

access. 15 

  He talked also about an attack referenced 16 

by -- in June 9th, 2011, this year, by the current CIA 17 

Director, Leon Panetta, he testified to Congress about 18 

the terrorists, you know, have the capabilities to 19 

hack into our electric grid through a cyber attack and 20 

disrupt the electric systems across the country at any 21 

point. 22 

  And Woolsey also says that the electric 23 

grid, you know it's not properly monitored, you know. 24 

 It's monitored to a certain degree but it is not 25 
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properly monitored.  And that the Department of Energy 1 

for the United States has no authority over the 2 

electric grid.  In fact, that no federal agency to 3 

date has security authority over the grid. 4 

  You have certain government agencies that 5 

have certain authorities and responsibilities for the 6 

reliability of the grid.  But he specifically says no 7 

federal agency to date has security authority for the 8 

electric grid.  And that's very alarming. 9 

  According to Woolsey, the former CIA 10 

Director, hackers or terrorists have left malware -- 11 

placed and left malware already in the United States 12 

electric grid which can be remotely triggered at any 13 

point in time whenever they plan to harm the United 14 

States.  And that the grid is extremely and 15 

extensively vulnerable to these types of attacks. 16 

  He also talks -- there is also a 17 

discussion about, you know, there's like four sectors 18 

across the United States, which our electric grid is 19 

currently divided in.  And he talks about concerns 20 

about the interaction with Canada and the United 21 

States.  So our electric grids have a common 22 

interconnect point. 23 

  So, you know, there is concern that there 24 

could be a terrorist in Canada, which could take out 25 
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the United States electric grid or vice versa -- 1 

terrorist attack in the United States, which could 2 

take out the Canadian electric grid.  And these are 3 

serious, serious issues which have to be addressed by 4 

some federal agency. 5 

  And today I'm saying that it is the United 6 

States Nuclear Regulatory Commission because, like I 7 

said earlier, part of the NRC's mission statement is 8 

the promotion and common defense and security of the 9 

United States.  And the electric grid is the heart of 10 

the common security and defense of the United States 11 

because if you take out the electric grid, you take 12 

out Wall Street and the financial sector and the means 13 

for the United States to implement its radar systems 14 

and defense systems to stave off a terrorist attack, 15 

then we're in serious, serious trouble. 16 

  And overview of the problems with the 17 

United States electric grid in 2003, in Cleveland, 18 

Ohio, there was apparently a power line -- and when I 19 

say power line, these are the high-voltage 20 

transmission lines that crisscross the United States, 21 

apparently one sagged into a tree.  You know in the 22 

summertime, these wires heat up because of the current 23 

flowing through them and because of the ambient 24 

temperature where they're strong [strung] and they 25 
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sag. 1 

  Well, apparently it touched into a tree 2 

and it grounded out, short circuited to an earth 3 

ground, and it took out a large portion of the grid in 4 

the United States.  Fifty million people in the United 5 

States were effect [affected] in the Midwest and the 6 

northeastern part of the United States.  That's a 7 

tremendous amount of people from one incident. 8 

  Within five years, in 2008, February of 9 

2008, Florida Power and Light Company, right here in 10 

Florida, there was an engineer working at one of the 11 

substations at Florida Power and Light in south 12 

Florida, near Miami area, and he violated a procedure, 13 

a maintenance procedure. 14 

  And it resulted in a fire at the 15 

substation and a disruption to the high voltage power 16 

lines again, the transmission lines.  And it caused an 17 

unbalance of power and it took out the two nuclear 18 

plants -- the Turkey Point Nuclear Plants, Units 3 and 19 

4.  They scrammed.  They shut off.  They automatically 20 

tripped off line. 21 

  That was a major disruption for people 22 

here living in Florida, south Florida, three million 23 

people suffered the adverse effect of losing that much 24 

power. 25 
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  And then I should have back up there 1 

because between 2003 and 2008, an incident in 2005 2 

caused a major power outage in the Los Angeles area.  3 

And most recently, September 9th, 2011, that's just a 4 

couple of weeks ago, right, six million people were 5 

effected [affected] from a huge blackout caused by a 6 

utility worker working for the Arizona Public Service 7 

Company. 8 

  He was apparently doing some maintenance 9 

with the capacitor Bank and it disrupted the electric 10 

grid.  And six million people were effected 11 

[affected].  In fact, it was so severe that the grid -12 

- this happened in Arizona, mind you, but the grid in 13 

California -- which they're all interconnected and 14 

they all cross the United States -- it caused two 15 

nuclear power plants to automatically trip off line.  16 

They scrammed two nuclear power plants in this event. 17 

  So there's no single point in the United 18 

States which is unaffected by any point of the United 19 

States electric grid.  And that's why this problem is 20 

so serious because you have approximately four 21 

quadrants of grid where the grid is, I believe, to be 22 

monitored.  But the grid is -- it's just like a big 23 

spider web.  And it's old.  And it hasn't been 24 

upgraded in decades. 25 
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  And it is so vulnerable just from, you 1 

know, a power line sagging into the tree, you could 2 

take out millions and millions -- tens of millions of 3 

people of power.  What could a terrorist attack do 4 

with a cell phone hacking into the smart grid piece of 5 

equipment? 6 

  Now if you extend that threat, you know, 7 

all the terrorist has to do -- the terrorist doesn't 8 

have to apply for employment with Florida Power and 9 

Light Company or Arizona Public Service Company or any 10 

of the nuclear utilities licensed by the NRC to gain 11 

access to a nuclear power plant to do harm to America. 12 

 Nope, the terrorist doesn't even have to gain access 13 

to the power plant. 14 

  All the terrorist has to do is plan their 15 

attack as safe distance from the nuclear plant and at 16 

 any point of the grid, the transmission lines, the 17 

high voltage, the 22,0000 kilovolt line.  And if they 18 

take out any portion of the grid, they are likely to 19 

take out multiple nuclear reactors for an extended 20 

period of time. 21 

  Now I'm certain that all the members of 22 

the NRC's Petition Review Board here today are keenly 23 

aware that terrorist organizations, such as Al-Qaeda, 24 

they usually plan their attacks to act in groups of 25 
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three.  So they have three simultaneous attacks 1 

occurring during their stage of attack or their 2 

initial attack. 3 

  So what that means is if a terrorist 4 

organization were to plot against the United States of 5 

America, and specifically plan on taking down the 6 

United States electric grid, they would do it in three 7 

distinct areas of the United States.  One in the 8 

Midwest, one in the northeast, and one in the 9 

southwestern area of the United States. 10 

  You could take down the entire country.  11 

You could take down the entire country and probably 12 

Canada because it is interconnected.  And all they 13 

would have to do is take down significant points along 14 

the grid.  You know it's not hard to do.  It happened 15 

because a tree branch sagged -- I mean a power line 16 

sagged into a tree branch. 17 

  It happened most recently because a 18 

utility worker for APS messed up a maintenance 19 

procedure involving a capacitor.   It happened a 20 

couple of years ago because a Florida Power and Light 21 

engineer failed to follow a procedure at a substation. 22 

  So this terrorist threat, this threat to 23 

our country's national security, common defense, and 24 

excellent economy is probably the most serious threat 25 
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that the NRC will ever be challenged to acknowledge, 1 

resolve through affirmative and timely action. 2 

  Now even if there were no terrorist 3 

attacks, you could have similar threat from the acts 4 

of God such as hurricanes, tornados, and earthquakes, 5 

where the electric grid is disrupted in one or more 6 

areas, even at the same time.  You can have an 7 

earthquake in Virginia, just like we had in August, 8 

and you can have a hurricane down here in south 9 

Florida, and you can have tornados spawn off of that 10 

and go across several states. 11 

  Again, if the transmission lines are taken 12 

down, even a substation, you can effect [affect] 13 

multiple nuclear reactors at the same time.  And you 14 

can have multiple nuclear meltdowns occurring at the 15 

same time, which would not be able -- which the 16 

utility would not be able to regain control of because 17 

the NRC's task force's recent evaluations of such an 18 

event where a nuclear power plant loses off-site power 19 

was not sufficient. 20 

  That's what happened in Japan.  You had an 21 

earthquake followed a by tsunami, a huge wave.  And 22 

what happened was they lost off-site power.  They lost 23 

the grid which feeds power to the Fukushima Nuclear 24 

Power Plant.  And when they lost power, their 25 
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emergency diesel generators initially started.  But 1 

then immediately shut down when the water took away 2 

the fuel supply for the diesel generators.  And the 3 

power plants were left with no power to run the 4 

cooling water pumps to keep the reactor cores cool. 5 

  Well, here in the United States, we have 6 

23 of the same reactor designs, the Mark I, which are 7 

boiling water reactors.  In addition to that, we have 8 

a total of some 104 nuclear reactors in the country, 9 

all of which require a constant supply of alternating 10 

current, a constant supply of power to power-critical 11 

cooling water pumps to keep the fuel by the nuclear 12 

reactor from melting down like what is currently going 13 

on in Japan. 14 

  And unless the NRC addresses the issue 15 

head on and resolves it, sooner rather than later 16 

we're going to have one or more nuclear power plants 17 

melting down in an uncontrolled situation in the 18 

United States. 19 

  Now the task force, like I talked about 20 

earlier, insufficiently addressed this issue because 21 

they said well, you know, when you lose off-site 22 

power, then your diesel generators come on.  If you 23 

lose your diesel generators, then you have battery 24 

backups.  So because of Japan's nuclear incident, 25 
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these battery backups aren't sufficient. 1 

  We should increase the amount of battery 2 

backup power available to support residual heat 3 

removal from these nuclear reactors.  Well, you know, 4 

that's good that they did that.  But that doesn't even 5 

come close to protecting the common defense and 6 

security of the United States, to protecting public 7 

health, and safety, and to protecting the environment 8 

from the consequences of a severe nuclear accident and 9 

meltdown. 10 

  What we need here is we need the NRC to 11 

take enforcement action, vis-a-vis this petition, and 12 

require every licensee of the United States Nuclear 13 

Regulatory Commission who operates a nuclear reactor 14 

in the country to upgrade their nuclear power plant so 15 

that if there was a terrorist attack or an act of God, 16 

which causes the electric grids to be taken out of 17 

service for an extended period of time, then each 18 

nuclear power plant can provide emergency backup power 19 

for a period of time no less than 30 days. 20 

  And 30 days is a good ballpark number.  It 21 

probably should be more.  But 30 days would be a good 22 

start because if you have a terrorist attack, if you 23 

have multiple attacks on the United States electric 24 

grids and significant damage -- because if you take 25 
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out the electric grid, you are going to cause 1 

disruptions to not only to the grid itself but you 2 

could cause explosions at substations, you are going 3 

to have multiple nuclear plants taken down 4 

simultaneously.  And this type of destruction could 5 

require a lot longer period of time than 30 days to 6 

bring it back on line. 7 

  So it is my understanding that the 8 

majority, if not all, the nuclear power plants in the 9 

United States have a fuel supply, diesel fuel of one 10 

week and no more.  So if in the event there was a 11 

serious terrorist attack and we lost major portions of 12 

the electric grid to the extent that these nuclear 13 

reactors would have to be supplied by on-site 14 

emergency diesel backup power systems, those systems 15 

may have to operate for 30 days or more. 16 

  And even though they have a seven-day 17 

supply and some plants may be able to supplement that 18 

supply, you know if they bring in a tanker to refuel 19 

it, other plants may not.  For instance, the Turkey 20 

Point Nuclear Plants are way extended on a peninsula 21 

down there near Biscayne Bay.  So a serious terrorist 22 

attack in that area could prevent refueling activities 23 

for those diesel generators. 24 

  Or you get a good hurricane down there and 25 
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an act of God could take away access to that power 1 

plant for an extended period of time beyond the fuel 2 

supplies that FPL currently has on store at Turkey 3 

Point.  So these considerations need to be seriously 4 

undertaken by the Petition Review Board because right 5 

now the United States is very vulnerable. 6 

  And that's why I've requested that the NRC 7 

take immediate action to bring all these nuclear power 8 

plants to a cold shutdown mode of operation because as 9 

the record already shows here, you know, the former 10 

CIA Director along with the current CIA Director, both 11 

have affirmed that terrorist cyber attacks are real, 12 

they are now, they are currently happening now.  And, 13 

in fact, the Defense Department has been attacked, the 14 

CIA computers have been attacked through Defense 15 

contractor computer systems.  And there have been 16 

malware planted on our electric grid already.  And 17 

it's not a matter of if but a matter of when the 18 

terrorists will hit us again. 19 

  The electric grid itself is massive.  And 20 

it is a mess.  It hasn't been seriously -- it wasn't 21 

seriously designed in the mind frame of being so 22 

interconnected across the entire country.  It just was 23 

piecemealed together over decades and decades and 24 

hasn't been properly maintained.  And is very 25 
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vulnerable, as I've already testified to here, to all 1 

these outages that currently go on day after day. 2 

  So what the NRC needs to do since there is 3 

no government agency that has authority over the 4 

electric grid except for the NRC because the NRC has 5 

authority over its licensees.  And the NRC can order 6 

its licensees to maintain each licensee's portion of 7 

the electric grid.  And that's what I'm asking for in 8 

this petition. 9 

  I'm asking the NRC, under its authority 10 

under 10 CFR Part 50, to require, through confirmatory 11 

order, that each licensee take the steps that I've 12 

outlined in this petition.  You know we need to have 13 

an affirmative action plan to meet the challenges 14 

where each licensee's electric grid has been sabotaged 15 

by terrorists and rendered inoperative for an extended 16 

period of time for 30 days or greater. 17 

  How is the licensee going to deal with 18 

that situation?  The NRC should require them to put 19 

those procedures in place so that the NRC can review 20 

that action plan, put it in the NRC's reactor 21 

oversight process so that quarterly inspections could 22 

be done on that program. 23 

  The NRC should require each licensee to 24 

upgrade their existing station's backup system to 25 
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support nuclear reactor residual heat removal system 1 

for a continuous 30-day period of time, which I've 2 

talked about, and establish security procedures.  Each 3 

plant operates its electric grid, you know?  How are 4 

you going to protect your grid? 5 

  NRC should require each licensees to 6 

outline, in writing, through procedures, how each 7 

licensee is going to protect their portion of the 8 

electric grid.  Are they going to have security 9 

patrols?  Are they going to mount cameras on each 10 

electric pole that supports the power lines so that 11 

they can monitor -- they do that in England.  England 12 

has cameras everywhere, probably even in the public 13 

restroom. 14 

  We need to put some more cameras up in 15 

this country.  You know you should have cameras across 16 

the electric grid.  Every foot of the electric grid 17 

should be monitored by cameras.  The NRC should 18 

require the licensee to take these types of security 19 

measures. 20 

  You can have patrols.  You can have 21 

security monitoring.  And they could be remotely 22 

monitored at the nuclear plant itself.  The operators 23 

are there 7/24.  That could be part of their job.  24 

Mount the display in the control room at each nuclear 25 
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plant.  And they could see the entire grid.  That's 1 

very feasible. 2 

  It's something that needs to be done.  And 3 

that's what I talked about in the petition where it 4 

says install security hardware for each plant 5 

operator's electric grid.  And a security task force 6 

to protect the grid from a physical as well as a cyber 7 

terrorist attack.  How is each licensee going to 8 

protect its plant from a cyber attack? 9 

  You know you have all this digital 10 

equipment now.  And, you know, the NRC is even 11 

considering -- unbelievably but the NRC is even 12 

considering authorizing the construction of new 13 

nuclear power plants in this country and digital ones 14 

so that, you know, everything is digital instead of 15 

analog. 16 

  Well, the current plants, they're all 17 

antiques.  But even so, they've been upgraded over the 18 

years and a lot of this instrumentation now is 19 

digital.  You have microprocesses -- 20 

  CHAIRPERSON NELSON:  Mr. Saporito? 21 

  MR. SAPORITO:  Yes? 22 

  CHAIRPERSON NELSON:  Mr. Saporito? 23 

  MR. SAPORITO:  Yes? 24 

  CHAIRPERSON NELSON:  I'm going to ask you 25 
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to wrap up in ten minutes please. 1 

  MR. SAPORITO:  Hello? 2 

  CHAIRPERSON NELSON:  Mr. Saporito, can you 3 

hear me? 4 

  MR. SAPORITO:  Yes, go ahead. 5 

  CHAIRPERSON NELSON:  This is Mr. Nelson, 6 

Chairman of the Review Board. 7 

  I'm going to ask you to wrap up your 8 

discussion in ten minutes so that we have opportunity 9 

for the staff to ask any questions.  And if there's 10 

any members of the public who have joined the line, to 11 

ask any questions that they may have.  So please ten 12 

more minutes, sir. 13 

  MR. SAPORITO:  Yes, okay.  Thank you for 14 

that cough [clock] reminder there. 15 

  So it is the NRC's responsibility under 16 

their own mission statement and under the 17 

Congressional mandate to protect public health and 18 

safety, to protect the environment, and most 19 

importantly to protect the security and common defense 20 

of the United States of America through its authority 21 

over its licensees. 22 

  And each licensee owns a section of the 23 

grid.  And the NRC should find out -- require them to 24 

document what portion of the grid they -- how many 25 
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miles of grid do they own?  Where does it go?  From 1 

Point A to where?  And how is it being protected? 2 

  And then put that in procedures and put 3 

that into the NRC's reactor oversight inspection 4 

process so that the public can be protected in these 5 

areas.  Right now we are very vulnerable to a 6 

terrorist attack and to an act of God, which would 7 

take down a major portion of this electric grid and 8 

cause multiple nuclear meltdowns at the same time, 9 

which would be a very dire scenario, similar to what 10 

happened in Fukushima, Japan. 11 

  And with that, I will end my statements 12 

today.  And stay on this line to answer questions from 13 

the Petition Review Board and/or the public who may be 14 

on this phone call. 15 

  Thank you. 16 

  CHAIRPERSON NELSON:  Mr. Saporito, this is 17 

Mr. Nelson again.  Before I open the agenda to 18 

comments or questions, I want to address your early 19 

request to have the audio from the video on the 20 

website included in the transcript of this proceeding. 21 

 We're not going to do that.  The transcript of the 22 

proceedings is a transcript of these actual 23 

proceedings.  If you wish to have that audio 24 

transcript submitted, you may do so by supplementary -25 
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- by supplementing your petition to the EDO. 1 

  MR. SAPORITO:  Well, then, if that's going 2 

to be the NRC's position, then I'll request that the 3 

NRC Petition Review Board members go to that website 4 

page, which is stated in the petition itself, as part 5 

of the petition, and watch that video themselves. 6 

  CHAIRPERSON NELSON:  We have that 7 

information, sir.  Thank you. 8 

  MR. SAPORITO:  Yes, well the request -- 9 

the request -- 10 

  CHAIRPERSON NELSON:  I understand. 11 

  MR. SAPORITO:  -- is for the Petition 12 

Review Board panel members to watch it. 13 

  CHAIRPERSON NELSON:  I understand.  I 14 

understand your request, sir. 15 

  Okay.  Are there any questions from 16 

members of the Petition Review Board? 17 

  (No response.) 18 

  CHAIRPERSON NELSON:  Any of the Petition 19 

Review Board members on the phone have any questions? 20 

  MEMBER PEDERSON:  I think I understand the 21 

-- 22 

  CHAIRPERSON NELSON:  Could you identify 23 

yourself please? 24 

  MEMBER PEDERSON:  -- information that has 25 
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been presented thus far.  And I don't have any 1 

questions at this time. 2 

  CHAIRPERSON NELSON:  Could you identify 3 

yourself please? 4 

  MEMBER PEDERSON:  This is Perry Pederson 5 

from NSIR. 6 

  CHAIRPERSON NELSON:  Thank you, Mr. 7 

Pederson. 8 

  Any other comments or questions from 9 

members of the Board? 10 

  MEMBER BLOUNT:  This is Tom Blount from 11 

Region IV.  No questions. 12 

  CHAIRPERSON NELSON:  Okay.  Thank you very 13 

much. 14 

  We did not note any other members of the 15 

public on the phone when we started the meeting.  16 

However, if any have joined us, before I conclude the 17 

meeting, I'd like to make [take] the opportunity to 18 

provide comments regarding the petition or ask 19 

questions about the 2.206 process.  However, as I 20 

stated at the opening, the purpose of this meeting is 21 

not to provide an opportunity for the Petitioner or 22 

the public to question or examine the PRB regarding 23 

the merits of the petition request. 24 

  Are there any members of the public who 25 
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have a question or a comment? 1 

  (No response.) 2 

  CHAIRPERSON NELSON:  Hearing none, Mr. 3 

Saporito, thank you for taking the time to provide the 4 

NRC staff with clarifying information on the petition 5 

you've submitted. 6 

  Before we close, does the court reporter 7 

need any additional information for the meeting 8 

transcript? 9 

  COURT REPORTER:  This is the court 10 

reporter.  I'll just ask Ms. Russell to send me -- I 11 

believe she said there is a sign-in sheet that's 12 

possible to be sent by email? 13 

  MEMBER RUSSELL:  Yes, I can send that to 14 

you. 15 

  COURT REPORTER:  Thank you, ma'am. 16 

  That's all, sir.  Thank you, Mr. Nelson. 17 

  CHAIRPERSON NELSON:  Thank you very much. 18 

  With that, this meeting is concluded and 19 

we'll be terminating the phone connection. 20 

  (Whereupon, the above-entitled conference 21 

call was concluded at 3:47 p.m.) 22 

 23 
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