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The U.S. Nuclear Regulatory Commission (NRC) published for comment the subject proposed
rule regarding enhanced weapons, firearms background checks, and security event
notifications. GE Hitachi Nuclear Energy ("GEH") provides comments below on the proposed
rule provisions related to security event notifications. In addition, comments below address
related guidance in DG-5019.

NRC Propose Rule, "Enhanced Weapons, Firearms Background Checks, and Security
Event Notifications," Docket NRC-2011-0018

General Comments

The NRC states that it is proposing clarifying changes to security event notification
regulations "to improve regulatory clarity and licensee implementation of the requirements"
(76 Fed. Reg. 6202). GEH supports this goal. However, the organization and wording of the
proposed changes to 10 CFR 73.71 and Appendix G to 10 CFR Part 73 create a requirement
which could result in unnecessary disclosure of classified information-related security events
to individuals without a need-to-know and also appears to introduce inconsistencies with
other existing regulations, in particular 10CFR95.57.
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With respect to question "E" at 76 Fed. Reg. 6209 ("Should the requirements for reporting and
recording security events be consolidated into a single section of part 73?"), GEH generally
supports consolidation of reporting of safeguards events, i.e., events involving materials and
information which are the subject of 10 CFR Part 73, into a single section of Part 73 since this
could reduce redundant (and thus potentially confusing or conflicting) language. However,
GEH does not support the inclusion of reporting and recording of classified information-
related security events into Part 73 for the reason that such consolidation of reports and
records is in conflict with the general need-to-know requirements for access to security-
related, safeguards, and classified information. In addition, for any such consolidation that
would include classified information event reporting, the NRC would need to address
requirements regarding classified information reporting currently set forth in 10 CFR 95.57.

Specific Comments

(1) The preamble of the proposed Appendix G is a differently organized restatement of the
requirements of a portion of the proposed 10 CFR 73.71. Since it is both incomplete and
redundant, GEH supports its deletion.

(2) The word "contraband" as used in the proposed Appendix G, Section I, paragraphs (c) and
(f), is not defined in either the existing or proposed Part 73 except in the context of
language such as 10 CFR 73.55(l)(ii)(B): "Search vehicles and materials for contraband or
other items which could be used to commit radiological sabotage...." Licensees may
have chosen to define for their facilities a set of items locally deemed contraband to
include items, such as cell phones and cameras, which are not the subject of the intent of
the NRC use of the word "contraband." The NRC explains that some items are considered
contraband when they are located at a nuclear facility, but not when they are away from
the facility (e.g., guns and ammunition) (76 Fed. Reg. 6215). GEH recommends that the
NRC consider adding a clarifying definition of "contraband," for which the existing and
proposed notification requirements are intended, in 10 CFR 73.2 or 73.71. A definition in
the "Glossary" and a useful clarification are included in the NRC's Draft Regulatory Guide,
DG-5019, "Reporting and Recording of Safeguards Events", Revision 1:

Contraband-materials banned from a protected area, vital area,
material access area, or controlled access area. Contraband consists
of unauthorized firearms, explosives, and incendiary devices that can
be used to commit acts of sabotage as specified under Section 236 of
the Atomic Energy Act of 1954, as amended (AEA) (42 U.S.C. § 2284).
Contraband may be carried or concealed on personnel or in packages,
materials or vehicles. [See pg. 57.]

The NRC staff considers contraband to be unauthorized weapons,
explosives, or incendiaries. Licensees and certificate holders may also
identify "prohibited items" under their facility procedures. The staff
considers contraband items and prohibited items as separate
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categories. Licensees and certificate holders are not required under
these regulations to report attempted or actual introduction events
involving prohibited items. In addition, items that are possessed by
authorized persons for authorized purposes inside of the facility should
not be considered contraband. For example, weapons possessed by
the facility's security personnel as part of their official duties, weapons
possessed by sworn law enforcement personnel visiting the facility,
squib valves used in certain types of reactors, or explosives intended
for authorized and controlled demolition or construction activities at
the facility should not be considered contraband. [See Pg. 17.]

(3) The proposed Appendix G, Section I, paragraph (j), Loss or theft of classified information,
as worded, is inconsistent with a similar existing requirement in 10 CFR 95.57(a) and (b). In
particular, the proposed Appendix G, I(j) text imposes a one-hour notification for loss of
classified information on certain licensees whereas 10 CFR 95.57(b) requires that such an
event of a loss of classified information only be recorded in a written log by the facility
clearance holder, with a copy of the log provided to the NRC on a monthly basis. In
addition, certain holders of facility security clearances may not necessarily be subject to
the provisions of 10 CFR Part 73 cited in the proposed 10 CFR 73.71(c) and (d) and the
preamble to the proposed Appendix G to Part 73.

In a public meeting held June 1, 2011, the NRC stated it did not intend that the proposed
rule result in duplicative requirements and, if Part 95 applies, then reporting requirements
of 10 CFR 73.71 are not applicable. However, it appears that the proposed rule imposes
additional requirements. Section 73.1, "Purpose and Scope," provides that Part 73
requirements are in addition to other requirements and obligations, such as those in Part
95:

10 CFR 73.1(a)(4) Special nuclear material subject to this part may also be
protected pursuant to security procedures prescribed by the Commission
or another Government agency for the protection of classified materials.
The provisions and requirements of this part are in addition to, and not in
substitution for, any such security procedures. Compliance with the
requirements of this part does not relieve any licensee from any
requirement or obliqation to protect special nuclear material pursuant to
security procedures prescribed by the Commission or other Government
aqency for the protection of classified materials. [Emphasis added.]

If it is not the intent of the NRC to impose additional and more restrictive reporting
requirements related to a loss of classified information, then the NRC should delete or
reconsider certain language in the proposed rule. GEH recommends the following:

* requirements for notifications to the NRC of classified information security events
be solely identified in 1OCFR Part 95, as it is a more appropriate location for such
requirements and such location improves regulatory clarity, and
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the proposed Appendix G, Section I, paragraph (j) not be included in the final Part
73 rule.

(4) Similarly, proposed 10 CFR 73.71(k) and proposed Appendix G, Section IV, paragraph (c),
Loss of control or protection of classified information, as worded, are inconsistent with
existing requirements in 10CFR95.57(b). Further, the requirement in the proposed
10CFR73.71(k) and the proposed Appendix G, IV(c) for recording in the licensee's
safeguards event log and the resulting commingling of information related to Part 73
safeguards events and Part 95 classified information-related security events is
inconsistent with the general requirement for need-to-know access to information
regarding classified information security events. The proposed rule should not increase
visibility to the NRC of classified information and is better controlled by existing Part 95
requirements. GEH recommends the following:

* requirements for recording of classified information security events be solely
identified in 1OCFR Part 95, as it is a more appropriate location for such requirements
and such location improves regulatory clarity, and

* the proposed Appendix G, Section IV, paragraph (c),.not be included in the final Port
73 rule.

(5) The purpose of the three (3) words "classified material containing" in the proposed
Appendix G, Section IV, paragraph (d), Loss of control or protection of Safeguards
Information, is unclear. GEH recommends that those three (3) words be deleted from the
final paragraph (d).

GEH Comments re Draft Regulatory Guide, DG-5019, "Reporting and Recording of
Safeguards Events", Revision 1, January 2011, NRC-2011-0014

General Comments

Sections of the proposed revision to the Regulatory Guide (RG) which quote requirements
contained in 10 CFR Part 73 are generally redundant. The value of including the text of the
regulations directly within the text of the guidance is not clear. As an alternative, the
applicable regulations could be provided in an appendix to the RG.

Specific Comments

(1) Above, GEH provides several comments to the NRC regarding the changes to 10 CFR Part
73. These comments included the recommendation that reporting and recording of
classified information-related security events not be commingled with the reporting and
recording of safeguards events, which are security events related to the primary
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requirements of 10 CFR Part 73, for the protection of nuclear facilities and materials.
Consistent with this recommendation, GEH recommends that the final Revision 2 to RG
5.62, section 2.3.1 and section 2.4.1 (both of which simply quote portions of the proposed
rule), not include their respective paragraph (j), Loss or theft of classified information.
Similarly, the proposed paragraph 2.3.2.x should be deleted.

(2) In section 2.5.2 of DG-5019, Rev. 1, the proposed examples of events characterized as
requiring notification to the NRC under 10 CFR 73.71(e) and paragraph II of Appendix G,
include attempts to gather classified information in sub-paragraph d. GEH recommends
that classified information-related security events be addressed within 10 CFR Part 95
and its associated guidance and not commingled with safeguards events reporting. GEH
thus recommends deleting "classified information," from 2.5.2.d.

(3) In section 5.1 of DG-5019, Rev. 1, consistent with comments above, GEH recommends
that the final Revision 2 of RG 5.62 in §5.1 not include sub-paragraph (c), Loss of control
or protection of classified information.

(4) In section 5.1 of DG-5019, Rev. 1, GEH recommends the deletion of the three (3) words
"classified information containing" in the proposed sub-paragraph (d), Loss of control or
protection of Safeguards Information.

(5) In section 5.3 of DG-5019, Rev. 1, consistent with comments (1), (2), and (3) above, GEH
recommends that the final Revision 2 of RG 5.62 in §5.3 not include sub-paragraph (t),
"loss of control or protection over classified information...".

Please contact me if you have any questions regarding these comments.

Sincerely,

Patricia L. Campbell

CC: R. Beall (NRC)
P. Brochman (NRC)
L. Engle (GEH)
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