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1. INTRODUCTION

Regulatory Guide 1.152 (Ref. 1) Regulatory Positions 2.1 to 2.5 require that the digital safety system
development process should identify and mitigate potential security vulnerabilities in each phase of the
digital safety system life cycle.

The secure development and operational environment for the generic SPINLINE 3 digital safety
instrumentation & control (I&C) platform software and the application software development life cycle is
described in Rolls-Royce document 3 013 962 A (Ref. 2), which also defines the process to be used by
Rolls-Royce for conducting a vulnerability analysis in compliance with the requirements of Regulatory
Guide 1.152.

This vulnerability assessment addresses the SPINLINE 3 development environment at the Rolls-Royce
factory in Meylan, France. There currently is no SPINLINE 3 development environment at the Rolls-Royce
factory in Huntsville, Alabama; therefore, this factory is not included in this vulnerability assessment.

This vulnerability assessment addresses the development environments for the generic SPINLINE 3 platform
software and future plant-specific application software and integrated systems.

e The SPINLINE 3 generic platform software, which includes pre-developed libraries, is a mature
software package that is in the maintenance phase of its software life cycle. The configuration
management program is an important tool for ensuring the continuing integrity of the current baseline
of the generic platform software. The development environment and the processes for modifying the
generic platform software are in place at the Meylan factory.

e A plant-specific SPINLINE 3 system will be developed by Rolls-Royce under contract for a U.S.
Licensee. The development environment and the processes for developing plant-specific application
software and integrated systems are in place at the Meylan factory.

The assessment identifies the mitigating measures in place to provide confidence that a secure development
environment has been established and is being maintained at the Rolls-Royce factory.

This vulnerability assessment does not address the secure operational environment at the Licensee’s facility.
As noted in Regulatory Guide 1.152, security controls applied to the latter phases of the lifecycle that occur
at a Licensee’s site (i.e., site installation, operation, maintenance, and retirement) are not part of the 10 CFR
50.55a (Ref. 3) licensing process and fall under the purview of other Licensee programs.

Using this vulnerability assessment as a starting point, Rolls-Royce and the Licensee will extend the
vulnerability assessment of the intended safety 1&C system through the operational and maintenance phase
at the Licensee’s nuclear power plant.

In this document, double brackets (“[[ ]]") denote security-related sensitive information to be withheld from
public disclosure pursuant to the guidance in NRC Regulatory Issue Summary 2005-31, “Control of Security-
Related Sensitive Unclassified Non-safeguards Information Handled by Individuals, Firms, and Entities
Subject to NRC Regulation of the Use of Source, Byproduct and Special Nuclear Material”, dated 22
December 2005. In the “secure” edition of this document, the two brackets denoting the end of segment
containing security-related sensitive information may appear one or more pages following the bracket
indicating the start of the segment containing security-related sensitive information. In the “public” edition of
this document, the material within the brackets is removed.
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2. DEFINITION OF THE THREAT

The threat and scope of the vulnerability analysis are prescribed in Section C, “Regulatory Position” of
Regulatory Guide 1.152 (Ref. 1).

The threat is broadly described as a predictable set of acts (e.g. inadvertent actions or the undesirable
behavior of connected systems) that could challenge the integrity, reliability, or functionality of a digital safety
system. For a digital safety 1&C system, this includes unauthorized, unintended, and unsafe modifications to
the system.

This vulnerability assessment examines the threats that are appropriate for a factory development
environment, from the start of design through completion of the Factory Acceptance Test (FAT). These
threats and their access attributes are defined in Table 2-1.

[l
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