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Together these document provide additional support that the AP100S Certification rulemaking
should be DENIED because of the inadequate spent fuel pools, and/or postponed or
significantly extended to allow the NRC to develop and implement lessons learned from the
Fukushima accident. As stated in the PETITION TO SUSPEND AP1000 DESIGN CERTIFICATION
RULEMAKING PENDING EVALUATION OF FUKUSHIMA ACCIDENT IMPLICATIONS ON DESIGN AND OPERATIONAL
PROCEDURES AND REQUEST FOR EXPEDITED CONSIDERATION, there was a significant backsliding from
Revision 15 to Revision 18 by increasing the density of the spent fuel pools.

It is also readily apparent that some of the lessons learned from the Fukushima accident are:

a. spent fuel pools should not be densely packed b. there should be a robust containment
around the fuel pools c. there should be redundant cooling systems for the fuel pools d.
the build up of hydrogen in the fuel pools needs to be addressed e. there should be back up
power for pumps, cooling systems and monitoring systems

Other lessons regarding the spent fuel pools may be learned after investigation.
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Union of Concerned Scientists

Safer Storage of Spent Nuclear
Fuel

The Problems with Spent Fuel Pools

When fuel rods in a nuclear reactor are "spent," or no longer usable,
they are removed from the reactor core and replaced with fresh fuel
rods. The spent fuel rods are still highly radioactive and thus continue
to generate heat for years. The fuel assemblies, which consist of
dozens of fuel rods, are moved to pools of water to cool. They are on
kept on racks in the pool, and water is continuously circulated to draw
heat away from the rods.

Because no permanent repository for spent fuel exists in the United
States (or elsewhere), reactor owners have kept spent fuel at the
reactor sites. As the amount of spent fuel has increased, the Nuclear
Regulatory Commission has authorized many power plant owners to
increase the amount in their storage pools to as much as five times
what they were designed to hold. As a result, virtually all U.S. spent
fuel pools have been "re-racked" to hold spent fuel assemblies at
densities that approach those in reactor cores. In order to prevent the
spent fuel from going critical, the spent fuel assemblies are placed in
metal boxes whose walls contain neutron-absorbing boron.

If a malfunction, a natural disaster, or a terrorist attack causes the
water to leak from the pool or the cooling system to stop working, the
rods will begin to heat the remaining water in the pool, eventually
causing it to boil and evaporate. If the water that leaks or boils away
cannot be replaced, the water level will drop, exposing the fuel rods.

Once the fuel is uncovered, it could become hot enough to suffer
damage, which in turn could release large amounts of radioactive
gases, such as cesium-137, into the environment. A typical spent fuel
pool in the United States holds 1,000 or more tons of fuel, so a
radioactive release could be very large.

Spent Fuel Pool
Vulnerabilities

The spent fuel pools are
located only within the
secondary containment of the
reactor-the reactor
building-and not within the
more robust primary
containment that is designed to keep radiation released from the
reactor vessel during an emergency event from escaping into the
environment. Thus, any radiation released from a spent fuel pool is
more likely to reach the outside environment than is radiation released
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from the reactor core. Moreover, because it is outside the primary
containment, the spent fuel pool is more vulnerable than the reactor
core to terrorist attack.

Continuing to add spent fuel to these pools compounds this problem
by increasing the amount of radioactive material that could be
released into the environment. A large radiation release from a spent
fuel pool could result in thousands of cancer deaths and hundreds of
billions of dollars in decontamination costs and economic damage.
The amount of land contaminated by a release from a spent fuel pool
could be significantly greater than that contaminated by the
Chernobyl disaster.

Like the cooling system for the reactor core, the cooling system for
the spent fuel pools is powered by the electric grid. However, the
reactor core cooling system has two back-up power supplies-diesel
generators and either a four- or eight-hour DC battery-whereas the
spent fuel pool system typically has none. More generally, the
industry and the NRC have given little thought to spent fuel pool
accidents, and there is virtually no operator training for handling such
accidents.

Advantages of Dry Cask Storage

The risks from spent fuel in storage pools can be reduced by placing
some of it in dry casks. Dry casks are made of steel and concrete,
with the concrete providing shielding from radiation, and are stored
outdoors on concrete pads. To become cool enough to be placed in
the dry casks currently licensed and used in the United States, the
spent fuel must first spend about five years in a spent fuel pool. By
then it is cool enough that further cooling can be accomplished by
natural convection-air flow driven by the decay heat of the spent
fuel itself.

By transferring fuel from spent
fuel pools to dry casks, plants
can lower the risk from spent
fuel in several ways:

First, with less spent fuel
remaining in the pools, workers
will have more time to cope with
a loss of cooling or loss of water
from the pool, because the

amount of heat released by the spent fuel is lower. With less heat, it
takes longer for the water to heat up and boil away.

Second, if there is less fuel in the pool, it can be spread out more,
making it easier for water to cool the fuel. When fuel is densely
packed, less water flows past each fuel assembly.

Third, because there is less fuel in the pool, if workers are unable to
prevent an accident, the amount of radioactive gas emitted from the
pool will be much lower than it would be otherwise.

The combination of reducing the likelihood of an event and reducing
the consequences of an event significantly reduces the risk from a
spent-fuel accident. In contrast to spent fuel pools, dry casks are not
vulnerable to loss of coolant because their cooling is passive.
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While dry casks are still vulnerable to safety and security hazards,
those risks are reduced. In contrast to the large amount of fuel in a
single spent fuel pool, each dry cask only holds about 15 tons of spent
fuel. Thus, it would require safety failures at many dry casks to
produce the scale of radiological release that could result from a
safety failure at one spent fuel pool. Likewise, terrorists would have
to break open many dry casks to release as much radioactivity as a
single spent fuel pool could release. Therefore, an attack on a dry
cask storage area would, in most circumstances, result in a much
smaller release of radioactivity than an attack on a storage pool.

UCS recommendations

" All spent fuel should be transferred from wet to dry storage
within five years of discharge from the reactor core. This can be
achieved with existing technologies.

" The NRC should upgrade existing regulations to require that dry
cask storage sites be made more secure against a terrorist
attack.

* The NRC should significantly upgrade emergency procedures
and operator training for spent fuel pool accidents.

Last Revised: 03/24/11

nonprconviot
nonprofit software
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Abstract

The prevailing practice of storing most US spent nuclear fuel in high-density
pools poses a very high risk. Knowledgeable attackers could induce a loss of
water from a pool, causing a fire that would release to the atmosphere a huge
amount of radioactive material. Nuclear reactors are also vulnerable to
attack. Dry-storage modules used in independent spent fuel storage
installations (ISFSIs) have safety advantages in comparison to pools and
reactors, but are not designed to resist a determined attack. Thus, nuclear
power plants and their spent fuel can be regarded as pre-deployed radiological
weapons that await activation by an enemy. The US government and the
Nuclear Regulatory Commission seem unaware of this threat.

This report sets forth a strategy for robust storage of US spent fuel. Such a
strategy will be needed whether or not a repository is opened at Yucca
Mountain. This strategy should be implemented as a major element of a
defense-in-depth strategy for US civilian nuclear facilities. In turn, that
defense-in-depth strategy should be a component of a homeland-security
strategy that provides solid protection of our critical infrastructure.

The highest priority in a robust-storage strategy for spent fuel would be to re-
equip spent-fuel pools with low-density, open-frame racks. As a further
measure of risk reduction, ISFSIs would be re-designed to incorporate
hardening and dispersal. Preliminary analysis suggests that a hardened,
dispersed ISFSI could be designed to meet a two-tiered design-basis threat.
The first tier would require high confidence that no more than a small release
of radioactive material would occur in the event of a direct attack on the ISFSI
by various non-nuclear instruments. The second tier would require
reasonable confidence that no more than a specified release of radioactive
material would occur in the event of attack using a 10-kilotonne nuclear
weapon.
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1. Introduction

"One fact dominates all homeland security threat assessments:
terrorists are strategic actors. They choose their targets deliberately
based on the weaknesses they observe in our defenses and our
preparations. They can balance the difficulty in successfully executing a
particular attack against the magnitude of loss it might cause."

National Strategy for Homeland Security1

It is well known that nuclear power plants and their spent fuel contain
massive quantities of radioactive material. (Note: Irradiated fuel discharged
from a nuclear reactor is described as "spent" because it is no longer suitable
for generating fission power.) Consequently, thoughout the history of the
nuclear power industry, informed citizens have expressed concern that a
substantial amount of this material could be released to the environment.
One focus of concern has been the possibility of an accidental release caused by
human error, equipment failure or natural forces (e.g., an earthquake). In
response to citizens' demands and events such as the Three Mile Island
reactor accident of 1979, the US Nuclear Regulatory Commission (NRC) has
taken some actions that address this threat.

To date, citizens have been much less successful in forcing the NRC to
address a related threat -- the possibility that a release of radioactive material
will be caused by an act of malice or insanity. The citizens' failure is not for
lack of effort. For many years, citizen groups have petitioned the NRC and
engaged in licensing interventions, seeking to persuade the NRC to address
this threat. Yet, the agency has responded slowly, reluctantly and in limited
ways, even after the terrorist attacks of 11 September 2001. This limited
response is not unique to the NRC. The US government in general seems
unwilling to address the possibility that an enemy, domestic or foreign, will
exploit a civilian nuclear facility as a radiological weapon.

The terrorist attacks of September 2001 demonstrated the vulnerability of our
industrial society to determined acts of malice, and cruelly validated long-
neglected warnings by many analysts and concerned citizens. In response, the
United States employed its military capabilities in Afghanistan and has
signaled its willingness to use those capabilities in Iraq and elsewhere. Yet,
nothing significant has been done to defend US nuclear power plants and
their spent fuel against attack. There is much discussion in the media about
"dirty bombs" that disperse radioactive material, but decision makers seem

1 Office of Homeland Security, 2002, page 7.



Robust Storage of Spent Nuclear Fuel
January 2003 Page 6

largely unaware that civilian nuclear facilities contain massive quantities of

radioactive material and are vulnerable to attack.

What is Robust Storage?

This report addresses robust storage of spent fuel from nuclear power plants.
Here, the term "robust" means that a facility for storing spent fuel is made
resistant to attack. The provision of robust storage would substantially reduce
the potential for a maliciously-induced release of radioactive material from
spent fuel, and would thereby enhance US homeland security. Robust storage
of spent fuel should be viewed as a component of a national strategy for
reducing the vulnerability of all civilian nuclear facilities, within the context
of homeland security. This report takes such a view.

A spent-fuel-storage facility can be made resistant to attack in three ways.
First, the facility can be made passively safe, so that spent fuel remains in a
safe state without needing electrical power, cooling water or the presence of
an operating crew. Second, the facility can be "hardened", so that the spent
fuel and its containment structure are protected from damage by an
instrument of attack (e.g., an anti-tank missile). For a facility at ground level,
hardening involves the provision of layers of concrete, steel, gravel or other
materials above and around the spent fuel. Third, the facility can be
"dispersed", so that spent fuel is not concentrated at one location, but is
spread more uniformly across the site. Dispersal can reduce the magnitude of
the radioactive release that would arise from a given attack.

At present, all but a tiny fraction of US spent fuel is stored at the nation's
nuclear power plants. Most of this fuel is stored at high density in water-
filled pools that are adjacent to, but outside, the containments of the reactors.
This mode of storage does not meet any of the above-stated three conditions
for robustness. High-density spent-fuel pools are not passively safe. Indeed, if
water is lost from such a pool, which could occur in various ways, the fuel
will heat up, self-ignite and burn, releasing a large amount of radioactive
material to the environment. Spent-fuel pools are not hardened against
attack, and a pool concentrates a large amount of spent fuel in a small space,
which is the antithesis of dispersal.

A growing fraction of US spent fuel, now about 6 percent of the total
inventory, is stored in dry-storage facilities at nuclear power plants. The
storage is "dry" in the sense that the spent fuel is surrounded by a gas such as
helium, rather than by water. The NRC describes a spent-fuel-storage facility,
other than a spent-fuel pool at a nuclear power plant, as an independent
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spent fuel storage installation (ISFSI). 2 All but two of the existing ISFSIs are
at the sites of nuclear power plants, either operational plants or plants
undergoing decommissioning. 3 Future ISFSIs could be built at nuclear-
power-plant sites or at away-from-reactor sites. An application to build an
ISFSI at an away-from-reactor site -- Skull Valley, Utah -- is awaiting decision
by the NRC. It should be noted that the nuclear industry is building dry-
storage ISFSIs not as an alternative to high-density pools, but to accommodate
the growing inventory of spent fuel as pools become full.

Dry-storage ISFSIs meet one of the above-stated three conditions for robust
storage of spent fuel. They are passively safe, because their cooling depends
on the natural circulation of ambient air. However, none of the existing or
proposed ISFSIs is hardened, and none of them is dispersed across its site.

A Broader Context

This report describes the need for robust storage of all US spent fuel, whether
in pools or dry-storage ISFSIs, and sets forth a strategy for meeting this need.
As discussed above, a productive discussion of these issues must occur within
a broader context, which is is addressed in this report. The provision of
robust storage of spent fuel must be viewed as a component of a national
strategy for defending the nation's civilian nuclear industry, including all of
the nuclear power plants and all of their spent fuel. That strategy must in
turn be viewed as a component of homeland security in general. Finally,
homeland security must be viewed as a key component of US strategy for
national defense and international security.

The various levels of security, ranging from the security of nuclear facilities
to the security of the nation and the international community, are linked in
surprising ways. If our nuclear facilities and other parts of our infrastructure -
- such as the airlines -- are poorly defended, we may feel compelled to use
military force aggressively around the world, to punish or pre-empt attackers.
Such action poses the risk of arousing hostility and promoting anarchy,
leading to new attacks on our homeland. The potential exists for an
escalating spiral of violence. If, however, our nuclear facilities and other
critical items of infrastructure are strongly defended, we can gain a double
benefit. First, the communities around each facility will receive direct
protection. Second, we can take a more measured approach to national
defense, with a greater prospect of detecting, deterring and apprehending
potential attackers without undermining civil liberties or international

2 One wet-storage ISFSI exists in the USA, at Morris, Illinois. All other existing ISFSIs, and

all planned ISFSIs, employ dry storage.
3 The existing ISFSIs that are not at nuclear-power-plant sites are the small wet-storage
facility at Morris and a facility in Idaho that stores fuel debris from Three Mile Island Unit 2.
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security. Thus, a decision about the level of protection to be provided at a

nuclear facility has wide-ranging implications.

The Need for Further Investigation

The investigation leading to this report has identified a number of technical
issues that could not be resolved within the scope of the investigation. Issues
of this kind are flagged in relevant parts of the report. Also, this report has a
broad focus. It sets forth a strategy for providing robust storage of US spent
fuel, and outlines a design approach for hardened, dispersed, dry storage.
Additional analysis, supported by experiments, would be needed to test and
refine this design approach and to determine the feasibility of implementing
hardened, dispersed, dry storage at particular sites. That work would, in turn,
set the stage for detailed, engineering-design studies that could lead to site-
specific implementation. Moreover, a variety of governmental actions would
be needed to support nationwide implementation of robust storage. For
example, the NRC would need to develop new regulations and guidance.
Also, the implementation program would require new financing
arrangements, which would probably require new legislation.

Sensitive Information

An attack on a nuclear facility could be assisted by detailed information about
the facility's vulnerability and the measures taken to defend the facility.
Thus, certain categories of information related to a facility are not appropriate
for general distribution. However, experience shows that secrecy breeds
incompetence, complacency and conflicts of interest within the organizations
that are shielded from public view. 4 Thus, in the context of defending
nuclear facilities, protection of the public interest requires that secrecy be
limited in two respects. Firstly, the only information that should be withheld
from the public is detailed technical information that would directly assist an
attacker. Second, stakeholder groups should be fully engaged in the
development and implementation of measures for defending nuclear
facilities, through processes that allow debate but protect sensitive
information. 5 It should be noted that this report does not contain sensitive
information and is suitable for general distribution.

4 Thompson, 2002a, Section X.
5 Thompson, 2002a, Sections IX and X.
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Robust Storage and Related Concepts

Issues addressed in this report have been the subject of public debate around
the United States, and this debate has been framed in a number of ways. One
approach has been to speak of "risk reduction", whereby robust storage of
spent fuel and related measures are used to reduce the risk of a maliciously-
induced release of radioactive material from nuclear facilities. This approach
explicitly recognizes that the risk can be reduced but, given the continued
existence of radioactive material, cannot be eliminated. Another approach
has been to speak of "hardened on-site storage" as a strategy for managing US
spent fuel. This approach advocates the robust storage of all spent fuel, but
only at the sites of nuclear power plants. A related but distinct approach is
"nuclear guardianship", whose supporters argue that radioactive materials
should be contained in accessible, monitored storage facilities for the
foreseeable future. The robust-storage strategy that is outlined in this report is
compatible with all three approaches, and with a prudent assessment of the
likelihood and timeframe for development of a radioactive-waste repository
at Yucca Mountain.

Structure of this Report

The remainder of this report begins, in Section 2, with the provision of some
basic information about US nuclear power plants and their spent fuel. Then,
Section 3 discusses the potential for attacks on nuclear facilities, describes the
US government's response to this threat, and outlines a balanced response.
Section 4 addresses the vulnerability of nuclear facilities to attack, describes
the potential consequences of an attack, outlines a defense-in-depth strategy
for a nuclear facility, and sets forth a national strategy for robust storage of
spent fuel. Elaborating upon this proposed strategy for robust storage, Section
5 discusses the various factors that must be considered in planning hardened,
dispersed, dry storage of spent fuel. Section 6 offers a design approach that
accounts for these factors. A set of requirements for nationwide
implementation of robust storage is described in Section 7. Conclusions are
set forth in Section 8, and a bibliography is provided in Section 9. Documents
cited in this report are, unless indicated otherwise, drawn from this
bibliography.



Robust Storage of Spent Nuclear Fuel
January 2003 Page 10

2. Nuclear Power Plants and Spent Fuel in the USA

2.1 Status and Trends of Nuclear Power Plants and Spent Fuel

There are 103 commercial nuclear reactors operating in the USA at 65 sites in
31 states. 6 Of these 103 reactors, 69 are pressurized-water reactors (PWRs), 9
with ice-condenser containments and 60 with dry containments. The
remaining 34 reactors are boiling-water reactors (BWRs), 22 with Mark I
containments, 8 with Mark II containments and 4 with Mark III
'containments. In addition there are 27 previously-operating commercial
reactors in various stages of storage or decommissioning. As of December
2000, all but 2 of the 103 operating reactors had been in service for at least 9
years, and 55 reactors had been in service for at least 19 years. 7 Thus, the
reactor fleet is aging. The nominal duration of a reactor operating license is
40 years.

Four of the 103 operating reactors have design features intended to resist
aircraft impact. The Limerick Unit 1, Limerick Unit 2 and Seabrook reactors
were designed to withstand the impact of an aircraft weighing 6 tonnes, while
the Three Mile Island Unit 1 reactor was designed to withstand the impact of
an aircraft weighing 90 tonnes. No other US reactor was designed to
withstand aircraft impact.8

Wet and Dry Storage of Spent Fuel

The core of a commercial nuclear reactor consists of several hundred fuel
assemblies. 9 Each fuel assembly contains thousands of cylindrical, uranium-
oxide pellets stacked inside long, thin-walled tubes made of zirconium alloy.
These tubes are often described as the "cladding" of the fuel. After several
years of use inside an operating reactor, a fuel assembly becomes "spent" in
the sense that it is no longer suitable for generating fission power. Then, the
fuel is discharged from the reactor and placed in a water-filled pool adjacent
to the reactor but outside the reactor containment. This fuel, although spent,
contains numerous radioactive isotopes whose decay generates ionizing
radiation and heat.

6 In addition, Browns Ferry Unit 1, a BWR with a Mark I containment, is nominally
operational. However, it is defueled and not in service.
7 Data from the NRC website (www.nrc.gov), 24 April 2002.
8 Markey, 2002, page 73.
9 The number of fuel assemblies in a reactor core ranges from 121 (in some PWRs) to 764 in some
BWRs).
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After a period of storage in a pool, the thermal power produced by a fuel
assembly declines to a level such that the assembly can be transferred to a dry-
storage ISFSI. Current practice is to allow a minimum cooling period of 5
years before transfer to dry storage. However, this cooling period reflects an
economic and safety tradeoff rather than a fundamental physical limit. Fuel
cooled for a shorter period than 5 years could be transferred to dry storage, but
in that case fewer assemblies could be placed in each dry-storage container.
Alternatively, older and younger spent fuel (counting age from the date of
discharge from the reactor) could be co-located in a dry-storage container. The
major physical limit to placement of spent fuel in dry storage is the
maximum temperature of the cladding, which the NRC now sets at 400
degrees C. This temperature limit constrains the allowable heat output of the
fuel, which in turn constrains the cooling period.

Development of ISFSIs

At present, there are 20 ISFSIs in the USA, of which 15 are at sites where
commercial reactors are in operation.1 0 More ISFSIs will be needed, because
the spent-fuel pools at operating reactors are filling up. Analysis by Allison
Macfarlane of MIT shows that, by 2005, almost two-thirds of reactor licensees
will face the need to acquire onsite dry-storage capacity, even if shipment of
spent fuel away from the reactor sites begins in 2005.11 NAC International, a
consulting firm and vendor of dry-storage technology, reaches similar
conclusions. NAC estimates that, at the end of 2000, about 6 percent of the US
inventory of commercial spent fuel was stored in ISFSIs at reactor sites,
whereas about 30 percent of the inventory will be stored in ISFSIs by 2010.12
New ISFSIs entering operation by 2010 will generally be at reactor sites,
although some might be at new sites. At present, only one proposed ISFSI at
a new site -- Skull Valley, Utah -- seems to be a plausible candidate for
operation by 2010.

Shipment of Spent Fuel from Reactor Sites

If spent fuel is shipped away from a reactor site, the fuel could have three
possible destinations. First, fuel could be shipped to another reactor site,
which Carolina Power and Light Co. is now doing, shipping fuel from its

10 Data from the NRC website (www.nrc.gov), 24 April 2002.
11 Macfarlane, 2001a.
12 NAC, 2001. NAC estimates that the end-2000 US inventory of spent fuel was 42,900 tonnes,
of which 2,430 tonnes was in ISFSIs. Also, NAC estimates that the 2010 US inventory will be
64,300 tonnes, of which 19,450 tonnes will be in ISFSIs.
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Brunswick and Robinson reactors to its Harris site. 13 Second, fuel could be
shipped to an ISFSI at an away-from-reactor site, such as Skull Valley. Third,
fuel could be shipped to a repository at Yucca Mountain, Nevada. At Yucca
Mountain, the fuel would be emplaced in underground tunnels. Under
some scenarios for the operation of Yucca Mountain, emplacement would be
preceded by a period of interim storage at the surface.

There seems to be no current planning for shipment of spent fuel to any
reactor site other than Harris. Also, there are factors that argue against
shipping fuel to an away-from-reactor ISFSI. First, such shipment would
increase the overall transport risk, because fuel would be shipped twice, first
from the reactor site to the ISFSI, and then from the ISFSI to the ultimate
repository. Second, an away-from-reactor ISFSI would hold a comparatively
large inventory of spent fuel, creating a potentially attractive target for an
enemy. 14 Third, shipment to an away-from-reactor ISFSI would not free
most reactor licensees from the obligation to build some ISFSI capacity at each
reactor site.15 Fourth, there is a risk that a large, away-from-reactor ISFSI
would become, by default, a permanent repository, despite having no long-
term containment capability. Finally, storage of spent fuel in reactor-site
ISFSls could be cheaper than shipping fuel to away-from-reactor ISFSIs. 16

Time will reveal the extent to which these factors affect the development of
away-from-reactor ISFSIs at Skull Valley or elsewhere.

Yucca Mountain

The Yucca Mountain repository project will not free reactor licensees from
the obligation to develop ISFSI capacity, for three reasons. First, the Yucca
Mountain repository may never open. This project is politically driven, does
not have a sound scientific basis, and is going forward only because
previously-specified technical criteria for a repository have been abandoned. 17

These deficiencies add weight to the determined opposition to this project by
the state of Nevada and other entities. That opposition will also be fueled by
concern about the risk of transporting fuel to Yucca Mountain. Second,
decades will pass before fuel can be emplaced in a repository at Yucca
Mountain. The US Department of Energy (DOE) claims that it can open the
repository in 2010, but the US General Accounting Office has determined that

13 The Harris site features one reactor and four spent-fuel pools, and thus has more pool-storage
capacity than other reactor sites. Spent fuel that is shipped to Harris is placed in a pool, and
there is no current plan to build an ISFSI at Harris.
14 The proposed Skull Valley ISFSI could hold 40,000 tonnes of spent fuel, according to the
Private Fuel Storage website (www.privatefuelstorage.com), 4 October 2002.
15 Macfarlane, 2001a.
16 Macfarlane, 2001b.
17 Ewing and Macfarlane, 2002.
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several factors, including budget limitations, could extend this date to 2015 or
later. 18 DOE envisions that, after the repository is opened, emplacement of
fuel will occur over a period of at least 24 years and potentially 50 years.19
This vision may prove to be optimistic. Third, under present federal law the
Yucca Mountain repository will hold no more than 63,000 tonnes of
commercial spent fuel.20 Yet, the cumulative amount of commercial spent
fuel to be generated during the lifetimes of the 103 currently-licensed reactors
is likely to exceed 80,000 tonnes.2 1 Reactor licensees have shown strong
interest in obtaining license extensions which, if granted, would lead to the
production of a substantial additional amount of spent fuel.

Summary

To summarize the preceding paragraphs, it is clear that thousands of tonnes
of spent fuel will be stored at reactor sites for several decades to come, in pools
and/or ISFSls. Similar amounts of fuel might be stored at away-from-reactor
ISFSIs. Moreover, it is entirely possible that the Yucca Mountain repository
will not open, with the result that the entire national inventory of spent fuel
will be stored for decades, perhaps for 100 years or more, at reactor sites (in
pools and/or ISFSIs) and/or at away-from-reactor ISFSIs. It is therefore
imperative that each ISFSI is planned to allow for its possible extended use.
The NRC has begun to recognize this need, by performing research to
determine if dry storage of spent fuel can safely continue for a period of up to
100 years. 22

2.2 Present Practice for Storing Spent Fuel

The technology that is currently used for storing spent fuel was developed
without consideration of the possibility of an attack. Nor was there any
consideration of the possibility that spent fuel would be stored for many
decades. Instead, the technology has developed incrementally, in response to

18 Jones, 2002b.
19 DOE, 2002. DOE contemplates the construction of a surface facility for interim storage of

spent fuel at Yucca Mountain, especially if emplacement of fuel occurs over a period of 50 years.
However, given the cost of this surface facility, a more likely alternative is that fuel would
remain in ISFSIs until it could be emplaced in the repository.
20 DOE, 2002. The Nuclear Waste Policy Act limits the total amount of waste that can be

placed in a first repository to 70,000 tonnes until a second repository is in operation. DOE plans
to use 63,000 tonnes of this capacity for commercial spent fuel. DOE has studied the pbssible
expansion of Yucca Mountain's capacity to include 105,000 tonnes of commercial spent fuel
together with other wastes.
21 Macfarlane, 2001a,
22 "Radioactive Waste Safety Research", from NRC website (www.nrc.gov), 23 September

2002.
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changing circumstances. Throughout this process, cost minimization has
been a top priority.

When the present generation of nuclear power plants was designed, the
nuclear industry and the US government both assumed that spent nuclear
fuel would be reprocessed. Thus, spent-fuel pools were designed to hold only
the amount of spent fuel that a reactor would discharge over a period of a few
years. This was accomplished by equipping the pools with low-density, open-
frame racks. However, in the mid-1970s the US government banned
reprocessing, and the industry faced the prospect of an accumulating
inventory of spent fuel.

High-Density Spent-Fuel Pools

Industry's response to growing spent-fuel inventories has been to re-rack
spent-fuel pools at progressively higher densities, so that more fuel can be
stored in a given pool. Now, pools across the nation are equipped with high-
density, closed-frame racks that, in many instances, fill the floor area of the
pool from wall to wall. The NRC has allowed this transition to occur despite
the fact that a loss of water from a pool equipped with high-density racks can
cause the zirconium cladding of the spent fuel to heat up, spontaneously
ignite and burn, releasing a large amount of radioactive material to the
atmosphere. This hazard is discussed further in Section 4.2.

Dry Storage as a Supplement to High-Density Pools

Consistent with the focus on cost minimization, the nuclear industry has
turned to alternative methods of fuel storage only when pools have begun to
fill up. Preventing a pool fire has not been a consideration. Thus, dry-storage
ISFSIs have not been introduced as an alternative to high-density pool
storage. Instead, standard industry practice is to fill a pool to nearly its
maximum capacity, then to transfer older spent fuel from the pool to an ISFSI
at a rate just sufficient to open up space in the pool for fuel that is discharged
from the reactor. 23

As a part of this strategy, each ISFSI has a modular design. One or more
concrete pads are laid in the open air. Each pad supports an array of identical
fuel-storage modules that are purchased and installed as needed, so that the
ISFSI grows incrementally. Additional pads can be laid as needed.

23 In standard practice, the maximum storage capacity of a spent-fuel pool is less than the

number of fuel-assembly slots in the pool, to allow for the possibility of offloading a full
reactor core. However, preserving the capacity for a full-core offload is not a licensing
requirement.
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This modular approach to the development of ISFSIs has functional and cost
advantages. However, the present implementation of the approach is not
driven by security considerations, and is therefore proceeding slowly. Pools
remain packed with fuel at high density, and can therefore be readily
exploited as radiological weapons. Moreover, the ISFSIs themselves are not
designed to resist attack.

Types of Dry-Storage Module

The NRC has approved 14 different designs of dry-storage module for general
use in ISFSIs. 24 In each of these designs, the central component of the
module is a cylindrical, metal container whose interior is equipped with a
metal basket structure into which spent fuel assemblies can be inserted. This
container is filled with spent fuel while immersed in a spent-fuel pool. Then,
the container's lid is attached, the container is removed from the pool and
sealed, its interior is dried and filled with an inert gas (typically helium), and
it is transferred to the ISFSI.

Available designs of dry-storage modules for ISFSIs fall into two basic
categories. In the first category, the metal container has a thick wall, and no
enclosing structure is provided. This type of module is commonly described
as a "monolithic cask". In the second category, the metal container has a thin
wall and is surrounded by an overpack. Different overpacks are used during
the three phases of spent-fuel management. First, during the initial transfer
of fuel from a spent-fuel pool to an onsite ISFSI, the metal container is
surrounded by a transfer overpack. Second, during storage in an ISFSI, the
metal container is surrounded by a storage overpack. Third, if fuel is
eventually shipped away from the site, the metal container would be placed
inside a transport overpack. The second category of module is described here
as an "overpack system".

A Typical Monolithic Cask

One example of a monolithic cask is the CASTOR V/21, which was approved
by the NRC in 1990 for general use and is employed at the Surry ISFSL. This
cask is about 4.9 meters long and 2.4 meters in diameter, and can hold 21
PWR fuel assemblies. In the storage position the cask axis is vertical. The
cask body is made of ductile cast iron with a wall thickness of about 38 cm.
Circumferential fins on the outside of the cask body facilitate cooling by
natural circulation of ambient air. Fully loaded, this cask weighs about 98
tonnes.25 The NRC has approved this cask for storage but not for transport,

24 "Dry Spent Fuel Storage Designs: NRC Approved for General Use", from NRC website

(www.nrc.gov), 20 September 2002.
25 Raddatz and Waters, 1996.
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although CASTOR casks are widely used in Europe for both purposes.

CASTOR casks have not been popular in the US market.

Examples of Overpack Systems

One example of an overpack system is the NUHOMS design, which the NRC
approved for general use in 1995. In this design, the metal container that
holds the spent fuel is about 4.7 meters long and 1.7 meters in diameter, and
has a wall thickness of 1.6 cm. This container, which is placed horizontally
inside its storage overpack, is made of stainless steel and can hold 24 PWR
fuel assemblies or 52 BWR fuel assemblies. The storage overpack is a
reinforced-concrete box about 6.1 meters long, 4.6 meters high and 2.7 meters
wide, with walls and roof 91 cm thick. 26 Ambient air passes into and out of
this structure through vents, and cools the metal container by natural
convection. NUHOMS modules are in use at the Davis-Besse site and some
other reactor sites.

A second example of an overpack system is the NAC-UMS, which the NRC
approved for general use in 2000. In this instance, the metal container is
about 4.7 meters long and 1.7 meters in diameter, and has a wall thickness of
1.6 cm. This container, which is made of stainless steel, can hold 24 PWR fuel
assemblies or 56 BWR fuel assemblies. The storage overpack is a vertical-axis
reinforced-concrete cylinder about 5.5 meters high and 3.5 meters in diameter.
The wall of this overpack consists of a steel liner 6.4 cm thick and a layer of
concrete 72 cm thick. Ambient air passes into and out of the overpack
through vents, and cools the metal container by natural convection. At the
Maine Yankee nuclear power plant, which is being decommissioned, sixty
NAC-UMS modules are being installed. Most of the modules will be used to
store spent fuel discharged from the plant. Some modules will store pieces of
the reactor core shroud, which is classified as greater-than-Class C (GTCC)
waste. 27

Monolithic Casks versus Overpack Systems

The two categories of dry-storage module employ distinct design approaches.
In a monolithic cask such as the CASTOR, spent fuel is contained within a
thick-walled metal cylinder that is comparatively robust.28 In an overpack
system the fuel is contained within a thin-walled metal container that has a

26 Ibid.
27 Stone and Webster, 1999.
28 The vendor of the CASTOR cask has developed a cheaper type of monolithic cask that is
made as a steel-concrete-steel sandwich. This cask, known as CONSTOR, was developed for
storage and transport of spent fuel from Russian reactors. The vendor states that the CONSTOR
cask could be used in the USA. See: Peters et al, 1999.
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limited capability to withstand impact, fire or corrosion. The storage
overpack employs concrete -- a cheap material -- as its primary constituent.
The transfer and transport overpacks can be used multiple times. Thus, an
overpack system can be substantially cheaper -- about half as expensive per
fuel assembly, according to some reports -- than a monolithic cask.

ISFSI Configuration

At ISFSIs in the USA, dry-storage modules are placed on concrete pads in the
open air. This approach contrasts with German practice, where dry-storage
modules -- usually CASTOR casks -- are placed inside buildings. These
buildings are designed to have some resistance to attack from outside using
anti-tank weapons. This aspect of their design has been informed by tests
conducted in the period 1979-1980. At one German reactor site --

Neckarwestheim -- the ISFSI is inside a tunnel built into the side of a hill.29

Another feature of the US approach to ISFSI design, consistent with the high
priority assigned to cost minimization, is that dry-storage modules are packed
closely together in large numbers. In illustration, consider the ISFSI that is
proposed for the Diablo Canyon site in California. This facility would hold up
to 140 of Holtec's HI-STORM 100 dry-storage modules, whose design is
similar to the NAC-UMS system described above. These modules would sit
on concrete pads, 20 casks per pad in a 4 by 5 array. Initially, two pads would
be built. Ultimately, as the ISFSI expanded, seven pads would be positioned
side by side, covering an area about 150 meters by 32 meters. Each module
would be a vertical-axis cylinder about 3.7 meters in diameter and 5.9 meters
high. The center-to-center spacing of modules would be about 5.5 meters,
leaving a gap of 1.8 meters between modules. A security fence would
surround the area needed for this array, at a distance of about 15 meters from
the outermost modules. That fence would in turn be surrounded by a second
fence, at a distance of about 30 meters from the outermost modules. 30

2.3 Present Security Arrangements

One could reasonably expect that the defense strategy for a nuclear-facility site
would be a component of a strategy for homeland security, which would itself
be a component of an overall strategy for national security. Moreover, one
could expect that the site-level strategy would provide a defense in depth.
(See Section 4.4 of this report for an explanation of defense in depth.) Logical
planning of this kind may eventually occur. However, at present, the security

29 Janberg, 2002.
30 PG&E, 2001a.
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arrangements for US nuclear facilities are not informed by any strategic

vision.

Differing Positions on the Threat of Attack

For several decades it has been clear to many people that nuclear power plants
and other commercial nuclear facilities are potential targets of acts of malice
or insanity, including highly destructive acts. The NRC has repeatedly
rebuffed citizens' requests that this threat be given the depth of analysis that
would be expected, for example, in an environmental impact statement
(EIS). 31 This history is illustrated by a September 1982 ruling by the Atomic
Safety and Licensing Board (ASLB) in the operating-license proceeding for the
Harris plant. The intervenor, Wells Eddleman, had proffered a contention
alleging, in part, that the plant's safety analysis was deficient because it did not
consider the "consequences of terrorists commandeering a very large
airplane ..... and diving it into the containment." In rejecting this contention
the ASLB stated: 32

"This part of the contention is barred by 10 CFR 50.13. This rule must
be read in pari materia with 10 CFR 73.1(a)(1), which describes the
"design basis threat" against which commercial power reactors are
required to be protected. Under that provision, a plant's security plan
must be designed to cope with a violent external assault by "several
persons," equipped with light, portable weapons, such as hand-held
automatic weapons, explosives, incapacitating agents, and the like.
Read in the light of section 73.1, the principal thrust of section 50.13 is
that military style attacks with heavier weapons are not a part of the
design basis threat for commercial reactors. Reactors could not be
effectively protected against such attacks without turning them into
virtually impregnable fortresses at much higher cost. Thus Applicants
are not required to design against such things as artillery
bombardments, missiles with nuclear warheads, or kamikaze dives by
large airplanes, despite the fact that such attacks would damage and
may well destroy a commercial reactor."

In this statement, the ASLB correctly described the design basis for US nuclear
power plants. However, other design bases are possible. In the early 1980s the

31 In illustration of this continuing policy, on 18 December 2002 the NRC Commissioners

dismissed four licensing interventions calling for EISs that consider the potential for malicious
acts at nuclear facilities. One intervention, by the state of Utah, addressed the proposed ISFSI
at Skull Valley. The other three interventions, by citizen groups, addressed: a proposed spent-
fuel-pool expansion at Millstone Unit 3; a proposed MOX-fuel-fabrication facility; and
proposed license renewals for the McCuire and Catawba nuclear power plants.
32 ASLB, 1982.
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reactor vendor ASEA-Atom developed a preliminary design for a commercial
reactor known as the PIUS reactor. The design basis for the PIUS reactor
included events such as equipment failures, operator errors and earthquakes,
but also included: (i) takeover of the plant for one operating shift by
knowledgeable saboteurs equipped with large amounts of explosives; (ii)
aerial bombardment with 1,000-pound bombs; and (iii) abandonment of the
plant by the operators for one week.33 It seems likely that this design basis
would also provide protection against a range of other assaults, including the
impact of a large, fuel-laden aircraft. Clearly, ASEA-Atom foresaw a world in
which acts of malice could pose a significant threat to nuclear facilities. The
NRC has never exercised an equivalent degree of foresight.

A Brief History

Some US nuclear facilities have been specifically designed to resist attack. For
example, in the early 1950s five heavy-water reactors were built at the
Savannah River site in South Carolina, to produce plutonium and tritium
for use in US nuclear weapons. In order to resist an attack by the USSR using
nuclear weapons, the reactors were dispersed across a large site and hardened
against blast. The reactor buildings were designed to withstand an external
blast of 7 psi, the overpressure that could be experienced at about .2 miles from
a 1-megatonne surface burst. However, the purpose was to preserve the
reactors' ability to produce weapons material after an attack, rather than to
protect the public from a release of radioactive material. Indeed, these
reactors had minimal safety systems when they first entered service. Safety
systems were added over the years, but the reactors' safety standards never
approached the level that is expected for commercial reactors. 34

In 1950, the Reactor Safeguards Committee of the US Atomic Energy
Commission (AEC) produced a report -- designated WASH-3 -- that
considered the potential for reactor accidents and estimated the offsite effects
of an accident. This report gave special attention to sabotage as a potentially
important cause of reactor accidents. About 16 years later, during the
construction license proceedings for Turkey Point Units 3 and 4 in Florida, an
intervenor raised the question of an attack on these nuclear power plants
from a hostile country (i.e., Cuba). The AEC held that it was not responsible
for providing protection against such an attack.35 This position remains
enshrined in the NRC's regulation 10 CFR 50.13, which states:36

33 Hannerz, 1983.
34 Thompson and Sholly, 1991.
35 Okrent, 1981, pp 18-19.
36 NRC Staff, 2002.
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"An applicant for a license to construct and operate a production or
utilization facility, or for an amendment to such license, is not required
to provide for design features or other measures for the specific
purpose of protection against the effects of (a) attacks and destructive
acts, including sabotage, directed against the facility by an enemy of the
United States, whether a foreign government or other person, or (b)
use or deployment of weapons incident to US defense activities."

Pursuant to this regulation, the NRC's licensees are not required to design or
operate nuclear facilities to resist enemy attack. However, events have forced
the NRC to progressively modify this position, so as to require greater
protection against acts of malice or insanity. A series of incidents, including
the 1993 bombing of the World Trade Center in New York, eventually forced
the NRC to introduce, in 1994, regulations requiring licensees to defend
nuclear power plants against vehicle bombs. The terrorist events of 11
September 2001 forced the NRC to require additional, interim measures by
licensees to protect nuclear facilities, and are also forcing the NRC to consider
strengthening its regulations in this area. Nevertheless, present NRC
regulations require only a light defense of nuclear facilities.

NRC Regulations for Defending Nuclear Facilities

Present NRC regulations for the defense of nuclear facilities are focused on
site security. As described in Section 4.4, below, site security is one of four
types of measure that, taken together, could provide a defense in depth
against acts of malice or insanity. The other three types of measure are, with
some limited exceptions, ignored in present NRC regulations and
requirements. 37

At a nuclear power plant or an ISFSI, the NRC requires the licensee to
implement a set of physical protection measures. According to the NRC,
these measures provide defense in depth by taking effect within defined areas
with increasing levels of security. In fact, these measures provide only a
fraction of the protection that could be provided by a comprehensive defense-
in-depth strategy. Within the outermost physical protection area, known as
the Exclusion Area, the licensee is expected to control the area but is not
required to employ fences and guard posts for this purpose. Within the
Exclusion area is a Protected Area encompassed by physical barriers including
one or more fences, together with gates and barriers at points of entry.
Authorization for unescorted access within the Protected Area is based on
background and behavioral checks. Within the Protected Area are Vital

37 For information about the NRC's present regulations and requirements for nuclear-facility
defense, see: the NRC website (www.nrc.gov) under the heading "Nuclear Security and
Safeguards", 2 September 2002; Markey, 2002; Meserve, 2002; and NRC, 2002.
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Areas and Material Access Areas that are protected by additional barriers and
alarms; unescorted access to these locations requires additional authorization.

Associated with the physical protection areas are measures for detection and
assessment of an intrusion, and for armed response to an intrusion.
Measures for intrusion detection include guards and instruments whose role
is to detect a potential intrusion and notify the site security force. Then,
security personnel seek additional information through means such as direct
observation and closed-circuit TV cameras, to assess the nature of the
intrusion. If judged appropriate, an armed response to the intrusion is then
mounted by the site security force, potentially backed up by local law
enforcement agencies and the FBI.

The Design Basis Threat

The design of physical protection areas and their associated barriers, together
with the design of measures for intrusion detection, intrusion assessment
and armed response, is required to accommodate a "design basis threat" (DBT)
that is specified by the NRC in 10 CFR 73.1. The DBT for an ISFSI is less
demanding than that for a nuclear power plant. At a nuclear power plant, the
dominant sources of hazard are the reactor and the spent-fuel pool(s). In
theory, both of these items receive the same level of protection, but in practice
the reactor has been the main focus of attention. At present, the DBT for a
nuclear power plant has the following features: 38

"(i) A determined violent external assault, attack by stealth, or
deceptive actions, of several persons with the following attributes,
assistance and equipment: (A) Well-trained (including military
training and skills) and dedicated individuals, (B) inside assistance
which may include a knowledgeable individual who attempts to
participate in a passive role (e.g., provide information), an active role
(e.g., facilitate entrance and exit, disable alarms and communications,
participate in violent attack), or both, (C) suitable weapons, up to and
including hand-held automatic weapons, equipped with silencers and
having effective long range accuracy, (D) hand-carried equipment,
including incapacitating agents and explosives for use as tools of entry
or for otherwise destroying reactor, facility, transporter, or container
integrity or features of the safeguards system, and (E) a four-wheel
drive land vehicle used for transporting personnel and their hand-
carried equipment to the proximity of vital areas, and

38 10 CFR 73.1, Purpose and Scope, from the NRC web site (www.nrc.gov), 2 September 2002.
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(ii) An internal threat of an insider, including an employee (in any

position), and

(iii) A four-wheel drive land vehicle bomb."

For an ISFSI, the DBT is the same as for a nuclear power plant except that it
does not include the use of a four-wheel-drive land vehicle, either for
transport of personnel and equipment or for use as a vehicle bomb. This is
true whether the ISFSI is at a new site or a reactor site. Thus, an ISFSI at a
reactor site will be less protected than the reactor(s) and spent-fuel pool(s) at
that site. At a reactor site or a new site, an ISFSI will be vulnerable to attack by
a vehicle bomb. (Note: An NRC order of October 2002 to reactor-site ISFSI
licensees, as discussed below, might require vehicle-bomb protection at
reactor-site ISFSIs. Measures required by this order have not been disclosed.)

Interim, Additional Requirements by the NRC

After the events of 11 September 2001, the NRC concluded that its
requirements for nuclear power plant security were inadequate. Accordingly,
the NRC issued an order to licensees of operating plants in February 2002, and
similar orders to licensees of decommissioning plants in May 2002 and
reactor-site ISFSI licensees in October 2002, requiring "certain compensatory
measures", also described as "prudent, interim measures", whose purpose is
to "provide the Commission with reasonable assurance that the public health
and safety and common defense and security continue to be adequately
protected in the current generalized high-level threat environment".39 The
additional measures required by these orders have not been publicly
disclosed, but the NRG Chairman has stated that they include:40

(i) increased patrols;
(ii) augmented security forces and capabilities;
(iii) additional security posts;
(iv) vehicle checks at greater stand-off distances;
(v) enhanced coordination with law enforcement and military
authorities;
(vi) additional restrictions on unescorted access authorizations;
(vii) plans to respond to plant damage from explosions or fires; and
(viii) assured presence of Emergency Plan staff and resources.

39 The quoted language is from page 2 of the NRC's order of 25 February 2002 to all operating
power reactor licensees. Almost-identical language appears in the NRC's orders of 23 May 2002
to all decommissioning power reactor licensees and 16 October 2002 to all ISFSI licensees who
also hold 10 CFR 50 licenses.
40 Meserve, 2002.
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In addition to requiring these additional security measures, the NRC has
established a Threat Advisory System that warns of a possible attack on a
nuclear facility. This system uses five color-coded threat conditions ranging
from green (low risk of attack) to red (severe risk of attack). These threat
conditions conform with those used by the Office of Homeland Security.
Also, the NRC is undertaking what it describes as a "top-to-bottom review" of
its security requirements. The NRC has stated that it expects that this review
will lead to revision of the present DBT. The review is not proceeding on any
specific schedule.

Limitations of the Design Basis Threat

A cursory examination of the present DBT reveals significant limitations. For
example, this threat does not include aircraft bombs (e.g., fuel-laden
commercial aircraft, light aircraft packed with high explosive) or boat
bombs.41 This threat does not include lethal chemical weapons as
instruments for disabling security personnel. This threat allows for one
vehicle bomb, but not for a subsequent vehicle bomb that gains access to a
vital area after the first bomb has breached a security barrier. Also, this threat
envisions a small attacking force equipped with light weapons, rather than a
larger force (e.g., 20 persons) equipped with heavier weapons such as anti-
tank missiles. In sum, the present DBT is inadequate in light of the present
threat environment. The compensatory measures required by the NRC's
recent orders do not correct this deficiency. 42

3. The Potential for Attacks on Nuclear Facilities

3.1 A Brief History

There is a rich history of events which show that acts of malice or insanity
pose a significant threat to nuclear facilities around the world.43 Consider
some examples. Nuclear power plants under construction in Iran were
repeatedly bombed from the air by Iraq in the period 1984-1987. Yugoslav Air
Force fighters made a threatening overpass of the Krsko nuclear plant in
Slovenia -- which was operating at the time -- a few days after Slovenia
declared independence in 1991. So-called research reactors in Iraq were
destroyed by aerial bombing by Israel in 1981 and by the United States in 1991.
In 1987, Iranian radio threatened an attack by unspecified means on US
nuclear plants if the United States attacked launch sites for Iran's Silkworm
anti-ship missiles. Bombs damaged reactors under construction in Spain in

41 An NRC Fact Sheet (NRC, 2002) mentions new measures "against water-borne attacks", but

it does not appear that these measures provide significant protection against boat bombs.
42 POGO, 2002.
43 Thompson, 1996.
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1977 and in South Africa in 1982. Anti-tank missiles struck a nuclear plant
under construction in France in 1982. North Korean commandos were killed
while attempting to come ashore near a South Korean plant in 1985. These
and other events illustrate the "external" threat to nuclear plants. Numerous
crimes and acts of sabotage by plant personnel illustrate the "internal" threat.

Vehicle Bombs

The threat posed to nuclear facilities by vehicle bombs became clearly
apparent from an October 1983 attack on a US Marine barracks in Beirut. In a
suicide mission, a truck was driven at high speed past a guard post and into
the barracks. A gas-boosted bomb on the truck was detonated with a yield
equivalent to about 5 tonnes of TNT, destroying the building and killing 241
Marines. In April 1984 a study by Sandia National Laboratories titled
"Analysis of Truck Bomb Threats at Nuclear Facilities" was presented to the
NRC. According to an NRC summary:44 "The results show that
unacceptable damage to vital reactor systems could occur from a relatively
small charge at close distances and also from larger but still reasonable size
charges at large setback distances (greater than the protected area for most
plants)." Eventually, in 1994, the NRC introduced regulations that require
reactor licensees to install defenses (gates, barriers, etc.) against vehicle bombs.
The NRC was spurred into taking this action by two incidents in February
1993. In one incident, a vehicle bomb was detonated in a parking garage
under the World Trade Center in New York. In the other incident, a man
recently released from a mental hospital crashed his station wagon through
the security gate of the Three Mile Island nuclear plant and rammed the
vehicle under a partly-opened door in the turbine building.

Suicidal Aircraft Attack

The threat of suicidal aircraft attack on symbolic or high-value targets became
clearly apparent from three incidents in 1994.45 In April 1994 a Federal
Express flight engineer who was facing a disciplinary hearing was travelling
as a passenger on a company DC-10. He stormed the cockpit, severely
wounded all three members of the crew with a hammer, and tried to gain
control of the aircraft. The crew regained control with great difficulty.
Federal Express employees said that the flight engineer was planning to crash
into a company building. In September 1994 a lone pilot crashed a stolen
single-engine Cessna into the grounds of the White House, just short of the
President's living quarters. In December 1994 four Algerians hijacked an Air
France Airbus 300, carrying 20 sticks of dynamite. The aircraft landed in

44 Rehm, 1984.
45 Wald, 2001.
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Marseille, where the hijackers demanded that it be given a large fuel load --
three times more than necessary for the journey -- before flying to Paris.
Troops killed the hijackers before this plan could be implemented. French
authorities determined that the hijackers planned to explode the aircraft over
Paris or crash it into the Eiffel Tower.

The Insider Threat

The incident involving the Federal Express flight engineer illustrates the
vulnerability of industrial systems, including nuclear plants, to "internal"
threats. That vulnerability is further illustrated by a number of incidents. In
December 2000, Michael McDermott killed seven co-workers in a shooting
rampage at an office building in Massachusetts. He had worked at the Maine
Yankee nuclear plant from 1982 to 1988 as an auxiliary operator and operator
before being terminated for exhibiting unstable behavior. 46 In 1997, Carl
Drega of New Hampshire stockpiled weapons and killed four people --
including two state troopers and a judge -- on a suicide mission. He had
passed security clearances at three nuclear plants in the 1990s. 47 In October
2000 a former US Army sergeant pleaded guilty to assisting Osama bin Laden
in planning the bombing of the US embassy in Nairobi, which occurred in
1998.48 In June 1999, a security guard at the Bradwell nuclear plant in Britain
hacked into the plant's computer system and wiped out records. It emerged
that he had never been vetted and had two undisclosed criminal
convictions.49 These and other incidents demonstrate clearly that it is foolish
to ignore or downplay the "internal" threat of acts of malice or insanity at
nuclear plants.

The General Threat of Terrorism

The events mentioned in the preceding paragraphs occurred against a
background of numerous acts of terrorism around the world. Many of these
acts have been highly destructive. US facilities have been targets on many
occasions, as illustrated by the bombing of the US embassy in Beirut in 1983,
the embassies in Nairobi and Dar es Salaam in 1998, and the USS Cole in 2000.
There have been repeated warnings that the threat of terrorism is growing
and could involve the US homeland. For example, in 1998 three authors
with high-level government experience wrote:50

46 Barnard and Kerber, 2001.
47 Ibid.
48 Goldman, 2000.
49 Maguire, 2001.
50 Carter et al, 1998.
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"Long part of the Hollywood and Tom Clancy repertory of nightmarish
scenarios, catastrophic terrorism has moved from far-fetched horror to
a contingency that could happen next month. Although the United
States still takes conventional terrorism seriously, as demonstrated by
the response to the attacks on its embassies in Kenya and Tanzania in
August, it is not yet prepared for the new threat of catastrophic
terrorism."

Some years ago the US Department of Defense established an advisory
commission on national security in the 21st century. This commission --
often known as the Hart-Rudman commission because it was co-chaired by
former Senators Gary Hart and Warren Rudman -- issued reports in
September 1999, April 2000 and March 2001. The findings in the September
1999 report included the following:51

"America will become increasingly vulnerable to hostile attack on our
homeland, and our military superiority will not entirely protect
us .............. States, terrorists and other disaffected groups will acquire
weapons of mass destruction and mass disruption, and some will use
them. Americans will likely die on American soil, possibly in large
numbers."

It is clear that the potential for acts of malice or insanity at nuclear facilities --
including highly destructive acts -- has been foreseeable for many years, and
has been foreseen. However, the terrorist attacks on the World Trade Center
and the Pentagon on 11 September 2001 provided significant new
information. These attacks conclusively demonstrated that the threat of
highly-destructive acts of malice or insanity is a clear and present danger, and
that no reasonable person can regard this threat as remote or speculative.
According to press reports, US authorities have obtained information
suggesting that the hijackers of United Airlines flight 93, which crashed in
Pennsylvania on 11 September 2001, were planning to hit a nuclear plant.52

This may be true or false, or the truth may never be known. Whatever the
truth is, it would be foolish to regard nuclear plants as immune from attack.

Estimating the Probability of an Attack
on a Nuclear Facility

The NRC has a longstanding policy of dismissing citizens' concerns about
nuclear-facility accidents if the probability of such accidents is, in the agency's
judgement, low. A body of analytic techniques known as probabilistic risk

51 Commission on National Security, 1999.
52 Rufford et al, 2001.
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assessment (PRA) has been developed to support such judgements. 53

However, the NRC Staff has conceded that it cannot provide a quantitative
assessment of the probability of an act of malice at a nuclear facility. In a
memo to the NRC Commissioners, the Staff has stated: 54

"The staff, as a result of its ongoing work with the Federal national
security agencies, has determined that the ability to quantify the
likelihood of sabotage events at nuclear power plants is not currently
supported by the state-of-the-art in PRA methods and data. The staff
also believes that both the NRC and the other government
stakeholders would need to conduct additional research and expend
significant time and resources before it could even attempt to quantify
the likelihood of sabotage events. In addition, the national security
agencies, Intelligence Community, and Law Enforcement Agencies do
not currently quantitatively assess the likelihood of terrorist, criminal,
or other malevolent acts."

To date, there has been no determined attack on a US civilian nuclear facility.
At present, we cannot quantitatively estimate the probability of such an attack
in the future. However, from a qualitative perspective, it is clear that the
probability is significant.

3.2 The Strategic Context

In considering the need to defend civilian nuclear facilities, one is obliged to
take a broad view of the security environment. An ISFSI, for example, may
remain in service for 100 years or more. During that period the level of risk
will vary but the cumulative risk will continue to grow. Thus, the ISFSI's
designer should take a conservative position in specifying a DBT. That
position should be informed by a sober assessment of the range of threats that
may be manifested over coming decades.

A Turbulent World?

A number of strategic analysts have warned that world affairs may become
more turbulent over the coming decades. Analysts have pointed to
destabilizing factors that include economic inequality, poverty, political
grievances, nationalism, environmental degradation and the weakening of
international institutions. For example, a 1995 RAND study for the US
Department of Defense contains the statement: 55

53 The state of the art of PRA can be illustrated by: NRC, 1990. For a critique of PRA, see:
Hirsch et al, 1989.
54 Travers, 2001.
55 Kugler, 1995, page xv.
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"If the worst does transpire, the world could combine the negative
features of nineteenth-century geopolitics, twentieth-century political
passions, and twenty-first century technology: a chronically turbulent
world of unstable multi-polarity, atavistic nationalism, and modern
armaments."

As another example, the Stockholm Environment Institute (SEI) has
identified a range of scenarios for the future of the world over the coming
decades, and has studied the policies and actions that will tend to make each
scenario come true. In summarizing this work, SEI states:56

"In the critical years ahead, if destabilizing social, political and
environmental stresses are addressed, the dream of a culturally rich,
inclusive and sustainable world civilization becomes plausible. If they
are not, the nightmare of an impoverished, mean and destructive
future looms. The rapidity of the planetary transition increases the
urgency for vision and action lest we cross thresholds that irreversibly
reduce options -- a climate discontinuity, locking-in to unsustainable
technological choices, and the loss of cultural and biological diversity."

SEI has specifically considered the implications of the September 2001 terrorist
attacks, concluding: 57

"Certainly the world will not be the same after 9/11, but the ultimate
implications are indeterminate. One possibility is hopeful: new
strategic alliances could be a platform for new multinational
engagement on a wide range of political, social and environmental
problems. Heightened awareness of global inequities and dangers
could support a push for a more equitable form of global development
as both a moral and a security imperative. Popular values could
eventually shift toward a strong desire for participation, cooperation
and global understanding. Another possibility is ominous: an
escalating spiral of violence and reaction could amplify cultural and
political schisms; the new military and security priorities could weaken
democratic institutions, civil liberties and economic opportunity; and
people could grow more fearful, intolerant and xenophobic as elites
withdraw to their fortresses."

56 Raskin et al, 2002, page 11.
57 Ibid.



Robust Storage of Spent Nuclear Fuel
January 2003 Page 29

Nuclear Facilities as Symbolic Targets

In view of the range of possibilities for world order or turbulence over the
coming decades, it would be prudent to assume that any US civilian nuclear
facility could be the subject of a determined attack. Moreover, civilian
nuclear facilities may be especially prime targets because of their symbolic
connection with nuclear weapons. The US government flaunts its
superiority in nuclear weapons and rejects any constraint on these weapons
through international law. 58 At the same time, the government has signaled
its willingness to attack Iraq because that country might acquire a nuclear
weapon. It would be prudent to assume that this situation will motivate
terrorist groups to search for ways to attack US nuclear facilities. For example,
a terrorist group possessing a crude nuclear weapon might choose to use that
weapon on a US civilian nuclear facility for two reasons. First, because the
target would be highly symbolic. Second, because the radioactive fallout from
the weapon would be greatly amplified.

The Domestic Threat

There is a natural tendency to look outside the country for sources of threat.
However, an attack on a nuclear facility could also originate within the
United States. The national strategy for homeland security contains the
statement: 59

"Terrorist groups also include domestic organizations. The 1995
bombing of the Murrah Federal Building in Oklahoma City highlights
the threat of domestic terrorist acts designed to achieve mass casualties.
The US government averted seven planned terrorist acts in 1999 -- two
were potentially large-scale, high-casualty attacks being organized by
domestic extremist groups."

3.3 The US Government's Response to this Threat

The preceding discussion shows that there is a significant potential for a
determined attack on a US civilian nuclear facility. Such an attack could
employ a level of sophistication and violence that is characteristic of military
operations. However, in most attack scenarios the attacking group would
have a negligible capability for direct confrontation with US military forces.
Thus, it is appropriate to think of an attack of this kind as a form of
asymmetric warfare. The attacking group, be it domestic or foreign, will have

58 Deller, 2002; Scarry, 2002.

59 Office of Homeland Security, 2002, page 10.
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a set of political objectives. For symbolic and practical reasons, the attackers
will prefer to obtain their weapons and logistical resources inside the USA.

US Strategy for National Security
and Homeland Security

The White House has recently articulated a national security strategy for the
United States.60 This strategy rests primarily on the use of military force
outside the country, to deter, disrupt or punish potential attackers. In support
of this concept, the strategy asserts the right to conduct unilateral, pre-
emptive attacks around the world, and repudiates the International Criminal
Court. Homeland security is regarded as a secondary form of defense, as
illustrated by the statement: 61

"While we recognize that our best defense is a good offense, we are also
strengthening America's homeland security to protect against and
deter attack."

A strategy for homeland security has been articulated by the White House.62

This document contains a section titled "Defending against Catastrophic
Threats", and that section begins with an aerial photograph of a nuclear
power plant. Yet, the section does not mention civilian nuclear facilities or
the NRC. Thus, at the highest levels of strategic planning, the US
government has nothing to say about the potential for an attack on a nuclear
facility, or about the measures that could be taken to defend against such
attacks. In fact, the US government seems largely unaware of this threat, and
has delegated its responsibility to the NRC. As described in Section 2.3 of this
report, the NRC's response to the threat has been limited and ineffectual.

Imbalance in National Security
and Defense Planning

Inattention to the vulnerability of nuclear facilities is symptomatic of a larger
imbalance in national security and defense planning. As another example of
imbalance, consider the threat of attack on the United States by inter-
continental ballistic missiles (ICBMs). Large expenditures are devoted to the
development of technologies that might, ultimately, allow missile warheads
to be intercepted. Yet, in considering the respective risks of attack by missiles
or other means, the US National Intelligence Council has stated:63

60 White House, 2002.
61 Ibid, page 6.
62 Office of Homeland Security, 2002.
63 National Intelligence Council, 2001, page 18.
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"Nonmissile means of delivering weapons of mass destruction [WMD]
do not provide the same prestige or degree of deterrence and coercive
diplomacy associated with ICBMs. Nevertheless, concern remains
about options for delivering WMD to the United States without
missiles by state and nonstate actors. Ships, trucks, airplanes, and other
means may be used. In fact, the Intelligence Community judges that
US territority is more likely to be attacked with WMD using
nonmissile means, primarily because such means:

" Are less expensive than developing and producing ICBMs.
" Can be covertly developed and employed; the source of the
weapon could be masked in an attempt to evade retaliation.
* Probably would be more reliable than ICBMs that have not
completed rigorous testing and validation programs.
- Probably would be much more accurate than emerging ICBMs
over the next 15 years.
- Probably would be more effective for disseminating biological
warfare agent than a ballistic missile.
- Would avoid missile defenses."

The defense analyst John Newhouse has contrasted the high level of
attention given to the ICBM threat with the lack of effort in other areas of
defense. He notes that the State Department advised US embassies in early
2001 that the principal threat to US security is the use of long-range missiles
by rogue states, and comments:64

"This dubious proposition -- an article of faith within parts of the
defense establishment -- obscured existing and far more credible threats
from truly frightful weapons, some of which are within the reach of
terrorists. They include Russia's shaky control of its nuclear weapons
and weapons-usable material; the vulnerability of US coastal cities and
military forces stationed abroad to medium-range missile systems,
ballistic and cruise; the vulnerabilities of all cities to chemical and
biological weapons, along with so-called suitcase weapons and other
low-tech delivery expedients. Vehicles that contain potentially
destructive amounts of stored energy are a major source of concern, as
is one of their most attractive potential targets, a nuclear spent-fuel
storage facility."

64 Newhouse, 2002, page 43.
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Nuclear Facilities as Targets

It is clear that US civilian nuclear facilities are candidates for attack under
conditions of asymmetric warfare. They are large, fixed targets that are, at
present, lightly defended. In the eyes of an enemy, they can be regarded as
pre-deployed radiological weapons. They can be attacked using comparatively
low levels of technology. Given the United States' overt reliance on nuclear
weapons as offensive instruments, civilian nuclear facilities offer highly
symbolic targets. In light of these considerations, it is remarkable that the US
government has largely ignored this threat.

The Danger of an Offense-Dominated Strategy

At present, US policy for national security assigns a higher priority to
offensive actions worldwide than to defensive actions within the homeland.
This is a tradition of many years' standing. However, in the contemporary
era of asymmetric warfare, this policy can be dangerous. 65 If our vulnerable
infrastructure -- including nuclear facilities, the airlines, etc. -- is poorly
defended, we may feel compelled to use military force aggressively around
the world, in order to pre-empt or punish attackers. Such action poses the
risk of arousing hostility and promoting anarchy, leading to new attacks on
our homeland. The potential exists for an escalating spiral of violence.
Strategic analysts have warned of this danger, both before and after the
terrorist events of September 2001.66

3.4 A Balanced Response to the Threat

The United States needs a balanced, mature strategy for national defense and
international security. Within that strategy, it needs a balanced strategy for
homeland security. Finally, as a part of homeland security, the nation needs a
defense-in-depth strategy to protect its civilian nuclear facilities. At present,
all three levels of strategy are deficient.

The Role of Protection in a Balanced Response

Articulation of a balanced strategy at all three levels is a task beyond the scope
of this report. However, this report does articulate, in Sections 4.4 and 4.5

65 A recent essay (Betts, 2003) argues that US decision makers have neglected the risk that

Iraq's leaders will strike back at the US homeland if we attack Iraq. Betts' essay focusses on
the potential for Iraq to use chemical or biological weapons on US territory, but the same
general arguments apply to the potential for an attack on a US civilian nuclear facility.
66 See, for example: Sloan, 1995; Martin, 2002 (see especially the chapter by Conrad Crane in
this volume); Mathews, 2002; Conetta, 2002; Crawford, 2003; and Newhouse, 2002.
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respectively, a defense-in-depth strategy for nuclear facilities and a national
strategy for robust storage of spent fuel. As an illustration of how these
protective measures could fit within a higher-level strategy, consider Carl
Conetta's suggestion of a four-pronged campaign against the terrorist group
al-Qaeda. The four prongs would be:67

"(i) squeeze the blood flow of the organization -- its financial support
system;
(ii) throw more light on the organization's members and components
through intelligence gathering activities;
(iii) impede the movement of the organization by increasing the
sensitivity of screening procedures at critical gateways -- borders,
financial exchanges, arms markets, and transportation portals; and
(iv) improve the protection of high-value targets."

The importance of protecting high-value targets is emphasized in the recent
report of a high-level task force convened by the Council on Foreign
Relations and chaired by former Senators Gary Hart and Warren Rudman.
One of the report's major findings is: 6 8

"Homeland security measures have deterrence value: US
counterterrorism initiatives abroad can be reinforced by making the US
homeland a less tempting target. We can transform the calculations of
would-be terrorists by elevating the risk that (1) an attack on the United
States will fail, and (2) the disruptive consequences of a successful
attack will be minimal. It is especially critical that we bolster this
deterrent now since an inevitable consequence of the US government's
stepped-up military and diplomatic exertions will be to elevate the
incentive to strike back before these efforts have their desired effect."

The Need for Proactive Planning

Other findings by the Council on Foreign Relations' task force also deserve
attention. For example, their report points out that proactive planning will
yield better protection at lower cost than reacting after each new attack.69 This
point is especially important in an era of asymmetric warfare, when
opponents will employ unfamiliar tactics. Planning techniques such as
"competitive strategies" and "net assessment" have been developed to
accommodate such situations. In discussing net assessment, one author has
stated: 70

67 Conetta, 2002, page 3.
68 Hart et a], 2002, pp 14-15.
69 Ibid, page 16.
70 Hoffman, 2002, pp 3-4.
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"One of the advantages of such an approach is that it credits the
opponent with having a brain and a will, which Clausewitz suggested
is also fundamental to war. Rarely do US strategists credit adversaries
with being as cunning or adaptive as they usually turn out to be. It is
well to be reminded on occasion that any opponent has strategies and
options at his disposal too. The essence of the homeland security
challenge is based on this consideration."

4. Defending Nuclear Power Plants and Spent Fuel

4.1 Potential Modes and Instruments of Attack

It is not appropriate to publish a detailed discussion of scenarios whereby a
nuclear power plant or a spent-fuel-storage facility might be successfully
attacked. However, it must be assumed that attackers are technically
sophisticated and possess considerable knowledge about individual nuclear
facilities. For decades, engineering drawings, photographs and technical
analyses have been openly available for every civilian nuclear facility in the
USA. This material is archived at many locations around the world. Thus, a
public discussion, in general terms, of potential modes and instruments of
attack will not assist attackers. Indeed, such a discussion is needed to ensure
that appropriate defensive actions are taken.

Safety Systems and their Vulnerability

The safe operation of a US commercial reactor or a spent-fuel pool depends
upon the fuel in the reactor or the pool being immersed in water. Moreover,
that water must be continually cooled to remove fission heat or radioactive
decay heat generated in the fuel. A variety of systems are used to ensure that
water is available and is cooled, and that other safety-related functions -- such
as shutdown of the fission reaction when needed -- are performed. Some of
the relevant systems -- such as the switchyard -- are highly vulnerable to
attack. Other systems are located inside reinforced-concrete structures -- such
as the reactor auxiliary building -- that provide some degree of protection
against attack. The reactor itself is inside a containment structure. At some
plants, but not all, the reactor containment is a concrete structure that is
highly reinforced and comparatively robust. Spent-fuel pools have thick
concrete walls but are typically covered by lightweight structures.

Attack through Brute Force or Indirectly?

A group of attackers equipped with highly-destructive instruments could take
a brute-force approach to attacking a reactor or a spent-fuel pool. Such an
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approach would aim to directly breach the reactor containment and primary
cooling circuit, or to breach the wall or floor of a spent-fuel pool.
Alternatively, the attacking group could take an indirect approach, and many
such approaches will readily suggest themselves to technically-informed
attackers. Insiders, or outsiders who have taken over the plant, could obtain a
release of radioactive material without necessarily employing destructive
instruments. Some attack scenarios will involve the disabling of plant
personnel, which could be accomplished by armed attack, use of lethal
chemical weapons, or radioactive contamination of the site by an initial
release of radioactive material.

Vulnerability of ISFSIs

Dry-storage ISFSIs differ from reactors and spent-fuel pools in that their
operation is entirely passive. Thus, each dry-storage module in an ISFSI must
be attacked directly. To obtain a release of radioactive material, the wall of the
fuel container must be penetrated from the outside, or the container must be
heated by an external fire to such an extent that the containment envelope
fails. The attack could also exploit stored chemical energy in the zirconium
cladding of spent fuel inside the module. Combustion of this cladding in air,
if initiated, would generate heat that could liberate radioactive material from
the fuel to the outside environment. A knowledgeable attacker could
combine penetration of the fuel container with the initiation of combustion.

Relevance of Site-Security Barriers

In some attack scenarios that involve the use of destructive instruments, the
attackers may need to carry these instruments, by hand or in a vehicle, to the
point of application. Such an action would require the overcoming of site-
security barriers. In other scenarios, the instruments could be launched from
a position outside some or all of these barriers.

Commercial Aircraft as Instruments of Attack

One instrument that an attacking group will consider is a fuel-laden
commercial aircraft. As indicators of the forces that could accompany the
impact of such an aircraft, consider the weights and fuel capacities of some
typical jetliners.7 1 The Boeing 737-300 has a maximum takeoff weight of 56-
63 tonnes and a fuel capacity of 20-24 thousand liters. The Boeing 747-400 has
a maximum takeoff weight of 363-395 tonnes and a fuel capacity of 204-217
thousand liters. The Boeing 757 has a maximum takeoff weight of 104-116
tonnes and a fuel capacity of 43 thousand liters. The Boeing 767 has a

71 Jackson, 1996.
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maximum takeoff weight of 136-181 tonnes and a fuel capacity of 63-91
thousand liters.

Commercial jet fuel typically has a heat of combustion of about 38 MJ per
liter. For comparison, 1 kilogram of TNT will yield 4.2 MJ of energy. Thus,
complete combustion of 1 liter of jet fuel will yield energy equivalent to that
from 9 kilograms of TNT. Complete combustion of 100 thousand liters of jet
fuel -- about half the fuel capacity of a Boeing 747-400 -- will yield energy
equivalent to that from 900 tonnes of TNT. Thus, the impact of a fuel-laden
aircraft could lead to a violent fuel-air explosion. Fuel-air munitions have
been developed that yield more than 5 times the energy of their equivalent
weight in TNT, and create a blast overpressure exceeding 1,000 pounds per
square inch.72 A fuel-air explosion arising from an aircraft impact will be less
efficient than a munition in converting combustion energy into blast, but
could generate a highly-destructive blast if fuel vapor accumulates in a
confined space before igniting.

Explosive-Laden, General-Aviation Aircraft

The attacking group might choose to use an explosive-laden, general-aviation
aircraft as an instrument of attack. Such an aircraft could be much easier to
obtain than a large commercial aircraft. In 1999, about 219,000 general-
aviation aircraft were in use in the USA. 73 Of these, about 172,000 had piston
engines, 5,700 were turboprops, 7,100 were turbojets and 7,400 were
helicopters. 74 In the piston-engine category, about 21,000 aircraft had two
engines, the remainder having one engine. The general-aviation fleet in 2002
must be similar to that in 1999.

It is clear that terrorist groups can readily obtain and use explosive materials.
Such use is a tragic accompaniment to political disputes around the world.
Moreover, explosives are easily obtainable within the USA. In 2001, about 2.4
million tonnes of explosives were sold in the USA. Most of this material
consisted of blasting agents and oxidizers used for mining, quarrying and
construction. Much of the blasting material consisted of mixtures of
ammonium nitrate and fuel oil, which are readily-available materials. It is
also noteworthy that current law in many US states allows high explosives to
be purchased without a permit or a background check.75

72 Gervasi, 1977.
73 Data from the website of the General Aviation Manufacturers Association
(www.generalaviation.org), 30 September 2002.
74 The remainder of the fleet consisted of gliders, balloons/blimps and experimental aircraft.
75 Information from the website of the Institute of Makers of Explosives (www.ime.org), 30
September 2002.
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Anti-Tank Missiles

Another instrument of attack that could be used is an anti-tank missile. Large
numbers of these missiles exist around the world, and they can be obtained by
many terrorist groups. As an example, consider the tube-launched, optically-
tracked, wire-guided (TOW) anti-tank missile system, which is now marketed
by Raytheon. 76 This system is said to be the most successful anti-tank missile
system in the world. It first entered service with the US Army in 1970 and is
currently in use by more than 40 military forces. As of 1991, more than
460,000 TOW missiles had been produced, and the cumulative production up
to 2002 must be substantially higher. The TOW missile has a maintenance-
free storage life of 20 years, and all versions of the missile can be fired from
any TOW launcher. TOW systems have been sold to countries such as
Colombia, Iran, Lebanon, Pakistan, Somalia, Yugoslavia and South Yemen, so
it must be presumed that they can be obtained by terrorist groups. There is no
indication from available literature that the TOW missile or launcher is self-
disabling if it passes into inappropriate hands. In connection with the
availability of systems of this kind, it is interesting to note that, in August
2002, federal agents seized more than 2,300 unregistered armor-piercing
missiles from a private, counter-terrorism training school in New Mexico. 77

Modern anti-tank missiles are reliable, accurate and easy to use. They are
capable of penetrating considerable thicknesses of armor plate using a shaped-
charge warhead that is designed for this purpose. Some types of missile can
also be equipped with a general-purpose warhead that would be used for
attacking targets such as fortified bunkers and gun emplacements. All types
can be set up and reloaded comparatively quickly. Consider the TOW missile
system as an example. The launcher canbe mounted on a light vehicle or
carried a short distance and mounted on the ground on a tripod. A late-
model TOW launcher weighs about 93 kilograms, the guidance set about 24
kilograms and each missile about 22 kilograms. A rate of fire of about two
rounds per minute can be sustained, and the missile has a range in excess of
3,000 meters. It is reported that an early-model TOW missile can blow a hole
as much as two feet in diameter in the armor of a Soviet T-62 tank, or cut
through three feet of concrete. Later-model TOW missiles are more
capable. 78

76 Information from: Hogg, 1991; Gervasi, 1977; Raytheon website (www.raytheon.com), 26

September 2002; US Marine Corps website (www.hqmc.usmc.mil), 26 September 2002; and
Canadian Army website (www.army.forces.gc.ca), 27 September 2002.
77 Reuters, 2002.
78 Information from: Hogg, 1991; Cervasi, 1977; Raytheon website (www.raytheon.com), 26

September 2002; US Marine Corps website (www.hqmc.usmc.mil), 26 September 2002; and
Canadian Army website (www.army.forces.gc.ca), 27 September 2002.
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Nuclear Weapons

A nuclear weapon could be used to attack a civilian nuclear facility. This
possibility was a source of concern during the Cold War, and there is a body of
technical and policy literature on this subject. 79. Russia retains the capability
to attack US nuclear facilities using ICBMs with thermonuclear warheads,
and might be motivated at some future date to threaten or implement such
an attack. A greater concern in the current period is that a sub-national
group, with or without the assistance of a government, might use a
comparatively low-yield fission weapon -- perhaps one with an explosive
yield in the vicinity of 10 kilotonnes of TNT equivalent -- to attack a US
nuclear facility. The means of delivery might be a land vehicle or a general-
aviation aircraft. Such a weapon would be difficult to obtain, but many
knowledgeable experts have warned that the fissionable material for a simple
nuclear weapon could be diverted from poorly-secured stocks in Russia and
elsewhere. 80 There is even the possibility that a complete nuclear weapon
will be diverted. A high-level group advising the US government has
examined the security of nuclear weapons and fissile material in Russia,
concluding:8 1

"The most urgent unmet national security threat to the United States
today is the danger that weapons of mass destruction or weapons-
usable material in Russia could be stolen and sold to terrorists or
hostile nation states and used against American troops abroad or
citizens at home. This threat is a clear and present danger to the
international community as well as to American lives and liberties."

Summary

Table 1, on the following page, briefly summarizes the characteristics of some
potential modes of attack on civilian nuclear facilities, and the present
defense against each mode. Other modes of attack can be identified, and an
attacking group might use several modes simultaneously or in sequence. The
characteristics of each mode are, of course, more complex and varied than is
shown in Table 1. Nevertheless, this table shows that determined,
knowledgeable attackers have a range of options available to them.

79 See, for example: Fetter, 1982; Fetter and Tsio5is, 1980; Ramberg, 1984; and SIPRI, 1981.
80 See, for example: Baker, Cutler et al, 2001; Bunn et al, 2002; and Sokolski and Riisager, 2002.
81 Baker, Cutler et al, 2001, first page of Executive Summary.
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MODE OF ATTACK CHARACTERISTICS PRESENT DEFENSE
Commando-style attack * Could involve heavy Alarms, fences and

weapons and lightly-armed guards,

sophisticated tactics with offsite backup

Successful attack
would require
substantial planning
and resources

Land-vehicle bomb * Readily obtainable Vehicle barriers at entry

* Highly destructive if points to Protected Area

detonated at target
Anti-tank missile 0 Readily obtainable None if missile

* Highly destructive at launched from offsite

point of impact
Commercial aircraft * More difficult to None

obtain than pre-9/11

* Can destroy larger,
softer targets

Explosive-laden smaller 0 Readily obtainable None
aircraft * Can destroy smaller,

harder targets
10-kilotonne nuclear 0 Difficult to obtain None
weapon 0 Assured destruction

if detonated at target

TABLE 1

SOME POTENTIAL MODES OF ATTACK ON
CIVILIAN NUCLEAR FACILITIES
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4.2 Vulnerability to Attack

The preceding section of this report describes, in deliberately general terms,
the potential modes and instruments of attack on a nuclear power plant or an
ISFSL. No sensitive information is disclosed. In discussing the vulnerability
of nuclear facilities to such attacks, one must be similarly careful to avoid
disclosing sensitive information. In this context, the word "vulnerability"
refers to the potential for an act of malice or insanity to cause a release of
radioactive material to the environment. At the site of a nuclear power plant
or an ISFSI, most of the radioactive material at the site is in the reactor(s), the
spent-fuel pool(s) and the ISFSI modules.

Requirements for a Vulnerability Study

Every US commercial reactor has been subjected to a PRA-type study by the
licensee. This study addressed the reactor's potential to experience accidents,
but did not consider acts of malice or insanity. No spent-fuel pool or ISFSI
has been subjected to a PRA-type study or a study of its vulnerability to acts of
malice or insanity. Indeed, there has never been a comprehensive, published
study of the vulnerability of any US nuclear facility to acts of malice or
insanity. Spurred by the terrorist events of September 2001, the NRC has
sponsored secret, ongoing studies on the vulnerability of nuclear facilities to
impact by a large commercial aircraft. Available information suggests that
these studies are narrow in scope and will provide limited guidance regarding
the overall vulnerability of nuclear facilities.

A comprehensive study of a facility's vulnerability would begin by identifying
a range of potential attacks on the facility. The probability of each potential
attack would be qualitatively estimated, with consideration of the factors (e.g.,
international events, changing availability of instruments of attack) that
could alter the probability over time. Site-specific factors affecting the
feasibility and probability of attack scenarios include local terrain and the
proximity of coastlines, airports, population centers and national symbols. A
variety of modes and instruments of attack would be considered, of the kind
discussed in Section 4.1.

After identifying a range of potential attacks, a comprehensive study would
examine the vulnerability of the subject facility to those attacks. This could be
done by adapting and extending known techniques of PRA, with an emphasis
on the logical structure of PRA rather than the numerical probabilities of
events. The analysis would consider the potential for interactions among
facilities at a site. For example, a potentially important interaction could be
the prevention of personnel access at one facility (e.g., a spent-fuel pool) due
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to a release of radioactive material at another facility (e.g., a reactor).
Attention would be given to the potential for "cascading" scenarios in which
attacks at some parts of a nuclear-power-plant site (e.g., control room,
switchyard, diesel generators) lead to releases from reactors and/or spent fuel
pools that were not directly attacked.

Working with Partial or Misleading Information

In the absence of any comprehensive study of vulnerability, one is obliged to
rely upon partial information. Also, one must contend with misleading
information disseminated by the nuclear industry. An egregious example is a
recent paper in Science, a journal that is usually sound.82 Two points
illustrate the low scientific quality of this paper. First, the paper cites an
experiment performed at Sandia National Laboratories as proof that an
aircraft cannot penetrate the concrete wall of a reactor containment. In
response, Sandia officials have stated that the test has no relevance to the
structural behavior of a containment wall, a fact that is readily evident from
the nature of the test. 83 Second, the paper states, in connection with the
vulnerability of spent-fuel shipping casks, that "there is virtually nothing one
could do to these shipping casks that would cause a significant public
hazard". 84 A report prepared by Sandia for the NRC is cited in support of this
statement. 85 Yet, examination of the Sandia report reveals that it considers
only the effects on a shipping cask of impact and fire pursuant to a truck or
train accident. The Sandia report does not address the effects of, for example,
attack by a TOW missile, a vehicle bomb, or a manually-placed charge.

Aircraft Impact

A rough, preliminary indication of the vulnerability of a nuclear power plant
to aircraft impact can be obtained from the PRA for the Seabrook reactor. This
reactor is a 4-loop Westinghouse PWR with a large, dry containment, and. is
one of only four US reactors that were specifically designed to resist impact by
an aircraft, a 6-tonne aircraft in the case of Seabrook.86 The Seabrook PRA
finds that any direct impact on the containment by an aircraft weighing more
than 37 tonnes will lead to penetration of the containment and a breach in
the reactor coolant circuit. Also, the Seabrook PRA finds that a similar impact
on the control building or auxiliary building will inevitably lead to a core
melt. 87 All of the typical, commercial aircraft mentioned in Section 4.1 of this

82 Chapin et al, 2002.
83 Jones, 2002a.
84 Chapin et al, 2002, page 1997.
85 Sprung et al, 2000.
86 Markey, 2002, page 73.
87 PLG, 1983, pp 9.3-10 to 9.3-11.
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report weigh considerably more than 37 tonnes. Moreover, the Seabrook
PRA does not consider the effects of a fuel-air explosion and/or fire as an
accompaniment to an aircraft impact. Finally, this PRA, like other PRAs,
does not consider malicious acts. Thus, it does not consider, for example, an
attack on the Seabrook reactor by an explosive-laden, general-aviation aircraft.

Analytic techniques are available for estimating the effects that aircraft
impact will have on the structures and equipment of a nuclear facility. Two
recent studies illustrate the use of such techniques. First, the Nuclear Energy
Institute (NEI), an industry lobbying organization, has released some
preliminary findings from an analysis of aircraft impact on reactor
containments and spent-fuel facilities. 88 The analysis itself will not be
published, so the findings cannot be verified. Second, a group at Purdue
University has released the results of its simulation of the aircraft impact on
the Pentagon that occurred on 11 September 2001.89 A simulation of this
kind could be performed for aircraft impact on a nuclear facility. The Purdue
group employs commercially-available software and, in contrast to NEI,
seems willing to publish its analysis.

The analytic techniques discussed in the preceding paragraph focus on the
kinetic energy of the impacting aircraft and its contents. Effects of an
accompanying fuel-air explosion and/or fire are given, at best, a crude
analysis. A 1982 review by Argonne National Laboratory of the state of the art
for aircraft-impact analysis stated:90

"Based on the review of past licensing experience, it appears that fire
and explosion hazards have been treated with much less care than the
direct aircraft impact and the resulting structural response. Therefore,
the claim that these fire/explosion effects do not represent a threat to
nuclear power plants has not been clearly demonstrated."

Examination of PRAs and related studies for nuclear facilities shows that the
Argonne statement remains valid today. Indeed, in view of the large amount
of energy that can be liberated in a fuel-air fire or explosion, previous analyses
of aircraft impacts may have substantially underestimated the vulnerability of
nuclear facilities to such impacts.

88 NEI, 2002.
89 Purdue, 2002; Sozen et al, 2002.
90 Kot et al, 1982, page 78.
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Vulnerability of Spent-Fuel Pools

The vulnerability of spent-fuel pools deserves special attention because these
pools contain large amounts of long-lived radioactive material that could be
liberally released to the atmosphere during a fire. 91 The potential for such a
fire exists because the pools have been equipped with high-density racks. In
the 1970s, the spent-fuel pools of US nuclear power plants were typically
equipped with low-density, open-frame racks. If water were partially or
totally lost from such a pool, air or steam could circulate freely throughout
the racks, providing convective cooling to the spent fuel. By contrast, the
high-density racks that are used today have a closed structure. To suppress
criticality, each fuel assembly is surrounded by solid, neutron-absorbing
panels, and there is little or no gap between the panels of adjacent cells. In the
absence of water, this configuration allows only one mode of circulation of air
and steam around a fuel assembly -- vertically upward within the confines of
the neutron-absorbing panels.

If water is totally lost from a high-density pool, air will pass downward
through available gaps such as the gap between the pool wall and the outer
faces of the racks, will travel horizontally across the base of the pool, will
enter each rack cell through a hole in its base, and will rise upward within the
cell, providing cooling to the spent fuel assembly in that cell. If the fuel has
been discharged from the reactor comparatively recently, the flow of air may
be insufficient to remove all of the fuel's decay heat. In that case, the
temperature of the fuel cladding may rise to the point where a self-sustaining,
exothermic oxidation reaction with air will begin. In simple terms, the fuel
cladding -- which is made of zirconium alloy -- will begin to burn. The
zirconium-alloy cladding can also enter into a self-sustaining, exothermic
oxidation reaction with steam. Other exothermic oxidation reactions can also
occur. For simplicity, the occurrence of one or more of the possible reactions
can be referred to as a pool fire.

In many scenarios for loss of water from a pool, the flow of air that is
described in the preceding paragraph will be blocked. For example, a falling
object (e.g., a fuel-transfer cask) might distort rack structures, thereby blocking
air flow. As another example, an attack might cause debris (e.g., from the roof
of the fuel handling building) to fall into the pool and block air flow. The
presence of residual water in the bottom of the pool would also block air flow.
In most scenarios for loss of water, residual water will be present for
significant-periods of time. Blockage of air flow, for whatever reason, will
lead to ignition of fuel that has been discharged from a reactor for long

91 The NRC has published a variety of technical documents that address spent-fuel-pool fires.

The most recent of these documents is: Collins et al, 2000.
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periods -- potentially 10 years or longer.92 The NRC Staff failed to understand

this point for more than two decades. 93

Loss of Water from a Pool

Partial or total loss of water from a spent-fuel pool could occur through
leakage, evaporation, siphoning, pumping, displacement by objects falling
into the pool, or overturning of the pool. These modes of loss of water could
arise, directly or indirectly, through a variety of attack scenarios. As a simple
example, consider leakage as a direct result of aircraft impact on the wall of a
pool. This example represents a brute-force attack on the model of 11
September 2001. Other attack options will suggest themselves to
knowledgeable attackers.

An NRC Staff study includes a crude, generic analysis of the conditional
probability that aircraft impact will cause a loss of water from a spent fuel
pool.94 The pool is assumed to have a 5-ft-thick reinforced-concrete wall.
Impacting aircraft are divided into the categories "large" (weight more than
5.4 tonnes) and "small" (weight less than 5.4 tonnes). The Staff estimates that
the conditional probability of penetration of the pool wall by a large aircraft is
0.45, and that 50 percent of penetration incidents involve a loss of water
which exposes fuel to air. Thus, the Staff estimates that, for impact of a large
aircraft, the conditional probability of a loss of water sufficient to initiate a
pool fire is 0.23 (23 percent).

Facility Interactions and Cascading Scenarios

An earlier paragraph in Section 4.2 of this report mentions the potential for
interactions among facilities on a site, and points out that a potentially
important interaction could be the prevention of personnel access at one
facility (e.g., a spent-fuel pool) due to a release of radioactive material at
another facility (e.g., a reactor). This type of interaction was partially
addressed during a licensing proceeding for the Harris nuclear power plant.
In that proceeding, the NRC Staff conceded that a fire in one spent-fuel pool
would preclude the provision of cooling and makeup to nearby pools, thereby
leading to evaporation of water from the nearby pools followed by fires in
those pools.95 This situation would arise mostly because the initial fire
would contaminate the site with radioactive material, generating high
radiation fields that preclude personnel access. An analogous situation could

92 The role of residual water in promoting ignition of old fuel is discussed in: Thompson, 1999,

Appendix D.
93 Thompson, 2002a, Section II.
94 Collins et al, 2000, page 3-23 and Appendix 2D.
95 Parry et al, 2000, paragraph 29.
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arise in which the release of radioactive material from a damaged reactor
precludes the provision of cooling and makeup to nearby pools. For example,
an attack on a reactor could lead to a rapid-onset core melt with an open
containment, accompanied by a raging fire. That event would create high
radiation fields across the site, potentially precluding any access to the site by
personnel. One can envision a variety of "cascading" scenarios, in which
there might eventually be fires in all of the pools at a site, accompanied by
core-melt events at all of the reactors.

Progression of a Pool Fire

A pool fire could begin comparatively soon after water is lost from a pool.
For example, suppose that most of the length of the fuel assemblies is exposed
to air, but the flow of air to the base of the racks is precluded by residual water
or a collapsed structure. In that event, fuel heatup would be approximately
adiabatic. Fuel discharged for 1 month would ignite in less than 2 hours, and
fuel discharged for 3 months would ignite in about 3 hours. The fire would
then spread to older fuel. Once a fire has begun, it could be impossible to
extinguish. Spraying water on the fire could feed an exothermic zirconium-
steam reaction that would generate flammable hydrogen. High radiation
fields could preclude the approach of firefighters.

Vulnerability of Dry-Storage Modules

The dry-storage modules used at ISFSIs are passively safe, as discussed in
Section 4.1 of this report. Thus, an attacking group that seeks to obtain a
radioactive release from an ISFSI must attack each module directly. To obtain
a release of radioactive material, the wall of the fuel container must be
penetrated from the outside, or the container must be heated by an external
fire to such an extent that the containment envelope fails. In addition, a
technically-informed and appropriately-equipped attacker could exploit stored
chemical energy in the zirconium cladding of the stored spent fuel. Such an
attacker would arrange for penetration of the container to be accompanied by
the initiation of combustion of the cladding in air. Combustion would
generate heat that could liberate radioactive material from the fuel to the
outside environment. Initiation of combustion could be facilitated by the
presence of zirconium hydride in the fuel cladding, which is a characteristic of
high-burnup fuel. The NRC Staff has noted that zirconium hydride can
experience auto-ignition in air.96 This point had been brought to the Staffs
attention by the NRC's Advisory Committee on Reactor Safeguards. 97

96 Collins et al, 2000, page AlB-3,
97 Powers, 2000, page 3.
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There is a body of literature that addresses aspects of the vulnerability of dry-
storage modules for ISFSIs. Consider some examples. First, NAC
International has analyzed the impact of a Boeing 747-400 aircraft on a NAC-
UMS storage module of the type discussed in Section 2.2 of this report. 98

According to NAC, this analysis shows that failure of the fuel container
would not occur, either from impact or fire. Second, analyses of aircraft
impact have been done in Germany in connection with the licensing of
ISFSIs that employ CASTOR casks. In Germany, ISFSIs are typically located
inside buildings to provide some protection against anti-tank missiles, a
practice which creates the potential for pooling of jet fuel following an aircraft
impact. As a result, the intensity and duration of fire has become a key issue
in technical debates about the release of radioactive material following an
aircraft impact.99 Third, in a test done in Germany in 1992, a shortened
CASTOR cask containing simulated fuel assemblies made from depleted
uranium was penetrated by a static, shaped charge, in order to simulate attack
by an anti-tank missile. 100 The metal jet created by the shaped charge caused
a small amount of finely-divided uranium to be released from the cask, but
this test did not account for several important factors that are discussed in the
following paragraph. Fourth, analyses of aircraft, cruise-missile and dummy-
bomb impact on a dry-storage module have been done in connection with the
licensing of the proposed Skull Valley ISFSI. The accompanying technical
debate suggests that the magnitude of the radioactive release following
penetration of a fuel container would be sensitive to the fraction of a fuel
assembly's inventory of radionuclides, such as cesium-137, that would be
present in the pellet-cladding gap region. 101

Requirements for a Comprehensive Study
of Dry-Storage Vulnerability

The literature that is exemplified in the preceding paragraph addresses only
some of the attack scenarios and physical-chemical phenomena that would be
addressed in a comprehensive a'ssessment of the vulnerability of dry-storage
modules. Such an assessment would consider a range of instruments of
attack, including anti-tank missiles, manually-placed charges, a vehicle bomb
or an aircraft bomb. Modes of attack that promote zirconium ignition would
be considered. Factors that would be accounted for include: (i) the presence of
zirconium hydride in fuel cladding; (ii) radioactive-decay heat in fuel pellets;
(iii) a pre-attack temperature characteristic of an actual, operating module;
and (iv) source-term phenomena (such as the gap inventory of radionuclides)
that are characteristic of high-burnup fuel. There is no evidence from

98 McCough and Pennington, 2002.

99 Hirsch, 2002.
100 Lange et al, 2002.
101 Resnikoff, 2001.
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published literature that a comprehensive vulnerability assessment of this
kind has been made. Some components of a comprehensive assessment may
have been performed secretly. For example, there are rumors of NRC-
sponsored tests that have combined penetration of a fuel container with
incendiary effects. Given the information that is available, it is prudent to
assume that a variety of modes and non-nuclear instruments of attack could
release to the atmosphere a substantial fraction of the radioactive inventory
of a dry-storage module.

Attack Using a Nuclear Weapon

As indicated in Section 4.1 of this report, it is prudent to assume that a low-
yield nuclear weapon (with a yield of perhaps 10 kilotonnes of TNT
equivalent) might be used as an instrument of attack at a nuclear power plant
or an ISFSI. A thorough assessment of the vulnerability to such an attack of
the reactor(s), spent-fuel pool(s) and ISFSI modules at a site would require
detailed analysis. Absent such an analysis, rough judgements can be made.

Consider, for example, a 10-kilotonne ground burst at an unhardened,
surface-level ISFSI of the usual US type. It seems reasonable to assume that
any module within the crater area would, as a result of blast effects and
heating by the fireball, become divided into fragments, many of them small
enough to travel downwind for many kilometers before falling to earth. A
10-kilotonne ground burst over sandstone, which is perhaps representative of
an ISFSI, would yield a crater about 68 meters in diameter and 16 meters
deep.102

As an indication of the potential release of radioactive material following a
nuclear detonation at an ISFSI, consider a 10-kilotonne groundburst at an
ISFSI that employs vertical-axis fuel-storage modules with a center-to-center
distance of 5.5 meters, as would be the case for the proposed Diablo Canyon
facility. Given a large, square array of such modules, about 120 modules
would fall within the 68-meter diameter of the anticipated crater. Thus, it is
plausible to assume that 100 percent of the volatile radionuclides (such as
cesium-137) in 120 modules, together with a lesser fraction of the non-volatile
radionuclides, would be carried downwind in a radioactive plume. This
quantity could be an over-estimate, because the ISFSI has finite dimensions
and is not an infinite array, or it could be an under-estimate, because damage
to modules outside the crater is not considered. Note that a NAC-UMS
module, as used at Maine Yankee, can hold 24 PWR fuel assemblies or 56

102 Glasstone, 1962, Chapter VI.
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BWR fuel assemblies. 103 The HI-STORM 100 modules that would be used at

the proposed Diablo Canyon ISFSI can each hold 32 PWR fuel assemblies. 10 4

Comparative Risks of Attack Options

Section 4.1 of this report shows that a determined, knowledgeable group has
available to it a range of options for attacking reactors, spent-fuel pools and
ISFSIs. The preceding paragraphs of Section 4.2 provide a brief discussion of
the vulnerability of reactors, pools and ISFSI modules to such options. These
topics could be discussed more comprehensively, but that task was beyond the
scope of this report. A comprehensive assessment -- whose underlying
technical analysis should not, for obvious reasons, be openly published --
would identify a wide range of attack scenarios and would'estimate their
outcomes. Such an assessment could provide a perspective on the
comparative risks of attack options.

As an illustration of comparative risk, consider three potential options for
obtaining a release of radioactive material. Option I would be an attack on an
ISFSI using a 10-kilotonne nuclear weapon delivered by a general-aviation
aircraft. Delivery of the weapon could be straightforward, given the lack of air
defense at ISFSIs, but the weapon would be difficult to obtain. Thus, this
attack option seems to have a comparatively low probability. However, it
would yield a large release of radioactive material. Option II would be a
commando-style attack in which the attackers seize control of a nuclear power
plant, initiate a reactor-core melt, breach the reactor containment, and initiate
the removal of water from the spent-fuel pool(s) by siphoning and/or
breaching the pool(s). Such an attack is feasible but would require substantial
planning and resources and might be repulsed. Thus, this attack option may
have a comparatively low probability. It would, however, yield a large release
of radioactive material. Option III would be an attack on one or more ISFSI
modules using anti-tank missiles fired from one or more offsite locations. In
a plausible time window the attackers might, for example, be able to obtain 10
hits. The probability of this option is presumably substantially greater than
the probability of Options I and II, but the release of radioactive material
would be considerably smaller.

4.3 Consequences of Attack

The offsite radiological consequences of a potential attack on a nuclear facility
can be estimated with widely-used, computer-based models. In order to apply
such a model, one must have an estimate of the accident "source term". The

103 Stone and Webster, 1999.
104 PG&E, 2001a.
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source term is a set of characteristics -- magnitude, timing, etc. -- that describe
a potential release of radioactive material to the atmosphere. Using this
source term, together with weather data for the release site, the model can
estimate the magnitude of each of a range of radiological impacts at specified
locations downwind.

Cesium-137 as an Indicator

A full analysis of this type is beyond the scope of this report. Instead, some
scoping calculations are presented here, focussing on one radioactive isotope -
- cesium-137. This isotope is a useful indicator of the potential, long-term
consequences of a release of radioactive material. Cesium-137 has a half-life
of 30 years, and accounts for most of the offsite radiation exposure that is
attributable to the 1986 Chernobyl reactor accident, and for about half of the
radiation exposure that is attributable to fallout from nuclear weapons tests in
the atmosphere.105 Cesium is a volatile element that would be liberally
released during nuclear-facility accidents or attacks. For example, an NRC
study has concluded that a generic estimate of the release fraction of cesium
isotopes during a spent-fuel-pool fire -- that is, the fraction of the pool's
inventory of cesium isotopes that would reach the atmosphere -- is 100
percent.106 It is reasonable to assume such a high release fraction because
cesium is volatile, because a fire in a high-density pool, once initiated,, would
eventually involve all of the fuel in the pool, and because pool buildings are
not designed as containment structures.

Inventories of Cesium-137 at Indian Point

The Indian Point site provides an illustration of the inventories of cesium-
137 at nuclear facilities. Three nuclear power plants have been built at this
site. Unit 1 had a rated power of 590 MW (thermal) and operated from 1962 to
1974.107 Unit 2 has a rated power of 2,760 MW (thermal), commenced
operating in 1974, and remains operational. Unit 3 has a rated power of 2,760
MW (thermal), commenced operating in 1976, and remains operational. Unit
2 and Unit 3 each employ a four-loop Westinghouse PWR with a large, dry
containment. The reactor cores of Unit 2 and Unit 3 each contain 193 fuel
assemblies. 108

Unit 2 and Unit 3 are each equipped with one spent-fuel pool. The capacity of
the Unit 2 pool is 1,374 fuel assemblies, while the capacity of the Unit 3 pool is

105 DOE, 1987.
106 Sailor et al, 1987.
107 Thompson and Beckerley, 1973, Table 4-1.
108 Larson, 1985, Table A-2.
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1,345 fuel assemblies. 10 9 Both pools employ high-density racks. As of
November 1998, the Unit 2 pool contained 917 fuel assemblies, while the Unit
3 pool contained 672 fuel assemblies.1 10 It can be assumed that the number of
fuel assemblies in each pool has increased since November 1998.

The inventory of cesium-137 in the Indian Point pools can be readily
estimated. Three parameters govern this estimate -- the number of spent fuel
assemblies, their respective burnups, and their respective ages after discharge.
Assuming a representative, uniform burnup of 46 GW-days per tonne, one
finds that the 917 fuel assemblies that were in the Unit 2 pool in November
1998 now contain about 42 million Curies (460 kilograms) of cesium-137. The
672 fuel assemblies that were in the Unit 3 pool in November 1998 now
contain about 31 million Curies (350 kilograms) of cesium-137. Additional
amounts of cesium-137 would be present in any fuel assemblies that have
been added to these pools since November 1998.

For comparison, the cores of the Indian Point Unit 2 and Unit 3 reactors each
contain about 6 million Curies (67 kilograms) of cesium-137. Also, it should
be noted that the Chernobyl reactor accident of 1986 released about 2.4 million
Curies (27 kilograms) of cesium-137 to the atmosphere. That release
represented 40 percent of the Chernobyl reactor core's inventory of 6 million
Curies (67 kg) of cesium-137. 111 Also, atmospheric testing of nuclear weapons
led to the deposition of about 20 million Curies (220 kilograms) of cesium-137
across the land and water surfaces of the Northern Hemisphere. 112

As another comparison, consider a HI-STORM 100 dry-storage module that
contains 32 PWR fuel assemblies. Assuming that these fuel assemblies have
an average post-discharge age of 20 years, this module would contain about
1.3 million Curies (14 kilograms) of cesium-137.

Inventories of Cesium-137 at Vermont Yankee

The Vermont Yankee site provides a second illustration of the inventories of
cesium-137 at nuclear facilities. At this site there is a single BWR with a rated
power of 1,590 MW (thermal) and a Mark I containment. This plant
commenced operating in 1972 and remains operational. The reactor core
contains 368 fuel assemblies. 113 One spent-fuel pool is provided at this plant.

109 "Reactor Spent Fuel Storage", from NRC website (www.nrc.gov), 30 May 2001.
110 Ibid.

111 Krass, 1991.
112 DOE, 1987.
113 Larson, 1985, Table A-1.
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The pool is equipped with high-density racks and has a capacity of 2,870 fuel
assemblies, with a possible recent increase in this capacity. 114

In 2000, the Vermont Yankee pool contained 2,439 fuel assemblies. 115

Licensee projections done in 1999 showed the pool inventory increasing to a
maximum of 2,687 assemblies in 2004, after which the inventory would
decrease until the pool would be empty in 2017. These projections assumed
continuing operation of the plant until 2012, transfer of spent fuel from the
pool to an on-site ISFSI beginning in 2004, and shipment of fuel to Yucca
Mountain beginning in 2010.116 To date, there has been no license
application for an ISFSI at Vermont Yankee. Thus, transfer of fuel to an on-
site ISFSI in 2004 is unlikely. As discussed in Section 2.1 of this report,
shipment of fuel to Yucca Mountain in 2010 is unlikely.

The inventories of cesium-137 in the Vermont Yankee pool and reactor can
be estimated as described above for Indian Point. One can assume that the
Vermont Yankee pool now (in January 2003) contains 2,639 fuel assemblies,
which have been discharged from the reactor during refuelling outages since
1972.117 Thus, the pool now contains about 35 million Curies (390 kilograms)
of cesium-137. The Vermont Yankee reactor contains about 2.3 million
Curies (26 kilograms) of cesium-137.

Land Contamination by Cesium-137
After a Pool Fire

Now consider the potential for a spent-fuel-pool fire at Indian Point or
Vermont Yankee. As explained above, it is reasonable to assume that 100
percent of the cesium-137 in a pool would be released to the atmosphere in
the event of a fire. The cesium-137 would be released to the atmosphere in
small particles that would travel downwind and be deposited on the ground
and other surfaces. The deposited particles would emit intense gamma
radiation, leading to external, whole-body radiation doses to exposed persons.
Cesium-137 would also contaminate water and foodstuffs, leading to internal
radiation doses.

114 According to information compiled by licensee staff in February 1999 (Weyman, 1999), the
licensed storage limit for the Vermont Yankee pool was 2,870 fuel assemblies in 1999, and was
projected to increase to 3,355 fuel assemblies in 2001. According to information compiled by the
NRC, the capacity of the Vermont Yankee pool in November 1998 was 2,863 assemblies; see
"Reactor Spent Fuel Storage", from NRC website (www.nrc.gov), 30 May 2001.
115 Vermont Yankee, 2000.
1 16 Weyman, 1999.
117 Ibid.
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One measure of the scope of radiation exposure attributable to deposition of
cesium-137 is the area of land that would become uninhabitable. For
illustration, one can assume that the threshold of uninhabitability is an
external, whole-body dose of 10 rem over 30 years. This level of radiation
exposure, which would represent about a three-fold increase above the typical
level of background (natural) radiation, was used in the NRC's 1975 Reactor
Safety Study as a criterion for relocating populations from rural areas.

A radiation dose of 10 rem over 30 years corresponds to an average dose rate
of 0.33 rem per year.118 The health effects of radiation exposure at this dose
level have been estimated by the National Research Council's Committee on
the Biological Effects of Ionizing Radiations. 119 This committee has
estimated that a continuous lifetime exposure of 0.1 rem per year would
increase the incidence of fatal cancers in an exposed population by 2.5 percent
for males and 3.4 percent for females. 120 Incidence would scale linearly with
dose, in this low-dose region. 121 Thus, an average lifetime exposure of 0.33
rem per year would increase the incidence of fatal cancers by about 8 percent
for males and 11 percent for females. About 21 percent of males and 18
percent of females normally die of cancer. 122 In other words, in populations
residing continuously at the threshold of uninhabitability (an external dose
rate of 0.33 rem per year), about 2 percent of people would suffer a fatal cancer
that would not otherwise occur. 123 Internal doses from contaminated food
and water could cause additional cancer fatalities.

The increased cancer incidence described in the preceding paragraph would
apply at the boundary of the uninhabitable area. Within that area, the
external dose rate from cesium-137 would exceed the threshold of 10 rem
over 30 years. At some locations, the dose rate would exceed this threshold by
orders of magnitude. Therefore, persons choosing to live within the
uninhabitable area would experience an incidence of fatal cancers at a level
higher than is set forth above.

118 At a given location contaminated by cesium-137, the resulting external, whole-body dose
received by a person at that location would decline over time, due to radioactive decay and
weathering of the cesium-137. Thus, a person receiving 10 rem over an initial 30-year period
would receive a lower dose over the subsequent 30 -year period.
119 National Research Council, 1990.
120 Ibid, Table 4-2.
121 The BEIR V committee assumed a linear dose-response model for cancers other than

leukemia, and a model for leukemia that is effectively linear in the low-dose range. See
National Research Council, 1990, pp 171-176.
122 National Research Council, 1990, Table 4-2.
123 For males, 0.08 x 0.21 = 0.017. For females, 0.11 x 0.18 = 0.020.
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Area of Uninhabitable Land
After a Pool Fire at Indian Point or Vermont Yankee

For a postulated release of cesium-137 to the atmosphere, the area of
uninhabitable land can be estimated from calculations done by Dr Jan
Beyea. 124 Four releases of cesium-137 are postulated here. The first
postulated release is 42 million Curies, representing the fuel that was present
in the Indian Point Unit 2 pool in November 1998. The second postulated
release is 31 million Curies, representing the fuel that was present in the
Indian Point Unit 3 pool in November 1998. (Actual, present inventories of
cesium-137 in the Unit 2 and Unit 3 pools are higher than these numbers,
assuming that fuel has been added since November 1998.) The third
postulated release is 35 million Curies, representing the present (January
2003) inventory of fuel in the Vermont Yankee pool. The fourth postulated
release is 1 million Curies, representing the cesium-137 inventory in a dry-
storage ISFSI module that contains 32 PWR fuel assemblies. This fourth
release does not represent a pool fire or a predicted release from an ISFSI.
Instead, it is a notional release that provides a scale comparison.

For typical weather conditions, assuming that the radioactive plume travels
over land rather than out to sea, a release of 42 million Curies of cesium-137
would render about 95,000 square kilometers of land uninhabitable. Under
the same conditions, a release of 31 million Curies would render about 75,000
square kilometers uninhabitable, and a release of 35 million Curies would
render about 80,000 square kilometers uninhabitable. A release of 1 million
Curies would render uninhabitable about 2,000 square kilometers. For
comparison, note that the area of New York state is 127,000 square kilometers,
while the combined area of Vermont, New Hampshire and Massachusetts is
70,000 square kilometers. The use of a little imagination shows that a spent-
fuel-pool fire at Indian Point or Vermont Yankee would be a regional and
national disaster of historic proportions, with health, environmental,
economic, social and political dimensions.

Cesium-137 Fallout From a Nuclear Detonation

For attack scenarios involving the use of a nuclear weapon on a spent-fuel-
storage facility, it is instructive to compare the long-term radiological
significance of the nuclear detonation itself with the significance of the
release that the detonation could induce. For example, detonation of a 10-
kilotonne fission weapon would directly generate about 2 thousand Curies (21

124 Beyea et al, 1979.
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grams) of cesium-137.1 25 Yet, this weapon could release to the atmosphere
tens of millions of Curies of cesium-137 from a spent-fuel pool or an
unhardened, undispersed ISFSI.

4.4 Defense in Depth

Four types of measure, taken together, could provide a comprehensive,
defense-in-depth strategy against acts of malice or insanity at a nuclear facility.
The four types of measure, which are described in the following paragraphs,
are in the categories: (i) site security; (ii) facility robustness; (iii) damage
control; and (iv) emergency response planning. The degree of protection
provided by these measures would be greatest if they were integrated into the
design of a facility before its construction. However, a comprehensive set of
measures could provide significant protection at existing facilities.

Site Security

Site-security measures are those that reduce the potential for implementation
of destructive acts of malice or insanity at a nuclear site. Two types of
measure fall into this category. Measures of the first type would be
implemented at offsite locations, and the implementing agencies might have
no direct connection with the site. Airline or airport security measures are
examples of measures in this category. Measures of the second type would be
implemented at or near the site. Implementing agencies would include the
licensee, the NRC and, potentially, other entities (e.g., National Guard, Coast
Guard). The physical protection measures now required by the NRC, as
discussed in Section 2.3 of this report, are examples of site-security measures
of the second type. More stringent measures could be introduced, such as:

(i) establishment of a mandatory aircraft exclusion boundary around
the site;
(ii) deployment of an approaching-aircraft detection system that triggers
a high-alert status at facilities on the site;
(iii) expansion of the DBT, beyond that now applicable to a nuclear
power plant, to include additional intruders, heavy weapons, lethal
chemical weapons and more than one vehicle bomb; and
(iv) any ISFSI on the site to receive protection equivalent to that
provided for a nuclear power plant.

125 SIPRI, 1981, page 76.
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Facility Robustness

Facility-robustness measures are those that improve the ability of a nuclear
facility to experience destructive acts of malice or insanity without a
significant release of radioactive material to the environment. In illustration,
the PIUS reactor design, as discussed in Section 2.3, was intended to withstand
aerial bombardment by 1,000-pound bombs without suffering core damage or
releasing a significant amount of radioactive material to the environment.
An ISFSI could be constructed with a similar degree of robustness. At existing
facilities, a variety of opportunities are available for enhancing robustness.
As a high-priority example, the spent fuel pool(s) at a nuclear power plant
could be re-equipped with low-density racks, so that spent fuel would not
ignite if water were lost from a pool. As a second example, the reactor of a
nuclear power plant could be permanently shut down, or the reactor could
operate at reduced power, either permanently or at times of alert. Other
robustness-enhancing opportunities could be identified. For a nuclear power
plant whose reactor is not permanently shut down, robustness could be
enhanced by an integrated set of measures such as:

(i) automated shutdown of the reactor upon initiation of a high-alert
status at the plant, with provision for completion of the automated
shutdown sequence if the control room is disabled;
(ii) permanent deployment of diesel-driven pumps and pre-engineered
piping to be available to provide emergency water supply to the reactor,
the steam generators (at a PWR) and the spent fuel pool(s);
(iii) re-equipment of the spent fuel pool(s) with low-density racks,
excess fuel being stored in an onsite ISFSI; and
(iv) construction of the ISFSI to employ hardened, dispersed, dry
storage.

Damage Control

Damage-control measures are those that reduce the potential for a release of
radioactive material from a facility following damage to that facility due to
destructive acts of malice or insanity. Measures of this kind could be ad hoc
or pre~engineered. One illustration of a damage control measure would be a
set of arrangements for patching and restoring water to a spent fuel pool that
has been breached. Many other illustrations can be provided. It appears, from
the list of additional measures set forth in Section 2.3 of this report, that the
NRC's recent orders have required licensees to undertake some planning for
damage control following explosions or fires. Additional measures would be
appropriate. For example, at a site housing one or more nuclear power plants.
and an ISFSI, the following damage-control measures could be implemented:
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(i) establishment of a damage control capability at the site, using onsite
personnel and equipment for first response and offsite resources for
backup;
(ii) periodic exercises of damage-control capability;
(iii) establishment of a set of damage-control objectives -- to include
patching and restoring water to a breached spent fuel pool, fire
suppression in the ISFSI, and provision of cooling to a reactor whose
support systems and control rocim are disabled -- with accompanying
plans; and
(iv) provision of equipment and training to allow damage control to
proceed on a radioactively-contaminated site.

Offsite Emergency Response

Emergency-response measures are those that reduce the potential for
exposure of offsite populations to radiation, following a malice- or insanity-
induced release of radioactive material from a nuclear facility. Measures in
this category would in many respects be similar to emergency planning
measures that are designed to accommodate "accidental" releases of
radioactive material arising from human error, equipment failure or natural
forces (e.g., earthquake). However, there are two major ways in which
malice- or insanity-induced releases might differ from accidental releases.
First, a malice- or insanity-induced release might be larger and begin earlier
than an accidental release. 126 Second, a malice- or insanity-induced release
might be accompanied by deliberate degradation of emergency response
capabilities (e.g., the attacking group might block an evacuation route).
Accommodating these differences could require additional measures of
emergency response. Overall, an appropriate way to improve emergency-
response capability at a nuclear-power-plant site could be to implement a
model emergency response plan that was developed by a team based at Clark
University in Massachusetts. 127 This model plan was specifically designed to
accommodate radioactive releases from spent-fuel-storage facilities, as well as
from reactors. That provision, and other features of the plan, would provide
a capability to accommodate both accidental releases and malice- or insanity-
induced releases. Major features of the model plan include:128

126 Present plans for emergency response do not account for the potential for a large release of

radioactive material from spent fuel, as would occur during a pool fire. The underlying
assumption is that a release of this kind is very unlikely. That assumption cannot be sustained
in the present threat environment.
127 Golding et al, 1992.
128 Ibid, pp 8-13.
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(i) structured objectives;
(ii) improved flexibility and resilience, with a richer flow of
information;
(iii) precautionary initiation of response, with State authorities having
an independent capability to identify conditions calling for a
precautionary response 129;
(iv) criteria for long-term protective actions;
(v) three planning zones, with the outer zone extending to any distance
necessary 130;

(vi) improved structure for accident classification;
(vii) increased State capabilities and power;
(viii) enhanced role for local governments;
(ix) improved capabilities for radiation monitoring, plume tracking
and dose projection;
(x) improved medical response;
(xi) enhanced capability for information exchange;
(xii) more emphasis on drills, exercises and training;
(xiii) improved public education and involvement; and
(xiv) requirement that emergency preparedness be regarded as a safety
system equivalent to in-plant systems.

4.5 A Strategy for Robust Storage of Spent Fuel

The preceding section of this report sets forth a defense-in-depth strategy for
nuclear facilities. This strategy could be implemented at every civilian
nuclear facility in the United States. Within the context of that strategy, it
would be necessary to establish a nationwide strategy for the robust storage of
spent fuel. The strategy must protect all spent fuel that has been discharged
from a reactor but has not been emplaced in a repository. Available options
for storing this fuel are wet storage in pools and dry storage in ISFSIs.

Timeframe for a Robust-Storage Strategy

As pointed out in Section 2.1 of this report, thousands of tonnes of US spent
fuel will remain in interim storage for decades, even if a repository opens at
Yucca Mountain. If a repository does not open, the entire national inventory
of spent fuel will remain in interim storage for many decades. Thus, the
robust-storage strategy for spent fuel must minimize the overall risk of
interim storage throughout a period that may extend for 100 years or longer.

129 A security alert could be a condition calling for a precautionary response.
130 The inner and intermediate zones would have radii of 5 and 25 miles, respectively. As an

example of the planning measures in each zone, potassium iodide would be predistributed
within the 25-mile zone and made generally accessible nationwide.
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Moreover, this interim storage strategy must be compatible with the eventual
emplacement of the spent fuel in a repository in a manner that minimizes
long-term risk.

Reactor Risk and Spent-Fuel Risk

This report focusses on the risk of a radioactive release from spent fuel. It
also, by necessity, discusses the risk of a similar release from a reactor. These
risks are closely intertwined in two practical ways. First, many scenarios for a
spent-fuel-pool fire involve interactions between the affected pool(s) and the
reactor(s) on the site. Second, the security of an at-reactor ISFSI is an adjunct
to the security of a nuclear-power-plant site.

A robust-storage strategy for spent fuel could substantially reduce the risk of a
radioactive release from spent fuel, at a comparatively low cost. Given the
design of US nuclear power plants, there is no obvious strategy for achieving
a comparable reduction in reactor risk. Thus, even if a defense-in-depth
strategy is implemented for every reactor, a substantial fraction of the present
reactor risk will continue to exist as long as the reactors continue to operate.

What should be the risk target for a robust-storage strategy? There are three
major considerations that argue for seeking a spent-fuel risk that is
substantially lower than the reactor risk. First, measures are available for
substantially reducing the spent-fuel risk at a comparatively low cost. Second,
storing spent fuel creates no benefit to offset its risk, whereas reactors generate
electricity. Third, spent fuel may be in interim storage for 100 years or longer,
whereas the present reactors will operate for at most a few more decades.

Elements of a Robust-Storage Strategy

From Sections 4.2 and 4.3 of this report, it is evident that storing spent fuel in
high-density pools poses a very high risk. Dry storage of spent fuel, even
employing the present practice that is described in Section 2.3, poses a lower
risk. Thus, a robust-storage strategy must assign its highest priority to re-
equipping each spent fuel pool with low-density racks, in order to reduce the
pool's inventory of fuel and to prevent self-ignition and burning of fuel if
water is lost from the pool.131 The excess fuel, for which space would no
longer be available in pools, would be transferred to ISFSIs. When a nuclear
power plant is shut down, the fuel remaining in its pool(s) would be
transferred to an ISFSI after an appropriate period of cooling. These steps
would dramatically reduce the overall risk of spent-fuel storage. A further,

131 Further protection of the spent fuel that remains in pools could be provided by a variety of
site-security, facility-robustness and damage-control measures of the kind that are described in
Section 4.4 of this report.
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substantial reduction of the overall risk would be obtained by employing
hardened, dispersed, dry storage at every ISFSI.

Figure 1, on the following page, shows how a robust-storage strategy for spent
fuel would operate in a larger context. The robust-storage strategy would
have the three elements represented by the three boxes at the base of the
figure: low-density pools; hardened dry-storage modules; and dispersed dry-
storage modules. In turn, the robust-storage strategy would be one of the
elements of facility robustness, which itself would be one of four components
of a defense in depth for US civilian nuclear facilities. This defense would
contribute to homeland security and national security.

A way-from-Reactor ISFSIs

In a robust-storage strategy, any ISFSI would employ hardened, dispersed dry
storage. The essential principles would be the same whether the ISFSI is at a
nuclear-power-plant site or at another site such as Skull Valley.

Section 2.1 of this report discusses factors that argue against shipping spent
fuel to an away-from-reactor ISFSI. Some of these factors are economic in
nature. However, three factors affect the overall risk of interim storage. First,
shipment to an away-from-reactor ISFSI would increase the overall transport
risk, because fuel would be shipped twice, first from the reactor site to the
ISFSI, and then from the ISFSI to the ultimate repository. Second, an away-
from-reactor ISFSI would hold a comparatively large inventory of spent fuel,
creating a potentially attractive target for an enemy. Third, there is a risk that
a large, away-from-reactor ISFSI would become, by default, a permanent
repository, despite having no long-term containment capability. These three
factors must be considered in minimizing the overall risk of interim storage.
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FIGURE 1

ROBUST STORAGE OF SPENT FUEL
IN THE CONTEXT OF NATIONAL SECURITY
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5. Considerations in Planning Hardened, Dispersed, Dry Storage

5.1 Balancing Short- and Long-Term Risks

Interim storage of spent fuel could lead to eventual emplacement of the fuel
in a repository at Yucca Mountain. In this case, fuel would remain in interim
storage for several decades. That period is long enough to require action to
reduce the very high riskthat is posed by pool storage, and the smaller but
still significant risk that is posed by unhardened, undispersed ISFSIs.
However, in this case the long-term risk posed by spent-fuel management
would not be relevant to interim storage. The long-term risk, which will be
significant for many thousands of years, would be associated with the Yucca
Mountain repository.

Avoiding a Repository by Default

If a repository does not open, a different problem will arise. That problem is
the possibility that society will extend the life of interim-storage facilities until
they become, by default, repositories for spent fuel. These facilities would
function poorly as repositories, and the environment around each facility
would become contaminated by radioactive material leaking from the facility.
This outcome would pose a substantial long-term risk. The prospect of
society acting in this improvident manner may seem far-fetched, but becomes
more credible when one examines the history of the Yucca Mountain project.
That project is politically driven, and is going forward only because
previously-specified technical criteria for a repository have been
abandoned. 132

Any current planning for the implementation of interim storage must
account for the possibility that a repository will not open at Yucca Mountain.
Thus, the design approach that is adopted for a hardened, dispersed, dry-
storage ISFSI must balance two objectives. The first objective is that the
facility should be comparatively robust against attack. The second objective is
that the facility should not have features that encourage society to allow the
facility to become, by default, a repository.

Consideration of the second objective dictates that the ISFSI should not,
unless absolutely necessary, be located underground. Therefore, the first
objective should be pursued through a design in which the ISFSI modules are
stored at grade level (i.e., at the general level of the site). Hardening would
then be achieved by placing steel, concrete, gravel or other materials above

132 Ewing and Macfarlane, 2002.
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and around each module. The remaining protection would be provided by

dispersal of the storage modules.

5.2 Cost and Timeframe for Implementation

As discussed in Section 2.1 of this report, forecasts show a rapid expansion in
dry-storage capacity across the USA over the coming years. NAC
International predicts that about 30 percent of US commercial spent fuel will
be in dry-storage ISFSIs by 2010, as compared with 6 percent at the end of 2000.
Vendors have developed a comparatively cheap technology for these ISFSIs,
in response to to industry preferences. This technology -- the overpack
system -- involves the placement of spent fuel into thin-walled metal
containers that are stored inside overpacks made primarily from concrete.
The resulting modules are placed close together in large numbers on concrete
pads in the open air. A preference for vertical-axis modules seems to be
emerging.

Required Properties of Dry-Storage Modules

Re-equipping US spent fuel pools with low-density racks would create a large
additional demand for dry-storage modules. This demand should be met as
quickly as possible, in view of the very high risk that is posed by high-density
pool storage. Also, the cost of the additional storage capacity should be
minimized, consistent with the achievement of performance objectives.
Thus, it is desirable that module designs already approved by the NRC be
used. However, any module that is used for a hardened, dispersed ISFSI must
be capable, when hardened, of resisting a specified attack. This requirement
did not exist when module designs were approved by the NRC. Also, it is
desirable that modules be capable of retaining their integrity for 100 years or
more, which was not a requirement when module designs were approved by
the NRC. A module that does not have a long-life capability may need to be
replaced at some point if it is used in an ISFSI'that serves for an extended
period. Finally, the design of a module should allow for the eventual
transport of spent fuel from an ISFSI to a repository.

Meeting the Requirements:
Monolithic Casks versus Overpack Systems

Of the module designs already approved by the NRC, monolithic casks such
as the CASTOR are probably more capable of meeting attack-resistance and
long-life requirements than are modules that employ a thin-walled metal
container inside a concrete overpack. However, monolithic casks are more
expensive. Thus, it would be convenient if some of the cheaper and more
widely-used module designs proved to be capable of meeting attack-resistance
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and long-life requirements. This outcome would minimize the cost of
offloading fuel from pools to hardened, dispersed dry storage, and would
expedite this transition.

The development of detailed requirements for attack resistance and long life
is a task beyond the scope of this report. Section 7 of the report sets forth a
process for developing attack-resistance requirements, drawing upon
experiments. When that process is completed, it will be possible to determine
which of the already-approved module designs can be used for hardened,
dispersed, dry storage.

5.3 Design-Basis Threat

The specification of a DBT for a nuclear facility inevitably reflects a set of
tradeoffs. In the case of a hardened, dispersed, dry-storage ISFSI, five major
considerations must be balanced. First, the ISFSI must protect spent fuel
against a range of possible attacks. Second, the cost of the ISFSI should not be
dramatically higher than the cost of an ISFSI built according to present
practice. Third, the timeframe for building of the ISFSI should be similar to
the timeframe for building an ISFSI according to present practice. Fourth, the
ISFSI should not, unless absolutely necessary, be built underground. Fifth, it
should be possible to construct an ISFSI of this kind at every US nuclear-
power-plant site.
These considerations suggest a two-tier DBT for a hardened, dispersed, dry-

storage ISFSI. This DBT might have the following structure:

Tier I

There should be high confidence that the release of radioactive material from
the ISFSI to the environment would not exceed a small, specified amount in
the event of a direct attack on any part of the ISFSI by:

(i) a TOW missile;
(ii) a specified manually-placed charge;
(iii) a specified vehicle bomb;
(iv) a specified explosive-laden general-aviation aircraft; or
(v) a fuel-laden commercial aircraft.

Tier II

There should be reasonable confidence that the release of radioactive material
from the ISFSI to the environment would not exceed a specified amount in
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the event of a ground burst, at any part of the ISFSI, of a 10-kilotonne nuclear

weapon.

5.4 Site Constraints

At each ISFSI site there will be a site-specific set of constraints on the
development of a hardened, dispersed ISFSI. Some constraints will be
political, financial or in some other non-physical category. Other constraints
will be physical, reflecting the geography of the site. Of the physical
constraints, the most significant will be the land area required for dispersal of
dry-storage modules.

At many nuclear-power-plant sites, ample land area will be available for
dispersal. At some, smaller sites, it may not be possible to achieve the desired
degree of dispersal, but this deficiency might be compensated by increased
hardening. At the smallest sites, it might be necessary to relax the
requirement that the ISFSI should not be built underground. This step would
allow a substantial increase in hardening, to offset the limited degree of
dispersal that could be achieved. At especially-constricted sites, it might be
necessary to ship some spent fuel from the site to an ISFSI elsewhere.

6. A Proposed Design Approach for Hardened, Dispersed, Dry Storage

An ISFSI design approach that offers a prospect of meeting the above-specified
DBT involves an array of vertical-axis dry-storage modules at a center-to-
center spacing of perhaps 25 meters. Each module would be on a concrete pad
slightly above ground level, and would be surrounded by a concentric tube
surmounted by a cap, both being made of steel and concrete. This tube would
be backed up by a conical mound made of earth, gravel and rocks. Further
structural support would be provided by triangular panels within the mound,
buttressing the tube. The various structural components would be tied
together with steel rods. Air channels would be provided, to allow cooling of
the dry-storage module. These channels would be inclined, to prevent
pooling of jet fuel, and would be configured to preclude line-of-sight access to
the dry-storage module. Figure 2, on the following page, provides a schematic
view of the proposed design.



Robust Storage of Spent Nuclear Fuel
January 2003 Page 65

... Mouhd:

.. .. U. .

Ground

FIGURE 2

SCHEMATIC VIEW OF PROPOSED DESIGN
FOR HARDENED, DRY STORAGE

Notes

1. Cooling channels would be inclined, to prevent pooling of jet fuel, and
would be configured to preclude line-of-sight access to the dry-storage
module.
2. The tube, cap and pad surrounding the dry-storage module would be tied
together with steel rods, and spacer blocks would prevent the module from
moving inside the tube.
3. The steel/concrete tube could be buttressed by several triangular panels
connecting the tube and the base pad.
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Further analysis and full-scale experiments would be needed to determine
whether this design approach, or something like it, could meet the DBT and
other requirements that are set forth in Section 5, above. Ideally, these
requirements could be met while using dry-storage modules that are
approved by the NRC and are in common use. Another objective would be
that the hardening elements (concentric tube, cap, tie rods, mound, etc.) could
be built and assembled comparatively quickly and cheaply. These elements
would not be high-technology items.

The Benefits of Dispersal

As an illustration of the benefits of dispersal, consider an attack on an ISFSI
involving a ground burst of a 10-kilotonne nuclear weapon. In Section 4.2 of
this report, it was noted that this attack could excavate a crater about 68 meters
in diameter and 16 meters deep. If dry-storage modules had a center-to-center
spacing of 5.5 meters, as is typical of present practice, about 120 modules could
fall within the crater area and suffer destruction. However, if the center-to-
center spacing were 25 meters, as is proposed here, only 6 modules could fall
within the crater area and suffer destruction.

Site-Specific Tradeoffs

Within this design approach it would be possible to trade off, to some extent,
hardening and dispersal. As suggested in Section 5.4, above, dispersal could
be reduced and hardening could be increased at smaller sites. Detailed, site-
specific analysis is needed to determine how such tradeoffs might work.

An alternative design approach might be used at a few sites where space is
insufficient to allow wide dispersal. In this approach, a number of dry-storage
modules would be co-located in an underground, reinforced-concrete bunker.
Similar bunkers would be dispersed across the site to the extent allowed by
the site's geography. At an especially-constricted site, it might be necessary to
reduce the overall inventory of spent fuel in order to meet design objectives.
Thus, some spent fuel from the site would be shipped to an ISFSI elsewhere.

7. Requirements for Nationwide Implementation of Robust Storage

7.1 Experiments on Vulnerability of Dry-Storage Options

Section 5.3 of this report outlines a DBT for hardened, dispersed, dry storage
of spent fuel. Section 6 describes a design approach that offers a prospect of
meeting a DBT of this kind, together with other requirements that are set
forth in Section 5. Further investigation is needed to determine the extent to
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which the various requirements can be met. This determination would be
made at two levels. First, the investigation would determine if the DBT and
other requirements set forth in Section 5 are broadly compatible with the
proposed design approach or something like it. Second, assuming an
affirmative determination at the first level, the investigation would go into
more detail, exploring the various tradeoffs that could be made.

An essential part of this investigation would be a series of full-scale, open-air
experiments. These experiments would be sponsored by the US government,
and would be conducted at US government laboratories and testing centers.
The experiments would involve a range of non-nuclear instruments of
attack, including anti-tank missiles, manually-placed charges, vehicle bombs
and aircraft bombs. Each instrument of attack would be tested against several
test specimens that would simulate alternative design approaches for a
hardened, dispersed ISFSI.

A separate set of experiments would be conducted in contained situations.
These experiments would study the potential for release of radioactive
material following penetration or prolonged heating of a fuel container. 133

Factors discussed in Section 4.2 of this report, such as the presence of
zirconium hydride in fuel cladding, would be accounted for. The potential
for auto-ignition of hydrided cladding when exposed to air deserves special
attention in the experimental program, because this potential is relevant not
only to the vulnerability of dry-storage modules, but also to the initiation of a
fire in a spent-fuel pool.134

7.2 Performance-Based Specifications for Robust Storage

The investigation called for in Section 7.1 would establish the technical basis
for a set of performance-based specifications for hardened, dispersed, dry
storage of spent fuel. These specifications would include a detailed, precise
formulation of the DBT. Also included would be design guidelines for
meeting the DBT, and an allowable range of design parameters within which
tradeoffs could be made. The specifications would apply not only to the
design of external, hardening elements, but also to dry-storage modules.
Thus, some modification of the licensing basis for currently-licensed dry-
storage modules may be required.

133 The proposed experiments would simulate, among other events, an attack in which

penetration of a fuel container is accompanied by incendiary effects.
134 At the higher fuel burnups now commonly achieved, zirconium hydride forms in the fuel

cladding. A potential for auto-ignition of zirconium hydride in air has been identified. See:
Powers, 2000, page 3; Collins et al, 2000, page A1B-3.
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Specifications for Low-Density Pool Storage

Performance specifications would also be required for the nationwide
reversion to low-density pool storage. A primary objective would be to
prevent the initiation of a pool fire in the event of a loss of water from a pool.
This would be accomplished by reverting to low-density, open-frame racks
that allow convective cooling of fuel by air or steam in the event of water
loss, as discussed in Section 4.2. (Note: Low-density, open-frame racks would
not necessarily preclude a pool fire after water loss if auto-ignition of
zirconium hydride, as discussed in Section 7.1, could occur. Thus, it is
important to empirically resolve the auto-ignition issue.)

At nuclear power plants with larger pools, reverting to low-density, open-
frame racks will not conflict with other objectives. At plants with smaller
pools, the pursuit of low density may conflict with other objectives,
including: (i) preserving open spaces in the racks to allow offloading of the
reactor core; (ii) allowing fuel to age for at least 5 years before transferring it to
an ISFSI; and (iii) suppressing criticality of fresh or low-burnup fuel without
relying on soluble boron in the pool water. Tradeoffs and technical fixes
could resolve many of these conflicts. 135 New analysis, perhaps
supplemented by some experiments, would establish the technical basis for
performance specifications that include the necessary tradeoffs.

Establishing the Specifications

Establishing a comprehensive set of specifications for robust storage would
call for the exercise of judgement. There is no purely objective basis for
deciding upon one level of required performance as opposed to another.
However, judgement must be exercised with full awareness of the wide-
ranging implications of a particular choice. As discussed in Section 3 of this
report, the defense of US nuclear facilities should be seen as a key component
of homeland security and international security.

In 'view of the national importance of the needed set of specifications, these
should be developed with the full engagement of stakeholders. Relevant
stakeholders include citizen groups, local governments and state

135 Examples of possible tradeoffs and technical fixes include: (i) relaxing the requirement to

offload a full core; (ii) providing some high-density rack spaces for fresh fuel and core offload;
(iii) relying on soluble boron in normal operation, with limited addition of unborated water if
borated water is lost; (iv) adding some solid boron to rack structures while preserving an open-
frame configuration; (v) relaxing the 5-year cooling period by partially filling some dry-
storage modules or mixing younger fuel with older fuel in dry-storage modules; and (vi)
shipping some fuel to plants with larger pools.
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governments. Processes are available that could allow full engagement of

stakeholders while protecting sensitive information. 136

7.3 A Homeland-Security Strategy for Robust Storage

A robust-storage strategy for US spent fuel would involve two major
initiatives. The first initiative would be to re-equip the nation's spent-fuel
pools with low-density racks and to provide other defense-in-depth measures
to protect the pools. The second initiative would be to place all spent fuel,
other than the residual amount that would then be stored in low-density
pools, into hardened, dispersed, dry-storage ISFSIs.

Fast, effective implementation of this strategy would require decisive action
by the US government. It would require expenditures that are comparatively
small by national-security standards but are nonetheless significant. At
present, there is no sign that the needed action will be taken. The US
government in general seems largely unaware of the threat posed by the
present practice of storing spent fuel. The NRC appears to be paralyzed,
perhaps through fear of being criticized for its previous inattention to the
threat of attack on nuclear facilities.

A new paradigm is needed, in which spent-fuel-storage facilities are seen as
pre-deployed radiological weapons that await activation by an enemy.
Correcting this situation is an imperative of national defense. If the NRC
continues to undermine national defense, it should be bypassed. Citizens
should insist that Congress and the executive branch promptly initiate a
strategy for robust storage of spent fuel, as a key element of homeland
security.

8. Conclusions

The prevailing practice of storing most US spent fuel in high-density pools
poses a very high risk because knowledgeable attackers could induce a loss of
water from a pool, causing a spent-fuel fire that would release a huge amount
of radioactive material to the atmosphere. Nuclear reactors are also
vulnerable to attack. Dry-storage modules used in ISFSIs have safety
advantages in comparison to pools and reactors, but are not designed to resist
a determined attack.

Thus, nuclear power plants and their spent fuel can be regarded as pre-
deployed radiological weapons that await activation by an enemy. The US
government in general and the NRC in particular seem unaware of this

136 Thompson, 2002a, Sections IX and X.
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threat. US nuclear facilities are lightly defended and are not designed to resist
attack. This situation is symptomatic of an unbalanced US strategy for
national security, which is a potentially destabilizing factor internationally.

A strategy for robust storage of US spent fuel is needed, whether or not a
repository is opened at Yucca Mountain. This strategy should be
implemented as a major element of a defense-in-depth strategy for US
civilian nuclear facilities. In turn, that defense-in-depth strategy should be a
component of a homeland-security strategy that provides solid protection of
our critical infrastructure.

The highest priority in a robust-storage strategy for spent fuel would be to re-
equip spent-fuel pools with low-density, open-frame racks. As a further
measure of risk reduction, ISFSIs should be re-designed to incorporate
hardening and dispersal. These measures should not be implemented in a
manner such that an ISFSI may become, by default, a repository. Therefore, a
hardened ISFSI should not, unless absolutely necessary, be built
underground. Also, the cost and timeframe for implementing hardening and
dispersal should be minimized. These considerations argue for the use, if
possible, of dry-storage modules that are already approved by the NRC and are
in common use.

Preliminary analysis suggests that a hardened, dispersed ISFSI meeting these
criteria could be designed to meet a two-tiered DBT. The first tier would
require high confidence that no more than a small release of radioactive
material would occur in the event of a direct attack on the ISFSI by various
non-nuclear instruments. The second tier would require reasonable
confidence that no more than a specified release of radioactive material
would occur in the event of attack using a 10-kilotonne nuclear weapon.

Three major requirements must be met if a robust-storage strategy for spent
fuel is to be implemented nationwide. First, appropriate experiments are
needed. Second, performance-based specifications for robust storage must be
developed with stakeholder involvement. Third, robust storage for spent
fuel must be seen as a vital component of homeland security.
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Union of Concerned Scientists
Citizens and Scientists for Environmental Solutions

Statement by David Lochbaum, Director - Nuclear Safety Project

Before the U.S. Senate Energy and Natural Resources Committee

March 29,2011

The Fukushima Dai-Ichi nuclear plant in Japan experienced a station blackout. A station blackout occurs
when a nuclear power plant loses electrical power from all sources except that provided by onsite banks
of batteries. The normal power supply comes from the plant's own main generator or from the electrical
grid when the reactor is shut down. All the equipment needed to operate the plant on a daily basis as well
as the emergency equipment needed during an accident can be energized by the normal power supply.
When the normal power supply is lost, backup power is supplied from onsite emergency diesel
generators. These generators provide electricity only to the smaller set of equipment needed to cool the
reactor cores and maintain the containments' integrity during an accident.

At Fukushima, the earthquake caused the normal power supply to be lost. Within an hour, the tsunami
caused the backup power supply to be lost. This placed the plant into a station blackout where the only
source of power came from batteries. These batteries provided sufficient power for the valves and
controls of the steam-driven system--called the reactor core isolation cooling system-that provided
cooling water for the reactor cores on Units 1, 2, and 3. When those batteries were exhausted, there were
no cooling systems for the reactor cores or the spent fuel pools. There are clear indications that the fuel in
the reactor cores of units 1, 2, and 3 and some spent fuel pools has been damaged due to overheating.

Had either normal or backup power been restored before the batteries were depleted, we would not be
here today discussing this matter. The prolonged station blackout resulted in the inability to cool the
reactor cores in Units 1, 2, and 3, the spent fuel pools for all six units, and the consolidated spent fuel
pool. There are lessons, learned at high cost in Japan, that can and should be applied to lessen the
vulnerabilities at U.S. reactors. And I cannot emphasize enough that the lessons from Japan apply to all
U.S. reactors, not just the boiling water reactors like those affected at Fukushima. None are immune to
station blackout problems. All must be made less vulnerable to those problems.

As at Fukushima, U.S. reactors are designed to cool the reactor core during a station blackout of only a
fairly short duration. It is assumed that either the connection to an energized electrical grid or the repair of
an emergency diesel generator will occur before the batteries are depleted. Eleven U.S. reactors are
designed to cope with a station blackout lasting eight hours, as were the reactors in Japan. Ninety-three of
our reactors are designed to cope for only four hours. But unless the life of the on-site batteries is long
enough to eliminate virtually any chance that the batteries would be depleted before power from another
source is restored, one lesson from Fukushima is the need to provide workers with options for dealing
with a station blackout lasting longer than the life of the on-site batteries. In other words, the moment that
any U.S. reactor enters a station blackout, response efforts should proceed along three parallel paths: (1)
restoration of the electrical grid as soon as possible, (2) recovery of one or more emergency diesel
generators as soon as possible, and (3) acquisition of additional batteries and/or temporary generators as
soon as possible. If either of the first two paths leads to success, the station blackout ends and the
reenergized safety systems can cool the reactor core and spent fuel pool. If the first two paths lead to
failure, success on the third path will hopefully provide enough time for the first two paths to achieve
belated success.
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The timeline associated with the third path should determine whether the life of the on-site batteries is
adequate or whether additional batteries should be required. For example, the existing battery life may be
sufficient when a reactor is located near a facility where temporary generators are readily available, such
as theSan Onofre nuclear plant in California, Which is next to the U.S.-Marine-base at Camp Pendleton.
When a reactor is more remotely located, it may be necessary to add on-site batteries to increase the
chance that the third path leads to success if the first two paths do not.

The second lesson from Fukushima is the need to address the vulnerability of spent fuel pools. At many
U.S. reactors, there is far more irradiated fuel in the spent fuel pool than in the reactor core. At all U.S.
reactors, the spent fuel pool is cooled by fewer and less reliable systems than are provided for the reactor
core. At all U.S. reactors, the spent fuel pool is housed in far less robust structures than surround the
reactor core. This means that any release of radiation from the pool will not be as well contained as
radiation released from the reactor core. It also means that spent fuel pools are more vulnerable to terrorist
attack than is the reactor itself. More irradiated fuel that is less well protected and less well defended is an
undue hazard. There are two measures to better manage this risk: (1) accelerate the transfer of spent fuel
from spent fuel pools to dry cask storage, and (2) upgrade the guidelines for how to address an emergency
and the operator training for spent fuel pool problems.

Currently, the U.S. spent fuel storage strategy is to nearly fill the spent fuel pools to capacity and then to
transfer fuel into dry cask storage to provide space for the new fuel discharged from the reactor core. This
keeps the spent fuel pools nearly filled with irradiated fuel, thus maintaining the risk level about as high
as possible. Added to that risk is the risk from dry casks stored onsite, which is less than that from the
spent fuel pools but not zero.

A better strategy would be to reduce the inventory of irradiated fuel in the pools to the minimum amount,
which would be only the fuel discharged from the reactor core within the past five years. Reducing the
spent fuel stored in the pools would lower the risk in two ways. First, less irradiated fuel in the pools
would generate a lower heat load. If cooling of the spent fuel pool was interrupted or water inventory was
lost from the pool, the lower heat load would give workers more time to recover cooling and/or water
inventory before overheating caused fuel damage. And second, if irradiated fuel in a spent fuel pool did
become damaged, the amount of radioactivity released from the smaller amount of spent fuel would be
significantly less than that released from a nearly full pool. Reducing the amount of irradiated fuel in
spent fuel pools would significantly reduce the safety and security risks from a nuclear power plant.

Following the 1979 accident at Three Mile Island, reactor owners significantly upgraded emergency
procedures and operator training. Prior to that accident, procedures and training relied on the operators
quickly and correctly diagnosing what had happened and taking steps to mitigate the consequences. If the
operators mis-diagnosed the accident they faced, the guidelines could lead them to take the wrong steps
for the actual accident in progress. The revamped emergency procedures and training would guide the
operators' response to an abnormally high pressure or an unusually low water level without undue regard
for what caused the abnormalities. The revamped emergency procedures and training represent significant
improvements over the pre-TMI days. But they apply only to reactor core accidents. No comparable
procedures and training would help the operators respond to a spent fuel pool accident. It is imperative
that comparable emergency procedures and training be provided for spent fuel pool accidents to
supplement the significant gains in addressing reactor core accidents that were made following the TMI
accident.

March 29, 2011 Page 2 of 3



The Nuclear Regulatory Commission has announced a two-phase response plan to Fukushima: a 90-day
quick look followed by a more in-depth review. If the past three decades have demonstrated anything, it's
that the NRC will likely come up with a solid action plan to address problems revealed at Fukushima, but
will be glacially slow in implementing those identified safety upgrades. A comprehensive action plan
does little to protect Americans until its goals are achieved. We urge the U.S. Congress to force the NRC
to not merely chart a course to a safer place, but actually reach that destination as soon as possible.

-March 29,-2011 Page 3 of 3
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Because of the unavailability of off-site storage for spent power-reactor fuel, the NRC
has allowed high-density storage of spent fuel in pools originally designed to hold much
smaller inventories. As a result, virtually all U.S. spent-fuel pools have been re-racked
to hold spent-fuel assemblies at densities that approach those in reactor cores. In order
to prevent the spent fuel from going critical, the fuel assemblies are partitioned off from
each other in metal boxes whose walls contain neutron-absorbing boron. It has been
known for more than two decades that, in case of a loss of water in the pool, convective
air cooling would be relatively ineffective in such a "dense-packed" pool. Spent fuel
recently discharged from a reactor could heat up relatively rapidly to temperatures at
which the zircaloy fuel cladding could catch fire and the fuel's volatile fission products,
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including 30-year half-life 1
3 7

Cs, would be released. The fire could well spread to older
spent fuel. The long-term land-contamination consequences of such an event could be
significantly worse than those from Chernobyl.

No such event has occurred thus far. However, the consequences would affect such
a large area that alternatives to dense-pack storage must be examined-especially in
the context of concerns that terrorists might find nuclear facilities attractive targets.
To reduce both the consequences and probability of a spent-fuel-pool fire, it is proposed
that all spent fuel be transferred from wet to dry storage within five years of discharge.
The cost of on-site dry-cask storage for an additional 35,000 tons of older spent fuel is
estimated at $3.5-7 billion dollars or 0.03-0.06 cents per kilowatt-hour generated from
that fuel. Later cost savings could offset some of this cost when the fuel is shipped off
site. The transfer to dry storage could be accomplished within a decade. The removal
of the older fuel would reduce the average inventory of 137CS in the pools by about a
factor of four, bringing it down to about twice that in a reactor core. It would also make
possible a return to open-rack storage for the remaining more recently discharged fuel.
If accompanied by the installation of large emergency doors or blowers to provide large-
scale airflow through the buildings housing the pools, natural convection air cooling
of this spent fuel should be possible if airflow has not been blocked by collapse of the
building or other cause. Other possible risk-reduction measures are also discussed.

Our purpose in writing this article is to make this problem accessible to a broader
audience than has been considering it, with the goal of encouraging further public dis-
cussion and analysis. More detailed technical discussions of scenarios that could result
in loss-of-coolant from spent-fuel pools and of the likelihood of spent-fuel fires resulting
are available in published reports prepared for the NRC over the past two decades. Al-
though it may be necessary to keep some specific vulnerabilities confidential, we believe
that a generic discussion of the type presented here can and must be made available so
that interested experts and the concerned public can hold the NRC, nuclear-power-plant
operators, and independent policy analysts such as ourselves accountable.

INTRODUCTION

The U.S. Nuclear Regulatory Commission (NRC) has estimated the probability
of a loss of coolant from a spent-fuel storage pool to be so small (about 10-6

per pool-year) that design requirements to mitigate the consequences have not
been required. 1 As a result, the NRC continues to permit pools to move from
open-rack configurations, for which natural-convection air cooling would have

been effective, to "dense-pack" configurations that eventually fill pools almost
wall to wall. A 1979 study done for the NRC by the Sandia National Laboratory
showed that, in case of a sudden loss of all the water in a pool, dense-packed

spent fuel, even a year after discharge, would likely heat up to the point where
its zircaloy cladding would burst and then catch fire.2 This would result in the
airborne release of massive quantities of fission products.

No such event has occurred thus far. However, the consequences would be
so severe that alternatives to dense-pack storage must be examined-especially
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in the context of heightened concerns that terrorists could find nuclear facilities
attractive targets.

The NRC's standard approach to estimating the probabilities of nuclear
accidents has been to rely on fault-tree analysis. This involves quantitative
estimates of the probability of release scenarios due to sequences of equipment
failure, human error, and acts of nature. However, as the NRC staff stated in
a June 2001 briefing on risks from stored spent nuclear fuel:3 "No established
method exists for quantitatively estimating the likelihood of a sabotage event
at a nuclear facility."

Recently, the NRC has denied petitions by citizen groups seeking enhanced
protections from terrorist acts against reactor spent-fuel pools.4 In its decision,
the NRC has asserted that "the possibility of a terrorist attack ... is speculative
and simply too far removed from the natural or expected consequences of agency
action . . .

In support of its decision, the NRC stated: "Congress has recognized the
need for and encouraged high-density spent fuel storage at reactor sites,"6 ref-
erencing the 1982 Nuclear Waste Policy Act (NWPA). In fact, although the
NWPA cites the need for "the effective use of existing storage facilities, and
necessary additional storage, at the site of each civilian nuclear power reactor
consistent with public health and safety," it does not explicitly endorse dense-
pack storage.

7

If probabilistic analysis is of little help for evaluating the risks of terrorism,
the NRC and the U.S. Congress will have to make a judgment of the probability
estimates that will be used in cost-benefit analyses. Here, we propose physical
changes to spent-fuel storage arrangements that would correct the most obvious
vulnerabilities of pools to loss of coolant and fire. The most costly of these pro-
posals, shifting fuel to dry cask storage about 5 years after discharge from a re-
actor, would cost $3.5-7 billion for dry storage of the approximately 35,000 tons
of older spent fuel that would otherwise be stored in U.S. pools in 2010. This
corresponds to about 0.03-0.06 cents per kilowatt-hour of electricity generated
from the fuel. Some of this cost could be recovered later if it reduced costs for
the shipment of the spent fuel off-site to a long-term or permanent storage
site.

For comparison, the property losses from the deposition downwind of the
cesium-137 released by a spent-fuel-pool fire would likely be hundreds of billions
of dollars. The removal of the older spent fuel to dry storage would therefore be
justified by a traditional cost-benefit analysis if the likelihood of a spent-fuel-
pool fire in the U.S. during the next 30 years were judged to be greater than
about a percent. Other actions recommended below could be justified by much
lower probabilities.

3
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It appears unlikely that the NRC will decide its own to require such ac-
tions. According to its Inspector General, the "NRC appears to have informally
established an unreasonably high burden of requiring absolute proof of a safety
problem, versus lack of a reasonable assurance of maintaining public health and
safety ... ,,

This situation calls for more explicit guidance from Congress. Indeed,
27 state Attorneys General have recently signed a letter to Congressional lead-
ers asking for legislation to "protect our states and communities from terrorist
attacks against civilian nuclear power plants and other sensitive nuclear facil-
ities," specifically mentioning spent-fuel pools.9

Congress could do this by updating the Nuclear Waste Policy Act to require
"defense in depth" for pool storage; and the minimization of pool inventories of
spent fuel. The second requirement would involve the transfer, over a transition
period of not more than a decade, of all spent fuel more than five years post
discharge to dry, hardened storage modes.

To establish the basis for an informed, democratic decision on risk-reduction
measures, it would be desirable to have the relevant analysis available to a full
range of concerned parties, including state and local governments and con-
cerned citizens. Despite the need to keep sensitive details confidential, we be-
lieve that we have demonstrated in this article that analysts can describe and
debate a range of measures in an open process. The same can be done in the reg-
ulatory area. Evidentiary hearings held under NRC rules already have specific
provisions to exclude security details-along with proprietary and confidential
personnel information-from the public record.

In outline, we describe:

* The huge inventories of the long-lived, volatile fission product cesium-137

(137Cs) that are accumulating in U.S. spent fuel pools and the consequences

if the inventory of one of these pools were released to the atmosphere as a
result of a spent-fuel fire;

+ The various types of events that have been discussed in the public record
that could cause a loss of coolant and the high radiation levels that would
result in the building above the pool as a result of the loss of the radiation
shielding provided by the water;

4 The limitations of the various cooling mechanisms for dry spent fuel: con-
duction, infra-red radiation, steam cooling and convective air cooling;

* Possible measures to reduce the vulnerability of pools to a loss of coolant
event and to provide emergency cooling if such an event should occur; and
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The feasibility of moving spent fuel from pools into dry-cask storage within
5 years after discharge from the reactor. This would allow open-rack storage
of the more-recently discharged fuel, which would make convective air-
cooling more effective in case of a loss of water, and would reduce the
average inventory of 137Cs in U.S. spent-fuel pools by about a factor of
four.

There are 103 commercial nuclear reactors operating in the U.S. at 65 sites
in 31 states (Figure 1).11 Of these, 69 are pressurized-water reactors (PWRs)
and 34 are boiling-water reactors (BWRs). In addition there are 14 previously-
operating light-water-cooled power reactors in various stages of decommission-
ing. Some of these reactors share spent-fuel pools, so that there is a total of 65
PWR and 34 BWR pools.12 Figure 2 shows diagrams of "generic" pressurized-
water reactor (PWR) and boiling-water-reactor (BWR) spent-fuel pools.13 For
simplicity, when we do illustrative calculations in this article, we use PWR fuel
and pool designs. However, the results of detailed studies done for the NRC
show that our qualitative conclusions are applicable to BWRs as well.14

. w ** I .:

* U.

*' U

Figure 1 : Locations of nuclear power plants in the United States, Circles represent sites with
one reactor, squares represent plants with two; and stars represent plants with three. Open
symbols represent sites with at least one shutdown reactor. Only the plant in Zion, Illinois has
more than one shutdown reactor. It has two (Source: authors o).
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Figure 2a: Layout of spent fuel pool and transfer system for pressurized water reactors
(Source: NUREG-1275, 1997).

Figure 2b: Layout of spent fuel pool and transfer system for boiling water reactors (Source:
NUREG-1275, 1997),
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THE HAZARD FROM CESIUM-1 37 RELEASES

Although a number of isotopes are of concern, we focus here on the fission
product .3 7Cs. It has a 30-year half-life, is relatively volatile and, along with
its short-lived decay product, barium-137 (2.55 minute half-life), accounts for
about half of the fission-product activity in 10-year-old spent fuel. 15 It is a
potent land contaminant because 95% of its decays are to an excited state of
117 Ba, which de-excites by emitting a penetrating (0.66-MeV) gamma ray.16

The damage that can be done by a large release of fission products was
demonstrated by the April 1986 Chernobyl accident. More than 100,000 resi-
dents from 187 settlements were permanently evacuated because of contami-
nation by 137Cs. Strict radiation-dose control measures were imposed in areas
contaminated to levels greater than 15 Ci/km2 (555 kBq/m2 ) of 137 Cs. The to-
tal area of this radiation-control zone is huge: 10,000 kmi2 , equal to half the
area of the State of New Jersey. During the following decade, the population
of this area declined by almost half because of migration to areas of lower
contamination. 17

Inventories of Cs-137 in Spent-Fuel Storage Pools

The spent-fuel pools adjacent to most power reactors contain much larger inven-
tories of 137 Cs than the 2 MegaCuries (MCi) that were released from the core
of Chernobyl 1000-Megawatt electric (MWe) unit #418 or the approximately
5 MCi in the core of a 1000-MWe light-water reactor. A typical 1000-MWe pres-
surized water reactor (PWR) core contains about 80 metric tons of uranium in
its fuel, while a typical U.S. spent fuel pool today contains about 400 tons of
spent fuel (see Figure 3). (In this article, wherever tons are referred to, metric
tons are meant.) Furthermore, since the concentration of 13 7 Cs builds up almost
linearly with burnup, there is on average about twice as much in a ton of spent
fuel as in a ton of fuel in the reactor core.

For an average cumulative fission energy release of 40 Megawatt-days ther-
mal per kg of uranium originally in the fuel (MWt-days/kgU) and an average
subsequent decay time of 15 years, 400 tons of spent power-reactor fuel would
contain 35 megaCuries (MCi) of 137Cs.19 If 10-100% of the 13 7Cs in a spent-fuel
pool,2 ° i.e., 3.5-35 MCi, were released by a spent-fuel fire to the atmosphere in
a plume distributed vertically uniformly through the atmosphere's lower "mix-
ing layer" and dispersed downwind in a "wedge model" approximation under
median conditions (mixing layer thickness of 1 km, wedge opening angle of 6
degrees, wind speed of 5 m/sec, and deposition velocity of 1 cm/sec) then 37,000-
150,000 km2 would be contaminated above 15 Ci/km2 , 6,000-50,000 km2 would

7
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Figure 3: Estimated 2003 spent fuel inventory at each U.S. spent-fuel pool, measured in metric tons of contained uranium. Height of
bar indicates total licensed capacity (1998, with some updates). Shading indicates estimated tonnage of spent fuel in pool as of
2003. Dark shading indicates the estimated amount of fuel discharged from the reactors within the past 5 years. Canister indicates
the presence of on-site dry storage. Pool indicates that reactor shares a pool with the reactor to the left (Source: authors2 5 ).
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Table 1: Typical plume areas (km 2 ).

Release >1 00 Cl/km 2  > 1000 Cl/km 2

Chernobyl (2 MCi, hot, multi-directional) z700
3.5 MCi (MACCS2) 3,500 200
3.5 MCi (wedge model) 6,000 180
35 MCi (MACCS2) 45,000 2,500
35 MCi (wedge model) 50,000 6,000

be contaminated to greater than 100 Cilkrn 2 and 180-6000 km2 to a level of
greater than 1000 Ci/km 2 .21 Table 1 and Figure 4 show typical contaminated
areas, calculated using the MACCS2 Gaussian plume dispersion code used by
the NRC 2 2 for fires with 40 MWt thermal power.23 This corresponds to fire
durations of half an hour and 5 hours, respectively for fires that burn 10 or 100
percent of 400 tons of spent fuel. 24 Similar results were obtained for slower-
burning fires with powers of 5 MWt.

It will be seen in Table 1 that, for the 3.5 MCi release, the area calculated
as contaminated above 100 Ci/km 2 are 5-9 times larger than the area con-
taminated to this level by the 2 MCi release from the Chernobyl accident. The
reasons are that, at Chernobyl: 1) much of the Cs-137 was lifted to heights of
up to 2.5 km by the initial explosion and the subsequent hot fire and therefore
carried far downwind; 26 and 2) the release extended over 10 days during which
the wind blew in virtually all directions. As a result, more than 90 percent of the
137 Cs from Chernobyl was dispersed into areas that were contaminated to less
than 40 Ci/km 2 .2 7 In contrast, in the wedge-model calculations for the 3.5 MCi
release, about 50 percent of the 137Cs is deposited in areas contaminated to
greater than this level.

The projected whole-body dose from external radiation from 137 Cs to some-
one living for 10 years in an area contaminated to 100 or 1000 Ci/km 2 would
be 10-20 or 100-200 rem, with an associated additional risk of cancer death of
about 1 or 10 percent respectively.28 A 1 or 10 percent added risk would increase
an average person's lifetime cancer death risk from about 20 percent to 21 or
30 percent.

A 1997 study done for the NRC estimated the median consequences of a
spent-fuel fire at a pressurized water reactor (PWR) that released 8-80 MCi of
13 7 Cs. The consequences included: 54,000-143,000 extra cancer deaths, 2000-
7000 km2 of agricultural land condemned, and economic costs due to evacuation
of $117-566 billion.29 This is consistent with our own calculations using the
MACCS2 code. It is obvious that all practical measures must be taken to prevent
the occurrence of such an event.
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Figure 4: Typical areas contaminated above 100 (shaded) and 1000 (black) Ci/km 2 for
release of (a) 3.5 MCi and (b) 35 MCi of 13 7 Cs. The added chance of cancer death for a
person living within the shaded area for 10 years is estimated very roughly as between 1
and 10 percent. For someone living within the black area, the added risk would be greater
than 10 percent (i.e. the "normal" 20% lifetime cancer death risk would be increased to
over 30 percent.) (Source: authors).

SCENARIOS FOR A LOSS OF SPENT-FUEL-POOL WATER

The cooling water in a spent-fuel pool could be lost in a number of ways, through
accidents or malicious acts. Detailed discussions of sensitive information are not
necessary for our purposes. Below, we provide some perspective for the following
generic cases: boil-off; drainage into other volumes through the opening of some
combination of the valves, gates and pipes that hold the water in the pool; a fire
resulting from the crash of a large aircraft; and puncture by an aircraft turbine

shaft or a shaped charge.
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Figure 5: Decay heat as a function of time from 0.01 years (about 4 days) to 100 years for
spent-fuel burnups of 33, 43, 53 and 63 MWd/kgU. The lowest burnup was typical for the
1970s. Current burnups are around 50 MWd/kgU (Source: authors38 ),

Boil Off

Keeping spent fuel cool is less demanding than keeping the core in an operating
reactor cool. Five minutes after shutdown, nuclear fuel is still releasing 800 kilo-
watts of radioactive heat per metric ton of uranium (kWt/tU)3 °. However, after
several days, the decay heat is down to 100 kWt/tU and after 5 years the level
is down to 2-3 kWt/tU (see Figure 5).

In case of a loss of cooling, the time it would take for a spent-fuel pool
to boil down to near the top of the spent fuel would be more than 10 days if
the most recent spent-fuel discharge had been a year before. If the entire core
of a reactor had been unloaded into the spent fuel pool only a few days after
shutdown, the time could be as short as a day.31 Early transfer of spent fuel into
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storage pools has become common as reactor operators have reduced shutdown
periods. Operators often transfer the entire core to the pool in order to expedite
refueling or to facilitate inspection of the internals of the reactor pressure vessel
and identification and replacement of fuel rods leaking fission products. 32

Even a day would allow considerable time to provide emergency cooling if
operators were not prevented from doing so by a major accident or terrorist act
such as an attack on the associated reactor that released a large quantity of
radioactivity. In this article, we do not discuss scenarios in which spent-fuel fires
compound the consequences of radioactive releases from reactors. We therefore
focus on the possibility of an accident or terrorist act that could rapidly drain
a pool to a level below the top of the fuel.

Drainage

All spent-fuel pools are connected via fuel-transfer canals or tubes to the cavity
holding the reactor pressure vessel. All can be partially drained through failure
of interconnected piping systems, moveable gates, or seals designed to close
the space between the pressure vessel and its surrounding reactor cavity.33

A 1997 NRC report described two incidents of accidental partial drainage as
follows:34

Two loss of SFP [spent fuel pool] coolant inventory events occurred in
which SFP level decrease exceeded 5 feet 11.5 m]. These events were ter-
minated by operator action when approximately 20 feet [6 m] of coolant re-
mained above the stored fuel. Without operator actions, the inventory loss could
have continued until the SFP level had dropped to near the top of the stored
fuel resulting in radiation fields that would have prevented access to the SFP
area.

Once the pool water level is below the top of the fuel, the gamma radia-
tion level would climb to 10,000 rems/hr at the edge of the pool and 100's of
rems/hr in regions of the spent-fuel building out of direct sight of the fuel be-
cause of scattering of the gamma rays by air and the building structure (see
Figure 6).31 At the lower radiation level, lethal doses would be incurred within
about an hour.36 Given such dose rates, the NRC staff assumed that further
ad hoc interventions would not be possible.37

Fire

A crash into the spent fuel pool by a large aircraft raises concerns of both
puncture (see below) and fire. With regard to fire, researchers at the Sandia
National Laboratory, using water to simulate kerosene, crashed loaded airplane
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Figure 6: Calculated radiation levels from a drained spent-fuel pool one meter above the
level of the floor of a simplified cylindrically-symmetric spent-fuel-pool building. Even out of
direct sight of the spent fuel, the radiation dose rates from gamma rays scattered by the
air, roof and walls are over a hundred rems/hr.

wings into runways. They concluded that at speeds above 60 m/s (135 mph),
approximately

50% of the liquid is so finely atomized that it evaporates before reaching the
ground. If this were fuel, a fireball would certainly have been the result, and in
the high-temperature environment of the fireball a substantially larger fraction
of the mass would have evaporated.3 9

The blast that would result from such a fuel-air explosion might not destroy the
pool but could easily collapse the building above, making access difficult and
dropping debris into the pool. A potentially destructive fuel-air deflagration
could also occur in spaces below some pools. Any remaining kerosene would be
expected to pool and burn at a rate of about 0.6 cm/minute if there is a good air
supply.

40

The burning of 30 cubic meters of kerosene-about one third as much as
can be carried by the type of aircraft which struck the World Trade Center
on September 11, 2001 41-would release about 1012 joules of heat-enough
to evaporate 500 tons of water. However, under most circumstances, only a
relatively small fraction of the heat would go into the pool.
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Puncture by an Airplane Engine Turbine Shaft, Dropped Cask
or Shaped Charge

As Figure 2 suggests, many spent-fuel pools are located above ground level or
above empty cavities. Such pools could drain completely if their bottoms were
punctured or partially if their sides were punctured.

Concerns that the turbine shaft of a crashing high-speed fighter jet or an
act of war might penetrate the wall of a spent-fuel storage pool and cause
a loss of coolant led Germany in the 1970s to require that such pools be sited
with their associated reactors inside thick-walled containment buildings. When
Germany decided to establish large away-from-reactor spent-fuel storage
facilities, it rejected large spent-fuel storage pools and decided instead on dry
storage in thick-walled cast-iron casks cooled on the outside by convectively
circulating air. The casks are stored inside reinforced-concrete buildings that
provide some protection from missiles.4 2

Today, the turbine shafts of larger, slower-moving passenger and freight
aircraft are also of concern. After the September 11, 2001 attacks against the
World Trade Center, the Swiss nuclear regulatory authority stated that

From the construction engineering aspect, nuclear power plants (worldwide)
are not protected against the effects of warlike acts or terrorist attacks from the
air..., one cannot rule out the possibility that fuel elements in the fuel pool or the
primary cooling system would be damaged and this would result in a release of
radioactive substances [emphasis in original]4 3

The NRC staff has decided that it is prudent to assume that a turbine shaft
of a large aircraft engine could penetrate and drain a spent-fuel-storage pool."4

Based on calculations using phenomenological formulae derived from experi-
ments with projectiles incident on reinforced concrete, penetration cannot be
ruled out for a high-speed crash but seems unlikely for a low-speed crash. 45

This is consistent with the results of a highly-constrained analysis re-
cently publicized by the Nuclear Energy Institute (NEI).46 The analysis itself
has not been made available for independent peer review "because of security
considerations." According to the NEI press release, however, it concluded that
the engine of an aircraft traveling at the low speed of the aircraft that struck the
Pentagon on Sept. 11, 2001 (approximately 350 miles/hr or 156 m/s) would not
penetrate the wall of a spent-fuel-storage pool. Crashes at higher speed such
as that against the World Trade Center South Tower (590 miles/hr or 260 m/s),
which had about three times greater kinetic energy, were ruled out because the
"probability of the aircraft striking a specific point on a structure-particularly
one of the small size of a nuclear plant-is significantly less as speed increases."

15
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The NEI press release included an illustration showing a huge World Trade
Center tower (63 meters wide and 400 meters tall) in the foreground and a tiny
spent-fuel pool (24 meters wide and 12 meters high) in the distance. Appar-
ently no analysis was undertaken as to the possibility of a crash destroying the
supports under or overturning a spent-fuel pool. A less constrained analysis
should be carried out under U.S. Government auspices.

A terrorist attack with a shaped-charge anti-tank missile could also punc-
ture a pool-as could a dropped spent-fuel cask.47

COOLING PROCESSES IN A PARTIALLY OR FULLY-DRAINED
SPENT-FUEL POOL

"Dense packing"
U.S. storage pools-like those in Europe and Japan-were originally sized

on the assumption that the spent fuel would be stored on site for only a few
years until it was cool enough to transport to a reprocessing plant where the fuel
would be dissolved and plutonium and uranium recovered for recycle. In 1974,
however, India tested a nuclear explosive made with plutonium recovered for
"peaceful" purposes. The Carter Administration responded in 1977 by halting
the licensing of an almost completed U.S. reprocessing plant. The rationale was
that U.S. reprocessing might legitimize the acquisition of separated plutonium
by additional countries interested in developing a nuclear-weapons option. In
the 1982 Nuclear Waste Policy Act, therefore, the U.S. Government commit-
ted to provide an alternative destination for the spent fuel accumulating in
reactor pools by building a deep-underground repository. According to the Act,
acceptance of spent fuel at such a repository was supposed to begin by 1998. As
of this writing, the US Department of Energy (DoE) projects that it can open
the Yucca Mountain repository in 201048 but the US General Accounting Office
has identified several factors, including budget limitations, that could delay the
opening to 2015 or later.49

U.S. nuclear-power plant operators have dealt with the lack of an off-
site destination for their accumulating spent fuel by packing as many fuel
assemblies as possible into their storage pools and then, when the pools are
full, acquiring dry storage casks for the excess. The original design density of
spent fuel in the pools associated with PWRs had the fuel assemblies spaced out
in a loose square array. The standard spacing for new dense-pack racks today is
23 cm-barely above the 21.4 cm spacing in reactor cores. 50 This "dense-packed"
fuel is kept sub-critical by enclosing each fuel assembly in a metal box whose
walls contain neutron-absorbing boron5 1 (see Figure 752).
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Figure 7: Open and dense-pack PWR spent-fuel racks (Sources: Left: NUREG/CR-0649,
SAND77-1371, 1979; right: authors).

These boron-containing partitions would block the horizontal circulation of
cooling air if the pool water were lost, greatly reducing the benefits of mixing
recently-discharged with older, cooler fuel. During a partial uncovering of the
fuel, the openings at the bottoms of the spent-fuel racks would be covered in
water, completely blocking air from circulating up through the fuel assemblies.
The portions above the water would be cooled primarily by steam produced by
the decay heat in the below-surface portions of the fuel rods in the assemblies
and by blackbody radiation. 53

In the absence of any cooling, a freshly-discharged core generating decay
heat at a rate of 100 kWt/tU would heat up adiabatically within an hour to
about 6000 C, where the zircaloy cladding would be expected to rupture under
the internal pressure from helium and fission product gases, 54 and then to
about 900'C where the cladding would begin to burn in air.55 It will be seen
that the cooling mechanisms in a drained dense-packed spent-fuel pool would
be so feeble that they would only slightly reduce the heatup rate of such hot fuel.

In 2001, the NRC staff summarized the conclusions of its most recent anal-
ysis of the potential consequences of a loss-of-coolant accident in a spent fuel
pool as follows:

[I]t was not feasible, without numerous constraints, to establish a generic
decay heat level (and therefore a decay time) beyond which a zirconium fire is
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physically impossible. Heat removal is very sensitive to... factors such as fuel
assembly geometry and SFP [spent fuel pool] rack configuration... [which] are
plant specific and ... subject to unpredictable changes after an earthquake or cask
drop that drains the pool. Therefore, since a non-negligible decay heat source lasts
many years and since configurations ensuring sufficient air flow for cooling cannot
be assured, the possibility of reaching the zirconium ignition temperature cannot
be precluded on a generic basis.56

We have done a series of "back-of-the-envelope" calculations to try to un-
derstand the computer-model calculations on which this conclusion is based.
We have considered thermal conduction, infrared radiation, steam cooling, and
convective air cooling.

Thermal Conduction

Conduction through the length of uncovered fuel could not keep it below failure
temperature until the fuel had cooled for decades. 57

Infrared Radiation

Infrared radiation would bring the exposed tops of the fuel assemblies into ther-
mal equilibrium at a temperature of To = [PM/(Aa )]1/4 OK, where P is the power
(Watts) of decay heat generated per metric ton of uranium, M is the weight of
the uranium in the fuel assembly (0.47 tons), A = 500 cm 2 is the cross-sectional
area of the dense-pack box containing the fuel assembly, and a (= 5.67 x 10-12
TK Watts/cm 2 ) is the Stefan-Boltzman constant. (We assume that the top of the
fuel assembly radiates as a black body, i.e., maximally.) For P = 1 kW or 10 kW,
To is respectively 370 or 8600 C.

With radiative cooling only, however, the temperatures in the depths of the
fuel assemblies would be much hotter, because most of the radiation from the
interior of the fuel would be reabsorbed and reradiated by other fuel rods many
times before it reached the top end of the fuel assembly. Even for P = 1 kW/tU
(roughly 30-year-old fuel) the temperature at the bottom of the fuel assembly
would be about 20000C.5 s Therefore, while radiation would be effective in cool-
ing the exposed surfaces of older fuel assemblies, it would not be effective in
cooling their interiors.

Steam Cooling

Steam cooling could be effective as long as the water level covers more than
about the bottom quarter of the spent fuel. Below that level, the rate of steam
generation by the fuel will depend increasingly on the rate of heat transfer
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from the spent fuel to the water via blackbody radiation. The rate at which
heat is transferred directly to the water will decline as the water level sinks
and the temperature of the fuel above will climb. When the water is at the
bottom of the fuel assembly, it appears doubtful that this mechanism could
keep the peak temperature below 1200'C for fuel less than a hundred years
post discharge. 59 Since even steels designed for high-temperature strength lose
virtually all their strength by 1000 0 C and zircaloy loses its strength by 12000C,
the tops of the racks could be expected to begin to slump by the time this water
level is reached.

60

Convective Air Cooling

After a complete loss of coolant, when air could gain access to the bottom of the
fuel assemblies, convective air cooling would depend upon the velocity of the air
through the fuel assemblies. The heat capacity of air is about 1000 joules/kg-OC,
its sea-level density at a 100'C (3730 K) entrance temperature into the bottom
of a fuel assembly is about 0.9 kg/m3 , the cross-section of the portion of a dense-
pack box that is not obstructed by fuel rods would be about 0.032 m 2

,
6 1 and each

fuel assembly contains about 0.47 tons of uranium. The vertical flow velocity of
air at the bottom of the assembly for an air temperature rise to 900'C (1173°K)
then would be 0.023 m/sec per kW/tU. Because the density of the air varies
inversely with its absolute temperature, this velocity would increase by a factor
of (1173/373) ; 3 at the top of the fuel assembly.

The pressure accelerating the air to this velocity would come from the im-
balance in density-and therefore weight-of the cool air in the space between
the fuel racks and the pool wall (the "down-comer") and the warming air in the
fuel assemblies. If we assume that the density of the air in the down-comer is
1 kg/m 3 and that it has an average density of 0.5 kg/m3 in the fuel assemblies,
then the weight difference creates a driving pressure difference. Neglecting
friction losses, this pressure difference would produce a velocity for the air en-
tering the bottom of the fuel assembly of about 2.7 m/s, sufficient to remove heat
at a rate of 120 kW/tU. Adding friction losses limits the air velocity to about
0.34 m/s, however, which could not keep PWR fuel below a temperature of 900'C
for a decay heat level greater than about 15 kW/tU-corresponding to about a
year's cooling. 62 Adding in conductive and radiative cooling would not change
this result significantly.

This is consistent with results obtained by more exact numerical calcula-
tions that take into account friction losses in the down-comer and the heating
of the air in the building above the spent-fuel pool.6 3 The 1979 Sandia study
obtained similar results. It also found that, in contrast to the situation with
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dense-pack storage, with open-frame storage and a spacing between fuel as-
semblies of 53 cm (i.e., a density approximately one fifth that of dense-packed
fuels), convective air cooling in a well-ventilated spent-fuel storage building (see
below) could maintain spent fuel placed into the spent-fuel pool safely below its
cladding failure temperature as soon as 5 days after reactor shutdown. 64 These
important conclusions should be confirmed experimentally with, for example,
electrically heated fuel rods.65

Spread of Fires from Hot to Colder Fuel

The above discussion has focused on the likelihood that recently-discharged
dense-packed fuel could heat up to ignition temperature in either a partially
or fully drained pool. It is more difficult to discuss quantitatively the spread of
such a fire to adjacent cells holding cooler fuel that would not ignite on its own.
A 1987 Brookhaven report attempted to model the phenomena involved and
concluded that "under some conditions, propagation is predicted to occur for
spent fuel that has been stored as long as 2 years."66 The conditions giving this
result were dense-packing with 5 inch [13 cm] diameter orifices at the bottom
of the cells-i.e., typical current U.S. storage arrangements.

The report notes, however, that its model

does not address the question of Zircaloy oxidation propagation after clad
melting and relocation [when] a large fraction of the fuel rods would be expected
to fall to the bottom of the pool, the debris bed'will remain hot and will tend to heat
adjacent assemblies from below [which] appears to be an additional mechanism
for oxidation propagation.

The report therefore concludes that the consequences of two limiting cases
should be considered in estimating the consequences of spent-fuel pool fires:
1) only recently discharged fuel burns, and 2) all the fuel in the pool burns. 67

This is what we have done above. We would add, however, that any blockage of
air flow in the cooler channels of a dense-packed pool by debris, residual water,
or sagging of the box structure would facilitate the propagation of a spent-fuel
fire.

68

MAKING SPENT-FUEL POOLS, THEIR OPERATION,
AND THEIR REGULATION SAFER

A variety of possibilities can be identified for reducing the risk posed by spent-
fuel pools. Some were considered in reports prepared for the NRC prior to the
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Sept. 11, 2001 destruction of the World Trade Center and rejected because the
estimated probability of an accidental loss of coolant was so low (about 2 chances
in a million per reactor year) that protecting against it was not seen to be cost
effective.

69

Now it is necessary to take into account the potentially higher probability
that a terrorist attack could cause a loss of coolant. Since the probabilities
of specific acts of malevolence cannot be estimated in advance, the NRC and
Congress will have to make a judgment of the probability that should be used in
cost-benefit analyses. The most costly measures we propose would be justified
using the NRC's cost-benefit approach if the probability of an accident or attack
on a U.S. spent-fuel pool resulting in a complete release of its 1

3 7
Cs inventory to

the atmosphere were judged to be 0.7 percent in a 30-year period. This is at the
upper end of the range of probabilities estimated by the NRC staff for spent-fuel
fires caused by accidents alone. For a release of one tenth of the 137Cs inventory,
the break-even probability would rise to about 5 percent in 30 years. 70

Below, we discuss more specifically initiatives to:

4 Reduce the probability of an accidental loss of coolant from a spent-fuel
pool,

* Make the pools more resistant to attack,

# Provide emergency cooling,

* Reduce the likelihood of fire should a loss of coolant occur, and

* Reduce the inventory of spent fuel in the pools.

Included are three recommendations made in the 1979 Sandia study on the
consequences of possible loss-of-coolant accidents at spent-fuel storage pools. 71

Unfortunately, all of these approaches offer only partial solutions to the problem
of spent-fuel-pool safety. That problem will remain as long as nuclear power
plants operate. However, the probability of a spent-fuel fire can be significantly
reduced, as can its worst-case consequences. Some options will involve risk
tradeoffs, and will therefore require further analysis before decisions are made
on their implementation.

We discuss the specific changes below under three headings: regulatory,
operational, and design.

Regulatory
NRC regulations do not currently require either qualified or redundant safety
systems at spent-fuel pools or emergency water makeup capabilities. 72 The



22 Alvarez et a/.

NRC should require reactor owners to remedy this situation and demon-
strate the capability to-operate and repair spent-fuel pools and their sup-
porting equipment under accident conditions or after an attack. This capa-
bility would contribute to defense in depth for nuclear power plants and spent
fuel.

7 3

Operational

Minimize the Movement of Spent-Fuel Casks Over Spent-Fuel Pools

The NRC staff study, Spent Fuel Accident Risk, concludes that "spent fuel casks
are heavy enough to catastrophically damage the pool if dropped." The study
cites industry estimates that casks are typically moved "near or over the SFP
(spent fuel pool) for between 5 and 25 percent of the total path." It was con-
cluded that this was not a serious concern, however, because industry compli-
ance with NRC guidance would result in the probability of a drop being reduced
to less than 10-' per reactor-year.74 Nevertheless, we recommend consideration
of whether the movements of spent-fuel casks over pools can be reduced. We
also acknowledge that reducing a pool's inventory of fuel, as recommended be-
low, will increase the number of cask movements in the near term-although
all the fuel will eventually have to be removed from the pools in any case.
The resulting risk increase should be minimized as part of the implementation
plan.

Minimize Occasions When the Entire Core is Moved to the Pool During
Refueling Outages

Refueling outages occur every 12 to 18 months and typically last a month or
so. Pool dry-out times decrease dramatically when full cores are placed into
spent-fuel-storage pools only a few days after reactor shutdown. Only a third
to a quarter of the fuel in the core is actually "spent." The remainder is moved
back into the core at new positions appropriate for its reduced fissile content.
It is not necessary to remove the entire core to the spent fuel pool to replace the
fuel assemblies in their new locations.7 " Even when it is necessary to inspect
the interior of the pressure vessel or to test the fuel for leakage, removal of part
of the fuel should be adequate in most cases. The only regulatory requirement
for removal of the entire core is on those infrequent occasions when work is
being done that has the potential for draining the reactor pressure vessel. This
would be the case, for example, when work is being done on a pipe between the
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pressure vessel and the first isolation valve on that pipe-or on the isolation
valve itself.7 6

Design

Go to Open-Frame Storage

As already noted, the Sandia study found that, for pools with open-frame stor-
age in well-ventilated storage buildings (see below), spent fuel in a drained
storage pool will not overheat if it is cooled at least 5 days before being trans-
ferred to the pool. Furthermore, for partial drainage, which blocks air flow from
below, open-frame storage allows convective cooling of the fuel assemblies from
the sides above the water surface.

The simplest way to make room for open-frame storage at existing reactors
is to transfer all spent fuel from wet to dry storage within five years of discharge
from the reactor. Consequently, our proposal for open-frame storage is tied to
proposals for dry storage, as discussed below.

The open-frame storage considered in the Sandia study could store, how-
ever, only 20 percent as much fuel as a modern dense-pack configuration. Thus,
a pool that could hold 500 tons of dense-packed spent fuel from a 1000-MWe
unit could accommodate in open racks the approximately 100 tons of spent
fuel that would be discharged in five years from that reactor.7 7 However, about
twice as large a pool would be required to provide enough space in addition to
accommodate the full reactor core in open-frame storage. If this much space
were not available, occasions in which a full-core discharge is required would
remain dangerous-although less frequent, if the recommendation to minimize
full-core offloads is adopted.

Alternative approaches to a lack of sufficient space for open-rack storage
would be to move spent fuel out of the pool earlier than five years after discharge
or to adopt racking densities intermediate between dense-pack and the Sandia
open rack arrangement. Two interesting intermediate densities that should
be analyzed are: 1) an arrangement where one fifth of the fuel assemblies are
removed in a pattern in which each of the remaining fuel assemblies has one
side next to an empty space; 2) an arrangement where alternate rows of fuel
assemblies are removed from the rack. These geometries would have to include
perforations in the walls to allow air circulation in situations where enough
water remained in the pool to block the openings at the bottoms of the boxes,
or removal of some partitions entirely.

One problem with open-rack storage is that it creates a potential for a crit-
icality accident for fresh or partially burned fuel if the fuel racks are crushed.
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Figure 8: Neutron multiplication as a function of array pitch in an infinite square array of
4.4% enriched fuel rods with a design burnup of 53 MWd/kgU for 0, 25, 50, 75 and 100%
irradiation (Source: authors).

Figure 8 shows the value of the neutron multiplication factor kff in an infinite
square array of 4.4% enriched fuel at various burnups as a function of the spac-
ing between the rod centers (the array "pitch") in a pool of unborated water.78 It
will be seen that, for burnups of less than 50 percent, the open array is critical
at a pitch of 2.6 cm and that the neutron multiplication factor increases as the
pitch decreases to about 1.6 cm.

This situation is most problematical for low-burnup fuel. One way to remedy
the situation for low-burnup fuel would be to put in neutron-absorbing plates
between rows of fuel assemblies. 79 This would still allow free convection of air
through the rows. Other configurations of neutron-absorbing material could
also be consistent with allowing free convection. Suppression of criticality
could also be achieved by adding a soluble compound of neutron-absorbing
boron to the pool water.80 Finally, some high-density rack spaces could be pro-
vided for low-burnup fuel. If fresh fuel is stored in pools, it could certainly
be put in dense-rack storage since fresh fuel does not generate significant
heat.

Provide for Emergency Ventilation of Spent-Fuel Buildings

The standard forced air exchange rate for a spent-fuel-storage building is two
air changes per hour.8' Consider a building with an air volume V and an air
exchange rate of n volumes of external air per hour. If the spent fuel generates
heat at a rate P, the air temperature rise will be AT = 3600P/(nVpcp) where
p is the density of the air entering the building (about 1 kg/m3) and cp is the
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heat capacity of the air per kg at constant pressure [(about 1000 joules/(kg-°C)].
Therefore, AT - 3.6P/(nV). Consider a case where the spent-fuel pool contains
80 tons of freshly-discharged fuel generating 100 kWt/tU of decay heat (i.e., P =
8 MWt) and where V = 10,000 cubic meters (e.g., a building roughly 30 meters
square and 10 meters tall). For this case, AT - 2900/n°C. To bring AT down to
100 0 C would require about 30 air exchanges per hour.

The Sandia report proposed that, in case of a loss-of-coolant accident, large
vents in the sides and roof of the building be opened to allow a high rate of
convective air exchange. The required area of the openings was calculated
by equating the outside-inside air pressure difference at the floor of a build-
ing H meters high due to the difference in air densities outside and inside:
Ap = gH(po - pi) with the sum of the throttling pressure losses at the open-
ings: Apth = 0.5po(vi/CD)2 + 0.5pi(vo/CD) 2 . Here vi and v, are respectively the
average velocities of the incoming and exiting air and the "discharge coefficient,"
CD - 0.6, reflects the reduction of the air velocity due to turbulence caused by
the edges of the openings. Taking into account the fact that air density varies
inversely with absolute temperature, the minimum area of the openings can be
calculated as8 2

A = {P/ [CDCppo(2gH)'/ 2 ]} {Ti(To + Ti)/ [To(AT)3] 11/2

For H = 10 m, TW - 3000K and AT = 1000K, this equation becomes A = 3.6P m 2

if P is measured in megawatts. Thus, if P = 8 MWt, A would have to be 30 m2 ,

e.g. an opening 10 meters long and 3 meters high.
Of course, such a system would not prevent a fire in a dense-packed pool

because of the poor air circulation in the spent-fuel racks. It is a complement
to open-rack storage, not a substitute.

The venting system design proposed in the Sandia report is attractive be-
cause it is passive. However, it might be difficult to retrofit into existing build-
ings, the door-opening system might be incapacitated, and it would not work if
the building collapsed as a result of an accident or terrorist act. Furthermore, if
a fire did start, the availability of ventilation air could feed the fire. Therefore,
high-capacity diesel-powered blowers should be considered as an alternative or
complement to a passive ventilation system.

Install Emergency Water Sprays

The Sandia report also proposed that a sprinkler system be installed.8 3 For
80 tons of spent fuel generating 100 kWt/MTU, the amount of water required if it
were all evaporated would be about 3 liters per second. Such a flow could easily
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be managed in a sprinkler system with modest-sized pipes.8 4 The sprinkler
system should be designed with an assured supply of water and to be robust
and protected from falling debris. It should also be remotely operated, since the
radiation level from uncovered fuel would make access to and work in a spent-
fuel building difficult to impossible-especially if the building were damaged.
The hottest fuel should be stored in areas where spray would be the heaviest,
even if the building collapses on top of the pool (e.g., along the sides of the
pool). The spray would need to reach all of the spent fuel in the pool, however-
especially in scenarios where the spray water accumulated at the bottom of the
pool and blocked air flow into the dense-pack racks.

Another circumstance in which the spray could aggravate the situation
would be if the spent-fuel racks were crushed or covered with debris, blocking
the flow of air. In such a case, steam generated from water dripping into the
superheated fuel could react with the zirconium instead. The circumstances
under which sprays should be used would require detailed scenario analysis.

Make Preparations for Emergency Repairs of Holes

A small hole, such as might be caused by the penetration of a turbine shaft or
an armor-piercing warhead, might be patched. For a hole in the side, a flexible
sheet might be dropped down the inside of the pool."5 However, in the turbine-
shaft case, the space might be blocked if the projectile was protruding from
the wall into the spent-fuel rack. Or the racks might be damaged enough to
close the gap between them and the side of the pool. Also, if the top of the fuel
were already exposed, the radiation levels in the pool area would be too high
for anything other than pre-emplaced, remotely controlled operations.

Patching from the outside would be working against the pressure of the
water remaining in the pool (0.1 atmosphere or 1 kg/cm 2 per meter of depth
above the hole). However, there could be better access and the pool wall would
provide shielding-especially if the hole were small. Techniques that have been
developed to seal holes in underground tunnels might be useful.8 6

Armor Exposed Outside Walls and Bottoms Against Projectiles

The water and fuel in the pool provide an effective shield against penetration
of the pool wall and floor from the inside. It should be possible to prevent pene-
tration by shaped charges from the outside with a stand-off wall about 3 meters
away that would cause the jet of liquid metal formed by the shaped charge to
expand and become much less penetrating before it struck the pool wall. In the
case of the turbine shaft, Pennington's analysis for dry casks suggests that it



Reducing U.S. Stored Spent Reactor Fuel Hazards 27

also might be possible to absorb the shaft's energy with a thick sheet of steel
that is supported in a way that allows it to stretch elastically and absorb the
projectile's kinetic energy (see below).

REDUCING THE INVENTORY OF SPENT-FUEL POOLS

Our central proposal is to move spent fuel into dry storage casks after it has
cooled for 5 years.8 7 In addition to allowing for a return to open-frame storage,
such a transfer would reduce the typical 13 7Cs inventory in a pool by approx-
imately a factor of four,88 thereby reducing the worst-case release from a pool
by a comparable factor. Casks are already a growing part of at-reactor stor-
age capacity. Out of the 103 operating power reactors in the U.S., 33 already
have dry cask storage and 21 are in the process of obtaining dry storage.8 9 On
average about 35 casks would be needed to hold the 5-year or more aged spent
fuel in a spent fuel pool filled to capacity.90

As already noted, to a certain extent this proposal runs counter to the earlier
proposal to mimimize the movement of spent fuel casks over pools. The risk of
dropped casks should be considered in deciding on which types of dry storage
transfer casks are utilized.

SAFETY OF DRY-CASK STORAGE

Shifting pools back toward open-rack storage would require moving much of
the spent fuel currently in pools into dry storage casks. With currently licensed
casks, this could be done by the time the fuel has cooled 5 years.

In principle, the transfer of the spent fuel to dry storage could take place
earlier. Spent fuel cooled for 2.5 years has about twice the decay heat per ton
as spent fuel 5 years after discharge (see figure 5). Such spent fuel might be
stored next to the walls of storage casks with older, cooler spent fuel stored in
the interior.

Casks are not Vulnerable to loss of coolant because they are cooled by nat-
ural convection that is driven by the decay heat of the spent fuel itself. Thus
dry-storage casks differ from reactors and existing spent-fuel pools in that their
cooling is completely passive. To obtain a release of radioactive material, the
wall of the fuel container must be penetrated from the outside, or the container
must be heated by an external fire to such an extent that the containment
envelope fails. However, many dry-storage modules must fail or be attacked
simultaneously to produce the very large releases that are possible today at
spent-fuel pools. Nevertheless, since the total 137 Cs inventory on-site does not
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change under our proposal, it is important to examine the safety of dry-cask
storage as we envisage it being used.

There are two basic types of dry storage cask currently licensed in the U.S.
(see Figure 9):91

1. Casks whose walls are thick enough to provide radiation protection; and

2. Thin-walled canisters designed to be slid into a concrete storage over-
pack that provides the radiation shielding with space between the cask
and overpack for convective circulation of air. (Transfer overpacks and
transport overpacks are used for onsite movement and offsite shipping,
respectively.)

(a) (b)
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Figure 9: (a) Thick-walled cask 10 3 and (b) Cask with overpack. 104 (Sources: GNB and
NAC).
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Among the possible threats to such casks are: shaped-charge missiles, air-
craft turbine spindles, and fire.

Shaped-Charge Missile
Dry storage casks in the U.S. are stored on concrete pads in the open. Missiles
tipped with shaped charges designed to penetrate tank armor could penetrate
such an unprotected storage cask and cause some damage to the fuel within.
Experiments on CASTOR-type spent fuel casks of 1/3 length and containing a
3 x 3 array of assemblies were carried out in 1992 at a French army test site
for Germany's Ministry of the Environment and Nuclear Safety (BMU). The
simulated fuel was made of unirradiated depleted uranium pressurized to
40 atmospheres to simulate the pressure buildup from fission product gases in
spent fuel.

The particulate matter released through the hole was collected and an-
alyzed for size distribution. When the initial pressure within the cask was
atmospheric, about 3.6 grams of particles with diameters less than 100 mi-
crons were released in a puff from the hole. In the analysis of radiological con-
sequences, it was assumed that, because of its volatility, 137 Cs equivalent to that
in 50 grams of spent fuel with a burnup of 48.5 MWd/tU would be released. 92

Another analysis assumed a 13 7 Cs release 1000 times larger.93 A still larger
release could occur if a cask were attacked in such a way as to initiate and
sustain combustion of the zirconium cladding of the fuel.

It has been found possible to plug the relatively small hole made by a shaped
charge in a thick-walled iron cask with a piece of lead before much radioactivity
could be released.94 Plugging the hole would be considerably more difficult in
the case of a thin-walled cask surrounded by a concrete overpack.

In each case, unless the fuel-in a significant fraction of the casks were
ignited, the release would be small in comparison to the potential release
resulting from a spent-fuel-pool fire. Nevertheless, German authorities require
casks to be stored inside a shielding building. The building walls could be pen-
etrated by a shaped charge but the liquid metal would spread in the space
between the wall and the nearest cask and therefore be relatively harmless.
U.S. dry-cask storage areas are not currently so protected but the casks could
be protected with an overpack 95 and/or a berm.

Turbine Spindle
The Castor cask has survived, without penetration impacts, from various an-
gles by a simulated turbine spindle weighing about half a ton surrounded by
additional steel weighing about as much and traveling at almost sonic speed
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(312 mlsec). 96 Recently, NAC International carried out a computer simulation
of the impact of a Boeing 747 turbine on its canister-in-overpack Universal
Multipurpose System at a speed of 220 m/sec and concluded it too would not be
penetrated. This conclusion should be verified experimentally.97

Fire
Theoretical studies of the resistance to fire of Castor V/19 (PWR) and V/52
(BWR) storage/transport casks were done for Austria's Environmental Agency
for a number of German reactor sites because of concerns that the contamina-
tion from cask failure might extend into Austria. The scenario was a crash of
a large commercial airliner into a storage facility. It was assumed that 60 tons
of kerosene pooled around the storage casks and burned for 3 to 5 hours at a
temperature of 10000C. It was estimated that, because of the massive heat ca-
pacity of the thick cask walls, the seals of their bolted-down lids would begin to
fail only after 3 hours. It was also assumed that, by that time, the fuel cladding
would have failed. Finally, it was assumed that the contained 137Cs would be
in its most volatile possible (elemental) form. On this basis, it was estimated
that about 0.04 MCi of 137 Cs would be released after a 5-hour, 10000 C fire in a
storage facility with 135 casks containing a total of 170 MCi.98

Obviously, the release from even such a worst-case incident would be tiny
compared with the 100 to 1000 times higher releases from a spent-fuel pool fire
considered above. However, a spent-fuel storage facility should be designed,
among other requirements, to prevent the pooling of kerosene around the
casks.

IMPLEMENTATION ISSUES RELATING TO THE TRANSFER OF
OLDER SPENT FUEL TO DRY-CASK STORAGE

As will be explained, given existing cask-production capacity, it would take
about a decade to move most of the spent fuel currently in pools into dry-cask
storage. Virtually all of the storage would have to be at the reactor sites for
some decades until off-site disposal becomes available. The Yucca Mountain
underground repository will not open for at least a decade and current plans
have spent fuel being shipped to the repository at a rate of 3000 tons per year-
only about 1000 tons/yr more than the current rate of spent-fuel discharge from
U.S. reactors. 99 If the opening of Yucca Mountain is delayed for many years,
approximately 2000 tons of spent fuel per year might be shipped to a proposed
large centralized facility on the Goshute reservation west of Salt Lake City,
Utah-if it is licensed. 1°°
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For comparison, the inventory of spent fuel at U.S. reactor sites will be
more than 60,000 tons in 2010, of which about 45,000 tons will be in mostly
dense-packed pools. 10 1 If all but the last 5 years of discharges are dry stored,
approximately 35,000 tons will have to be unloaded from the pools.1' 2 Since
it would be imprudent to assume that off-site shipments to Yucca Mountain or
a centralized interim spent-fuel storage facility could be relied on to solve the
problem of dense-packed spent-fuel pools anytime soon, we focus here on the
logistical and cost issues associated with increasing the amount of on-site dry
storage.

Cask Availability
Cask availability could be a rate-limiting step in moving older spent fuel from
pools into dry storage at the reactor sites. Currently, US cask fabrication
capacity is approximately 200 casks per year-although the production rate
is about half that. Two hundred casks would have a capacity about equal to
the spent-fuel output of U.S. nuclear power plants of about 2000 tons per year.
However, according to two major U.S. manufacturers, they could increase their
combined production capacity within a few years to about 500 casks per year.10 5

To use the extra 300 casks per year to unload 35,000 tons of spent fuel out of
the storage pools would require about 10 years. This period could be reduced
somewhat if the unloading of high-density pools was perceived to be an impor-
tant issue of homeland security. The United States has substantial industrial
capacity that could be allocated to cask production using existing, licensed de-
signs. Casks made in Europe and Japan could be imported as well. However,
other potentially rate-limiting factors would also have to be considered in any
estimate of how much the transfer period could be shortened.

Dry-Storage Costs
Storage cask capacity costs U.S. utilities from $90. to $210/kgU.' 06 Additional

capital investments for new on-site dry storage facilities would include NRC
licensing, storage pads, security systems, cask welding systems, transfer casks,
slings, tractor-trailers, and startup testing. These costs are estimated to range
from $9 to $18 million per site.1' 7 However, at most sites, they will be in-
curred in any case, since even dense-packed pools are filling up. The capital
cost of moving 35,000 tons of spent fuel into dry casks would therefore be dom-
inated by the cost of the casks and would range from about $3.5 to $7 billion
($100-200/kgU). Per GWe of nuclear capacity, the cost would be $35-70 million.
The additional cost per kWh would be about 0.03-0.06 cents/kWh.' 0 8 This is
0.4-0.8 percent of the average retail price of electricity in 2001.109 It is also
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equivalent to 30 to 60 percent of the federal charge for the ultimate disposition
of the spent fuel (see below).

The extra cost would be reduced significantly if the casks could be used
for transport and ultimate disposal as well. For multi-purpose canisters with
stationary concrete overpacks, the extra cost would then be associated pri-
marily with the overpack (about 20% of the total cost) and with the need
to buy the canisters earlier than would have been the case had the spent
fuel stayed in dense-packed pools until it was transported to the geologi-
cal repository. Unfortunately, the Department of Energy has abandoned the
idea of multi-purpose containers and currently plans to have spent fuel un-
packed from transport canisters and then repacked in special canisters for
disposal. 110

Costs would be increased by the construction of buildings, berms or other
structures to surround the casks and provide additional buffering against
possible attack by anti-tank missiles or crashing aircraft. The building at
Gorleben, which is licensed to hold 420 casks containing about 4200 tons of
uranium in spent fuel, would cost an estimated $20-25 million to build in the
United States or about $6/kgU.11 1 Assuming conservatively that the building
cost scales with the square root of the capacity (i.e. according to the length of
its walls), it would cost about $12/kgU for a facility designed to store 100 casks
containing 1000 tons uranium in spent fuel-about the inventory of a typi-
cal 2-reactor site if our proposal was carried through by 2010.112 Berms for a
middle-sized storage area might cost about $1.5-3/kgU.13

Licensing Issues
The NRC currently licenses storage casks for 20 years. Some U.S. dry-cask stor-
age facilities will reach the 20-year mark in a few years. The NRC is therefore
currently deciding what analysis will be required to provide a basis for license
extensions.

With reactor operators increasing fuel burnup, casks will also eventually
have to be licensed for the storage of high-burnup fuel. Current licenses allow
burnups of up to 45,000 MWd/MT. However, the CASTOR V/19 cask is already
licensed in Germany to store 19 high-burnup Biblis-type fuel assemblies, which
are slightly bigger and heavier than U.S. PWR fuel assemblies. The license
allows 15 five-year cooled fuel assemblies with burnups of 55 MWd/kgU plus
four with burnups of up to 65 MWd/kgU.114 U.S. storage casks have been tested
with fuels with burnups of 60 MWd/kgU. 115

Finally, some reactor operators have expressed concern that the NRC does
not currently have sufficient manpower to accelerate the process of licensing
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on-site dry storage. However, almost all sites will have to license dry storage in
the timeframe considered here in any case.

Who Will Pay?
Nuclear power operators can be expected to balk at the extra cost of moving
spent fuel out of pools to on-site dry storage. As a result of deregulation, many
operators are no longer able to pass such costs through to customers without
fear of being undersold by competing fossil-fueled power plants. Also, many
plants have been sold at a few percent of their original construction costs to
owners who have established corporations to limit their liability to the value of
the plants themselves.'1 6 Therefore, to prevent extended delays in implement-
ing dry storage, the federal government should consider offering to pay for extra
storage casks and any security upgrades that it might require for existing dry
storage facilities.

Under the Nuclear Waste Policy Act (NWPA) of 1982, the Department of
Energy (DoE) was to enter into contracts with nuclear utilities to begin moving
spent fuel from nuclear power plants to a national deep underground repository
by 1998. In exchange, the utilities made payments to a national Nuclear Waste
Fund at the rate of 0.1 cents per net electrical kilowatt-hour generated by their
nuclear plants plus a one-time payment (which some utilities have not yet
fully paid) based on their nuclear generation prior to the law's enactment. As
of May 31, 2002, this fund had a balance of $11.9 billion. Since 1995, $600-700
million have been deposited annually.117 The DoE spends about $600 million
annually on Yucca Mountain but, for the past several years, about two thirds
of this amount has been drawn from the National Defense Account of the U.S.
Treasury because the DoE had previously underpaid for the share of the facility
that will be occupied by high-level radioactive waste from its defense nuclear
programs.

There is therefore, in principle, a considerable amount of money that
could be made available in the Nuclear Waste Fund for dry storage. However,
under some circumstances, all these funds may eventually be required for the
Yucca Mountain facility, whose total cost is projected to be $57.5 billion. 11'
Furthermore, the use of the fund for interim storage has been blocked by
utility lawsuits.119 Most likely, therefore, the NWPA would have to be amended
to allow the federal government to assume title to dry-stored spent fuel and
responsibility for on-site storage.

An alternative approach would be to create an additional user fee similar
to that which flows into the NWPA fund. A fee of 0.1 cents per nuclear kWh
would generate an additional $750 million per year that could in 5 to 10 years
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pay the $3.7 to 7 billion cost estimated above to transfer 35,000 tons of spent
fuel into dry, hardened, on-site storage. Such a fee would, however, be opposed
by the nuclear-plant operators.

SUMMARY

As summarized in Table 2, we have proposed a number of possible actions to
correct for the obvious vulnerabilities of spent fuel pools and to reduce the worst-
case release that can occur from such pools. These recommendations would
result in significant improvements over the current situation but they would
also have significant limitations.

Improvements
* The obvious vulnerabilities of spent fuel pools would be addressed.

* The worst-case release from a typical spent fuel pool of 137 Cs-the isotope
that governs the extent of long-term land contamination-would be reduced
by a factor of about four. The residual inventory of 137Cs in the spent fuel
pool would be about twice that in a reactor core.

* Our recommendations are achievable with existing technologies at a cost
less than a percent of the price of nuclear-generated electricity.

Limitations
* Considerable 1

3 7
Cs would remain in hot spent fuel in pool storage.

* Terrorists could still cause releases from the dry-cask modules to which the
aged spent fuel would be transferred, although it is difficult to imagine how
they could release a large fraction of the total stored inventory, short of
detonation of a nuclear weapon.

* Our analysis has been largely limited to accidents or terrorist acts that
would partially or completely drain the pool while leaving the geometry of
the spent fuel racks and the building above intact. Spent fuel fires might
still arise in open-racked pools with air circulation blocked by a collapsed
building. Such situations require more analysis.

* We have considered generic PWR pools. Additional issues may well arise
when specific PWR and BWR pools designs are analyzed.
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Table 2: Summary of proposals.
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Type Action

Regulation Congress should decide the
probability of a terrorist-caused
spent-fuel pool fire to be used
by the NRC as a basis for
regulatory cost-benefit analysis.

The NRC should require that
nuclear-power plant operators
have the capability to operate
and repair spent-fuel pools
under accident conditions or
after an attack.

Operation Minimize the movement of spent
fuel casks over spent-fuel pools.

Minimize occasions when the
entire core is moved to the pool
during refuelihg outages.

Transfer spent fuel to dry-cask
storage 5 years after discharge
from the power reactor.

Design Return to open-frame
storage-perhaps with
additional measures of criticality
control,

Provide for emergency ventilation
of spent-fuel buildings.

Install emergency water sprays.

Make preparation for emergency
repair of holes in pool walls and
bottom.

Armor exposed outside walls and
bottoms against projectiles.

Comment

The NRC currently has no basis for
deciding a limit on how much
should be spent on
strengthening protections
against terrorist actions.

This would apply the NRC's
defense in depth approach for
nuclear power plants to spent-
fuel pools.

This has to be balanced with the
proposal to remove older fuel
from the pools.

Technically possible with some
potential inconvenience to
licensees.

Transfer probably could be
accomplished somewhat earlier.
Implementation will probably
require Congress to permit use
of the Nuclear Waste Fund or to
enact a retrospective fee on
electricity consumers-estimated
at about 0.03-0.06 cents per
kilowatt hour generated from
the spent fuel.

Analysis is required on how to
control this air supply if a fire did
start.

Water from the sprays could block
air circulation in a
dense-packed pool or feed a
fire under some circumstances.

Feasibility may vary greatly for
different pool designs.

Finally, all of our proposals require further detailed analysis and some
would involve risk tradeoffs that also would have to be further analyzed. Ideally,
these analyses could be embedded in an open process in which both analysts and
policy makers can be held accountable. This process would have to be designed



36 Alvarez et al.

to balance the need for democratic debate with the need to keep from general
distribution information that might facilitate nuclear terrorism. We believe
that our study shows that such a balance can be achieved.
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$2,500/hectare for farmland abandoned because of the projected contamination level of
its produce. Two possible decontamination factors (DF) were assumed: DF = 3 and 8 at
costs of $9,000 and $20,000 per hectare of farmland (assumed to be 20% of the total area)
and $19,000 and $42,000 per resident (value for a "mixed-use" urban area), excluding

39



40 Alvarez et al.

the cost of disposal of the radioactive waste [based on D.I. Chanin and W.B. Murfin,
Estimation of Attributable Costs from Plutonium Dispersal Accidents (Sandia National
Laboratory, SAND96-0957, 1996)]. Based on these cost assumptions, no farmland would
be decontaminated but decontamination would be performed in residential areas up to
contamination levels that prior to decontamination would result in doses of 4 rems per
year up to the end of temporary relocation periods that are assumed to last up to 30
years. The range of '137 Cs contamination levels in areas where decontamination would
be carried out is from about 2.5 up to 80 Ci/km 2.

30. Calculated using the Origin 2.1 computer code [ORIGEN 2.1: Isotope Generation
and Depletion Code Matrix Exponential Method, CCC-371 ORIGEN 2.1, (Oak Ridge Na-
tional Laboratory, Radiation Safety Information Computational Center, August 1996)].

31. In 1996, the NRC staff reported an example in which boiling would occur in 8 hours
instead of 4.5 days because the core had been loaded into the spent fuel pool 5 days after
shutdown instead of 23 in a previous refueling at the same reactor (NRC, "Briefing On
Spent Fuel Pool Study," Public Meeting, November 14,1996, http://www.nrc.gov/reading-
rm/doc-collections/commission/tr/1996/19961114a.html, accessed Dec. 10, 2002, p. 27).
This is consistent with the following calculation: Assume a generic PWR pool with an
area of 61.3 m 2 and depth of 11.5 m containing about 600 metric tons of water, as
described in Technical Study of Spent Fuel Pool Accident Risk at Decommissioning Nu-
clear Power Plants, p. A1A-2. [A more detailed calculation would take into account the
amount of water displaced by the fuel assemblies. In subsequent calculations, we will
assume 471 kg U per fuel assembly with cross-section of 21.4 x 21.4 cm and a height
of 4 meters. Such an assembly has 59% water content by volume (Nuclear Engineering
International, September 2001, p. 24).] For a pool inventory of 340 tons of 1-20 year-old
fuel generating an average decay heat of 3 kWt/tU with or without a freshly discharged
core containing 85 metric tons of uranium generating 120 kWt/tU decay heat 4 days after
shutdown, the total decay heat would be 1 or 11 MWt. Given the heat capacity of water of
4200 joules/kg-°C, the decay heat would raise the temperature of the pool from 30 to
100'C in 4.4 or 50 hours and thereafter boil off 0.026 or 0.29 meters of water per hour
(the latent heat of vaporization of water is 2.3 Mj/kg). Assuming that there are 7 meters
of water above the fuel, it would take 1 or 11 days before the radiation shield provided
by the water covering was reduced to 1 meter.

32. In principle, removing the spent fuel assemblies and reshuffling the rest before
inserting fresh fuel should be faster. However, any departure from a choreographed
reshuffle (due, for example, to discovery of damaged fuel) requires time-consuming recal-
culation of the subcriticality margin (David Lochbaum, Union of Concerned Scientists,
private communication, Jan. 7, 2003).

33. "NRR [Nuclear Reactor Regulation staff] determined through a recent survey of
all power reactors.., that some sites do not have anti-siphon devices in potential siphon
paths. During refueling operations ... a flow path exists to the reactor vessel, inventory
loss [could occur] through the RHR (residual heat removal), chemical and volume control
system, or reactor cavity drains [or the] shipping cask pool drains. For these situations
in many designs, the extent of the inventory loss is limited by internal weirs or inter-
nal drain path elevations, which maintain the water level above the top of the stored
fuel ... During the NRR survey assessment, the staff found that five SFPs (spent fuel
pools) have fuel transfer tubes that are lower than the top of the stored fuel without in-
terposing structures." (Operating Experience Feedback Report: Assessment of Spent Fuel
Cooling, NUREG-1275, pp. 5-6). In 1994, about 55,000 gallons [200 m3 ] of water leaked
from piping, which had frozen in an unheated containment fuel pool transfer system
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at the closed Dresden I station. The NRC noted the potential for a "failure of 42"[inch,
1 ml fuel transfer tube [which] could rapidly drain fuel pool to a level several feet [> 1
ml below top of [660] stored fuel bundles." [Dresden, Unit 1 Cold Weather Impact on
Decommissioned Reactor (Update), U.S. NRC, January 24, 1994, pp. 94-109].

34. Operating Experience Feedback Report: Assessment of Spent Fuel Cooling, NUREG-
1275, p. 32 and Fig. 3.2.

35. Doses calculated from a dry pool containing 650 tons of 43 MWd/kgU spent fuel
in a square array with 1.4 cm pitch. The fuel is a composite with a mix of the following
cooling times: 20 tons each at 30 days, 1 year, and 2 years; 100 tons at 5 years; 240 tons
at 10 years; and 250 tons at 25 years. The gamma-ray source intensities within the fuel
were calculated using ORIGEN2, grouped in 18 energy intervals. These radiation-source
data were then used as input to the MCNP4B2 code [Los Alamos National Laboratory,
Monte Carlo N-Particle Transport Code System (Radiation Safety Information Compu-
tational Center, CCC-660 MCNP4B2 1998)] which was used to perform radiation trans-
port calculations to obtain the flux and energy spectra of the gamma-rays 1 m above the
floor of the building at radii of 5, 10 and 15 meters from its center. The radiation doses
were then calculated using the "American National Standard for Neutron and Gamma-
Ray Fluence-to-Dose Factors" (American Nuclear Society, ANSI/ANS-6.1.1, 1991) and
an average self-shielding factor of 0.7. The concrete has a density of 2.25 gms/cc and a
composition in weight percent of 77.5% Si0 2 , 6.5% A12 0 3 , 6.1% CaO, 4.0% H 20, 2.0%
Fe20 3, 1.7% Na 20, 1.5% K20 0.7% MgO ("Los Alamos concrete, MCNP4B2 manual,
pp. 5-12). In the absence of a roof, the dose rates at 10 and 15 meters would be reduced
by factors of 0.37 and 0.24 respectively Similar calculations for 400 tons of 33MWd/kgU
spent fuel (25% each 30-day, 1-yr, 2-yr and 3-yr cooling) reported in Spent Fuel Heatup
Following Loss of Water During Storage, Appendix C: "Radiation dose from a drained
spent-fuel pool" give a dose rate of about 300 rads/hr at ground level 15 m from the
center of a rectangular 10.6 x 8.3 m pool.

36. Among the emergency workers at Chernobyl, deaths began for doses above
220 rems. The death rate was one third for workers who had received doses in the 420-
620 rem range and 95% (1 survivor) for workers who received higher doses ("Exposures
and effects of the Chernobyl accident," Table 11).

37. Technical Study of Spent Fuel Pool Accident Risk at Decommissioning Nuclear
Power Plants, p. AIA-1.

38. Figure 5 was calculated with ORIGEN 2.1 assuming that the initial enrichments
for burnups of 33, 43, 53 and 63 MWd/kgU were 3.2, 3.7, 4.4 and 5.2% respectively The
.PWRU.LIB and PERU50.LIB cross-section files were used to calculate the production
rates of actinides and fission products in PWR fuel.

39. S. R. Tieszen, Fuel Dispersal Modeling for Aircraft-Runway Impact

Scenarios (Sandia National Laboratory, SAND95-2529, 1995), p. 73.

40. Fuel Dispersal Modeling for Aircraft-Runway Impact Scenarios, p. 70.

41. World Trade Center Building Performance Study, (FEMA, 2002) Appendix E,
http://www.fema.gov/library/wtcstudyshtm accessed Dec. 10, 2002.

42. On May 16, 1979, the government of the German state of Lower Saxony issued a
ruling about a proposed nuclear fuel center at Gorleben. One aspect of the ruling was a
refusal to license high-density pool storage, in part from concern about war impacts. The
ruling followed a public hearing in which more than 60 scientists, including two of the
present authors (J. B. and G. T.) presented their analyses. A third author (K. J.) had been
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responsible for the design of the pool and subsequently oversaw the design of the dry
casks currently used in Germany [Klaus Janberg, "History and actual status of aircraft
impact and anti-tank weaponry consequences on spent fuel storage installations," paper
presented at the International Conference on Irradiated Nuclear Fuel, Moscow IFEM,
September 11, 20021. A brief description (in German) and photographs and diagrams
of the German dry-cask central storage facility that was built at Gorleben instead of a
spent-fuel pool may be found in Brennelementlager Gorleben, BLG, http://www.math.uni-
hamburg.de/math/ignlhh/lfi/blg.htm, accessed Dec. 10, 2002. A similar dry-cask storage
facility was built instead of a storage pool at Ahaus, Germany.

43. Swiss Federal Nuclear Safety Inspectorate (HSK), Memorandum, "Protect-
ing Swiss Nuclear Power Plants Against Airplane Crash" (undated), p. 7. This
memo also describes Swiss protection requirements (the same as those in
Germany) http://www.hsk.psi.ch/pub-eng/publications/other%20publications/2001/AN-
411 lE-UebersetzFlz-absturz.pdf accessed, Jan. 9, 2003.

44. "In estimating ... catastrophic PWR spent fuel pool damage from an aircraft crash
(i.e., the pool is so damaged that it rapidly drains and cannot be refilled from either onsite
or offsite resources), the staff uses the point target area model and assumes a direct hit
on a 100 x 50 foot spent fuel pool. Based on studies in NUREG/CR-5042, Evaluation of
External Hazards to Nuclear Power Plants in the United States, it is estimated that 1
of 2 aircrafts are large enough to penetrate a 5-foot-thick reinforced concrete wall ... It
is further estimated that 1 of 2 crashes damage the spent fuel pool enough to uncover
the stored fuel (for example, 50 percent of the time the location is above the height of
the stored fuel)" (Technical Study of Spent Fuel Pool Accident Risk at Decommissioning
Nuclear Power Plants, p. 3-23).

45. See e.g. Accident Analysis for Aircraft Crash into Hazardous Facilities (U.S. Depart-
ment of Energy, DOE-STD-3014-96, 1996), Appendix C. We have used these formulae
for an aircraft turbine shaft weighing 400 kg with a diameter of 15 cm and traveling
at 156 in/sec (350 miles per hour, speed of the aircraft that crashed into the Pentagon
according to NEI, see following footnote) and 260 m/sec [590 miles/hr, estimated speed
of the aircraft that crashed into the World Trade Center South Tower, (World Trade
Center Building Performance Study)]. They predict that such an object could perforate
a reinforced concrete wall 0.8 to 1.8 meters thick, depending primarily on the impact
speed.

It is possible that a spent-fuel pool, with its content of water mixed with dense fuel
assemblies, might resist penetration more like an infinitely thick slab. In this case, the
range of penetration depths for the large aircraft turbine shaft becomes 0.4-1.3 m. For
a useful review, which shows the great uncertainty of empirical penetration formulae
and the very limited ranges over which they have been tested empirically, see Review of
empirical equations for missile impact effects on concrete by Jan A. Teland (Norwegian
Defense Research Establishment, FFI/RAPPORT-97/05856, 1998).

An additional reference point is provided by the NRC staff's conclusion that "if the
cask were dropped on the SFP [spent-fuel-pool] floor, the likelihood of loss-of-inventory
given the drop is 1.0" (Technical Study of Spent Fuel Pool Accident Risk at Decommis-
sioning Nuclear Power Plants, p. A2C-3). For a drop height of 12 m (the depth of a
pool) the kinetic energy of a 100-ton cask (neglecting the absorption of energy by dis-
placing water and crushing spent-fuel racks) is about 101 joules-about the same as
the energy of the large jet turbine shaft at a velocity of about 240 m/sec. Because of
the larger hole that the cask would have to punch, the energy absorbed by the struc-
ture would be expected to be larger. It should also be noted that the weight of the
entire jet engine is about 4,000 kg, its diameter, including the fan blades, is about
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the same as a spent-fuel cask and its kinetic energy at 240 m/sec is about 10 times
greater.

46. Aircraft crash impact analyses demonstrate nuclear power plant's struc-
tural strength (Nuclear Energy Institute Press release, Dec. 2002, http://www.nei.
org/documents/EPRINuclearPlantStructuralStudy200212.pdf, accessed Jan. 5, 2003).

47. Technical Study of Spent Fuel Pool Accident Risk at Decommissioning Nuclear
Power Plants, p. A2C-3.

48. Analysis of the Total System Lifecycle Cost of the Civilian Radioactive Waste Man-
agement Program, (U.S. DoE, Office of Civilian Waste management, Report # DOE/RW-
0533, 2001), pp. 1-7.

49. "Nuclear Waste: Uncertainties about the Yucca Mountain Repository Project," tes-
timony by Gary Jones, Director, Natural Resources and Environment, U.S. General
Accounting Office, before the Subcommittee on Energy and Air Quality, House Com-
mittee on Energy and Commerce, 21 March 2002.

50. Charles Pennington, NAC International, private communication, Dec. 2, 2002.

51. In recently installed racks, the boron is contained in Boral sheets composed of
boron carbide (B 4C) in an aluminum matrix, permanently bonded in a sandwich between
aluminum plates. This design has proven more durable than a previous design in which
boron carbide was mixed 50 percent by volume with carbon, formed into a 1/4-inch thick
sheet and clad in 1/8-inch stainless steel (Spent Fuel Heatup Following Loss of Water
During Storage, p. 19).

52. A vendor's representation of dense-pack fuel racks is available at http://www.
holtecinternational.com

53. This problem could be mitigated to some degree by putting holes in the walls of
the dense-pack racks-subject to limitation that considerable neutron absorption in the
walls is required keep the spent fuel subcritical. The holes would allow air to circulate
through the racks above the water surface. The 1979 Sandia report concluded that such
an approach could be effective for fuel a year or more old (Spent Fuel Heatup Following
Loss of Water During Storage, pp. 78).

54. Based on heat capacities of U0 2 and Zr of 0.3 joules/gmU-°C IS. Glasstone and
A. Sesonske, Nuclear Reactor Engineering (Van Nostrand Reinhold, 1967) Table A7]
and assuming 0.2 grams of Zr per gram U, the heat capacity of reactor fuel is about
0.4 joules/gmU-°C. In a 1997 study done by Brookhaven National Laboratory for the
NRC, the "critical cladding temperature" was chosen as 565°C. This was the tempera-
ture for "incipient clad failure" chosen in the previous Workshop on Transport Accident
Scenarios where "expected failure" was fixed at 671'C. The Brookhaven group chose
the lower temperature for fuel failure in a spent-fuel-pool drainage accident because "it
would take a prolonged period of time to retrieve the fuel, repair the spent fuel pool or
establish an alternate means of long-term storage" [A Safety and Regulatory Assessment
of Generic BWR and PWR Permanently Shutdown Nuclear Power Plants, pp. 3-4.]

55. The gas-diffusion-limited zirconium oxidization rate has been parameterized as
dw2/dt = Koexp(-Ea/RT) in the range 920-1155°C, where w is the weight gain of the
cladding (g/cm 2) due to oxidation, Ko is the rate constant [5.76 x 104 (gm/cm 2)2/sec], Ea
is the activation energy (52990 calories), R is the gas constant (1.987 cal/°K), and T
is the absolute temperature (°K) (Spent Fuel Heatup Following Loss of Water During
Storage, p. 31-34). At 920°C, therefore, Koexp(-E,/RT) = 1.1 x 10-1 (gm/cm 2)2/sec. The
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fuel cladding contains 0.34 gmZr/cm 2
. w

2 for full oxidation to ZrO2 will therefore be about
0.014 (gm/cm 2 )2 . Thus, the characteristic time for complete oxidation would be about 15
minutes at 920'C and would decrease rapidly as the temperature increased further.

The Advisory Committee on Reactor Safeguards (ACRS) has raised the possibil-
ity that, for high-burnup fuel, the ignition temperature might be considerably lower:
"there were issues associated with the formation of zirconium-hydride precipitates in
the cladding of fuel especially when the fuel has been taken to high burnups. Many metal
hydrides are spontaneously combustible in air. Spontaneous combustion of zirconium-
hydrides would render moot the issue of 'ignition' temperature ... " In addition, the
ACRS points out that nitrogen reacts exothermically with zirconium, "[this] may well
explain the well-known tendency of zirconium to undergo breakaway oxidation in air
whereas no such tendency is encountered in either steam or in pure oxygen" ["Draft
Final Technical Study of Spent Fuel Accident Risk at Decommissioning Nuclear Power
Plants," letter from Dana Powers, ACRS chairman, to NRC Chairman Meserve, April
13, 2000, p. 3].

56. Technical Study of Spent Fuel Pool Accident Risk at Decommissioning Nuclear
Power Plants, "Executive Summary," p. x.

57. Between 300 and 1200 "K, the longitudinal conductivity of a 0.4-cm ra-
dius rod of U0 2 clad in zircalloy with an inside radius of 0.41 cm and a
cladding thickness of 0.057 cm is about k = 0.06 Watts/(°C/cm) [based on
temperature-dependent conductivities for U0 2 falling from 0.076 to 0.03 and
for zircalloy rising from 0.13 to 0.25 Watts/[cm 2-(°C/cm)] (International Nuclear
Safety Center, http://www.insc.anl.gov/matprop/uo2/cond/solid/thcsuo2.pdf, Table 1;
http://www.insc.anl.gov/matprop/zircaloy/zirck.pdf, Table 1, accessed Dec. 19, 2002)].
The density of uranium in the U0 2 is about 10 gm/cc. A rod 400 cm long would therefore
contain about 2 kg of uranium. For a fuel rod L cm long containing M kg U and cooled
at both ends to a temperature To, with a heat generation rate of P Watts/kgU uniformly
distributed along its length, the temperature difference between the center and ends
would be PML'(8k) • 1700 P 'C. Taking into account the thermal conductivity of the
steel boxes and boral surrounding the fuel assemblies in the dense-pack configuration
lowers this estimated temperature increase to approximately 1000 P °C.

58. Within the fuel assembly, the net radiation flux in the z direction is approximately
F - -4fo-T 3 (dT/dz)(Xz) where f is the fraction of the area of the fuel assembly between the
fuel rods (about 0.6) and (Xz) = fdQ(Cos0)[X.(0,0)] is the average distance that radiation
travels up the fuel assembly before being reabsorbed-on the order of centimeters. We
have made the approximation that the difference in temperature between the radiating
and absorbing points can be calculated using the first derivative of T. We also assume
that the rate of heat generation is constant at a rate of PM/(AL) Watts/cm 3 along the
length (L = 400 cm) of the fuel assembly. In this approximation, the temperature profile
can be calculated as T = [1000PMI(Ao)]{[-(z/L)- z2/(2L 2)]L/(f(Xz)) + 1}1/4°K, where z
is negative and measured in centimeters downward from the top of the fuel assembly.
When z = -L, T(-L) = 600{P[1 + (0.8L/(Xz))]}/4°K. For P = 1 kW/tU, T(-L) = 2300 or
1700'C if (X,) = 1 or 3 cm respectively.

59. Assume that a fuel rod has a length L, contains M = 2 kg of uranium, generates
decay heat at a rate of P watts/kgU, has a temperature Tmx at its top and that the water
level is at z, m (where z = 0 is the bottom of the fuel). In the approximation where the
heat rate along the length of the fuel is constant, the combined rate of input of heat into
the water from the submerged part of the fuel and from black body radiation impinging
on the water's surface will be P_ = PMzw/L + Pbb-. The heat generation rate of the
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fuel above the water will be P, = PM(L - zw)/L. The cooling of the above-water fuel is
limited, however, by the availability of steam generated by the below-water fuel. The
rate of steam generation will be P_/2300 grams/sec. When z falls below the bottom of the
fuel assembly, P_ = Pbb-. We approximate Pbb- = (A/264)u(To + 273)4 where (A/264) =
2 cm 2 is the area in a fuel-assembly box for each of the 264 fuel rods and To is the
temperature at the bottom of the fuel assembly. In Spent Fuel Heatup Following Loss of
Water During Storage, Fig. B-1, it is estimated that To = 200'C at the point when T.. =
900°C, i.e., when the fuel is about to fail. This gives Pbb- ; 0.6 Watts. Assuming perfect
heat transfer, the steam will heat to a temperature TmaXOC as it passes through the fuel
assembly and absorb approximately 2 .l(Tm, -100) joules per gram. Therefore, in order
to remove the power P+ and maintain the above water fuel in equilibrium, it is necessary
that P, < 2. l(Tma, - 100)Pbb_/2300 M • 0.3 Watts/kgU when Tmax = 1200°C. This means
that the fuel has to be about 100 years old after discharge before steam cooling will
remain effective when the water level drops to the bottom of the fuel assembly.

60. For information on the strength of steel at high temperatures, see
http://www.avestapolarit.com/template/Page2171.asp, accessed Jan. 10, 2003. The
zircaloy tubes of a Canadian CANDU reactor slumped at 1200'C (see CANDU
Safety # 17-Severe Core Damage Accidents, V. G. Snell, Director Safety
& Licensing, http://engphys.mcmaster.ca/canteach/techdoclib/CTTD-0014/CTTD-0014-
17/17of25.pdf, accessed Jan 10, 2003).

61. For a square box with inside dimensions of 0.225 m containing a fuel assembly
with 264 rods with diameters of 0.95 cm, [Analysis of Spent Fuel Heatup Following Loss
of Water in a Spent Fuel Pool: A Users' Manual for the Computer Code SHARP, Tables
2.1 and 2.2].

62. This can be derived from the gas momentum conservation equation, O(pv)/at +
a(pv 2)/az + PL = -aP/az - pg where p is the air density, v is its velocity, P is the pres-
sure, PL represents the pressure loss due to friction in the channel and g = 10 m/sec2

is the gravitational constant. For an equilibrium situation, the first term disappears.
Integrating from the bottom of the spent fuel (z = 0) to its top (z = L = 4 m) gives
pL(VL) 2 

- po(Vo) 2 + fo PLdz P(0) - P(L) - g fo pdz. Assuming that: the pressure is con-

stant across the top and bottom of the spent fuel, the gas velocity is constant below the
spent fuel, the air velocity is zero at the top of the down-comer, and neglecting friction
losses in the down-comer and beneath the spent fuel, we may subtract the momentum
conservation equation for the down-comer (dc) from that for the fuel assembly (fa) and
obtain pL(VL) 2 + f0 PLdZ = gfLNpd, - pfajdz. As indicated in the text, we approximate po
- 1 kg/in 3, fL Pdcdz - Lp0 , and f0 pfadz ; 0.5 Lpo. This gives PL(VL) 2 +/PLdz - 0.5 gpoL
= 20 joules/m'. Noting that a(pv)/a z is a constant and that, at constant pressure, p - T-1,
where T is the absolute temperature, PL(VL) 2 

= pO(VO) 2(TLTO), where TL = 1173 'K at the
ignition point. We assume that To = 100 'C = 373 'K. We then obtain 3.1(Vo) 2 + f0pLdZ

= 20 joules/m 3 and vo 0 2.5 m/s, if the PL term is neglected.
PL may be approximated as the sum of a loss term due to the constriction of the

air passing through the base-plate hole and surface friction within the fuel assembly,
fLPLdz = Kopo(Vo) 2 + fLfpv 2 dz/(2DH). Here KO = 2(1-x)/x, x = (Ah/Af)2, Ah is the area of

the hole in the base-plate and Af = S2 - 264 7r(D/2) 2 is the cross-sectional area of the air
flow inside the box around the fuel assembly. (S = 0.225 m is the inside width of the box
and D = 0.0095 m is the outside fuel-rod diameter). For a dense-pack arrangement with
a 5 inch [13 cm] hole in the base-plate, x ; 0.15 and Ko 0  11.3. In the second pressure-
loss term, L = 4m is the height of the fuel assembly, f is the friction factor, DH = 4 Af/Pw
is the "hydraulic diameter" of the channel, and P, = 4S + 264 7rD is the total perimeter
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of all the surfaces in the cross-section (Users' Manual for the Computer Code SHARP,
pp. 4-7, 4-16). For the fuel assembly in our example, DH P 0.015 m. The friction factor
may be written as f = C/(Re)n, where Re = pv DH/A is the Reynolds number, and u is
the viscosity of air (31 x 10-6 pascal-seconds at 600°K). The exponent n = 1 for laminar
flow (Re < 2100), which will be seen to be the case in the fuel assembly. The coefficient
C - 100 within the fuel assembly in the approximation where all rods are treated as
interior rods (ibid., p. 4-7, 4-16/17). Thus, fOPLdZ = Kopo(vo)2 + {Ct/[2(DH)2 ]} fovdz
- Kopo(v 0 )2 + 55v0 joules/m3 , where we have approximated favdz ; 2Lvo, where v0 is

the entrance velocity to the air at the base of the fuel assembly. If we add this friction
pressure term to the equation at the end of the paragraph above, we get 14.4(vo)2 +
55 v0 = 20 joules/m3 or v0 - 0.33 m/sec.

An approximation of open-rack storage could be obtained by dropping the base-plate
constriction term (i.e., setting x = 1) and dropping the S in the perimeter term above.
Then, if the center-to-center spacing of the fuel assemblies is increased by a factor of
51/2 in going from dense-pack to an open-array spacing with a. fuel-assembly density
lower by a factor of five, DH ; 0.1 m and the equation above becomes 3.1(vo)2 + 1.24
vo = 20 joules/m 3, or v0 = 2.3 m/sec, which would make it possible to cool a pool filled
with fuel generating about 100 KWt/tU. If the hot fuel were surrounded by cooler fuel
assemblies, cross flow from the cooler to the hot assemblies would provide still more
cooling.

63. Users' Manual for the Computer Code SHARP, Figs. 6.3 and 6.5. Our result ob-
tained in the previous footnote corresponds to the case for a wide (e.g., 8-inch or 20 cm)
downcomer and constant room temperature.

64. Spent Fuel Heatup Following Loss of Water During Storage, fig. 3, p. 85.

65. The 2001 Users' Manual for the Computer Code SHARP notes the availability of
only "limited data [from] one experiment.., in a three parallel channel setup" (p. 5-1).

66. Severe Accidents in Spent Fuel Pools in Support of Generic Safety Issue 82 by V. L.
Sailor, K. R. Perkins, J. R. Weeks, and H. R. Connell (Brookhaven National Laboratory,
NUREG/CR-4982; BNL-NUREG-52093, 1987), p. 52.

67. Op cit, pp. 52, 53, 63.

68. Complete blockage would, however, tend to quench the fire.

69. See, for example: J. H. Jo, P. F. Rose, S. D. Unwin, V. L. Sailor, K. R. Perkins and
A. G. Tingle, Value /Impact Analyses of Accident Preventive and Mitigative Options for
Spent Fuel Pools (Brookhaven National Laboratory, NUREG/CR-5281, 1989). Measures
discussed and rejected because of perceived lack of cost-benefit included low density
storage and water sprays. Management recommendations to reduce risk have been con-
sidered in, Technical Study of Spent Fuel Pool Accident Risk at Decommissioning Nuclear
Power Plants.

70. To compute the 0.7 and 5 percent probabilities, we compared an investment of
$5 billion in dry storage casks (midpoint of our estimated $3.5-7 billion cost range)
with a range of estimated costs for spent fuel fires. In footnote 29 the median damages
(including cancer deaths at $4 million each) from a 10-100 percent release of 137Cs from
400 tons of spent fuel are estimated at $250-1700 billion. We discount these damages to
$100-750 billion because the risk would not be completely eliminated by the measures
that we propose and their mitigating effect could occur decades after the investment.
The 0.6 - 2.4 x 10-6 probability of a spent-fuel fire per pool-year estimated in Technical
Study of Spent Fuel Accident Risk at Decommissioning Nuclear Power Plants (Table 3.1)
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is equivalent to about 0.6 percent in 30 years for the 103 operating power reactors in
the U.S.

71. Spent Fuel Heatup Following Loss of Water During Storage, "Conclusions," p. 85.

72. Operating Experience Feedback Report, Assessment of Spent Fuel Cooling, NUREG-
1275, Vol. 12, p. 27.

73. Further discussion of defense in depth is provided in Robust Storage of Spent
Nuclear Fuel by Gordon Thompson (Institute for Resource and Security Studies,
Cambridge, MA, January 2003).

74. Technical Study of Spent Fuel Pool Accident Risk at Decommissioning Nuclear
Power Plants, pp. 3-16 and Appendix 2C p. A2C-3 and -4.

75. Above, it was noted that an important motivation for moving the entire core into
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average heat to electrical power conversion efficiency of one third. With these assump-
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GWe.
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years (Charles Pennington, NAC International, personal communication, Novem-
ber, 2002). Holtec could currently produce 200 casks per year and could in-
crease this rate to about 300 casks per year (Chris Blessing, Holtec, private com-
munication, November, 2002). We assume 10 tons average storage capacity per
cask.
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corporations" and additional corporate reorganizations are expected [Financial Inse-
curity: The Increasing Use of Limited Liability Companies and Multi-Tiered Holding
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Allan S. Benjamin

I am one of the reviewers of the paper entitled: "Reducing the Hazards from
Stored Spent Power-Reactor Fuel in the United States," and am also the prin-
cipal author of the Sandia report that is cited several times by the authors of
the paper. The subject of spent-fuel pool vulnerabilities is a very important one
in the present day environment, and I am pleased to be able to provide input. I
think the paper correctly points out a problem that needs to be addressed, i.e.,
the fact that a loss of water from a high-density spent-fuel pool could have seri-
ous consequences. However, I also believe the paper falls short of addressing all
the considerations that accompany the problem. Some of these considerations
could affect the results of the cost-benefit analysis that is used to justify the au-
thors' proposed solution: the re-racking of the pool to a low-density, open-lattice
arrangement and the removal of the older fuel to dry storage casks. In a nut-
shell, the authors correctly identify a problem that needs to be addressed, but
they do not adequately demonstrate that the proposed solution is cost-effective
or that it is optimal.

On the plus side of the assessment, I agree with the authors' analysis of
what would happen if there were a total loss of water from a high-density
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spent-fuel pool that is packed wall-to-wall with zirconium-clad fuel. If some
of that fuel had been recently discharged from a reactor core, there is not
much doubt that the release of fission products to the environment would be
significant. Our analyses in the referenced 1979 Sandia report did indeed show
that the hottest part of the pool would heat up to the point where the cladding
would first rupture and then ignite. Subsequent experiments we performed
with electrically heated zirconium tubes (not formally reported) showed that
there was a potential for a fire to propagate from hotter to colder fuel assem-
blies. It is not clear whether the fire would envelop the whole pool or just a part
of it, but either way, the result would be undesirable.

I agree in principle with the calculations in the paper regarding the poten-
tial consequences of such an accident, except that it is unlikely that the whole
inventory of fission products captured in the spent fuel would escape to the
environment or that the wind would blow in one direction only (as assumed in
the paper). Although there is clear evidence that some of the fuel would melt
in such a situation, we don't know how much. Since we don't, it is conservative
and appropriate to assume that a large fraction of the fission product inventory
could become released to the environment. Whether that fraction is 0.20 or 1.00
doesn't change the fact that the release would be unacceptable.

It is also correct to say, as the authors have pointed out, that the situation
could be even worse if enough water remained in the pool to cover the bottom
of the storage racks so that air could not circulate, but not enough water to act
as a significant heat sink for all of the decay heat produced by the fuel. This
point was also made in the Sandia report.'

The authors' assessment of probabilities of occurrence is also reasonable in
a bounding sense. They correctly point out that the likelihood of an accident
leading to a critical loss of water is very low (estimated by the NRC to be less
than one in 100,000 per pool per year). The probability of the same scenario
resulting from a terrorist attack is unknown, and so the authors postulate a
range of values. They point out, reasonably enough, that the upper end of the
range could be significantly higher than the value for a loss of water initiated
by an accident. I personally believe that the probability of a successful terrorist
attack is very low, and I will give my reasons in a moment. Notwithstanding,
the authors are correct in pointing out that the possibility of a terrorist attack
is an issue that requires serious attention.

The problem occurs when the authors assert that these figures prove the
cost effectiveness of their proposed solution. Before a judgment on cost effec-
tiveness can be made, a variety of additional considerations have to be taken
into account. These pervade all areas of the discussion: the calculation of the
probabilities of occurrence, the resulting consequences, the effectiveness of the
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proposed solution, the competing risks introduced by that solution, and the cost
of implementation.

Let's talk first about the probability of a successful terrorist attack. The
assumed situation is that the adversaries create a large hole in the spent-fuel
pool, near the bottom of the pool, without dispersing the fuel or significantly de-
forming the racking structure. That situation is very unlikely. Using explosives
or missiles, including the intentional crash of an aircraft, it would be difficult
to accomplish a loss of almost all the water in the pool without disrupting the
spent-fuel geometry. Significant damage to the racking structure or outright
dispersal of the fuel would create a geometry that is more coolable by air flow
and less susceptible to propagation of a zirconium fire than is the actual storage
geometry.

Moreover, it would be very difficult for adversaries to achieve enough water
loss by draining the pool even if they somehow gained direct access to the pool.
The drain valves and gates are all located high enough to prevent the water
from draining down to a dangerous level. As originally stated in the Sandia
report and acknowledged in the paper, something like 75% of the height of the
fuel rods would have to be uncovered for an overheating condition to result.

Gaining access to the pool in itself would be a very difficult proposition.
The adversaries would have to figure out a way to avoid being detected by the
on-site monitoring equipment and overcome by the on-site security forces. The
probability of success in this venture can be analyzed using existing tools, but
this has apparently not been done. Such tools exist at the company where I now
work, ARES, and at the laboratory where I used to work, Sandia. Both have
methods for identifying the pathways an adversary could take to a target and
evaluating the probability of success associated with each pathway.

The upshot is that more work needs to be done in accounting for how an
adversary's method of attack would change the initial conditions of the analysis,
and in evaluating the adversary's likelihood of success.

Now let's discuss the consequences of a loss-of-water incident, which ac-
cording to the paper could include "hundreds of billions of dollars" in property
loss. An accurate accounting of costs versus benefits requires a best-estimate
assessment of consequences, not a worst-case assessment. Normally, the evalu-
ation is accomplished by formulating probability distributions to reflect the full
range of radioactive releases that could emanate from the spent fuel pool and
the full range of meteorological conditions that could affect the dispersion of
that material. The most commonly-used result from this analysis is the mean
consequence, which is obtained by sampling the probability distributions in
a random fashion. It can reasonably be expected that the mean value of the
expected property loss would be considerably lower than the worst-case value.
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Let's now progress to the subject of evaluating the effectiveness of the pro-
posed solutions. The main one given in the paper is to remove all the fuel that is
more than five years old to dry storage casks and to re-rack the pool so that the
remaining, younger spent fuel can be contained in a widely-spaced, open-lattice
arrangement. The arguments in favor of that approach appear attractive. First,
it assures that air cooling would be effective even if all the water were drained
from the pool. Second, it reduces the inventory of the long-lived fission prod-
ucts remaining in the pool, so that even if all of them were dispersed to the
environment, the long-term effects would be sharply reduced.

Several important factors are not considered here. First, as mentioned
above, an adversary's attack involving an explosive, a missile, or an airplane
crash that is serious enough to create a big hole in the spent-fuel pool would
also probably disperse the fuel or at least rearrange the geometry. Therefore,
the final configuration would not necessarily be more coolable than that for a
high density-pool subjected to the same insult. That leaves only the reduced
fission product inventory as a definitive point of difference that could reduce
the losses incurred from the event.

However, the results in the paper concerning radioactive contamination
are flawed by the fact that the shorter-lived radioisotopes are not considered.
Most notable among these are 1311, which has a half-life of 8 days, and 134 Cs,
which has a half-life of just over two years. Most of these radionuclides are
contained within the younger fuel that still remains in the spent-fuel pool.
While they do not contribute as highly to long-term property loss as the longer-
lived isotope, 137 Cs, they contribute more highly to early fatalities and latent
cancer fatalities. Thus, a true cost-benefit accounting of the proposed solution
must include consideration of these short-lived but very nasty radioisotopes.

Then there is the question of how effective the dry storage casks would be
over a long period of time. The paper correctly acknowledges that an airplane
crash into an array of dry storage casks could cause a release of radionuclides
to the environment. It also presumes that only a few of the many casks in
the array would be affected by the crash. Given the robust design of these
casks, these observations are probably correct. However, the paper has failed to
consider that many materials degrade or become brittle after a long exposure to
radioactivity. Degradation or embrittlement can lead to leakage. Cask leakage
has been a problem for some dry storage casks in the past, and the paper
should acknowledge this. In performing a cost-benefit analysis, the risk from
high probability, low consequence incidents, such as cask leakage, has to be
considered along with the risk from low probability, high consequence incidents.

Finally, one must consider.the competing risks. The process of removing
such a large amount of fuel from the spent-fuel pool and transferring it to the
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dry storage casks carries its own set of hazards. During the transfer process,
both the probability of an accident and the degree of exposure in the event of a
potential terrorist attack are greater than before or after the transfer. The paper
suggests that the transfer would take place over a ten-year period. Someone
needs to look at the question of vulnerability during that period.

Another competing risk can be identified for the authors' proposed design
change, based on an earlier recommendation made in the Sandia report, to in-
stall emergency water sprays. The authors suggest that the hottest fuel should
be stored along the sides of the pool, where the spray would be heaviest even
if the building collapses on top of the pool. This argument ignores the fact that
heat removal by air cooling is most effective when the hottest fuel is stored
in the middle of the pool and the coolest fuel is stored along the sides. That
arrangement promotes natural convective air flow currents, whereas the one
being proposed in the paper inhibits them.

The question of implementation costs is one that I am not prepared to
address at the present time. I would note, however, that special consideration
needs to be given to the question of whether, on the basis of available space
and security requirements, on-site dry storage of so much fuel is feasible at all
reactor sites.

As a final but pivotal point, the evaluation of costs versus benefits should
consider all plausible alternative risk reduction options. Certainly one such
option is to accelerate the transfer of the spent fuel from spent-fuel pools directly
to a permanent underground storage site. The paper claims that this process
could take decades, given the controversial status of the Yucca Mountain project
and the current budgetary limitations. However, if there is a national security
issue at stake, Government projects can be accelerated. The Manhattan Project
is a good example. It may turn out that when all risks and costs are taken into
account, a direct transfer to underground storage is more cost-effective than a
temporary transfer to on-site storage casks and a re-racking of the spent-fuel
pools.

In summary, the authors are to be commended for identifying a problem
that needs to be addressed, and for scoping the boundaries of that problem.
However, they fall short of demonstrating that their proposed solution is cost-
effective or that it is optimal.

NOTE AND REFERENCE

1. Although most of the references made in the paper to the Sandia report are accurate,
in the version reviewed by me, the first paragraph in the Introduction made two incorrect
attributions. First, the accident evaluated in the Sandia study was a sudden loss of all
the water, not a "sudden loss of water cooling." Loss of the water cooling system would
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not result in the consequences cited by the authors since the water would remain as a
large heat sink. Second, the Sandia report did not state that the loss-of-water scenario
would lead to "the airborne release of massive quantities of fission products." Although
zircaloy burning and some fuel melting would certainly occur, the Sandia study stopped
short of evaluating, either qualitatively or quantitatively, the amount of fission products
that would be released. Both of these points have now been corrected in the final version
of the article.
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Frank N. von Hippel

As the multiple references to it in our article attest, we have learned a great
deal from the pioneering work of Allan Benjamin et al, Spent Fuel Heatup
Following Loss of Water During Storage (NUREG/CR-0649; SAND77-1371 R-3,
1979). Indeed, many of our conclusions and recommendations essentially echo
those made in that report 24 years ago, but never implemented because the
probability of an accidental loss of water was estimated to be too low to justify
action.

Benjamin argues that we should have estimated the probability that sabo-
tage or terrorist attack might cause a loss of water. Indeed, he seems to suggest
that the probability can be calculated with some precision with methods that his
company offers. While we believe that systematic analysis is useful in identify-
ing vulnerabilities, we are skeptical about the predictive value of probabilistic
calculations-especially for malevolent acts.

We respond more briefly to Benjamin's other comments below:

Magnitude of the release of 137Cs. We looked at 10 and 100 percent
releases-not just 100%.

Sensitivity to the constant-wind assumption. An estimate of the sensitiv-
ity of the contamination area to wind wander can be obtained by varying the
opening angle in the wedge model calculation. Increasing the opening angle
from 0.11 to 1 radians, for example, results in the area contaminated above
100 Ci/km2 increasing by about 20% for the 100% release and decreasing by
about a factor of 3 for the 10% release.

Feasibility of totally draining the pool through valves and gates. We
make no claim that this is possible. Rather we cite NRC staff concerns that a
number of pools could be drained below the top of the spent fuel. This would
result in very high radiation levels in the spent-fuel-pool building. Pools should
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therefore be equipped with sources of makeup water that can be turned on from
a remote location.

Probabilities that terrorist attacks would put dense-packed fuel into a
more coolable configuration and open-racked fuel into a less coolable
configuration. Benjamin makes both assertions. The first is far from obvious.
With regard to the second, we point out that the assumption that the geometry
of the spent fuel is not changed is a limitation of our analysis-as it is of all
other analyses of which we are aware. The NRC should commission studies of
the implications for coolability of potential changes in geometry.

Omission of 8-day halflife 1311 and 2-year halflife 13 4Cs in the conse-
quence calculations. Shorter-lived isotopes such as 1311 and one-year half-
life ' 06 Ru could make significant contributions to short-term doses downwind
from a spent-fuel-pool fire. However, our analysis was limited to the long-term
consequences of such an accident where, as the consequences of the Chernobyl
accident demonstrate, 30-year halflife .3 7 Cs is the principle concern because it
can force the evacuation of huge areas for decades.

Effectiveness of dry casks over the long term. We propose on-site dry-cask
storage for about 30 years of older spent fuel that would, according to current
plans, remain in pools for that length of time. Spent-fuel casks have already
been in use for about 20 years and there is no evidence that they cannot last
decades longer without significant deterioration.

Risks during spent-fuel transfer. We urge in the paper that these risks be
carefully examined and minimized before the transfer begins. However, the fuel
will have to be moved sooner or later in any case.

Availability of space for dry-cask storage. Nuclear power plants are sur-
rounded by exclusion areas that provide ample space for a few tens of additional
casks.

Acceleration of Yucca Mtn. Project. It would probably be counterproduc-
tiveat this stage to try to significantly accelerate the licensing process of the
Yucca Mountain underground spent-fuel repository. It would be worth exploring
whether the delivery rate for spent-fuel could be increased above the current
design rate of 3000 tons per year. However, there are so many political uncer-
tainties associated with the transport of spent fuel to Yucca Mountain and so
many technical issues that still have to be decided in its design and licensing
process that speculation about possible acceleration should not be used as an
excuse to ignore the relatively straightforward interim on-site storage option
recommended in our paper.
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-S• NOTE TO READERSl
0a

aNOTE TO READERS

*0
1a)

• -This report is based on a classified report that was developed at the request of the U.S. Congress with
•) > gsponsorship from the Nuclear Regulatory Commission and the Department of Homeland Security. This report

contains all of the findings and recomrumendations that appear in the classified report. Some have been slightly
E reworded and other sensitive information that might allow terrorists to exploit potential vulnerabilities has beenE 2

2 o redacted to protect national security. Nevertheless, the National Research Council and the authoring committee
0 a believe that this report provides an accurate summary of the classified report, including its findings and

recommendations
0 C

The authoring committee for this report examined the potential consequences of a large number of scenarios
0)M Cfor attacking spent fuel storage facilities at commercial nuclear power plants. Some of these scenarios were

0-'
a. ) developed by the Nuclear Regulatory Commission as part of its ongoing vulnerability analyses, whereas others were

i Edeveloped by the committee based upon the expertise of its members or suggestions from participants at the
.U) committee's open meetings. The committee focused its discussions about terrorist attacks on the concept of macimum

credible scenarios. These are defined by the committee to be physically realistic classes of attacks that, if carried
- a• out successfully, would produce the most serious potential consequences within that class. In a practical sense they2 .•

can be said to boundthe consequences for a given type of attack. Such scenarios could in some cases be very difficult
a ato carry out because they require a high level of skill and knowledge or luck on the part of the attackers, It was
2 -5 nevertheless useful to analyze these scenarios because they provide decision makers with a better understanding of
L)C
I• C the full range of potential consequences from terrorist attacks.

The committee uses the term potential consequences advisedly. It is important to recognize that a terrorist
attack on a spent fuel storage facility would not necessarily result in the release of any radioactivity to the

2 0 environment. The consequences of such an attack would depend not only on the nature of the attack itself, but also
.; 6 on the construction of the spent fuel storage facility; its location relative to surrounding features that might shield.3-C

n-= it from the attack; and the ability of the guards and operators at the facility to respond to the attack and/or mitigate
a. E its consequences. Facility-specific analyses are required to determine the potential vulnerability of a given facility
0 •to a given type of terrorist attack.

-. Congress asked the National Research Council for technical advice related to the vulnerability of spent fuel
aDs storage facilities to terrorist attacks. Congress, the Nuclear Regulatory Commission, and the Department of

C• Homeland Security are responsible for translating this advice into policy actions. This will require the balancing of
aZ Z costs, risks, and benefits across the nation's industrial infrastructure. The committee was not asked to examine the

8 CL potential vulnerabilities of other types of infrastructure to terrorist attacks or the consequences of such attacks. While
such comparisons will likely be difficult, they will be essential for ensuring that the nation's limited resources are

.M o -6 used judiciously in protecting its citizens from terrorist attacks.
0 -, C

ato

C) C a

->

) CU
a)
_F a

a0 a-

.C

LL o 20
C U

a .

<):2~

Copyright © National Academy of Sciences. All rights reserved.



About this PDF file: This new digital representation of the original work has been recomposed from XML files created from the original paper book, not from the original typesetting files. Page breaks are true to
the original; line lengths, word breaks, heading styles, and other typesetting-specific formatting, however, cannot be retained, and some typographic errors may have been accidentally inserted. Please use the z z
print version of this publication as the authoritative version for attribution.

_o.

o no

U)-

~C)
5-0

3

•- =

0)233

a)Q

z
C
CD

C

o00
S~02

cc

z
a) 0~

0) CD
-a

00
a)
CD
3

0
CD
0
CD

Cn
CD

(D
9-)

N



Safety and Security of Commercial Spent Nuclear Fuel Storage: Public Report
http://www.nap.edu/catalog/l 1263.html

.•aF)
SUMMARY FOR CONGRESS 3

a) a)SUMMARY FOR CONGRESS

0)'=

r0)

CL C

The U.S. Congress asked the National Academies to provide independent scientific and technical advice on

5C >0 the safety and security of commercial spent nuclear fuel storage in the United States, specifically with respect to
g o the following charges:
-E

0 • Potential safety and security risks of spent nuclear fuel presently stored in cooling pools at commercial
-6 •nuclear reactor sites.
_. • Safety and security advantages, if any, of dry cask storage versus wet pool storage at these reactor sites.
o Potential safety and security advantages, if any, of dry cask storage using various single-, dual-, and multi-

.0,0L o.purpose cask designs,

C a) The risks of terrorist attacks on these materials and the risk these materials might be used to construct a
0 radiological dispersal device.

,Congress requested that the National Academies produce a classified report that addresses these charges within
.( 6 months and also provide an unclassified summary for unlimited public distribution. The first request was fulfilledE .E

-) in July 2004. This report fulfills the second request.
) (The highlights of the report are as follows:

(1) Spent fuel pools are necessary at all operating nuclear power plants to store recently discharged fuel.
(2) The committee judges that successful terrorist attacks on spent fuel pools, though difficult, are possible.

>(3) If an attack leads to a propagating zirconium cladding fire, it could result in the release of large amounts

E 0 of radioactive material.
o.-

(4) Additional analyses are needed to understand more fully the vulnerabilities and consequences of events
i that could lead to propagating zirconium cladding fires.
a E (5) It appears to be feasible to reduce the likelihood of a zirconium cladding fire by rearranging spent fuel
0E assemblies in the pool and making provision for water-spray systems that would be able to cool the

fuel, even if the pool or overlying building were severely damaged.
C(6) Dry cask storage has inherent security advantages over spent fuel pool storage, but it can only be used

S0) Ito store older spent fuel
I .2 (7) There are no large security differences among different storage-cask designs.

.i ~(8) It would be difficult for terrorists to steal enough spent fuel from storage facilities for use in significant

radiological dispersal devices (dirty bombs).

00) a 0 The statement of task does not direct the committee to recommend whether the transfer of spent fuel from pool
-r-co U

i t0 •to dry cask storage should be accelerated. The committee judges, however, that further engineering analyses and
5 •, cost-benefit studies would be needed before decisions on this and other mitigative measures are taken. The report

CU contains detailed recommendations for improving the security of spent fuel storage regardless of how it is stored.

ca

O. .-

a.).
ai)

.- ) ccc
ca)

.cn.

0 0=.2 a) .
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aspent nuclear fuel is stored at commercial nuclear poweplant sites in two configurations:

CU

•- - In water-filled pools, referred to as spent fuel pools.

x ) In dry casks that are designed either for storage (single-purpose casks) or both storage and transportation
E o• (dual-purpose casks). There are two basic cask designs: bare-fuel casks and canister-based casks, which

2o~t

. (1 Pcan be licensed for either single- or dual-purpose use, depending on their design.

0 Q.

0)

Spent fuel pools are currently in use t aall 65 sites with operating commercial nuclear power reactors, at 8 sites

Eo • where commercial power reactors have been shut down, and at one site not associated with an operating or shutdown

CU

0. pD multi-purpose skodesigns.

U)power plants. The nuclear industry projects that up to three or four nuclear power plants will reach full capacity in
i~their spent fuel pools each year for at least the next 17 years.

"0 The congressional request for this study was prompted by conflicting public claims about the safety and security
0 of commercial spent nuclear fuel storage at nuclear power plants. Some analysts have argued that the dense packing

• of spent fuel in cooling pools at nuclear power plants does not allow a sufficient safety margin in the event of a loss-
,of-pool-coolant event from an accident or terrorist attack. They assert that such events could result in the release of

V C large quantities of radioactive material to the environment If the zirconium cladding of the spent fuel overheats and

• • ignites. To reduce the potential for such fires, these

CO.
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CU)
analysts have suggested that spent fuel more than five years old be removed from the pool and stored in dry

a) -casks, and that the remaining younger fuel be reconfigured in the pool to allow more space for air cooling in the

(D (event of a loss-of-pool-coolant event.0) r

6 The committee that was appointed to perforn the present study examined the vulnerability of spent fuel stored
(6 in pools and dry casks to accidents and terrorist attacks. Any event that results in the breach of a spent fuel pool or

a dry cask, whether accidental or intentional, has the potential to release radioactive material to the environment.
•F- The committee therefore focused its limited time on understanding two issues: (1) Under what circumstances could

pools or casks be breached? And (2) what would be the radioactive releases from such breaches?
(D To address these questions, the committee performed a critical review of the security analyses that have been

C (carried out by the Nuclear Regulatory Commission and its contractors, the Department of Homeland Security,• >

-o •industry, and other independent experts to determine if they are objective, complete, and credible. The committee
was unable to examine several important issues related to these questions either because it was unable to obtain

-E
E e needed information from the Nuclear Regulatory Commission or because of time constraints. Details are provided
2 2 in Chapters 1 and 2.

The committee's findings and recormmendations from this analysis are provided below, organized by the four
0 . charges of the study task. The ordering of the charges has been rearranged to provide a more logical exposition of
n oresults.

02-oe'0
Q. (D

E CHARGE 4: RISKS OF TERRORIST ATTACKS ON THESE MATERIALS AND THE RISK
THESE MATERIALS MIGHT BE USED TO CONSTRUCT A RADIOLOGICAL DISPERSAL

DEVICE

E (D The concept of risk as applied to terrorist attacks underpins the entire statement of task for this study. Therefore,
the committee examined this final charge first to provide the basis for addressing the remainder of the task statement.
The committee's examination of Charge 4 is provided in Chapter 2, On the basis of this examination, the committee
offers the following findings and recommendations numbered according to the chapters in which they appear

cc FINDING 2A: The probability of terrorist attacks on spent fuel storage cannot be assessed quantitatively
4" or comparatively. Spent fuel storage facilities cannot be dismissed as targets for such attacks because it is not

x possible to predict the behavior and motivations of terrorists, and because of the attractiveness of spent fuel
0 as a terrorist target given the well known public dread of radiation. Terrorists view nuclear power plant facilities
-0 as desirable targets because of the large inventories of radioactivity they contain. While it would be difficult to attack
02
V) C, such facilities, the committee judges that attacks by knowledgeable terrorists with access to appropriate technical
cL E
°E means are possible. It is important to recognize, however, that an attack that damages a power plant or its spent fuel

_o storage facilities would not necessarily result in the release of any radioactivity to the environment. There are
potential steps that can be taken to lower the potential consequences of such attacks.

0.0

.0 - D
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_ FINDING 2B: The committee judges that the likelihood terrorists could steal enough spent fuel for use
-6 in a significant radiological dispersal device is small. Removal of a spent fuel assembly from the pool or dry cask
W

would prove extremely difficult under almost any terrorist attack scenario. Attempts by a knowledgeable insider(s)
to remove single rods and related debris from the pool might prove easier, but the amount of material that could be
removed would be small. Moreover, superior materials could be stolen or purchased more easily from other sources.

•, Even though the likelihood of spent fuel theft appears to be small, it is nevertheless important that the protection of
_ V these materials be maintained and improved as vulnerabilities are identified.

co RECOMMENDATION: The Nuclear Regulatory Commission should review and upgrade, where necessary,
CD its security requirements for protecting spent fuel rods not contained in fuel assemblies from theft by

knowledgeable insiders, especially in facilities where individual fuel rods or portions of rods are being stored
in pools.

cc FINDING 2C: A number of security improvements at nuclear power plants have been instituted since

the events of September 11, 2001. However, the Nuclear Regulatory Commission did not provide the committee
with enough information to evaluate the effectiveness of these procedures for protecting stored spent fuel.
Surveillance and other human-factors related security procedures are just as important as the physical barriers in

-0 C- preventing and mitigating terrorist attacks. Although the committee did learn about some of the changes that have
M been instituted since the September 11, 2001, attacks, it was not provided with enough information to evaluate the

co Z' effectiveness of procedures now in place.
0. 0)

E. E RECOMMENDATION: Although the committee did not specifically investigate the effectiveness and adequacy
-n •of improved surveillance and security measures for protecting stored spent fuel, an assessment of current

" c• measures should be performed by an independent 2 organization.
~0

E .

; a
D (CHARGE 1: POTENTIAL SAFETY AND SECURITY RISKS OF SPENT NUCLEAR FUEL

0STORED IN POOLS

The committee's examination of Charge 1 is provided in Chapter 3. On the basis of this examination, the

o> committee offers the following findings and recommendations:
E ~ FINDING 3A: Pool storage is required at all operating commercial nuclear power plants to cool newlyE0

2 discharged spent fuel. Freshly discharged spent fuel generates too much decay heat to be passively air cooled. This
a•• *. fuel must be stored in a pool that has an active heat removal system (i.e., water pumps and heat exchangers) for at
0 E least one year before being moved to dry storage. Most dry storage systems are licensed to store fuel that has been
0E out of the reactor for at least five years. Although spent fuel younger than five years could be stored in dry casks,
2E the changes required for shielding and heat-removal

2 g

•

CDa

05 E

0 .

CD >

0->
Z C'

a -

o_ .• •That is, independent of the Nuclear Regulatory Commission and the nuclear industry.

.2

0a)

0u 0
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could be substantial, especially for fuel that has been discharged for less than about three years.
(D FINDING 3B: The committee finds that, under some conditions, a terrorist attack that partially or

completely drained a spent fuel pool could lead to a propagating zirconium cladding fire and the release of
6 large quantities of radioactive materials to the environment. Details are provided in the committee's classified
6 report.

FINDING 3C: It appears to be feasible to reduce the likelihood of a zirconium cladding fire following a
loss-of-pool-coolant event using readily implemented measures. The following measures appear to have

co particular merit: Reconfiguring the spent fuel in the pools (i.e., redistribution of high decay-heat assemblies so that
they are surrounded by low decay-heat assemblies) to more evenly distribute decay-heat loads and enhance radiative

Saheat transfer; limiting the frequency of offloads of full reactor cores into spent fuel pools, requiring longer shutdowns
ca of the reactor before any fuel is offloaded, and providing enhanced security when such offloads must be made; and
adevelopment of a redundant and diverse response system to mitigate loss-of-pool-coolant events that would be

E E2capable of operation even if the pool or overlying building were severely damaged.
2 FINDING 3D: The potential vulnerabilities of spent fuel pools to terrorist attacks are plant-design
_• specific. Therefore, specific vulnerabilities can be understood only by examining the characteristics of spent
0-§ fuel storage at each plant. As described in Chapter 3, there are substantial differences in the designs of spent fuel

o0 22 0,pools that make them more or less vulnerable to certain types of terrorist attacks.
CL FINDING 3E: The Nuclear Regulatory Commission and independent analysts have made progress in
C understanding some vulnerabilities of spent fuel pools to certain terrorist attacks and the consequences of

U) such attacks for releases of radioactivity to the environment. However, additional work on specific issues is
needed urgently. The analyses carried out to date provide a general understanding of spent fuel behavior in a loss-

-6 of-pool-coolant event and the vulnerability of spent fuel pools to certain terrorist attacks that could cause such events
E .-= to occur. The work to date, however, has not been sufficient to adequately understand the vulnerabilities and

P consequences of such events. Additional analyses are needed to fill in the knowledge gaps so that well-informed
policy decisions can be made.

RECOMMENDATION: The Nuclear Regulatory Commission should undertake additional best-estimate
analyses to more fully understand the vulnerabilities and consequences of loss-of-pool-coolant events that could
lead to a zirconium cladding fire. Based on these analyses, the Commission should take appropriate actions to

X •address any significant vulnerabilities that are identified. The committee provides details on additional analyses
E° 0 that should be carried out in its classified report. Cost-benefit considerations will be an important part of such decisions.

"a C: RECOMMENDATION: While the work described in the previous recommendation under Finding 3E, above,
SZis being carried out, the Nuclear Regulatory Commission should ensure that power plant operators take prompt

ca Eand effective measures to reduce the consequences of loss-of-pool-coolant
00
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U )

(D

events in spent fuel pools that could result in propagating zirconium cladding fires. The committee judges that
af- there are at least two such measures that should be implemented promptly:

a) a
• Reconfiguring of fuel in the pools so that high decay-heat fuel assemblies are surrounded by low decay-

heat assemblies. This will more evenly distribute decay-heat loads, thus enhancing radiative heat transfer
-ý in the event of a loss of pool coolant.

• Provision for water-spray systems that would be able to cool the fuel even if the pool or overlying building
cc were severely damaged.

0. C

Reconfiguring of fuel in the pool would be a prudent measure that could probably be implemented at all plants at little
. >o cost, time, or exposure of workers to radiation. The second measure would probably be more expensive to implement
O ~and may not be needed at all plants, particularly plants in which spent fuel pools are located below grade or are protected

co from external line-of-sight attacks by exterior walls and other structures.E
0 • The committee anticipates that the costs and benefits of options for implementing the second measure would be
-6 • examined to help decide what requirements would be imposed. Further, the committee does not presume to anticipate

the best design of such a system-whether it should be installed on the walls of a pool or deployed from a location
o where it is unlikely to be compromised by the same attack-but simply notes the demanding requirements such a

0 system must meet.
V-•

Ca. aD
U) CHARGE 3: POTENTIAL SAFETY AND SECURITY ADVANTAGES, IF ANY, OF DIFFERENT

.••)' DRY CASK STORAGE DESIGNS
a.o•

0) The third charge to the committee focuses exclusively on the safety and security of dry casks. The committee
E .-2addressed this charge first in Chapter 4 to provide the basis for the comparative analysis between dry casks and
a• a pools as called for in Charge 2.

M FINDING 4A: Although there are differences in the robustness of different dry cask designs (e.g., bare-
C fuel versus canister-based), the differences are not large when measured by the absolute magnitudes of

radionuclide releases in the event of a breach. All storage cask designs are vulnerable to some types of terrorist

>• attacks, but the quantity of radioactive material releases predicted from such attacks is relatively small. These
× • releases are not easily dispersed in the environment.

0 FINDING 4B: Additional steps can be taken to make dry casks less vulnerable to potential terrorist
• .attacks. Although the vulnerabilities of current cask designs are already small, additional, relatively simple steps

SCOcan be taken to reduce them as discussed in Chapter 4.6. E
0 RECOMMENDATION: The Nuclear Regulatory Commission should consider using the results of the

2 !E vulnerability analyses for possible upgrades of requirements in 10 CFR 72 for dry casks, specifically to improve

.0
(DC

• their resistance to terrorist attacks. The committee was told by

o C:

2"a •

0

05 .>

cao
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a)

f_ Nuclear Regulatory Commission staff that such a step is already under consideration.
a) 02i -6

0' CHARGE 2: SAFETY AND SECURITY ADVANTAGES, IF ANY, OF DRY CASK STORAGE
VERSUS WET POOL STORAGE

In Chapter 4, the committee offers the following findings and recommendations with respect to the comparative
component of Charge 2:

I UFINDING 4C: Dry cask storage does not eliminate the need for pool storage at operating commercial
reactors. Under present U.S. practices, dry cask storage can only be used to store fuel that has been out of the reactor

-C a) long enough (generally greater than five years under current practices) to be passively air cooled.
*)>

" >FINDING 4D: Dry cask storage for older, cooler spent fuel has two inherent advantages over pool
co storage: (1) It is a passive system that relies on natural air circulation for cooling; and (2) it divides the
E inventory of that spent fuel among a large number of discrete, robust containers. These factors make it more

2 6 difficult to attack a large amount of spent fuel at one time and also reduce the consequences of such
._• attacks. The robust construction of these casks prevents large-scale releases of radioactivity in all of the attack

0. scenarios examined by the committee in its classified report.
FINDING 4E: Depending on the outcome of plant-specific vulnerability analyses described in the

0.

• • committee's classified report, the Nuclear Regulatory Commission might determine that earlier movements
a) •of spent fuel from pools into dry cask storage would be prudent to reduce the potential consequences of
._0 •terrorist attacks on pools at some commercial nuclear plants. The statement of task directs the committee to

examine the risks of spent fuel storage options and alternatives for decision makers, not to recommend whether any
. -6 spent fuel should be transferred from pool storage to cask storage. In fact, there may be some commercial plants

E - that, because of pool designs or fuel loadings, may require some removal of spent fuel from their pools. If there is
0a need to remove spent fuel from the pools it should become clearer once the vulnerability and consequence analyses
a) •described in the classified report are completed. The committee expects that cost-benefit considerations would be

a part of these analyses.

2 > IMPLEMENTATION ISSUESxs sD
= Implementation of the recommendations in Chapters 2-4 will require action and cooperation by a large number

. C of parties. The final chapter of the report provides a brief discussion of two implementation issues that the committee
(D

0( •-believes are of special interest to Congress: Timing Issues: Ensuring that high-quality, expert analyses are completed
E P in a timely manner; and Communications Issues: Ensuring that the results of the analyses are communicated to
8 Lrelevant parties so that appropriate and timely mitigating actions can be taken. This discussion leads to the following

(D finding and recommendation.
T FINDING 5A: Security restrictions on sharing of information and analyses are hindering progress in

addressing potential vulnerabilities of spent fuel storage to

•
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(a
(n

_l • terrorist attacks. Current classification and security practices appear to discourage information sharing
) ._ •between the Nuclear Regulatory Commission and industry. They impede the review and feedback processes that

can enhance the technical soundness of the analyses being carried out; they make it difficult to build support within
_.= •the industry for potential mitigative measures; and they may undermine the confidence that the industry, expert
>' panels such as this one, and the public place in the adequacy of such measures.

C RECOMMENDATION: The Nuclear Regulatory Commission should improve the sharing of pertinent
. •information on vulnerability and consequence analyses of spent fuel storage with nuclear power plant operators,n
) aand dry cask storage system vendors on a timely basis.

C. C

The committee also believes that the public is an important audience for the work being carried out to assess
( • and mitigate vulnerabilities of spent fuel storage facilities. While it would be inappropriate to share all information"6 >

0 •publicly, more constructive interaction with the public and independent analysts could improve the work being
co carried out and also increase public confidence in Nuclear Regulatory Commission and industry decisions and

-E
E E actions to reduce the vulnerability of spent fuel storage to terrorist threats.
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flC:

~INTRODUCTION AND BACKGROUND
a~ )

-• • In the Fiscal Year 2004 Energy and Water Development Conference Report, the U.S. Congress asked the
5, > National Academies to provide independent scientific and technical advice on the safety and security' of commercial

0 =Cu,

aco

.2

0 CL

o environment. From the outset the committee believed that safety and security issues must be addressed quickly to

a determine whether additional measures are needed to prevent or mitigate attacks that could cause grave harm to

CL

a. ac people and cause widespread fear, disruption, and economic loss. The information gathered during this study

_ •reinforced that view. Any concern related to nuclear power plants2 has added stakes: Many people fear radiation
Z)

.0) o more than they fear exposure to other physical insults. This amplifies the concern over a potential terrorist attack
-a involving radioactive materials beyond the physical injuries it might cause, and beyond the economic costs of the

cleanup.
St0

1.1 CONTEXT FOR THIS STUDY

The congressional request for this study was prompted by conflicting public claims about the safety and security
2- > of commercial spent nuclear fuel storage at nuclear power plants. Some have argued that the dense packing used

E 0 for storing spent fuel in cooling pools at nearly every nuclear power plant does not provide a sufficient safety margino0 =
in the event of a pool breach and consequent water loss from an accident or terrorist attack.3 In such cases, the

ZZ potential exists for the fuel most recently discharged from a reactor to heat up sufficiently for its zirconium cladding
C • to ignite, possibly resulting in the release of large amounts of radioactivity to the environment (Alvarez et al., 2003a).

00 The Nuclear Regulatory Commission's own analyses have suggested that such zirconium cladding fires and releases
-* of radioactivity are possible (e.g., USNRC, 2001 a).

=5)

To reduce the potential for such an event, Alvarez et al. (2003a) suggested that spent fuel more than five years
C, old be removed from the pool and stored in dry casks, and

CD

*00

-ca s'

cua

0>

CL

70

S .2• In the context of this study, safeiý, refers to measures that protect spent nuclear fuel storage facilities against failure, damage,
=• • "•human error, or other accidents that would disperse radioactivity in the environment. Secur-ity refers to measures to protect spent

An• fuel storage facilities against sabotage, attacks, or theft.
F- EL2 Safety and security of reactors at nuclear power plants are outside of the committee's statement of task and have been addressed

-• only where they could not be separated from spent fuel storage. The distinctions between spent fuel storage and operating nuclear
0o• power reactors are sometimes blurred in public discussions of nuclear and radiological concerns.

E_ .- : The committee refers to such occurrences as loss-of-pool-coolant events in this report.

Cu .2

)-=

~0
.0 a>ntecneto hi tdsft. eest maue htpoetset ula ulsoaefcltisaantfiue aae

hua eroo te ciet htwol iprerdociiyi teevrnet e5iyrfrst esrst rtc pn

Copyright © National Academy of Sciences. All rights reserved.



Safety and Security of Commercial Spent Nuclear Fuel Storage: Public Report
http:llwww.nap.edu/catalog/l 1263.html

0U)

Caq
(Ca

a)

aC

(,

0 .

E, E

.2 2

a0

4) C,

caZ,

a,0

-E

0~

C
0

E 02
0C

*0
a E,

EO0

VC
a1

0C,

0-0

4)a0

- i0)

C: (

Ca,C

CD 0
0 C

aCO

0-

*.0

0, 0
.0 C .

INTRODUCTION AND BACKGROUND 13

that the remaining younger fuel be rearranged in the pool to allow more space for cooling (see also Marsh and
Stanford, 2001; Thompson, 2003). The Nuclear Regulatory Commission staff, the nuclear industry, and some others
have argued that densely packed pool storage can be carried out both safely and securely (USNRC, 2003a).

Policy actions to improve the safety and security of spent fuel storage could have significant national
consequences. Nuclear power plants generate approximately 20 percent of the electricity produced in the United
States. The issue of its future availability and use is critical to our nation's present and future energy security. The
safety and security of spent fuel storage is an Important aspect of the acceptability of nuclear power. Decisions that
affect such a large portion of our nation's electricity supply must be considered carefully, wisely, and with a balanced
view.

1.2 STRATEGY TO ADDRESS THE STUDY CHARGES

Congress directed the National Academies to produce a classified report that addresses the statement of task
shown in Box 1.1 within 6 months and an unclassified summary for unlimited public dissemination within 12 months.
This report, which has undergone a security review by the Nuclear Regulatory Commission and found to contain
no classified national security or safeguards information, fulfills the second request.4

The National Research Council of the National Academies appointed a committee of 15 experts to carry out
this study. Biographical sketches of the committee members are provided in Appendix B. The committee met six
times from February to June 2004 to gather information and complete its classified report. The committee met again
in August, October, and November 2004 and in January 2005 to develop this public report.

Details on the information-gathering sessions and speakers are provided in Appendix A. Most of the
information-gathering sessions were not open to the public because they involved presentations and discussions of
classified information. The committee recognized, however, that important contributions to this study could be made
by industry representatives, independent analysts, and the public, so it scheduled open, unclassified

4The classified report was briefed to the agencies and Congress on July 15, 2004,

Copyright © National Academy of Sciences. All rights reserved.
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-a)
Cou

_, sessions at three of its meetings to obtain comments from interested organizations and individuals. Public
comments at these meetings were encouraged and considered.

a "• Subgroups of the committee visited several nuclear power plants to learn first-hand how spent fuel is being
_managed in wet and dry storage: the Dresden and Braidwood Nuclear Generating Stations in Illinois, which are

a> owned and operated by Exelon Nuclear Corp.; the Indian Point Nuclear Generating Station in New York, which is
owned and operated by ENTERGY Corp.; and the Palo Verde Nuclear Generating Station in Arizona, which is

:F' operated by Arizona Public Service Corp. A subgroup of committee members also traveled to Germany to visit
CU spent fuel storage installations at Ahaus and Lingen and to talk with experts about the safety and security of German
a spent fuel storage. The German government has been concerned about security for a long time, and the German
a) "nuclear industry has made adjustments to spent fuel storage designs and operations that reduce their vulnerability
oto accidents and terrorist attacks. A summary of the trip to Germany is provided in Appendix C,
M The statement of task for this study directed the committee to examine both the safety and the security of spent

-E
E fuel storage. It is important to recognize that these are two sides of the same coin in the sense that any event that
0E 2 results in the breach of a spent fuel pool or a dry cask, whether accidental or intentional, has the potential to release

radioactive material to the environment. The committee therefore focused its limited time on understanding two
0 issues: (1) Under what circumstances could poots or casks be breached? And (2) what would be the radioactive

releases from such breaches?
a, The initiating events that could lead to the accidental breach of a spent fuel pool are well known: A large

. a) seismic event or the accidental drop of a cask on the pool wall that could lead to the loss of pool coolant. The
(n °condition that could lead to an accidental breach of a dry storage cask is similarly well known: an accidental drop
c "of the cask during handling operations. Current Nuclear Regulatory Commission regulations are designed to prevent

such accidental conditions by imposing requirements on the design and operation of spent fuel storage facilities.
E .=- These regulations have been in place for decades and have so far been effective in preventing accidental releases
0 CP

(D of radioactive materials from these facilities into the environment.

.M The initiating events that could lead to the intentional breach of a spent fuel pool or dry storage cask are not
as well understood. The Nuclear Regulatory Commission has had long-standing requirements in place to deal with
radiological sabotage (included in the "design basis threat"; see Chapter 2), but the September 11, 2001, terrorist
attacks provided a graphic demonstration of a much broader array of potential threats. As described in the following

x chapters, the Nuclear Regulatory Commission is currently sponsoring studies to better understand the potential
0 •consequences of such terrorist attacks on spent fuel storage facilities.
*o Early on in this study, the committee made a judgment that it should focus most of its attention concerning
a> such initiating events on the security aspects of its task statement. Many of the phenomena that follow an initiating
oEL
E° event (e.g., loss of pool coolant or cask breach) would be the same whether it arose from an accident or terrorist
L_ attack, as noted previously. While the mitigation strategies for such events might be similar, they would require

L)
(D different kinds of preparation.
T Given the relatively short time frame for this study, the committee focused its efforts

CL
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Cc~

on performing a critical review of the security analyses that have been carried out by the Nuclear Regulatory
CD .Commission and Its contractors, the Department of Homeland Security, industry (i.e., EPRI, formerly named the

Electric Power Research Institute; ENTERGY Corp.; and dry cask vendors), and other independent experts to
(D._ determine if they are objective, complete, and credible. The committee could only perform limited independent
• safety and security analyses based on the information it gathered.

The committee made many requests for information from the Nuclear Regulatory Commission, its Sandia
National Laboratories contractor, and other organizations and individuals, often with little advance notice. For the

co most part, all parties responded well to these requests. The committee was able to access experts who could answer
its technical questions and was pleased with the cooperation and information it received during its visits to spent
fuel storage facilities. This cooperation was essential in enabling the committee to complete its task within the

• • >requested six-month timeframe,
The committee was forced to circumscribe some aspects of its examinations, however, due to time and/or

-EE
E information constraints. In particular, the committee did not pursue in-depth examinations of the following topics:

a .o • Human factors issues involved in responding to terrorist attacks on spent fuel storage. These include

0 surveillance activities to identify potential threats (both inside and outside the plant); the response of
".0 0) security forces; and the preparation of plant personnel to deploy mitigative measures in the event of an

0

attack.
CU2:a- CD The behavior of radioactive material after it enters the enviromnent from a spent fuel pool or dry cask. The

In committee assumed that any large release of radioactivity from a spent fuel storage facility would be
.0)a

": problematic even in the absence of knowledge of how it would disperse in the environment. The committee
. -6 instead focused its efforts on understanding how much radioactive material would be released, if any, inC .- the case of an attack.

"S • The economic consequences of potential terrorist attacks, except insofar as noting the possible magnitude

of cleanup costs after a catastrophic release of radioactivity.
*The costs of potential measures to mitigate spent fuel storage vulnerabilities. The committee understands

co ,that the Nuclear Regulatory Commission would include cost-benefit considerations in decisions to impose
_-J '- any new requirements on industry for such measures.

E 0 The committee also did not examine the potential vulnerability of commercial spent fuel while being

CM •transported. That topic is not only outside of the committee's task, but there is another National Academies study
CU

(o Z6 currently underway to examine transportation issues.5
0. E
°E Because most of the studies on spent fuel storage vulnerabilities undertaken for the Nuclear Regulatory
00

CU Commission are still in progress, the committee was not able to review completed technical documents. Instead,
the committee had to rely on presentations by and discussions with technical experts. The committee does not believe
that these difficulties prevented it from developing sound findings and recommendations from the information it

.2'
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_ did receive. The committee was able to draw upon other information sources both domestic and foreign, 6

.D • including the experience and expertise of its members, to fill some of the information gaps.

1.3 REPORT ROADMAP

_The sections that follow in this chapter provide background on storage of spent nuclear fuel, which may be
helpful to non-experts in understanding the issues discussed in the following chapters. The other chapters are
organized to explicitly address the four charges of the committee's statement of task:

.-: (D.0)>

C:* Chapter 2 addresses the last charge to the committee to "explicitly consider the risks of terrorist attacks on
(0

these materials and the risk these materials might be used to construct a radiological dispersal device."
-E

E e - Chapter 3 addresses the first charge to the committee to examine the "potential safety and security risks of
2E o spent nuclear fuel presently stored in cooling pools at commercial reactor sites."

Chapter 4 addresses the second and third charges to examine the "safety and security advantages, if any,
0 of dry cask storage versus wet pool storage at these reactor sites" and the "potential safety and security
o advantages, if any, of dry cask storage using various single-, dual-, and multi-purpose cask designs."

o0

Chapter 5 concerns implementation of the recommendations in this report, specifically conceming timing
0. E and communication issues.

(n

g •The appendixes provide supporting information, including a glossary and acronym list, descriptions of the
•-a committee's meetings, and biographical sketches of the committee members.

E .-

a) 1.4 BACKGROUND ON SPENT NUCLEAR FUEL AND ITS STORAGE

This section is provided for readers who are not familiar with the technical features of spent nuclear fuel and
_2 3 its storage. Other readers should skip directly to Chapter 2.

Spent nuclear fuel is fuel that has been irradiated or "burned" in the core of a nuclear reactor, in power reactors,
the energy released from fission reactions in the nuclear fuel heats water7 to produce steam that drives turbines to

.0 generate electricity. Spent nuclear fuel from non-commercial reactors (such as research reactors, naval propulsion

reactors, and Plutonium production reactors) is not considered in this study.
0)

6. E

L) 1.4.1 Nuclear Fuel

.0 Almost all commercial reactor fuel in the United States is in the form of solid, cylindrical pellets of uranium
.C dioxide. The pellets are about 0.4 to 0.65 inch (1.0 to 1.65 centimeters) in length and about 0.3 to 0.5 inch (0.3 to

.1.25 centimeters) in diameter. The

a.•n

8 CL•
766

0
0 -, ,

a 1) 0

0.) 1

-: -2 0C
W 0 76~

~0
a) M .2

o_.- A different coolant can be used, but all power reactors now operating in the United States are water cooled.

0 0).0 a) C)
< .
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_ýecu pellets are loaded into tubes, calledfuel cladding, made of a zirconium metal alloy, called zircaloy. A loaded
a)a- tube, which is typically 11,5 to 14.75 feet (3.5 to 4.5 meters) in length, is called afiuel rod (also referred to as afuel

(D "• pin or fuel element). Fuel rods are bundled together, with a 0.12 to 0.18 inch (0.3 to 0.45 centimeter) space left
_ between each for coolant to flow, to form a square fuel assembly (see FIGURE 1.1) measuring about 6 to 9 inches

'- (15 to 23 centimeters) on a side.
Typical fuel assemblies for boiling water nuclear reactors (BWRs) hold 49 to 63 fuel rods, and fuel assemblies

for pressurized water nuclear reactors (PWRs) hold 164 to 264 fuel rods.8 Depending on reactor design, typically
ca between 190 and 750 assemblies, each weighing from 275 to 685 kg (600 to 1500 pounds), make up a power reactor

core. New fuel assemblies (i.e., those that have not been irradiated in a reactor) do not require special cooling or
radiation shielding; they can be moved with a crane in open air. Once in the reactor, however, the fuel undergoes

"- nuclear fission and begins to generate the radioactive fission products and activation products that require shielding
and cooling.

-E
E The uranium oxide fuel essentially is composed of two isotopes of uranium: Initially, about 3-5 percent9 by
E: 2 weight is fissile uranium (uranium-235), which is the component that sustains the fission chain reaction; and about

95-97 percent is uranium-238, which can capture a neutron to produce fissile plutonium and other radioactive heavy

o0. isotopes (actinides). Each fission event, whether in uranium or plutonium, releases energy and neutrons as the
-2 tfissioning nucleus splits into two (and infrequently three) radioactive fragments, called fission products.

2_ When the fissile material has been consumed to a level where it is no longer economically viable (typically 4.5
a. M to 6 years of operation for current fuel designs), the fuel is considered spent and is removed from the reactor core.

( • Spent fuel assemblies are highly radioactive. The decay of radioactive fission products and other constituents
o •generates heat (called decay heat) and penetrating (gamma and neutron) radiation. Therefore cooling, shielding,

and remote handling are required for spent nuclear fuel.
The amount of heat and radiation generated by a spent fuel assembly after its removal from a reactor depends

_2 on the number of fissions that have occurred in the fuel, called the burn-up, and the time that has elapsed since the
fuel was removed from the reactor. The rate of decay-heat generation by spent reactor fuel and how it will change

b C:with time after the fuel is removed from the reactor can be calculated. The results of an example calculation are
shown in FIGURE 1.2.

At discharge from the reactor, a spent fuel assembly generates on the order of tens of kilowatts of heat. Decay-
x CD heat production diminishes as very short-lived radionuclides decay away, dropping heat generation by a factor of
oE .=100 during the first year; dropping by another factor of 5 between year one and year five; and dropping about 40

percent between year five and year ten (see FIGURE 1.2). Within a year of discharge from the reactor, decay-heat
0• production in spent nuclear fuel is dominated by four radionucfides: Ruthenium-106 (with a 372.6-day half-life),
o. E
oE • cerium-144 (284.4-day half-life), cesium-137 (30.2-year half-life),

0
C.)

.2
cc0)

.0 CD >

•'D•gC)~

• U)N Technical specifications for the fuiel assemblies are taken from the American National Standard document for pool storage
• •- of spent nuclear fuel (American Nuclear Society, 1988).
__ • 9 With only a few exceptions, commercial nuclear power reactors in the United States have been fueled with low-enriched

U_• uranium, that is, less than 20 percent of the uranium is uranium-235. Uranium found in nature has about 0.71 percent uranium-235
0. C by weight.

0o .0

0-

0 C
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• -• Longer-lived radionuclides persist in the spent fuel even as the decay heat drops further. Cesium- 137 decays

g •to barium- 137, emitting a beta particle and a high-energy gamma ray. The cesium- 137 half-life of 30.2 years is

tom

(n sufficiently long to ensure that this radionuclide will persist during storage. It and other materials present in the fuiel

Z: -C will form small particles, called aerosols, in a zirconium cladding fire.

'-0

6 Shorter-lived radionuclides decay away rapidly after removal of the spent fuel from the reactor. One of these

• •is iodine- 13 1, which is of particular concern in reactor core accidents because it can be taken up in large quantities

5• -• •by the human thyroid. This radionuclide has a half-life of about 8 days and typically persists in significant quantities

.0.

o .• •in spent fuel only on the order of a few months.
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FIGURE 1.2 Decay-heat power for spent fuel (measured in watts per metric ion of uranium) plotted on a logarithmic
scale as a function of time after reactor discharge. Note that the horizontal axis is a data series, not a scale. SOURCE:
Based on data from USNRC (1984).

1.4.2 Storage of Spent Nuclear Fuel

Storage technologies for spent nuclear fuel have three primary objectives:

" Cool the fuel to prevent heat-up to high temperatures from radioactive decay.
" Shield workers and the public from the radiation emitted by radioactive decay in the spent fuel and provide

a barrier for any releases of radioactivity.
" Prevent criticality accidents (uncontrolled fission chain reactions).

After the fuel assemblies are unloaded from the reactor they are stored in water pools, called spent fuel
pools. The water in the pools provides radiation shielding and cooling and captures all but noble gas radionuclides
in case of fuel rod leaks.'0 The geometry of the fuel and neutron absorbers (such as boron, hafnium, and cadmium)
within the racks that hold the spent fuel or in the cooling water help prevent criticality events.1I The water in the
pool is circulated through heat exchangers for cooling and ion exchange filters to capture any radionuclides and
other contaminants that get into the water. Makeup water is also added to the pool to replace pool water lost to
evaporation. The operation of the pumps and heat exchangers is especially important during and immediately after
reactor

'0 If the cladding in the fuel rods is breached some radioactive materials will be released into the pool.
See the Glossary (Appendix E) for a definition of criticality. Most of the fuel's capacity for sustaining criticality is expended

in the reactor as the uranium and plutonium are fissioned.
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U-)
refueling operations, because this is when larger quantities of higher heat-generating spent fuel are placed into

(D -the pool.
W W: Current U.S. regulations require that spent fuel be stored in the power plant's fuel pool for at least one year
a_ after its discharge from the reactor before being moved to dry storage. After that time the spent fuel can be moved,
D :,but only with active cooling. Active cooling is generally necessary for about three years after the spent fuel is
0) rremoved from the reactor core (USNRC, 2003b).

When a spent fuel pool is filled to capacity, older fuel, which has lower decay-heat, is moved to other pools or
oplaced into dry casks Heat generated in the loaded dry casks is removed by air convection and thermal radiation.

The cask provides shielding of penetrating radiation and confinement of the radionuclides in the spent fuel. As with-fl _pool storage, criticality control is accomplished by placing the fuel in a fixed geometry and separating individual

ca ,fuel assemblies with neutron absorbers. Standard industry practice is to place in dry storage only spent fuel that has
acooled for five years or more after discharge from the reactor,' 2 Most spent fuel in wet or dry storage is located at

E, 2nuclear power plant sites (i.e., on-site storage).
2 5 There are significant differences in the design and construction of wet and dry storage installations at

5 •commercial nuclear power plants. The characteristics depend on the type of the nuclear power plant, the age of the
0. spent fuel storage installation, or the type of dry casks used. The design and features of spent fuel pools and dry
- . storage facilities are discussed in Chapters 3 and 4, respectively.

)0.

-,E 1.4.3 Spent Fuel Inventories

Z5 •As of 2003, approximately 50,000 MTU (metric tons of uranium) of spent fuel have been generated over the
• . ~ past four decades in the United States. A typical nuclear power plant generates about 20 MTU per year. The entire

E .- U.S. nuclear industry generates about 2000 MTU per year.
Of the approximately 50,000 MTU of commercial spent fuel in the United States, 43,600 MTU are currently

Z .stored in pools and 6200 MTU are in dry storage. Pool storage exists at all 65 sites with operating commercial
t3 nuclear power reactors' 3 and at 8 sites where commercial power reactors are no longer operating (i.e., they have

_o •been shut down or decommissioned) (FIGURE 1.3). Additionally, there is an away-from-reactor spent fuel pool
ý5 operating at the G.E.Morris Facility in Illinois (see Appendix D).

Of the spent fuel in dry storage, 4500 MTU are in storage at 22 sites with operating commercial nuclear power
2 reactors, and 1700 MTU are in storage at 6 sites where the commercial reactors are no longer operating. An additional

CDD C dry-storage facility is operated by the federal government at the Idaho National Laboratory. It stores most of the
. C, damaged fuel from the Three Mile Island Unit 2 reactor accident.
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•• TABLE 1. 1 provides a listing of the 30 operating Independent Spent Fuel Storage InstalEations (ISFSlsl14) in

• the United States. These ISFSIs include the dry storage facilities at operating and shutdown commercial power

b reactor sites as well as the storage facilities at the Morris and Idaho sites, as described above. The committee did

w c:

_D m not examine the Morris and Idaho facilities as part of this study. At-reactor pool storage is not considered to be an
• ISFSI because it operates under the power reactor license.

E0)
0)

• 1.4.4 History of Spent Fuel Storage

7"6 Spent fuel pools at commercial nuclear power plants were not designed to accommodate all the fuel used during

E ý the operating lifetime of the reactors they service. Most commercial power plants were designed with small pools

.•- under the assumption that fuel would be cooled for a short period of time after discharge from the reactor and then
be sent offisite for recycling (i.e., reprocessing). A commercial reprocessing industry never developed, however,

cý Even plants with larger-capacity pools will run out of pool space if they operate beyond their initial 40-year licenses.

0.

= In 2000, the nuclear power industry projected that roughly three or four plants per year would run out of needed

•- -•storage space in their pools without additional interim storage capacity (see FIGURE 1.4).
$ "• Another development that logically could reduce the demand for storage of spent nuclear fuel at the sites of

C)• power plants is the availability of a geologic repository for

-a 1 An ISFSI is a facility for storing spent fuel in wet pools or dry casks and is defined in Title 10, Part 72 of the Code of Federal

-C

-• • Regulations.
,,5 •5Residual uranium-235 and plutonium in the spent fuel would be recovered for the manufacture of new fuel. The waste

C- - products in the fuel, principally the fission products, would be immobilized in solid matrices and stored for eventual disposal,
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TABLE 1.1: Operating ISFSIs in the United States as of July 2004

Nam
Palo Verde
Arkansas Nuclear One
Rancho Seco
San Onrioe
Diablo Canyon
Fort St. Vran
Edwin L. Hatch
DOEINL 

2

G.E. Morris 3

Dresden
Duane Arnold
Maine Yankee
Calvert Cliffs
Big Rock Point
Palisades
Prairie Island
Yankee Rowe
Oyster Creek
J.A. FitzPatdck
McGuire
Davis-Besse
Trojan
Susquehanna
Peach Bottom
Robinson
Oconee
North Anna
Surry
Columbia Gen. Station
Point Beach

Location

Arizona
Arkansas
California
Caliomia
Calhl'ornia
Codorado
Georgia
Idaho
Iflinois
Illinois

Maine
Mayland
Michigan
bAchigan
Minnesota
Massachusetts
New Jersey
New York
North Carolina
Ohio
Oregon
Pennsylvania
Pennsylvania
South Carolina
South Carolina
Virgnia
Virginia
Washington
Wisconsin

NOTES:

'The Fort St. Vrain ISFSI stores fuel from a commercial gas-cooled reactor. The facility is operated by the Department
of Energy.

The DOE-INL facility stores fuel from the Three-Mile Island Unit 2 reactor. The facility is operated by the Department
of Energy.
The G.E.Morris ISFSI is a wet storage facility.

SOURCES: Data from the USNRC (2004).

Copyright © National Academy of Sciences. All rights reserved.



Safety and Security of Commercial Spent Nuclear Fuel Storage: Public Report
http://www.nap.edu/catalog/ll 1263.html

oa

-o

a) a

ca

a,,J ,

U>,

0. C

E

)Co

CL

.0 0)•

M 2:-1

._L. (

0..
C
0

CD,

E2 S

a CD

E .

~0
OC

E C2

00

0 -
a .0
.r-

a)o

C) 00

a)o

C3~
0->

.0 0)

CM CDC

a a

a a-aM ,
<

INTRODUCTION AND BACKGROUND 23

60

so-+

E
z

4o4

3o4 Number af plants affeced

nul-ll tow201

10 -I

m•

0
2002 203 .204 2005 208 207 2005 2009 2010 2011 2013 2015 2018 2017 2024

Year

FIGURE 1.4 Projection of the number of commercial nuclear power plants that will run out of needed space in their
spent fuel pools in coming years if they do not add interim storage. These data, looking only at plants that did not
already use dry cask storage, were provided to the Nuclear Regulatory Commission in 2000. SOURCE: USNRC
(2001b).

disposal of spent nuclear fuel. But a nuclear waste repository is not expected to be in operation until at least
2010, and even then It will take several decades for all of the spent fuel to be shipped for disposal. Thus, onsite
storage of spent fuel is likely to continue for at least several decades,

Power plant operators have made two changes in spent fuel storage procedures to increase the capacity of onsite
storage. First, starting in the late 1970s, plant operators began to install high-density racks that enable more spent
fuel to be stored in the pools. This has increased storage capacities in some pools by up to about a factor of five
(USNRC, 2003b). Second, as noted above, many plant operators have moved older spent fuel from the pools into
dry cask storage systems (see Chapter 4) or into other pools when available to make room for freshly discharged
spent fuel and to maintain the capacity for a full-core offload,16

The original spent fuel racks, sometimes called "open racks," were designed to store spent fuel in an open
array, with open vertical and lateral channels between the fuel assemblies to promote water circulation. The high-
density storage racks eliminated many of the channels so that the fuel assemblies could be packed closer together
(FIGURE 1.5). This configuration does not allow as much water (or air circulation in loss-of-pool-cootant events)
through the spent fuel assemblies as the original open-rack design.

16 Although not required by regulation, it is standard practice in the nuclear industry to maintain enough open space in the
spent fuel pool to hold the entire core of the nuclear reactor. This provides an additionsl margin of safety should the fuel have
to be removed from the reactor core in an emergency or for maintenance purposes.
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Several nuclear utilities have already submitted license applications to the Nuclear Regulatory Commission to
build 16 new ISFSIs, Among the potential new ISFSIs, a consortium of utilities has submitted a license for a private
fuel storage facility (PFS) in Utah for interim dry storage of up to 40,000 metric tons of spent fuel.

Most or all pools store some spent fuel that has aged more than five years after discharge from the reactor, and
so could be transferred to dry-cask storage. The amount that could be transferred depends on plant-specific
information such as pool size and configuration, operating history of the reactor, the enrichment and bum-up level
in the fuel, and availability of an ISFSI.

Empty
Coll

Borafiex Panel In
Steel Wrapper _

- BWR Assembly

Coolant
* Flow

Flow Hols (4)
(Through the rack
suwprt footin)

FIGURE 1.5 Dense spent fuel pool storage racks for BWR fuel. This cross-sectional illustration shows the principal
elements of the spent fuel rack, which sits on the bottom of the pool. SOURCE: Nuclear Regulatory Commission
briefing materials (2004).
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CM

TERRORIST ATTACKS ON SPENT FUEL STORAGE
M

aco

.M This chapter addresses the final charge to the committee to "explicitly consider the risks of terrorist attacks on
Ca-) > [spent fuel] and the risk these materials might be used to construct a radiological dispersal device." The concept of

"O' risk as applied to terrorist attacks underpins the entire statement of task for this study. Therefore, the committee
SE addresses this final charge first to provide the basis for addressing the remainder of the task statement.

2 o The chapter is organized into the following sections:

_,Z °- . Background on risk.
0° Terrorist attack scenarios.
a C . Risks of terrorist attacks on spent fuel storage facilities.
a a •Findings and recommendations.

C
0

U)

._ c 2.1 BACKGROUND ON RISK

E ~"Risk" is a function of three factors (Kaplan and Garrick, 1981):

T.
a> The scenario describing the undesirable event,

* The probability that the scenario will occur.
• The consequences if the scenario should occur.

2 >In the context of the present report, a scenario describes the modes and mechanisms of a possible terrorist
a

E 0 attack against a spent fuel storage facility. For example, a scenario might involve a suicide attack with a hijacked
*5 civilian airliner. Another might involve a ground assault with a truck bomb. Several such scenarios are described

0CD
a= later in this chapter and discussed in more detail in the committee's classified report.
EL• E Probability is a dimensionless quantity that expresses the likelihood that a given scenario will occur over a
o specified time period. If the occurrence of a scenario is judged to be impossible, it would have a probability of 0.0.
- -a On the other hand, if the scenario were judged to be certain, it has a probability of 1.0. A scenario that had a 50
a a)Ca _ percent chance of occurrence during the period contemplated would have a probability of 0.5.

2= Consequences describe the undesirable results if the scenario were to occur. For example, a terrorist attack on
CD .0 a spent fuel storage facility could release ionizing radiation to the environment.1 The exposure of the public to this

.D = radiation could have both deterministic and stochastic effects. The former would occur from short-term exposures
to very high doses of ionizing radiation, the latter to smaller doses that might have no immediate effects

C0= M . e0.• C'

aCo

U)

C_- C

a5o

D' a .C

EE.' -C ' Terrorist scenarios and consequences are being described here for the sake of Illustration. One should not conclude from this
LL .( : description that the committee believes that such consequences would necessarily occur as the result of a terrorist attack on a
a- --- ._ spent fuel storage facility.

m .2

a) a)
a 0
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co
Sa)but could result in cancer induction some years or decades later.2 Consequences also could be described in

-4" terms of economic damage. These could arise, for example, from the loss of use of the facility and surrounding areas

CD a> or costs to clean up those areas. There also could be severe psychological consequences that could drive changes
C_ in public acceptance of commercial nuclear energy.

The quantitative expression for the risk of a particular scenario, for example a suicide terrorist attack with a
P -hijacked airliner, is

o Risk = Probability w x Consequences i U)
>.ie atc an)olok 1

0 The total risk would be the sum of the risks for all possible independent attack scenarios. For example, if a
co spent fuel storage facility was determined to be vulnerable to attacks using airliners, truck bombs, and armed assaults,-E

E e the total risk would be calculated as

Risk tw = Risk, aa + Risk mak baomb aMac + Risk &mad asndt saaa (2)

0

0 O
.0

a) C.CL
M 2-1 Such equations are routinely used to calculate the risks of various industrial accidents, including accidents at
0. (D
- E nuclear power plants, through a process known as probabilistic risk assessment. Each accident is assigned a

0o
numerical probability based on a careful analysis of the sequence of failures (e.g., human or mechanical failures)

Z5 that could produce the accident. The consequences of such accidents are typically expressed in terms of injurles,

-• deaths, or economic losses.E .2
0 "P It is possible to estimate the risks of industrial accidents because there are sufficient experience and data to
W 0 quantify the probabilities and consequences. This is not the case for terrorist attacks. To date, experts have not found

a way to apply these quantitative risk equations to terrorist attacks because of two primary difficulties: The first is
to develop a complete set of bounding scenarios for such attacks; the second is to estimate their probabilities. These
depend on impossible-to-quantify factors such as terrorist motivations, expertise, and access to technical means. 3

2 > They also depend on the effectiveness of measures that might prevent or mitigate such attacks.
In the absence of quantitative information on risks, one could attempt to make qualitative risk comparisons.

o 0 Such comparisons could estimate, for example, the relative risks of attacks on spent fuel storage facilities versus

a = attacks on commercial nuclear power reactors or other critical infrastructure such as chemical plants. Although a

8E comparison of such risks is beyond the scope of this study, the committee recognizes that policy decisions about
0 .. spent fuel storage may need to take into account such comparative risk issues,

0)

Ca)

•) a.
o.0

B oa~.2
Ca)~

*0 r

(D~ >

co

Eli (D~-
ca)

co

o 2 Such cancers would likely not be directly traceable to the radiation dose received from a terrorist attack and would likely be
indistinguishable from the large population of cancers that result from other causes.

U> - Political scientists and counter-terror specialists have argued whether terrorists seek headlines, casualties, or both (e.g.,
T. Jenkins 1975, 1985), The September 11, 2001, attacks in the United States and the March 11,2004, attacks in Spain demonstrate
-ZE that some terrorists, particularly those of al-Qaida and its allies, intend to commit mass murder and/or mass economic disruption,

LL 2o both of which may have important political consequences. Further information about the motivation of terrorists is provided in.S o
S- C• NRC (2002).
ED .0

0 0a
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.( especially for decisions regarding the expenditure of limited societal resources to address terrorist threats.
CU Q-a) The 2002 National Research Council report Making the Nation Safer: The Role of Science and Technology in
"W Countering Terrorism framed this issue as follows (NRC, 2002, P. 43):

The potential vulnerabilities of NPPs [nuclear power plants] to terrorist attack seem to have captured the imagination

= >" of the public and the media, perhaps because of a perception that a successful attack could harm large populations and
C~ have severe economic and environmental consequences. There are, however, many other types of large industrial

Z ._ facilities that are potentially vulnerable to attack, for example, petroleum refineries, chemical plants, and oil and
co liquefied natural gas supertankers. These facilities do not have the robust construction and security features

characteristic of NPPs, and many are located near highly populated urban areas.

Groups seeking to carry out high-impact terrorism will likely choose targets that have a high probability of
*)>

J--U •being attacked successfully.4 If success is measured by the number of people killed and injured or the permanent
destruction of property, then spent fuel storage facilities may not make good terrorist targets owing to their relatively

-E
E urobust construction (see Chapters 1 and 3) and security. Industrialized societies like the United States provide
0 8 terrorists a large number of "soft" (i.e., unprotected) targets that could be attacked more easily with greater effect

* than spent fuel storage facilities. These include chemical plants, refineries, transportation systems, and other facilities
0e where large numbers of people gather (see NRC, 2002).
-) On the other hand, there are other success criteria that might influence a terrorist's decision to attack a
CC C"hard" (i.e., robust or well protected) target such as a commercial nuclear power plant and its spent fuel storage

E facilities. Such attacks could spread panic and shut down the power plant for an extended period of time even with
no loss of life. Moreover, an attack that resulted in the release of radioactive material could threaten the viability of

.c commercial nuclear power.
) .These considerations led the committee to conclude that it could not address its charge using quantitative

E .•- and comparative risk assessments. The committee decided instead to examine a range of possible terrorist

attack scenarios in terms of (1) their potential for damaging spent fuel pools and dry storage casks; and (2)
* their potential for radioactive material releases. This allowed the committee to make qualitative judgments

C: about the vulnerability of spent fuel storage facilities to terrorist attacks and potential measures that could
_D co be taken to mitigate them.

>
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B S;U_ .( This point was made to the committee in a briefing by the Department of Homeland Security, where "success" means that
a- C the terrorist was able to achieve the goals of the attack, whatever they might be.
'n -0 -
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__d• 2.2 TERRORIST ATTACK SCENARIOS
ca

-V It is possible to imagine a wide range of terrorist attacks against spent fuel storage facilities. Each would have

a range of potential consequences depending on the characteristics of the attack and the facility being targeted as
al- well as any post-attack mitigative actions to prevent or reduce the release of radioactive material. The committee

focused its discussions about terrorist attacks around the concept of a naximnum credible scenario-that is, an attack
• .that is physically possible to carry out and that produces the most serious potential consequences within a given
0 class of attack scenarios.

a. CThe following example illustrates the concept: One of the scenario classes considered by the committee in this
chapter involves suicide attacks against spent fuel storage facilities with civilian passenger aircraft. The physics of

•> such attacks are well understood: In general, heavier and higher-speed aircraft produce greater impact forces than
o 0 lighter and slower aircraft, all else being equal. Consequently, the maximum credible scenario for suicide attacks

SE involving civilian passenger aircraft would utilize the largest civilian passenger aircraft widely used in the United
E n States flying at maximum cruising speed and hitting the facility at its most vulnerable point. Such an attack provides

0• an upper bound to the damage that could be inflicted by this type of aircraft attack.
The maximum credible scenario is particularly useful for obtaining a general understanding of the damage that

o could be inflicted, but it would not necessarily apply to every spent fuel storage facility. To be judged a "credible"
a scenario, the terrorist must be able to successfully carry it out as designed-for example, to hit a spent fuel storage

-.facility with the largest civilian aircraft at its most vulnerable point. This would rule out attacks that are physically
- E impossible, such as flying a large civilian aircraft into a facility that is located below ground level or protected by

.0) .surrounding hills or buildings. This also would rule out attacks invoking weapons that are not available to terrorists
(e.g., aircraft-launched weapons such as "bunker-buster" bombs or nuclear weapons).

This is not intended, however, to rule out attacks that are judged to have a low probability for success simply
0 .2 because terrorists might lack the skill and knowledge or luck to carry them out. In fact, if the consequences of such

uattacks were severe, policy makers might still decide that prudent mitigating actions should be taken regardless of
5their low probabilities ofoccurrence. 5 This might be especially true if quick, inexpensive fixes could be implemented.

,n The main benefit of analyzing the maximum credible scenario is that it provides decision makers with a better

characterization of the full range of potential consequences so that sound policy judgments can be made.
>• The analyses carried out for the Nuclear Regulatory Commission (described in the committee's classified report)

E 0 do not consider maximum credible scenarios. Instead, the analyses employ reference scenarios that are based either
2 on the characteristics of previous terrorist attacks or on qualitative judgments of the technical means and methods
a) =that might be employed in attacks against spent fuel storage facilities. Although such reference scenarios are useful
.E for gaining Insights on potential consequences of terrorist attacks, they

0.

o•5
0

aD >

-5, "(D
n•c

- .'

0M .8 ca

CD 0)

F.-=
E-E A?• The Department of Energy, for example, routinely examines the consequences of very low probability events involving
LL .0 nuclear weapons safety and security; see, for example, AL 56XB Development and Production Manual published by the U.S.
(_ C-._ Department of Energy, National Nuclear Security Administration. See http:1/prp.lanl~gov/documents/d p~manual.asp.
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in
-l are not necessarily bounding. This becomes important when the reference scenario attack results in damage to
(D •a facility that verges on failure.

a The committee prefers a maximum credible scenario approach for one important reason: It believes that
C_ terrorists who choose to attack hardened facilities like spent fuel storage facilities would choose weapons capable
(D of producing maximum destruction. Of course, once the consequences of such attacks are known, an element

of expert judgment is required to determine whether such attacks have a high likelihood of being carried outQ)
_as designed. Such judgment is especially important when making policy decisions about actions to reduce the

1 Mvulnerabilities of facilities to such attacks.
a The consequences of terrorist attacks can be described in terms of either maximum credible releases or best-

-e a) estimate releases. The former describes the largest releases of radioactive material following an attack based on
oquantitative analytical models (e.g., the MELCOR computer code described in Chapter 3). The latter describes the

median estimates from such models. In both cases, the estimates may not account for mitigative actions that could
E-E be taken after an attack to reduce or even eliminate releases. The Nuclear ReuaoyCommission analyses reviewed

0 •by the committee in its classified report are best-estimate releases for various terrorist attack scenarios. The estimates
_ in NLTREG-1738 (USNRC, 2001 a) and Alvarez et al. (2003a). on the other hand, describe maximum-credible to

0. worst-case releases.6

n2 The committee considered four classes of terrorist attack scenarios in this study:

Q. a Air attacks using large civilian aircraft or smaller aircraft laden with explosives.

.t) Ground attacks by groups of well-armed and well-trained individuals.
Z5 Attacks involving combined air and land assaults,

- • Thefts of spent fuel for use by terrorists (including knowledgeable insiders) in radiological dispersal devices.

(DE .-

a• The committee devoted time at its meetings discussing these scenarios, it also received briefings on possible
a ar

%scenarios from Nuclear Regulatory Commission staff and suggestions for scenarios from the Department of

Z3 Homeland Security (DHS), other experts, and the public. Some scenarios were dismissed by the committee as not
credible. An example of such a scenario is an attack on a spent fuel storage facility with a nuclear weapon. Such

_> weapons would be relatively difficult7 for terrorists to build or steal. Even if such a weapon could be obtained, the
committee can think of no reason that it would be used against a spent fuel storage facility rather than another target.

°E There are easier ways to attack spent fuel storage facilities, as discussed in the classified report, and there are more
6) attractive targets for nuclear weapons, for example, large population centers.

E
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to :- 6 Worst-case releases are based on the most unfavorable conditions that could occur in a given scenario, regardless of whether
•- those conditions were physically realistic. For example, a worst-case estimate of the radionuclide releases from an attack on a

-• spent fuel pool might assume that all of the volatile radionuclides contained in the spent fuel would be released, even if quantitative
0• analytical models showed that such releases were very unlikely to occur
o_ •-._• 7Difficult but certainly not impossible. See Chapter 2 in NRC (2002).
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e Given the experience of September 11, 2001, and the attacks that have occurred in other parts of the world, it
-C- is clear to the committee that the ability of the most capable terrorists to carry out attacks is limited only by their
•, "• access to technical means. It is probably not limited by the ability of terrorist organizations to recruit or train attackers

c_ or bring them and any needed equipment into the United States-if indeed they are not already here. Moreover, the
U demonstrated willingness of terrorists to carry out suicide attacks greatly expands the scenarios that need to be

1 Cconsidered when analyzing potential threats.
As is discussed in some detail in Chapters 3 and 4, the facilities used to store spent fuel at nuclear power plants

(a are very robust. Thus, only attacks that involve the application of large energy impulses or that allow terrorists to
Sa)gain interior access have any chance of releasing substantial quantities of radioactive material. This further restricts

" CD the scenarios that need to be considered. For example, attacks using rocket-propelled grenades (RPGs) of the type
• • that have been carried out in Iraq against U.S. and coalition forces would not likely be successful if the intent of the

co >attack is to cause substantial damage to the facility. Of course, such an attack would get the public's attention and
-E

E might even have economic consequences for the attacked plant and possibly the entire commercial nuclear power
2E 2 industry.

S._2 The threat scenarios summarized in this chapter are based on documents provided to the committee, briefings
0 received at committee meetings, and the committee's own expert judgment. 8 Further overview and information on
.2 tnuclear and radiological threats in general can be found in the NRC (2002) report and references therein.
5) t-.
CD.0.0

Q. T)E
2.2.1 Air Attacks

The September 11, 2001, attacks9 demonstrated that terrorists are capable of successfully attacking fixed

E .=- infrastructure with large civilian jetliners. The security of civilian passenger airliners has been improved since these

'2a) attacks were carried out, and the vulnerability of civilian passenger aircraft to highjacking has been reduced.
2 Nevertheless, the committee judges, based on the evidence made available to it during this study, that attacks with
C •civilian aircraft remain a credible threat. Such aircraft are used routinely in freight and charter services, and large
co •numbers of such aircraft enter the United States from other countries each day. Improvements to ground security
ý5 or cargo inspection would likely not eliminate the threat posed by an air crew willing to stage a suicide attack with

a chartered air freighter.
E 0 Although the September 11, 2001, attacks utilized Boeing 757 and 767 airliners, larger aircraft (Boeing 747,

•0 777; Airbus 340) are in routine use around the world, and an even larger aircraft (Airbus 380) is entering production.

Assaults by such large aircraft could impart enormous energy impulses to spent fuel storage facilities. Additionally,
oEL
E 6 attacks with
0
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o 0 The committee found limited information in the open literature on various scenarios for terrorist attacks on nuclear plants
.0 -and their spent fuel storage facilities.
.:' 9 The al-Qaida terrorist organization hijacked and crashed two Boeing 767 airliners into Towers I and 2 of the World Trade

S•- Center building in New York and a Boeing 757 airliner into the Pentagon building in Arlington, Virginia. A second Boeing 757,

- .T- which was believed to be targeted either on the White House or the U.S. Capitol (see National Commission on Terrorist Attacks
o_ .0 Upon the United States, Staff Statement No, 16 [Outline of the 9/11 Plot], pages 18-19) crashed in an open field near Jennerstown,

_ - Pennsylvania.
, c .2

-Y 0) 5

.0 a

Copyright © National Academy of Sciences. All rights reserved.



Safety and Security of Commercial Spent Nuclear Fuel Storage: Public Report
http://www.nap.edu/catalog/l11263.html

0 )
0 TERRORIST ATTACKS ON SPENT FUEL STORAGE 31

0)

(D aircraft carrying large fuel loads could produce fires that would greatly complicate rescue and recovery efforts.
() Previous studies on aircraft crash impacts (Droste et at., 2002; Lange et al., 2002; HSK, 2003; RBR Consultants,

8, .: 2003; Thomauske, 2003) suggest that the consequences of a heavy aircraft crash on a nuclear installation depend
0)

on factors such as the following:

a)
• Type and design of the aircraft.
= Speed of the aircraft.

"co• Fuel loading of the aircraft and total weight at impact.
CL a Angle-of-attack and point-of-impact on the facility.

• Construction of the facility.
- Location of the target with respect to ground level (i.e., below or above grade).'0

° The presence of surrounding buildings and other obstacles (e.g., hills, transmission lines) that might block
E cn certain potential flight paths into the facility.

In other words, the consequences of such attacks are scenario- and plant-design specific. It is not possible to
0. make any general statements about spent fuel storage facility vulnerabilities to air attacks that would apply to all

oo
0 oU.S. commercial nuclear power plants

M 21 U.S. commercial nuclear power plants are not required by the Nuclear Regulatory Commission to defend
Q. 0)

oE against air attacks. The Commission believes that it is the responsibility ofthe U.S. government to implement security
W omeasures to prevent such attacks. The commercial nuclear industry shares this view. The Nuclear Regulatory

.0" Do C Commission staff informed the committee that the Commission has directed power plant operators to take steps to
= -d reduce the likelihood of serious consequences should such attacks occur. The staff also informed the committee that

2 a the Commission may issue additional directives once the vulnerability analyses it is sponsoring at Sandia National
, CDLaboratories are completed. These analyses are described in the committee's classified report (see also Chapters 3

* and 4 in this report).
-6

= • 2.2.2 Ground Attacks

Ground attacks on a nuclear facility could take three forms: (1) a direct assault on the facility by armed groups,
=o (2) a stand-off attack using appropriate weapons, or (3) an assault having both air and ground components. The

C D direct assault would likely be carried out by a group of well-armed and trained attackers, perhaps working with the
0 assistance of an insider. The objective of such an attack would likely be to gain entry to protected and vital areas of
a. E
Eo 6 the plant (FIGURE 2.1) to carry out radiological sabotage. The attackers would need to have knowledge of the

Edesign, location, and operation of the spent fuel facility to carry out such an attack successfully.
CCommercial nuclear power plants are required by the Nuclear Regulatory Commission to maintain a
a) professional guard force at each plant to defend against a Commission-developed design basis threat (DBT), which

= • includes a ground assault. The protective force is a critical part of a nuclear power plant's security system for
.0) deterring,
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FIGURE 2.1 Commercial nuclear power plant sites are demarcated as shown for security purposes. The part of the
power plant site over which the plant operator exercises control is referred to as the owner-controlled area. This usually
corresponds to the boundary of the site. Located within this area are one or more protected areas to which access is
restricted using guards, fences, and other barriers. Dry cask storage facilities, formally referred to as independent Spent
Fuel Storage Installations (ISFSIs), are located within these areas. The vital area of the plant contains the reactor core,
support buildings, and the spent fuel pool. It is the most carefully controlled and guarded part of the plant site. SOURCE:
Modified from Nuclear Regulatory Commission briefing materials (2004).

detecting, thwarting, or impeding attacks. The Commission staff declined to provide a formal briefing to the
committee on the DBT for radiological sabotage, asserting that the committee did not have a need to know this
information. Nevertheless, the committee was able to discern the details of the DBT from a series of presentations
made by Nuclear Regulatory Commission staff. Commission staff also provided a fact check of this information as
the classified report was being finalized.

Power plant operators are required to demonstrate to the Commission's satisfaction that there is "high
assurance" that their guard forces can thwart the Commission-defined DBT assault. This guard force also must be
able to provide deterrence against a beyond-DBT attack depending on the adversarial force. Reinforcing forces
would be provided by local and state law enforcement as well as federal forces. The Commission staff also informed
the committee that since the September 11,2001, attacks, the Commission has been working with DHS to improve
coordination procedures with federal, state, and local agencies to improve their response capabilities in the event
of an attack. DHS also is making grants to local law enforcement agencies around power plant sites to raise their
capabilities to respond to requests for assistance.
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(Dci

_, Since the September 11, 2001, attacks, the Nuclear Regulatory Commission has issued directives to power
plant operators to enhance protection against vehicle bombs. The Commission also has issued directives to power

a) "plant operators to enhance protection against insider threats.
_ .The committee does not have enough information to judge whether the measures at power plants are in fact

, sufficient to defend against either a DBT or a beyond-DBT attack on spent fuel storage. The Nuclear Regulatory
Commission declined to provide detailed briefings to the committee on surveillance, security procedures, and
security training at commercial nuclear power plants. Consequently, the committee was unable to evaluate their

cc effectiveness, A recent General Accounting Office report (GAO, 2003) was critical of some of these procedures,
but the committee has no basis for judging whether these criticisms were justified. Nevertheless, the committee
judges that surveillance and security procedures at commercial nuclear power plants are just as important as physical

-o •barriers in preventing successful terrorist attacks and mitigating their consequences.

-E
E0n 2.2.3 Attacks Having Both Air and Ground Components
-6

._.) Hybrid attacks that combine aspects of both air and ground attacks also could be mounted by terrorists. These
0. could deliver attacking forces directly to a spent fuel storage facility, bypassing the security perimeters and security
o • personnel deployed to protect against a ground attack. The committee considered various scenarios for such attacks.

The committee judges that some scenarios are feasible. Details are provided in the classified report.
0. 0D

C
0

2.2.4 Terrorist Theft of Spent Fuel for Use in a Radiological Dispersal Device (RDD)

An RDD, or so-called dirty bomb, is a device that disperses radioactive material using chemical explosives or
E .=- other means (NRC. 2002) RDDs do not involve fission-induced explosions of the kind associated with nuclear

weapons. While RDD attacks can be carried out with any source of radioactivity, this discussion is confined to
scenarios that involve the theft of spent fuel for such use.11 A crude RDD device could be fabricated simply by
loading stolen spent fuel onto a truck carrying high explosives. The truck could be driven to another location and

co detonated. The dispersal of radioactivity from such an attack would be unlikely to cause many immediate deaths,
but there could be fatalities from the chemical explosion as well as considerable cleanup costs and adverse

x psychological effects.
Eo It would be difficult for terrorists to steal a large quantity of spent fuel (e.g., a single spent fuel assembly) for

use in an RDD for three reasons. First, spent fuel is highly radioactive and therefore requires heavy shielding to
0• ", handle. Second, the use of heavy equipment would be required to remove spent fuel assemblies from a pool or dry
CL E
E cask. Third, controls are in place at plants to deter and detect such thefts. Additional details on these controls are
0S-0 0provided in the classified report.

") Theft and removal of an assembly or individual fuel rods during an assault on the plant might be easier, because
the guard force would likely be preoccupied defending the plant. However, the amount of material that could be

E Cý removed would be small, and getting it
can .0

Ca)

-2- • .0

a 0 0
aco

0•->

aI)

.- I~ .n

ca

4iC U)

L0L An attack on a spent fuel facility that resulted in the direct release of radioactivity would be an act of radiological sabotageE 0
r_ - of the kind considered previously in this chapter.
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(D out of the plant would be time consuming and obvious to the plant defenders and other responding forces.
.) -There are broken fuel rods and other debris, mostly from older assemblies, in storage at many plants. These

materials are typically stored along the sides of the spent fuel pools and could be more easily removed from the
0)

_ plant than an entire assembly. Pieces of fuel rods also are sometimes intentionally removed from assemblies for
offsite laboratory analysis. Some plants have misplaced fuel rod pieces. ' 2 A knowledgeable insider might be able
to retrieve some of this material from the pool, but getting it out of the plant under normal operating conditions
would be difficult.

cc• Even the successful theft of a part of a spent fuel rod would provide a terrorist with only a relatively small
0• C

(, D amount of radioactive material. Superior materials could be obtained from other facilities. This material also can
be purchased (Zimmerman and Loeb, 2004).

0Moreover, even with explosive dissemination, it is unlikely that much of the spent fuel will be aerosolized
4) unless it is incorporated into a well-designed RDD. More likely, such an event would break up and scatter the fuel

E Epellets in relatively large chunks, which would not pose an overwhelming cleanup challenge.
2 Even though the likelihood of spent fuel theft appears to be small, it is nevertheless important that the protection

Co C) of these materials be maintained and improved as vulnerabilities are identified.
0 CL

0 2

0 2.3 RISKS OF TERRORIST ATTACKS ON SPENT FUEL STORAGE FACILITIES
0. 0)0. a) Nuclear Regulatory Commission staff told the committee that it believes that the consequences of a terrorist

U, °attack on a spent fuel pool would likely unfold slowly enough that there would be time to take mitigative actions to

8 • prevent a large release of radioactivity. They also pointed out that since the September 11, 2001, attacks, the Nuclear
.- Regulatory Commission has issued several orders that contain Interim Compensatory Measures that require power

S.-plant operators to consider potential mitigative actions in the event of such an attack. The committee received a
briefing on some of these measures at one of its meetings. According to Commission staff, such measures provide

an additional margin of safety.
C The nuclear industry and the Nuclear Regulatory Commission have also asserted that the robust construction

ca and stringent security requirements at nuclear power plants' 3 make them less vulnerable to terrorist attack than softer
targets such as chemical plants and refineries (e.g., Chapin et al., 2002). They argue that scarce resources should be

X (V devoted to
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L,•:"•1 For example, at the Millstone and Vermont Yankee plants in 2000 and 2003, respectively. In the case of Millstone, the

T0

,o • •Nuclear Regulatory Commission determined on the basis of extensive analysis that these rods were likely disposed of as low-
4 level waste. After the committee's classified report was published, Commission staff informed the committee that Vermont

0) Ln

..-- _ •Yankee had accounted for the missing rod segments and that Humbolt Bay had uncovered and is investigating an inventory
0 " discrepancy involving spent fuel rod segments.

a-. C". 13 These arguments tend to be generic in nature and do not differentiate spent fuel pools from the rest of the power plant.
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(D~Co
upgrading security at these other critical facilities rather than at already well-protected nuclear plants.
There are two unstated propositions in the argument that nuclear plants are less vulnerable than other facilities.

• • The first speaks to the probability of terrorist attacks on such facilities; the second speaks to the consequences:
C , C

• Proposition 1: Nuclear power plants (and their spent fuel facilities) are less desirable as terrorist targets
because they are robust and well protected,

_ .- * Proposition 2. If attacked, nuclear plants (and their spent fuel storage facilities) are likely to sustain little
ao or no damage because they are robust and well protected.
0. C

The committee obtained a briefing from the Department of Homeland Security to address the first proposition.
cc •Details are provided in the classified report.

While the committee's classified report was in review, the National Commission on Terrorist Attacks Upon
-E

E p the United States issued a staff paper (Staff Statement No. 16, Outline of the 9/11 Plot, pages 12-13) suggesting
0,-2 that al-Qaida initially included unidentified nuclear plants among an expanded list of tairgets for the September 11,

2001, attacks. According to that report, these plants were eliminated from the target list along with several other
0facilities when the terrorist organization scaled back the number of planned attacks. Nevertheless, if this information

-is correct, it provides further indications that commercial nuclear power plants are of interest to terrorist groups,'4~0
even though softer targets may have a higher priority with many terrorists.

Q- ED With respect to the first proposition, the committee judges that it is not prudent to dismiss nuclear plants,

*0

• including their spent fuel storage facilities, as undesirable targets for attacks by terrorists.

, "As to the second proposition that terrorist attacks are likely to cause little or no damage, a poorly designed
= -6 attack or an attack by unsophisticated terrorists might produce little physical damage to the plant There could,
E .=- however, be severe adverse psychological effects from such an attack that could have considerable economic

OCaq
2 consequences. On the other hand, attacks by knowledgeable terrorists with access to advanced weapons might cause

b• It is important to recognize that an attack that damages a power plant or its spent fuel facilities would not
necessarily result in the release of anv radioactivity to the environment. While It may not be possible to deter such

J aan attack, there are many potential mitigation steps that can be taken to lower its potential consequences should an
X •attack occur. These are discussed in some detail in the committee's classified report (see also Chapters 3 and 4 in
E 0 this report).
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a)

In summary, the committee judges that the plausibility of an attack on a spent fuel storage facility,
coupled with the public fear associated with radioactivity, indicates that the possibility of attacks cannot be

a) D dismissed.

(n >.
2.4 FINDINGS AND RECOMMENDATIONS

With respect to the committee's task to "explicitly consider the risks of terrorist attacks on [spent fuel] and the
risk these materials might be used to construct a radiological dispersal device," the committee offers the following
findings and recommendations:

C aFINDING 2A: The probability of terrorist attacks on spent fuel storage cannot be assessed quantitatively
2or comparatively. Spent fuel storage facilities cannot be dismissed as targets for such attacks because it is not

possible to predict the behavior and motivations of terrorists, and because of the attractiveness of spent fuel
Eas a terrorist target given the well-known public dread of radiation.

2 o Terrorists view nuclear power plant facilities as desirable targets because of the large inventories of

radionuclides they contain. The committee believes that knowledgeable terrorists might choose to attack spent fuel
0 pools because (1) at U.S. commercial power plants, these pools are less well protected structurally than reactor
flM cores; and (2) they typically contain inventories of medium- and long-lived radionuclides that are several times0

CL greater than those contained in individual reactor cores.
a FINDING 2B: The committee judges that the likelihood terrorists could steal enough spent fuel for use
I • in a significant radiological dispersal device is small.

Spent fuel assemblies in pools or dry casks are large, heavy, and highly radioactive. They are too large and
radioactive to be handled by a single individual. Removal of an assembly from the pool or dry cask would prove

E .extremely difficult under almost any terrorist attack scenario. Attempts by a knowledgeable insider(s) to remove
single rods and related debris from the pool might prove easier, but it would likely be very difficult to get it out of
the plant under normal operating conditions. Theft and removal during an assault on the plant might be easier because
the guard force would likely be occupied defending the plant. However, the amount of material that could be removed
would be small. Moreover, there are other facilities from which highly radioactive material could be more easily

J "-stolen, and this material also can be purchased. Even though the likelihood of spent fuel theft appears to be small,

x (D it is nevertheless important that the protection of these materials be maintained and improved as vulnerabilities are
0 •identified.

RECOMMENDATION: The Nuclear Regulatory Commission should review and upgrade, where necessary,
• its security requirements for protecting spent fuel rods not contained in fuel assemblies from theft by

E knowledgeable insiders, especially in facilities where individual fuel rods or portions of rods are being stored
.o in pools.

ID FINDING 2C: A number of security improvements at nuclear power plants have been instituted since

the events of September 11, 2001. The Nuclear Regulatory Commission did not provide the committee with enough

- C information to evaluate the effectiveness of these procedures for protecting stored spent fuel.
.2
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Surveillance and security procedures are just as important as physical barriers in preventing and mitigating
terrorist attacks. The Nuclear Regulatory Commission declined to provide the committee with detailed briefings on
the surveillance and security procedures that are now in place to protect spent fuel facilities at commercial nuclear
power plants against terrorist attacks. Although the committee did learn about some of the changes that have been
instituted since the September 11, 2001, attacks, it was not provided with enough information to evaluate the
effectiveness of procedures now in place.

RECOMMENDATION: Although the committee did not specifically investigate the effectiveness and adequacy
of improved surveillance and security measures for protecting stored spent fuel, an assessment of current
measures should be performed by an independent 15 organization.

5 That is, independent of the Nuclear Regulatory Commission and the nuclear industry.
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3

SPENT FUEL POOL STORAGE

This chapter addresses the first charge of the committee's statement of task to assess "potential safety and
security risks of spent nuclear fuel presently stored in cooling pools at commercial reactor sites."' As noted in
Chapter 1, storage of spent fuel in pools at cormnercial reactor sites has three primary objectives:

" Cool the fuel to prevent heat-up to high temperatures from radioactive decay.
" Shield workers and the public from the radiation emitted by radioactive decay in the spent fuel and provide

a barrier for any releases of radioactivity.
" Prevent criticality accidents.

The first two of these objectives could be compromised by a terrorist attack that partially or completely drains
the spent fuel pool.2 The committee will refer to such scenarios as "loss-of-pool-coolant" events. Such events could
have several deleterious consequences; Most immediately, ionizing radiation levels in the spent fuel building rise
as the water level in the pool falls. Once the water level drops to within a few feet (a meter or so) of the tops of the
fuel racks, elevated radiation fields could prevent direct access to the immediate areas around the lip of the spent
fuel pool building by workers. This might hamper but would not necessarily prevent the application of mitigative
measures, such as deployment of fire hoses to replenish the water in the pool.

The ability to remove decay heat from the spent fuel also would be reduced as the water level drops, especially
when it drops below the tops of the fuel assemblies. This would cause temperatures in the fuel assemblies to rise,
accelerating the oxidation of the zirconium alloy (zircaloy) cladding that encases the uranium oxide pellets. This
oxidation reaction can occur in the presence of both air and steam and is strongly exothermic-that is, the reaction
releases large quantities of heat, which can further raise cladding temperatures. The steam reaction also generates
large quantities of hydrogen:

Reaction in air: Zr+021 :ZrO2  heat released=l.2x10 7 joulesikilogram

Reaction in steam: Zr+2H2Oi :ZrO 2+2H2 heat released=5.8x106joulesikilogram

A basic description of pool storage can be found in Chapter 1 and historical background can be found in Appendix D.

Section 3.1 provides additional technical details about pool storage,
2 The committee could probably design configurations in which fuel might be deformed or relocated to enable its re-criticality,

but the committee judges such an event to be unlikely. Also, the committee notes that while re-criticality would certainly be an
undesirable outcome, criticality accidents have happened several times at locations around the world and have not been
catastrophic offtsite. An accompanying breach of the fuel cladding would still be the chief concern.
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_ These oxidation reactions can become locally self-sustaining (i.e., autocatalytic3) at high temperatures (i.e.,
D about a factor of 10 higher than the boiling point of water) if a supply of oxygen and/or steam is available to sustain

the reactions. (These reactions will not occur when the spent fuel is under water because heat removal prevents such
_ .high temperatures from being reached). The result could be a runaway oxidation reaction-referred to in this report
• as a zirconium cladding fire-that proceeds as a burn front (e.g., as seen in a forest fire or a fireworks sparkler)

along the axis of the fuel rod toward the source of oxidant (i.e., air or steam). The heat released from such fires can
be even greater than the decay heat produced in newly discharged spent fuel.

ca As fuel rod temperatures increase, the gas pressure inside the fuel rod increases and eventually can cause the
( cladding to balloon out and rupture. At higher temperatures (around 1800'C [approximately 3300°F]), zirconium
(D •cladding reacts with the uranium oxide fuel to form a complex molten phase containing zirconium-uranium oxide.
• g Beginning with the cladding rupture, these events would result in the release of radioactive fission gases and some

of the fuel's radioactive material in the form of aerosols into the building that houses the spent fuel pool and possibly
E into the environment. If the heat from one burning assembly is not dissipated, the fire could spread to other spent

4 2fuel assemblies in the pool, producing a propagating zirconium cladding fire.
The high-temperature reaction of zirconium and steam has been described quantitatively since at least the early

0 1960s (e.g., Baker and Just, 1962), The accident at the Three Mile Island Unit 2 reactor and a set of experiments
-o2 (e.g., CORA, FPT 1-6, CODEX, ORNL-VI, VERCORS) have provided a basis for understanding the phenomena0

t'L of zirconium cladding fires and fission-product releases from irradiated fuel in a reactor core accident. This
aC a understanding and data from the experiments form the foundation for computer simulations of severe accidents

(n° involving nuclear fuel. These experiments and computer simulations are for inside-reactor vessel events rather than
._" events in an open-air spent fuel pool array.

- -6 This chapter examines possible initiating factors for such loss-of-pool-coolant events and the potential
E .- consequences of such events. It is organized into the following four main sections:
0 (q0 ¢o

a) a Background on spent fuel pool storage.
o .• Previous studies on safety and security of pool storage.
o• • Evaluation of the potential risks of pool storage.

- Findings and recommendations.
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C L That is., the reaction heat will increase temperatures in adjacent areas of the fuel rod, which in turn will accelerate oxidation
.5 ) and release even more heat. Autocatalytic oxidation leading to a "runaway" reaction requires a complex balance of heat and

0 h . mass transfer, so assigning a specific ignition temperature is not possible. Empirical equations have been developed to predict
T . the reaction rate as a function of temperature when steam and oxygen supply are not limited (see, e.g., Tong and Weisman, 1996,

LL 4
5o p. 223). Numerous scaled experiments have found that the oxidation reaction proceeds very slowly below approximately 9000
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a) 3.1 BACKGROUND ON SPENT FUEL POOL STORAGE

After a power reactor is shut down, its nuclear fuel continues to produce heat from radioactive decay (see
FIGURE 1.2). Although only one-third of the fuel in the reactor core is replaced during each refueling cycle,
operators commonly offload the entire core (especially at pressurized water reactors [PWRs]) into the pool during
refueling 4 to facilitate loading of fresh fuel or for inspection or repair of the reactor vessel and internals. Heat
generation in the pool is at its highest point just after the full core has been offloaded.

Pool heat loads can be quite high, as exemplified by a "typical" boiling water reactor (BWR) which was used
L Cin some of the analyses discussed elsewhere in this chapter (this BWR is hereafter referred to as the "reference

3BWR"). This.pool has approximately 3800 locations for storage of spent fuel assemblies, about 3000 of which are

. •> occupied by four-and-one-third reactor cores (13 one-third-core offloads) in a pool approximately 35 feet wide, 40
o 0 feet long, and 39 feet deep (10.7 meters wide, 12.2 meters long, and 11.9 meters deep) with a water capacity of

:E almost 400,000 gallons (1.51 million liters). According to Nuclear Regulatory Commission staff, the total decay
E° heat in the spent fuel pool is 3.9 megawatts (MW) ten days after a one-third-core offload. The vast majority of this

-6 8 heat is from decay in the newly discharged spent fuel. Heat loads would be substantially higher in spent fuel pools
C.0 that contained a full-core offload.

-0 Although spent fuel pools have a variety of designs, they share one common characteristic: Almost all spent
0 fuel pools are located outside of the containment structure that holds the reactor pressure vessel. 5 In some reactor

0. 0.
cu designs, the spent fuel pools are contained within the reactor building, 6 which is typically constructed of about 2
- E feet of reinforced concrete (see FIGURE 3.1). In other designs, however, one or more walls of the spent fuel pool

C
0

,
(n

may be located on the exterior wall of an auxiliary building that is located adjacent to the containment building (see
o FIGURE 3.2). As described in more detail below, some pools are built at or below grade, whereas others are located

at the top of the reactor building.
C

2• The enclosing superstructures above the pool are typically steel, industrial-type buildings designed to house
(a cranes that are used to move reactor components, spent fuel, and spent fuel casks. These superstructures above the

pool are designed to resist damage from seismic loads but not from large tomado-bome missiles (e.g., cars and
Ctelephone poles), which would usually impact the superstructures at low angles (i.e-, moving horizontally). In

contrast the typical spent fuel pool is robust. The pool walls and the external walls of the building housing the pool
2 > (these external walls may incorporate one or more pool walls in some plants) are designed for seismic stability and

? • to resist horizontaloE0
0)
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8. c • A 1996 survey by the Nuclear Regulatory Commission (USNRC, 1996) found that the majority of commercial power reactors
E a) 0•routinely offload their entire core to the spent fuel pool during refueling outages. The practice is more common among PWRs
" Cu- than BWRs, which tend to offload only that fuel that is to be replaced, but some BWRs do offload the full core. In response to

. Z 8 c a committee inquiry, an Energy Resources International staff member confirmed that this is still the case today.
0 2 The exceptions in the United States are the Mark III BWRs, which have two pools, one of which is inside the containment
Z60 As discussed in Appendix C, spent fuel pools at German commercial nuclear power plants also are located inside reactor

'I' :5 containment structures.
- Th 6 A PWR containment structure is a large, domed building that houses the reactor pressure vessel, the steam generators, and

S._c other equipment. In a BWR, the containment structure houses less equipment, is located closer in to the pressure vessel, and sits
_L inside a building called the reactor building, which also houses the spent fuel pool and safety-related equipment to support the

a - Creactor.

(0
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FIGURE 3.1 Schematic section through a G.E.Mark I BWR reactor plant. The spent fuel pool is located in the reactor
building well above ground level. This diagram is for a BWR with a reinforced concrete superstructure (roof). Most
designs have thin steel superstructures, SOURCE: Lamarsh (1975, Figure 11.3).

strikes of tomado missiles. The superstructures and pools were not, however, specifically designed to resist
terrorist attacks.

The typical spent fuel pool is about 40 feet (12 meters) deep and can be 40 or more feet (12 meters) in each
horizontal dimension. The pool walls are constructed of reinforced concrete typically having a thickness between
4 and 8 feet (1.2 to 2.4 meters). The pools contain a ¼- to 1¼-inch-thick (6 to 13 mm) stainless steel liner, which is
attached to the walls with studs embedded in the concrete. The pools also contain vertical storage racks for holding
spent and fresh fuel assemblies, and some pools have a gated compartment to hold a spent fuel storage cask while
it is being loaded and sealed (see Chapter 4).

The storage racks are about 13 feet (4 meters) in height and are installed near the bottom of the spent fuel pool.
The racks have feet to provide space between their bottoms and the pool floor. There is also space between the sides
of the rack and the steel pool liners for circulation of water (FIGURE 3.3), There are about 26 feet (8 meters) of
water above the top of the spent fuel racks. This provides substantial radiation shielding even when an assembly is
being moved above the rack. Transfers of spent fuel from the reactor core to the spent fuel pool or from the pool to
storage casks are carried out underwater to provide shielding and cooling.

The general elevation of the spent fuel pool matches that of the vessel containing the reactor core. Pressurized
water reactor designs use comparatively shorter reactor

Copyright © National Academy of Sciences. All rights reserved.
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T - "

FIGURE 3.2 Schematic section through a PWR reactor plant. The spent fuel pool is located in the fuel-handling building
next to the domed reactor containment building at or slightly below ground level, SOURCE: Modified from Duderstadt
and Hamilton (1976, Figure 3-4).

vessels closer to ground level (grade) and also have spent fuel pools that are close to grade (FIGURE 3.2). The
design shown in this figure is typical of the fuel pool arrangement for PWRs, Nuclear power plant sites that contain
two reactors are usually arranged in a mirror-image fashion, with the two spent fuel pools (or a shared pool) located
in a common area adjoining both reactor buildings. For single-plant or two-plant arrangements, the building covering
the spent fuel pool and crane structures is typically an ordinary steel industrial building. There are 69 PWRs currently
in operation in the United States; 6 PWRs have been decommissioned but continue to have active spent fuel pool
storage.

In contrast, in boiling water reactor designs, the reactor vessel is at a higher elevation, and the BWR vessels
are somewhat taller than PWR vessels,7 Consequently, BWRs have more elevated spent fuel pools, generally well
above grade. FIGURE 3.1 shows the general design for the 22 BWR Mark I plants operating in the United States.

Nuclear Regulatory Commission staff is conducting a survey of the plants to obtain a better understanding of
the variations in design of spent fuel pools across the nation. The following information was provided to the
committee from that survey:

7 The higher elevation accommodates control mechanisms that sit under the reactor, and the extra height accommodates steam
separation and drying equipment at the top of the vessel. The fuel is about the same length as PWR fuel.
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FIGURE 3.3 Example of a section of a PWR spent fuel pool and support facilities. The pool is located to the right in
the figure; the support equipment to the left. SOURCE: American Nuclear Society (1988),

PWR spent fuel pools: Spent fuel pools are located in buildings adjoining the reactor containment buildings
at PWR plants (see FIGURE 3.2). Some pools are positioned such that their spent fuel is below grade. As
shown in Figure 3.2, some pool walls also serve as the external walls of the spent fuel pool buildings. Some
plants have structures surrounding the spent fuel pool building that would provide some shielding of the
pools from low-angle line-of-sight attacks. A more complete plant survey would be needed to establish the
extent of pool exposure to such attacks.
BWR spent fuel pools: MARK I and II BWR plants are located above grade and are shielded by at least
one exterior building wall. Some pools are also shielded by the reactor buildings. Some pools are also
shielded by "significant" surrounding structures, and some have supplemental floor and column supports.

The vulnerability of a spent fuel pool to terrorist attack depends in part on its location with respect to ground
level as well as its construction. Pools are potentially susceptible to attacks from above or from the sides depending
on their elevation with respect to grade and the presence of surrounding shielding structures.

As noted in Chapter 1, nearly all pools contain high-density spent fuel racks. These racks allow approximately
five times as many assemblies to be stored in the pool as would have been possible with the original racks, which
had open lateral channels between the fuel assemblies to enhance water circulation.

Copyright © National Academy of Sciences. All rights reserved.
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_ý 3.2 PREVIOUS STUDIES ON SAFETY AND SECURITY OF POOL STORAGE
a) a

-, Several reports have been published on the safety of spent fuel pool storage. One of the earliest analyses was
contained in the Reactor Safety Study (U.S. Atomic Energy Commission, 1975). which concluded that spent fuel
pool safety risks were very much smaller than those involving the cores of nuclear reactors. This conclusion is not
surprising: The cooling system in a spent fuel pool is simple. The coolant is at atmospheric pressure; the spent fuel

C: is in a subcritical configuration and generates little heat relative to that generated in an operating reactor; and the
design and location of piping in the pool make a severe loss-of-pool-coolant event unlikely during normal operating

L _conditions. Despite changes in reactor and fuel storage operations, such as longer fuel residence times in the core
-a .0 and higher-density pool storage, the conclusions of that study are still broadly applicable today. It is important to
•a > recognize, however, that the Reactor Safety Study did not address the consequences of terrorist attacks.

0 The Nuclear Regulatory Commission and its contractors have periodically reanalyzed the safety of spent
-" Enuclear fuel storage (see Benjamin et al., 1979; BNL, 1987, 1997; USNRC, 1983,2001 a, 2003b). All of these studies
E usuggest that a loss-of-pool-coolant event could trigger a zirconium cladding fire in the exposed spent fuel. The
6 •Nuclear Regulatory Commission considered such an accident to be so unlikely that no specific action was warranted,

._Z despite changes in reactor operations that have resulted in increased fuel bum-ups and fuel storage operations that
0 have resulted in more densely packed spent fuel pools,

o In 2001, the Nuclear Regulatory Commission published NUREG- 1738, Technical Study of Spent Fuel Pool
M 2 Accident Risk at Decommissioning Nuclear Power Plants, to provide a technical basis for rulemaking for power

E plant decommissioning (USNRC, 2001 a). A draft of the study was issued for public comments, including comments
.M. by the Advisory Committee on Reactor Safeguards and a quality review of the methods, assumptions, and models
"C"Do used in the analysis was carried out by the Idaho National Engineering and Environmental Laboratory.
=, -6

E •The study provided a probabilistic risk assessment that identified severe accident scenarios and estimated theirE ._

consequences. The analysis determined, for a given set of fuel characteristics, how much time would be required to
boil off enough water to allow the fuel rods to reach temperatures sufficient to initiate a zirconium cladding fire.

The analysis suggested that large earthquakes and drops of fuel casks from an overhead crane during transfer
operations were the two event initiators that could lead to a loss-of-pool-coolant accident. For cases where active
cooling (but not the coolant) has been lost, the thermal-hydraulic analyses suggested that operators would have

2 > about 100 hours (more than four days) to act before the fuel was uncovered sufficiently through boiling of cooling
water in the pool to allow the fuel rods to ignite. This time was characterized as an "underestimate" given theEo0o - simplifications assumed for the loss-of-pool-coolant scenario.

The overall conclusion ofthe study was that the risk of a spent fuel pool accident leading to a zirconium cladding
0ý fire was low despite the large consequences because the predicted frequency of such accidents was very low. The
0o • study also concluded, however, that the consequences of a zirconium cladding fire in a spent fuel pool could be

T , serious and, that once the fuel was uncovered, it might take only a few hours for the most recently discharged spent
CL fuel rods to ignite.
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(D0

_ A paper by Alvarez et al. (2003a; see also Thompson, 2003) took the analyses in NUREG- 1738 to their logical
ends in fight of the September 11, 2001, terrorist attacks: Namely, what would happen if there were a loss-of-pool-

D a) coolant event that drained the spent fuel pool? Such an event was not considered in NUREG- 1738, but the analytical
results in that study were presented in a manner that made such an analysis possible.

• Alvarez and his co-authors concluded that such an event would lead to the rapid heat-up of spent fuel in a
11 Cdense-packed pool to temperatures at which the zirconium alloy cladding would catch fire and release many of the
E 0fuel's fission products, particularly cesium-137. They suggested that the fire could spread to the older spent fuel,

co resulting in long-term contamination consequences that were worse than those from the Chemobyl accident. Citing
Sa)two reports by Brookhaven National Laboratory (BNL, 1987, 1997), they estimated that between 10 and 100 percent

"_ (D of the cesium- 137 could be mobilized in the plume from the burning spent fuel pool, which could cause tens of
• g thousands of excess cancer deaths, loss of tens of thousands of square kilometers of land, and economic losses in

the hundreds of billions of dollars. The excess cancer estimates were revised downward to between 2000 and 6000
-E

E p cancer deaths in a subsequent paper (Beyea et at., 2004) that more accurately accounted for average population
2 2densities around U.S. power plants.

Alvarez and his co-authors recommended that spent fuel be transferred to dry storage within five years of
0. discharge from the reactor, They noted that this would reduce the radioactive inventories in spent fuel pools and
-2 •allow the remaining fuel to be returned to open-rack storage to allow for more effective coolant circulation, should

0

CL a loss-of-pool-coolant event occur. The authors also discussed other compensatory measures that could be taken to
a reduce the consequences of such events.
(n° The Alvarez et al. (2003a) paper received extensive attention and comments, including a comment from the

.0" - .
o a Nuclear Regulatory Commission staff (USNRC, 2003a; see Alvarez et al., 2003b, for a response). None of the

. -• commentators challenged the main conclusion of the Alvarez et al. (2003a) paper that a severe loss-of-pool-coolant
E .- accident might lead to a spent fuel fire in a dense-packed pool. Rather, the commentators challenged the likelihood
; 2that such an event could occur through accident or sabotage, the assumptions used to calculate the offsite

Zconsequences of such an event, and the cost-effectiveness of the authors' proposal to move spent fuel into dry cask
Z3 storage. One commentator summarized these differences in a single sentence (Benjamin, 2003, p. 53): "In a nutshell,

_U •[Alvarez et al.] correctly identify a problem that needs to be addressed, but they do not adequately demonstrate that
_the proposed solution is cost-effective or that it is optimal."

The Nuclear Regulatory Commission staff provided a briefing to the committee that provides a further critique
0 6of the Alvarez et al. (2003a) analysis that goes beyond the USNRC (2003a) paper. Commission staff told the

committee that the NUREG-1738 analyses attempted to provide a bounding analysis of current and conceivable
(n •future spent fuel pools at plants undergoing decommissioning and therefore relied on conservative assumptions.
a. EoE 6 The analysis assumed, for example, that the pool contained an equivalent of three-and-one-half reactor cores of
L spent fuel, including the core from the most recent reactor cycle. The staff also asserted that NUREG-1738 did not

provide a realistic analysis of consequences. Commission staff concluded that "the risks and potential societal cost
C.

al of [a] terrorist attack on spent fuel pools do not justify the complex and costly measures
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proposed in Alvarez et al. (2003) to move and store 1/3 of spent fuel pools [sic] inventory in dry storage casks," 8

CD The committee provides a discussion of the Alvarez et al. (2003a) analysts in its classified report. The committee
_ .judges that some of their release estimates should not be dismissed.

The 2003 Nuclear Regulatory Commission (USNRC, 2003b) staff publication NUREG-0933, A Prioritization

r_, of Generic Safety Issues,9 discusses beyond-design-basis accidents in spent fuel pools. The study draws some of the
_same consequence conclusions as the Alvarez et al. (2003a) paper. It notes that in a dense-packed pool, a zirconium

cladding fire "would probably spread to most or all of the spent fuel pool" (p. 1). This could drive what the report
refers to as "borderline aged fuel" into a molten condition leading to the release of fission products comparable to

-C "U molten fuel in a reactor core.

0; . The NUREG-0933 report (USNRC, 2003b) summarizes technical analyses of the frequencies of severe
'D >,accidents for three BWR scenarios. The report concludes that the greatest risk is from a beyond-design-basis seismic

-E
E , event. While the consequences of such accidents are considerable, the report concludes that their frequencies are

no greater than would be expected for reactor core damage accidents due to seismic events beyond the design basis

safe shutdown earthquake.

o- An analysis of spent fuel operating experience by the Nuclear Regulatory Commission staff (USNRC, 1997)
.2 0 showed that several accidental partial-loss-of-pool-coolant events have occurred as a result of human error. Two of0

C. these involved the loss of more than 5 feet of water from the pool, but none had serious consequences. Nevertheless,
E Commission staff suggested that plant-specific analyses and corrective actions should be taken to reduce the potential

U)E for such events in the future..0"a
Zo C It is important to recognize that with the exception of the Alvarez et al. (2003a) paper, all of the previous U.S.

.-6 work reviewed by the committee has focused on safety risks, not security risks. The Nuclear Regulatory Commission
analyses of spent fuel storage vulnerabilities were not completed by the time the committee finalized its information

gathering for this report, but the committee did receive briefings on this work. In addition, analyses have been
-o undertaken of external impacts on power plant structures by aircraft for the few commercial power plants that are

located close enough to airports to consider hardening of the plant design to resist accidental aircraft crashes. These

A? co analyses were done as part of the plants' licensing safety analyses. The committee did not look further into these
* few plants because the aircraft considered were smaller and the impact velocities considered were much lower than

X those that might be brought to bear in a well-planned terrorist attack.
o •-The committee did learn about work to assess the risks of spent fuel storage to terrorist attacks in Germany

-: •(see Appendix C for a description). However, the details of this work are classified by the German government and
0 therefore are unavailable to the
oE
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iCo

D committee for review. Consequently, the committee was unable to provide a technical assessment.
cc

0)

, (D 3.3 EVALUATION OF THE POTENTIAL RISKS OF POOL STORAGE

>- Prior to the September 11, 2001, terrorist attacks, spent fuel pool analyses by the Nuclear Regulatory
Commission were focused almost exclusively on safety. On the basis of these analyses, the Commission concluded
that spent fuel storage carried risks that were no greater (and likely much lower) than risks for operating nuclear

Ureactors, as discussed in the previous section of this chapter.
The September 11, 2001, terrorist attacks raised the possibility of a new kind of threat to commercial power

plants and spent fuel storage: premeditated, carefully planned, high-impact attacks by terrorists to damage these
•U facilities for the purpose of releasing radiation to the environment and spreading fear and panic among civilian

(D ' populations. The Commission informed the committee that Its conclusions about risks of spent fuel storage are now
being reevaluated in light of these new threats.

Prior to September 11, the Nuclear Regulatory Commission viewed the most credible sabotage event as a
violent external land assault by small groups of well-trained, heavily armed individuals aided by a knowledgeable

0 insider.'° The Commission has long-established requirements for physical protection systems at power plants to
.0 Cthwart such assaults. The committee was told that these requirements have been increased since the September 11,

CL ,2001, attacks. To the committee's knowledge, there are currently no requirements in place to defend against the
C. D kinds of larger-scale, premeditated, skillful attacks that were carried out on September 11, 2001, whether or not a

commercial aircraft is involved. Staff from the Nuclear Regulatory Commission and representatives from the nuclear
o •industry repeatedly told the committee that they view detecting, preventing, and thwarting such attacks as the federal
." .government's responsibility.

It is important to recognize that nuclear power plants in the United States and most of the rest of the world''
were designed primarily with safety, not security, in mind.' 2 The reinforced concrete containment buildings that

-ii :ý house the reactors were designed to contain internal pressures of up to about 4 atmospheres in case steam is released
E 0in the event of various hypothetical reactor accidents. These and other plant structures were not specifically designed

cc •to resist external terrorist attacks, although their robust construction would certainly provide significant protection
against external assaults with airplanes or other types of weapons. Moreover, commercial power plants are
substantially more robust than other critical infrastructure such as chemical plants, refineries, and fossil-fuel-fired

E 0 electrical generating stations.
0
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0 •

0) •'
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C• " This is known as the "design basis threat" for radiological sabotage of nuclear power plants. See Chapter 2.
m-n Spent fuel storage facilities in Germany are designed to survive the impact of a Phantom military jet without a significant

o).C release of radiation. Since September 11, 200 1, the Germans have also examined the impact of a range of aircraft, including

C m

-• • large civilian airliners, on these facilities, A discussion is provided in Appendix C.
L• 12 No nuclear power plant ordered after the mid-1 970s has been built in the United States, so the designs were developed long
Q_ q-. before domestic terrorism of the kind seen on September 11, 200 1, became a concern.
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'n-M
_ý In the wake of the September 11,2001, attacks, a great deal of additional work has been or is being carried out

(D by government and private entities to assess the security risks posed by terrorist attacks against nuclear power plants
and spent fuel storage. The committee provides a discussion of these studies in the following subsections. Some of

(DU_ .these studies are still in progress.
=• The committee's discussion of this work in the following subsections is organized around the following two

questions:
a)

( M (1) Could an accident or terrorist attack lead to a loss-of-pool-coolant event that would partially or
completely drain a spent fuel pool?-a,-

.C 4) (2) What would be the radioactive releases if a pool were drained?

:S E3.3.1 Could a Terrorist Attack Lead to a Loss-of-Pool-Coolant Event?
-Ep
9 2A terrorist attack that either disrupted the cooling system for the spent fuel pool or damaged or collapsed the

_° pool itself could potentially lead to a loss-of-pool-coolant event. The cooling system could be disrupted by disabling
0 or damaging the system that circulates water from the pool to heat exchangers to remove decay heat. This system
2o would not likely be a primary target of a terrorist attack, but it could be damaged as the result of an attack on the
a) CL, spent fuel pool or other targets at the plant (e.g., the power for the pumps could be interrupted). The loss of cooling
0- (D capacity would be of much greater concern were it to occur during or shortly after a reactor offloading operation,

~0
(n° because the pool would contain a large amount of high decay-heat fuel.

.The consequences of a damaged cooling system would be quite predictable: The temperature of the pool water
would rise until the pool began to boil. Steam produced by boiling would carry away heat, and the steam would

E .- cool as it expanded into the open space above the pool.13 Boiling would slowly consume the water in the pool, and
, CDif no additional water were added the pool level would drop. It would likely take several days of continuous boiling

MR to uncover the fuel. Unless physical access to the pool were completely restricted (e.g., by high radiation fields or
debris), there would likely be sufficient time to bring in auxiliary water supplies to keep the water level in the pool
at safe levels until the cooling system could be repaired. This conclusion presumes, of course, that technical means,

_- -trained workers, and a sufficient water supply were available to implement such measures. The Nuclear Regulatory

x Commission requires that alternative sources of water be identified and available as an element of each plant's
o •operating license.

The pool-boiling event described above could result in the release of small amounts of radionuclides that are
0 normally present in pool water.' 4 These radionuclides would likely have little or no offsite impacts given their small
CLE
oE concentrations in the steam and their subsequent dilution in air once released to the environment. Moreover, as long

_ •as the spent fuel is covered with a steam-water mixture, it would not heat up sufficiently for the cladding to ignite.
(D A loss-of-pool-coolant event resulting from damage or collapse of the pool could

0.->

C

a•co ¢

(D .0

._

ca

.0 c=

a)

U )

a .- l] The building above the spent fuel pool contains blow-out panels that could be removed to provide additional ventilation.
L - This contamination may enter the water from damaged fuel or from neutron-activated materials that build up on the external

_- . surfaces of the fuel assemblies. The latter material is referred to as "crud."
ca . .2
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_ý have more severe consequences. Severe damage of the pool wall could potentially result from several types of
(D terrorist attacks, for instance:

ca

(1) Attacks with large civilian aircraft,
• (2) Attacks with high-energy weapons.

(3) Attacks with explosive charges.

ca The committee reviewed two independent analyses of aircraft impacts on power plant structures: A study

2' sponsored by EPRI completed in 2002 provides a generic analysis of civilian airliner impacts on commercial power
C a) plant structures (EPRI, 2002). A study in progress by Sandia National Laboratories for the Nuclear Regulatory

UCommission examines the consequences of an aircraft impact on an actual BWR power plant.

The EPRI and Sandia analyses used different finite element and finite difference codes that are in common use
EE in research and industry. Both sets of analyses attempted to validate the codes against physical tests, such as the

2 c, Sandia "slug tests" that impacted water barrels into a concrete test wall at high speeds. EPRI's analysis used a Riera
a impact loading condition, which models the aircraft impact on a rigid structure and is a slightly conservative

o assumption because the structures are in fact deformable. The Sandia analysis was carried out on powerful computers
n o2 that allowed the aircraft to be included explicitly in the calculations.

OL The committee also reviewed the preliminary results of Nuclear Regulatory Commission studies on'the
L (response of thick reinforced concrete walls such as those used in spent fuel pools to attacks involving simple

0 explosive charges and other high-energy devices. The details of the analyses were not provided and therefore could
not be evaluated quantitatively. However, some of these preliminary results are described in the committee's

-6 classified report.
E .(DThe results of these aircraft and assault studies are classified or safeguards information. The committee has

SDconcluded that there are some scenarios that could lead to the partial failure of the spent fuel pool wall, thereby
,resulting in the partial or complete loss of pool coolant. A zirconium cladding fire could result if timely mitigative

a) -6actions to cool the fuel were not taken. Details are provided in the classified report.

>j 3.3.2 What would be the Radioactive Releases if a Pool Were Drained?

E There are two ways in which an attack on a spent fuel pool could spread radioactive contamination: mechanical

dispersion and zirconium cladding fires. An explosion or high-energy impact directly on the spent fuel could
mechanically pulverize and loft fuel out of the pool. This would contaminate the plant and surrounding site with

00
aoE pieces of spent fuel. Large-scale

E
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ca,(D
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C 35 a,

L co
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•ý - co •• The EPRI analyses used several finite element models (ABAQUS, LS DYNA, ANACAP, and WINFRITH) and Riera
3: -2 impact functions. The Sandia analyses used the CTH finite difference model and the Pronto3D) finite element analysis model.
r_ 3:_ The CTH code has been used for a wide range of impact penetration and explosive detonation problems by the Department of

aIn, a,-

= 3 Energy, the Department of Defense, and industry during the past decade CTH results have been compared extensively with

F- 5 i. experimental results. As an Eulerian code (where material flows through a fixed grid) it can readily handle severe distortions. It

T also has a variety of computational material models for dynamic (high-strain-rate) conditions, although it is limited in that it
U. a does not explicitly model structural members, such as rebar and metal liners in the concrete structure, because of computational
o 9 o
C. -_ requirements.
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(nU

offsite releases of the radioactive constituents would not occur, however, unless they were mobilized by a
0-. zirconium cladding fire that melted the fuel pellets and released some of their radionuclide inventory. Such fires

) "W would create thermal plumes that could potentially transport radioactive aerosols hundreds of miles downwind under
_ appropriate atmospheric conditions.
• The Nuclear Regulatory Commission is now sponsoring work at Sandia National Laboratories to improve upon
- the analyses in NUREG-1738 (USNRC, 2001a), and in particular to obtain an improved phenomenological

understanding of the thermal and hydraulic processes that would occur in a spent fuel pool from a loss-of-pool-
ca coolant event. The committee received briefings on this work from Commission and Sandia staff during the course
CD of this study. Additionally, the committee received a briefing from ENTERGY Corp. staff and its consultants under

r a contract to analyze and understand the consequences of a loss-of-pool-coolant event in a spent fuel pool in a PWR
.0 plant.

The Sandia analyses were carried out on the reference BWR described in Section 3.1. Sandia's analysis of a
EPWR spent fuel pool had only just begun by the end of May 2004 and has not yet yielded any results. The committee

,9 2 had less opportunity to examine ENTERGY's approach and results. Because of these limitations, the committee was
_ unable to examine in any detail the effects of the differences between BWR and PWR pools and fuel, except as

0 noted with respect to their locations relative to grade.
o2 The analyses were carried out using several well-established computer codes. The MELCOR code, which was

~0
C. developed by Sandia for use in analyzing severe reactor core accidents, was used to model fluid flow, heat transfer,

a) •fuel cladding oxidation kinetics, and fission product release phenomena associated with spent fuel assemblies. This

code has been benchmarked against data from experiments (e.g., the FPT experiments on the Phdbus test facility,
c and the VERCORS, CORA, and ORNL VI experiments)' 6 that involve zirconium oxidation kinetics and fission
-6 product release. However, none of the experiments was designed to simulate the physical conditions in a spent fuel

pool. Many of the phenomena are not significantly different in a reactor core and in a spent fuel pool, but a few
important differences, particularly concerning fire propagation from hotter fuel assemblies to cooler fuel assemblies

Uand nuclear fuel volatilities, warrant more detailed analyses or further experiments. In principle, MELCOR can

b perform "best-estimate" calculations that address a range of accident evolutions, accounting for temperature,
availability of oxidizing air and steam,' 7 and speciation and transport of radionuclides.

Sandia calculated the decay heat in the assemblies using the ANSI/ANS 5.1 code based on actual characteristics
x of the spent fuel (i.e., actual fuel ages, bum-ups, and locations) in the reference BWR pool. Flow and mixing behavior
0 in the pool and reactor building enclosing the pool were modeled using a separate computational fluid dynamics

-0 r- (CFD) code.
.•Two types of analyses were carried out. A "separate effects" analysis was undertaken to examine the thermal

E responses of a spent fuel assembly (FIGURE 3.4) in a

.0
0)

(n .

*0
0) .0

CL

CDC
'20

0 .0

CL "6These experiments were designed to examine phenomena that occur in reactor cores during severe accidents. The phenomena
• • include core degradation.

U_ 16 7 Oxygen feeds the zirconium reaction and enhances release and transport of ruthenium-106, and the steam reaction releases
CL_ r-_• hydrogen; whereas limited availability of oxygen starves the reaction. Steam can also entrain released fission products.
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FIGURE 3.4 Configuration of fuel assemblies used for separate effects analysis, (A) Top view of BWR spent fuel
assemblies used in the model. (B) Side view showing spent fuel assemblies in the pool. SOURCE: Nuclear Regulatory
Commission briefing materials (2004).
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FIGURE 3.5 Two configurations used in the separate effects models shown in FIGURE 3.4: (A) Center hot spent fuel
assembly surrounded by four cold assemblies; and (B) center hot spent fuel assembly surrounded by four hot
assemblies. SOURCE: Nuclear Regulatory Commission briefing materials (2004).

loss-of-pool-coolant event. This analysis was used to understand how thermal behavior is influenced by factors
such as decay heat in the fuel assembly, heat transfer with adjacent assemblies, and heat transfer to circulating air
or steam in a drained spent fuel pool. This analysis was used to guide the development of "global response" models
to examine the thermal-hydraulic behavior of an entire spent fuel pool.

The separate effects analysis examined the thermal behavior of a high decay-heat BWR spent fuel assembly
surrounded either by four low decay-heat assemblies (FIGURE 3.5A) or four high decay-heat assemblies
(FIGURE 3.5B). This analysis showed that the potential for heat build-up in a fuel assembly sufficient to initiate a
zirconium cladding fire depends on its decay heat (which is related to its age) and on the rate at which heat can be
transferred to adjacent assemblies and to circulating air or steam.
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a In the configuration shown in FIGURE 3.5A, the low decay-heat assemblies act as thermal radiation heat sinks,
0_ thereby allowing the more rapid transfer of heat away from the center fuel assembly than would be the case if the

(, a> center assembly were surrounded by high decay-heat assemblies. The results from this analysis indicate that this
6_ configuration can be air cooled sufficiently to prevent the initiation of a zirconium cladding fire within a relatively
6 short time after the center fuel assembly is discharged from the reactor. In the configuration shown in

FIGURE 3.5B, heat transfer away from the center assembly is reduced and heat build-up is more rapid. Results
indicate that this configuration cannot be air cooled for a significantly longer time after the center fuel assembly is

co discharged from the reactor,
a> •The global analysis modeled the actual design and fuel loading pattern of the reference BWR spent fuel pool.
a) •The pool was divided into seven regions based on fuel age. Within each of those seven regions, the model for the

.> -o •fuel racks was subdivided into 16 zones. The grouping of assemblies into zones reduced the computational
requirements compared to modeling every assembly.' 8 Two scenarios were examined: (1) a complete loss-of-pool-

E coolant scenario in which the pool is drained to a level below the bottom of spent fuel assemblies; and (2) a partial-
0 8 loss-of-pool-coolant scenario in which water levels in the pool drain to a level somewhere between the top and

bottom of the fuel assemblies. In the former case, a convective air circulation path can be established along the entire

0 Clength of the fuel assemblies, which promotes convective air cooling of the fuel, in the latter case, an effective air
-2 (M circulation path cannot form because the bottom of the assembly is blocked by water. Steam is generated by boiling

CL •of the pool water, and the zirconium cladding oxidation reaction produces hydrogen gas. This analysis suggests that
0) • circulation blockage has a significant impact on thermal behavior of the fuel assemblies. The specific impact depends

on the depth to which the pool is drained.
8 "•The global analysis examined the thermal behavior of fuel assemblies in the pool at 1, 3, and 12 months after

-6 •the offloading of one-third of a core of spent fuel from the reactor. Sensitivity studies were carried out to assess the
importance of radiation heat transfer between different regions of the pool, the effects of building damage on releases

of radioactive material to the environment, and the effects of varying the assumed location and size of the hole in
the pool wall.

The results of these analyses are provided in the committee's classified report. For some scenarios, the fuel
_C U could be air cooled within a relatively short time after its removal from the reactor. If a loss-of-coolant event took

place before the fuel could be air cooled, however, a zirconium cladding fire could be initiated if no mitigative
x actions were taken. Such fires could release some of the fuel's radioactive material inventory to the environment in
E202 • the form of aerosols.
(D =For a partial-loss-of-pool-coolant event, the analysis indicates that the potential for zirconium cladding fires

C, would exist for an even greater time (compared to the complete-loss-of-pool-coolant event) after the spent fuel was
8- E
E P discharged from the reactor because air circulation can be blocked by water at the bottom of the pool. Thermal
0~~

_ coupling between adjacent assemblies will be due primarily to radiative rather than convective heat transfer.

a, However, this heat transfer mode has been modeled simplistically in the MELCOR runs

.a0

7, (

0 -
0vco

.2 C6 a)
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0

a_ • .•_The global-response model runs took between 10 and 12 days on the personal computers used in the Sandia analyses.
U) a
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_• a) performed by Sandia.' 9

C If the water level is above the top of the fuel racks, decay heat in the fuel could cause the pool water to boil.
tcZ_ Once water levels fall below a certain level in the fuel assembly, the exposed portion of the fuel cladding might heat

up sufficiently to ignite if no mitigative actions were taken. This could result in the release of a substantial fraction
of the cesium inventory to the environment in the form of aerosols.

.F- A zirconium cladding fire in the presence of steam could generate hydrogen gas over the course of the event.
ca The generation and transport of hydrogen gas in air was modeled in the Sandia calculations as was the deflagration

of a hydrogen-air mixture in the closed building space above the spent fuel pool The deflagration of hydrogen could
enhance the release of radioactive material in some scenarios.

MSandia was just beginning to carry out a similar set of analyses for a "reference" PWR spent fuel pool when
(" >the committee completed information gathering for its classified report. There are reasons to believe that the results
E, for a PWR pool could be somewhat different and possibly more severe, than for a BWR pool: PWR assemblies are

larger, have somewhat higher bum-ups, and some assemblies sit directly over the rack feet, which may impede

a . cooling. While PWR fuel assemblies hold more fuel, they also have more open channels within them for water
-0 circulation. The committee was told that as part of this work, a sensitivity analysis will be carried out to understand

g • how design differences among U.S. PWRs will influence the model results.
L ENTERGY Corp. has carried out independent separate-effects modeling of a PWR spent fuel pool using the

a) • MELCOR code. The analyses addressed both partial and complete loss-of-pool-coolant events for its PWR spent
Cn fuel assemblies in a region of the pool where there are no water channels in the spent fuel racks. The analyses were

Z5 "made for relatively fresh spent fuel assemblies (i.e., separate models were run for assemblies that had been discharged
.- o - from the reactor for 4, 30, and 90 days) surrounded by four "cold" assemblies that had been discharged for two
E .-- years. In general, the ENTERGY results are similar to those from the Sandia separate-effects analyses mentioned

5D above.
Several steps could be taken to mitigate the effects of such loss-of-pool-coolant events short of removal of

b C: spent fuel from the pool. Among these are the following:
cc~

_* The spent fuel assemblies in the pools can be reconfigured in a "checkerboard" pattern so that newer, higher

X decay-heat fuel elements are surrounded by older, lower decay-heat elements. The older elements will act
E 0 as radiation heat sinks in the event of a coolant loss so that the fuel is air coolable within a short time of
2

its discharge from the reactor. Alternatively, newly discharged fuel can be placed near the pool wall, which
( • also acts as a heat sink. ENTERGY staff estimates that reconfiguring the fuel in one of its pools into a
a. E
E° checkerboard pattern would take only about 10 hours of extra work, but would not extend a refueling

L outage. Reconfiguring of fuel already in the pool could be done at any time. It does not require a reactor
•( outage.
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~-'9 In a reactor core accident, heat transfer by thermal radiation is not important because all of the fuel assemblies are at
Lo. approximately the same temperature. Consequently, there is no net heat transfer between them. But spent fuel pools contain

S.-.assemblies of different ages, bum-ups, and decay-heat production. The hotter assemblies will radiate heat to cooler assemblies.
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• If there is sufficient space in the pool, empty slots can also be arranged to promote natural air convection
(D a in a complete-loss-of-pool-coolant event. The cask loading area in some pools may serve this purpose if

it is in communication with the rest of the pool.
C_ • Preinstalled emergency water makeup systems in spent fuel pools would provide a mechanism to replace

pool water in the event of a coolant loss.
-- • . Preinstalled water spray systems above or within the pool could also be used to cool the fuel in a loss-of-

pool-coolant event.2° The committee carried out a simple aggregate calculation suggesting that a water
cc spray of about 50 to 60 gallons (about 190 to 225 liters) per minute for the whole pool would likely be

adequate to prevent a zirconium cladding fire in a loss-of-pool-coolant event. A simple, low-pressure spray
distribution experiment could verify what distribution of coolant would be sufficient to cool a spent fuel
pool. Such a system would have to be designed to function even if the spent fuel pool or building were

severely damaged in an attack.2 1
E • Limiting full-core offloads to situations when such offloads are required would reduce the decay heat load

0E 2 in the pool during routine refueling outages. Alternatively, delaying the offload of fuel to the pool after a
- a reactor shutdown would reduce the decay-heat load in the pool.

0-• ° The walls of spent fuel pools could be reinforced to prevent damage that could lead to a loss-of-pool-coolant
o0 event.

.° Security levels at the plant could be increased during outages that involve core offloads.

CL a)- 0)

(_ •Of course, damage to the pool and high radiation fields could make It difficult to take some of these mitigative

2 8 r-measures. Multiple redundant and diverse measures may be required so that more than one remedy is available to
- -6 mitigate a loss-of-pool-coolant event, especially when access to the pool is limited by damage or high radiation

2.- fields. Cost considerations might be significant, particularly for measures such as installing hardened spray systems
'D a)and lengthening refueling outages, but the committee did not examine the costs of these measures.

3.3.3 Discussion

The Sandia and ENTERGY analyses described in this chapter were still in progress when the committee
X •completed its classified report. As noted previously, draft technical documents describing the work were not
E 0 available at the time this study was being completed. Consequently, the committee's understanding of these analyses

is based on briefing materials (i.e., PowerPoint slides) presented before the committee by Nuclear
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o 20 There is an extensive analytic and experimental experience base confirming that spray systems are effective in providing
emergency core cooling in BWVR reactor cores, which generate much more decay heat than spent fuel. Detailed experiments have

._n , shown that some minimum amount of water must be delivered on top of each assembly, and if that is provided, the assembly
H Th a-will be cooled adequately even if there is significant blockage of the cooling channels.

a ~ .0 21ENTERGY staff mentioned the possible use of a specially equipped fire engine to provide spray cooling. The committee
aL( does not know whether this would deliver sufficient spray cooling where it is needed Or would provide sufficient protection if

(L- terrorists are attempting to prevent emergency response, but the strategy is worth further examination.
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Regulatory Commission and ENTERGY staff and consultants, discussions with these experts, and the
committee's own expert judgment,

(D (D The committee judges that these analyses provide a start for understanding the behavior of spent fuel pools in

a_ severe environments. The analyses were carried out by qualified experts using well-known analytical methods and
• engineering codes to model system behaviors. Although this is a start, the analyses have important limitations.

The aircraft attack scenarios consider one type of aircraft. Heavier aircraft could be used in such attacks. These
planes are in common use in passenger and/or cargo operations, and some of these planes can be chartered.

aEqually limiting assumptions were made in the analyses of spent fuel pool thermal behavior. To make the
analysis tractable, it was assumed that the fuel in the pool was in an undamaged condition when the loss-of-pool-

SCDcoolant event occurred. This is not necessarily a valid assumption. Whether such damage would change the outcome>
• g of the analyses described in this chapter is unknown.

Simplistic modeling assumptions were made about the fuel assembly geometry (e.g., individual fuel bundles
Ewere not modeled in the global effects calculation), convective cooling flow paths and mechanisms, thermal radiationE 8)

heat transfer, propagation of cladding fires to low-power bundles, and radioactivity release mechanisms. In addition,
S2 flow blockage due to fission-gas-induced clad ballooning22 was not considered. The thermal analysis experts on the

0committee judge that these simplistic assumptions could produce results that are more severe (i.e., overconservative)
- :than would be the case had more realistic assumptions been used.
CL • More sophisticated models, which involve clad ballooning and detailed thermal-hydraulics, including radiative

heat transfer, have been developed for the analysis of severe in-core accidents. These models can be evaluated using

ow more powerful computers. MELCOR appears to have sufficient capability to evaluate more sophisticated models
•2' of the spent fuel pool and Sandia has access to large, sophisticated computers. State-of-the-art calculations of this

(D co type are needed for the analysis of spent fuel pools so that more informed regulatory decisions can be made.

E .- The analyses also do not consider the possibility of an attack that ejects spent fuel from the pool. The ejection
a of freshly discharged spent fuel from the pool might lead to a zirconium cladding fire if immediate mitigative actions

-could not be taken. The application of such measures could be hindered by the high radiation fields around the fuel.
-5 While the committee judges that some attacks involving aircraft would be feasible to carry out, it can provide

_n c no assessment of the probability of such attacks. Nevertheless, analyzing their consequences is useful for informing

_policy decisions on steps to be taken to protect these facilities from terrorist attack.

E

-CD

0 C- -

aE

Ca

,n

U)C')

C,

> .2

0

0

cac

ai

C C2

aE a

~0
CD 0

Copyright © National Academy of Sciences. All rights reserved.



Safety and Security of Commercial Spent Nuclear Fuel Storage: Public Report
http://www.nap.edu/catalog/ll 1263.html

SPENT FUEL POOL STORAGE 57

3.4 FINDINGS AND RECOMMENDATIONS

-• • Based on its review of spent fuel pool risks, the committee offers the following findings and recommendations.
FINDING 3A: Pool storage is required at all operating commercial nuclear power plants to cool newly

• - discharged spent fuel.

Operating nuclear power plants typically discharge about one-third of a reactor core of spent fuel every 18-24
r, months. Additionally, the entire reactor core may be placed into the spent fuel pool (offloaded) during outage periods

for refueling. The analyses of spent fuel thermal behavior described in this chapter demonstrate that freshly
discharged spent fuel generates too much decay heat to be passively air cooled. The Nuclear Regulatory Commission
requires that this fuel be stored in a pool that has an active heat removal system (i.e,, water pumps and heat

• 3 > exchangers) for at least one year as a safety matter. Current design practices for approved dry storage systems require
0 .five years' minimum decay in spent fuel pools. Although spent fuel younger than five years could be stored in dry

aC
E E casks, the changes required for shielding and heat removal could be substantial, especially for fuel that has been
E 0l discharged for less than about three years.

SFINDING 311: The committee finds that, under some conditions, a terrorist attack that partially or

completely drained a spent fuel pool could lead to a propagating zirconium cladding fire and the release of
o •large quantities of radioactive materials to the environment Details are provided in the committee's classified

0 report.
a aIt is not possible to predict the precise magnitude of such releases because the computer models have not been

- E validated for this application.Co

FINDING 3C: It appears to be feasible to reduce the likelihood of a zirconium cladding fire following a
C M loss-of-pool-coolant event using readily implemented measures.

S • There appear to be some measures that could be taken to mitigate the risks of spent fuel zirconium cladding2E._
0 ca fires in a loss-of-pool-coolant event. The following measures appear to have particular merit.
(1, (1.D

• Reconfiguring of spent fuel in the pools (i.e., redistribution of high decay-heat assemblies so that they are
C surrounded by low decay-heat assemblies) to more evenly distribute decay-heat loads. The analyses

described elsewhere in this chapter suggest that the potential for zirconium cladding fires can be reduced
> substantially by surrounding freshly discharged spent fuel assemblies with older spent fuel assemblies in

× 11 "checkerboard" pattems. The analyses suggest that such arrangements might even be more effective for
reducing the potential for zirconium cladding fires than removing this older spent fuel from the pools.

•D 0 However, these advantages have not been demonstrated unequivocally by modeling and experiments.
8- E• Limiting the frequency of offloads of full cores into spent fuel pools, requiring longer shutdowns of the
0E reactor before any fuel is offloaded to allow decay-heat levels to be managed, and providing enhanced

security when such offloads must
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Zcn

_ be made. The offloading of the reactor core into the spent fuel pool during reactor outages substantially raises
(- Qthe decay-heat load of the pool and increases the risk of a zirconium cladding fire in a loss-of-pool-coolant

(D event. Of course, any actions that increase the time a power reactor is shut down incur costs, which must
(D
E_ be considered in cost-benefit analyses of possible actions to reduce risks..i:

a) Development of a redundant and diverse response system to mitigate loss-of-pool-coolant events. Any

mitigation system, such as a spray cooling system, must be capable of operation even when the pool is
*D

S. drained (which would result in high radiation fields and limit worker access to the pool) and the pool or
co overlying building, including equipment attached to the roof or walls, is severely damaged.

-a,
a) • FINDING 3D: The potential vulnerabilities of spent fuel pools to terrorist attacks are plant-design

* >
specific. Therefore, specific vulnerabilities can be understood only by examining the characteristics of spent
fuel storage at each plant.

EAs described in the classified report, there are substantial differences in the design of PWR and BWR spent0 t6
fuel pools. PWR pools tend to be located near or below grade, whereas BWR pools typically are located well above
grade but are protected by exterior walls and other structures. In addition, there are plant-specific differences among

0 BWRs and PWRs that could increase or decrease the vulnerabilities of the pools to various kinds of terrorist attacks,
.', tmaking generic conclusions difficult.0

a_ • FINDING 3E: The Nuclear Regulatory Commission and independent analysts have made progress in
CL ( understanding some vulnerabilities of spent fuel pools to certain terrorist attacks and the consequences of

such attacks for releases of radioactivity to the environment. However, additional work on specific issues
listed in the following recommendation is needed urgently.

(D The analyses carried out to date for the Nuclear Regulatory Commission by Sandia National Laboratories and

E .a by other independent organizations such as EPRI and ENTERGY have provided a general understanding of spent
(D fuel behavior in a loss-of-pool-coolant event and the vulnerability of spent fuel pools to certain terrorist attacks that

could cause such events to occur. The work to date, however, has not been sufficient to adequately understand the
vulnerabilities and consequences. This work has addressed a small number of plant designs that may not be

_• representative of U.S. commercial nuclear power plants as a whole. It has considered only a limited number of threat

scenarios that may underestimate the damage that can be inflicted on the pools by determined terrorists. Additional
2x Canalyses are needed urgently to fill in the knowledge gaps so that well-informed policy decisions can be made.
E 0 RECOMMENDATION: The Nuclear Regulatory Commission should undertake additional best-estimateo

-o analyses to more fully understand the vulnerabilities and consequences of loss-of-pool-coolant events that could
"• lead to a zirconium cladding fire. Based on these analyses, the Commission should take appropriate actions to

8. E
E address any significant vulnerabilities that are identified. The analyses of the BWR and PWR spent fuel pools

should be extended to consider the consequences of loss-of-pool-coolant events that are described in the
a committee's classified report.
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CDU

The consequence analyses should address the following questions:

• • To what extent would such attacks damage the spent fuel in the pool, and what would be the thermal
6 consequences of such damage?

-(6 Is it feasible to reconfigure the spent fuel within pools to prevent zirconium cladding fires given the
0) C actual characteristics (i.e., heat generation) of spent fuel assemblies in the pool, even if the fuel were

a)

:F damaged in an attack? Isthere enough space in the pools at all commercial reactor sites to implement
co such fuel reconfiguration?

• In the event of a localized zirconium cladding fire, will such rearrangement prevent its spread to the
- (D rest of the pool?

• How much spray cooling is needed to prevent zirconium cladding fires and prevent propagation of
o
0" such fires? Which of the different options for providing spray cooling are effective under attack and

E accident conditions?E

C .Sensitivity analyses should also be undertaken to account for the full range of variation in spent fuel pool

0 o designs (e.g., rack designs, capacities, spent fuel burn-ups, and ages) at U.S. commercial nuclear power plants.
0) RECOMMENDATION: While the work described in the previous recommendation under Finding 3E,

above, is being carried out, the Nuclear Regulatory Commission should ensure that power plant operators
a) •take prompt and effective measures to reduce the consequences of loss-of-pool-coolant events in spent fuel

pools that could result in propagating zirconium cladding fires. The committee judges that there are at least two
a •such measures that should be implemented promptly:

E .a)• Reconfiguring of fuel in the pools so that high decay-heat fuel assemblies are surrounded by low decay-
o0 c

heat assemblies. This will more evenly distribute decay-heat loads, thus enhancing radiative heat transfer
in the event of a loss of pool coolant.

*Provision for water-spray systems that would be able to cool the fuel even if the pool or overlying building
co were severely damaged.

x CD Reconfiguring of fuel in the pool would be a prudent measure that could probably be implemented at all plants
E 0 at little cost, time, or exposure of workers to radiation. The second measure would probably be more expensive to

• =• implement and may not be needed at all plants, particularly plants in which spent fuel pools are located below grade
U • or are protected from external line-of-sight attacks by exterior walls and other structures.

E • The committee anticipates that the costs and benefits of options for implementing the second measure would
be examined to help decide what requirements would be imposed. Further, the committee does not presume to

anticipate the best design of such a system-whether it should be installed on the walls of a pool or deployed from
a location where it is unlikely to be compromised by the same attack-but simply notes the demanding requirements
such a system must meet.
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4

DRY CASK STORAGE AND COMPARATIVE RISKS

This chapter addresses the second and third charges of the committee's statement of task:

" The safety and security advantages, if any, of dry cask storage' versus wet pool storage at reactor sites.
" Potential safety and security advantages, if any, of dry cask storage using various single-, dual-, or multi-

purpose cask designs.

The second charge calls for a comparative analysis of dry cask storage versus pool storage, whereas the third
charge focuses exclusively on dry casks. The committee will address the third charge first to provide the basis for
the comparative analysis.

By the late 1970s, the need for alternatives to spent fuel pool storage was becoming obvious to both commercial
nuclear power plant operators and the Nuclear Regulatory Commission. The U.S. government made a policy decision
at that time not to support commercial reprocessing of spent nuclear fuel (see Appendix D). At the same time, efforts
to open an underground repository for permanent disposal of commercial spent fuel were proving to be more difficult
and time consuming than originally anticipated.2 Commercial nuclear power plant operators had no place to ship
their growing inventories of spent fuel and were running out of pool storage space.

Dry cask storage was developed to meet the need for expanded onsite storage of spent fuel at commercial
nuclear power plants. The first dry cask storage facility in the United States was opened in 1986 at the Surry Nuclear
Power Plant in Virginia. Such facilities are now in operation at 28 operating and decommissioned nuclear power
plants. In 2000, the nuclear power industry projected that up to three or four plants per year would run out of needed
storage space in their pools without additional interim storage capacity.

This chapter is organized into the following sections:

" Background on dry cask storage.
" Evaluation of potential risks of dry cask storage.
" Potential advantages of dry storage over wet storage.
" Findings and recommendations.

This storage system is referred to as "dry" because the fuel is stored out of water.
2 The Nuclear Waste Policy Act of 1982 and the Amendments Act of 1987 laid out a process for identifying a site for a geologic

repository. That repository was to be opened and operating by the end of January 1998. The federal government now hopes to
open a repository at Yucca Mountain, which is located in southwestern Nevada, by the end of 2010,

Copyright © National Academy of Sciences. All rights reserved.



Safety and Security of Commercial Spent Nuclear Fuel Storage: Public Report
http://www.nap.edu/catalog/ll 1263.html

OCD
S DRY CASK STORAGE AND COMPARATIVE RISKS 61

4.1 BACKGROUND ON DRY CASK STORAGE

-, -6 The storage of spent fuel in dry casks has the same three primary objectives as pool storage (Chapter 3):5,

_ Cool the fuel to prevent heat-up to high temperatures from radioactive decay.
- Shield workers and the public from the radiation emitted by radioactive decay in the spent fuel and provide

_ _a barrier for any releases of radioactivity.

• Prevent criticality accidents.

( • Dry casks are designed to achieve the first two of these objectives without the use of water or mechanical
,> systems. Fuel cooling is passive: that is, it relies upon a combination of heat conduction through solid materials and

o , natural convection or thermal radiation through air to move decay heat from the spent fuel into the ambient

: E environment. Radiation shielding is provided by the cask materials: Typically, concrete, lead, and steel are used to
E 2 shield gamma radiation, and polyethylene, concrete, and boron-impregnated metals or resins are used to shield

Z5 neutrons. Criticality control is provided by a lattice structure, referred to as a basket, which holds the spent fuel
C .

.- ,F = assemblies within individual compartments in the cask (FIGURE 4.1). These maintain the fuel in a fixed geometry,
0and the basket may contain boron-doped metals to absorb neutrons.
0 Passive cooling and radiation shielding are possible because these casks are designed to store only older spent

LZ fuel. This fuel has much lower decay heat than freshly discharged spent fuel as well as smaller inventories of
Pa. radionuclides.

C
0
C
.0 •The industry sometimes refers to these casks using the following terms:

JD °Single-, dual-, and multi-purpose casks.
• Bare-fuel and canister-based casks.

-The terms in the first bullet indicate the application for which the casks are intended to be used. Single-purpose
OC cask systems are licensed4 only to store spent fuel. Dual-purpose casks are licensed for both storage and

transportation. Multi-purpose casks are intended for storage, transportation, and disposal in a geologic repository.

>J No true multi-purpose casks exist in the United States (or in any other country for that matter) because specifications
×3: for acceptable containers for geologic disposal have yet to be finalized by the Department of Energy. Current plans

Eo0
for Yucca Mountain do not contemplate the use of multi-purpose casks.

D C Nevertheless, some cask vendors still refer to their casks as "multi-purpose." These are at best dual-purpose

0 casks, however, because they have been licensed only for storage and transport. Because true multi-purpose casksaELE do not now exist and are not likely to exist in the future, the committee did not consider them further in this

5, study.
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Criticality control is less of an issue in dry casks because there is no water moderator present after the cask is sealed and
o L drained.
a -e.2' Authority for licensing dry cask storage rests with the Nuclear Regulatory Commission.
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FIGURE 4.1 Photo of NUHOMS canister showing the internal basket for holding the spent fuel assemblies in a fixed
geometry. This canister is shown for illustrative purposes only.
SOURCE: Courtesy of Transnuclear, Inc., an Areva Company.

The terms in the second bullet indicate how spent fuel is loaded into the casks. In bare-fuel5 casks, spent fuel
assemblies are placed directly into a basket that is integrated into the cask itself (see FIGURE 4.3B), The cask has
a bolted lid closure for sealing. In canister-based casks, spent fuel assemblies are loaded into baskets integrated into
a thin-wall (typically 1/2-inch [1.3-centimeter] thick) steel cylinder, referred to as a canister (see FIGURE 4.1 and
4.3A), The canister is sealed with a welded lid. The canister can be stored or transported if it is placed within a
suitable overpack. This overpack is closed with a bolted lid.

Bare-fuel and canister-based systems are sometimes referred to as "thick-walled" and "thin-walled" casks,
respectively, by some cask vendors. This designation is not strictly correct because the overpacks in canister-based
systems have thick walls. The only thin-walled component is the canister, which is designed to be stored or
transported within the overpack.

The designation of a cask as single- or dual-purpose often has less to do with its design and more to do with
licensing decisions. Indeed, bare-fuel and canister-based casks can be licensed for either single or dual purposes.
Consequently, one should not expect the performance of a cask in accidents or terrorist attacks to depend on its
designation as single- or dual-purpose. Rather, performance will depend on the type of attack and construction of
the cask. For the purposes of discussion in this chapter, therefore, the committee uses the designations "bare-fuel"
and "canister-based," rather than single- or dual-purpose, when referring to various cask designs.

All bare-fuel casks in use in the United States are designed to be stored vertically. Most canister-based systems
also are designed for vertical storage, but one overpack

' The term bare fuel refers to the entire fuel assembly, including the uranium pellets within the fuel rods.
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Co

_d, system is designed as a horizontal concrete module (FIGURE 4.2).6 The principal characteristics of dry cask
.D -6storage systems are summarized in TABLE 4.1, which is located at the end of this chapter.

Dry casks are designed to hold up to about 10 to 15 metric tons of spent fuel. This is equivalent to about 32
6 pressurized water nuclear reactor (PWR) spent fuel assemblies or 68 boiling water nuclear reactor (BWR) spent

, fuel assemblies. Although the dimensions vary among manufacturers, fuel types (i.e., BWR or PWR fuel), and
-: amounts of fuel stored, the casks are typically about 19 feet (6 meters) in height, 8 feet (2.5 meters) in diameter,

and weigh 100 tons or more when loaded.
0 The casks (for bare-fuel designs) or canisters (for canister-based designs) are placed directly into the spent fuel

CD pool for loading. After they are loaded, the canisters or casks are drained, vacuum dried, and filled with an inert gas
C: .D (typically helium). The loaded canisters or casks are then removed from the pool, their outer surfaces are

0>"o decontaminated,7 and they are moved to the dry storage facility on the property of the reactor site. Loading of a
CD single cask or canister can take up to one week. The vacuum dryingprocess is the longest step in the loading process.

-E
E In the United States, dry casks are stored on open concrete pads within a protected area of the plant site.8'9 This
o •protected area may be contiguous with the protected area of the plant itself or may be located some distance away

in its own protected area (see FIGURE 2.1).
C. According to the information provided to the committee by cask vendors, nuclear power plant operators are

.2 0, currently purchasing mostly dual-purpose casks for spent fuel storage. The horizontal NUJHOMS cask design is one0

C. >of the most-ordered designs at present (TABLE 4.3). The vendors informed the committee that cost is the chief
0-a consideration for their customers when making purchasing decisions. Cost considerations are driving the cask

Cn industry away from all-metal cask designs and toward concrete designs for storage.

ca

Eo

2 >
Xa)
E.0

00

aD C
a)

(D.

•
SCL

So "o exmnd ntissuy

S.2

3:0-

0 .,

a)C 0~a__________

,, >6 In addition, there is one modular concrete vault design in the United States: the Fort St. Vran , Colorado, Independent Spent
-1 - -ue Storage uInsallation, which stores spent fuel frora h-tempeste asledsreactor. This reactor R erated until 1989
• .) - t and is now decommissioned. Because this is a one-of-a-kind facility, and the time available to the committee was short, it was

S._anot examined in this study.
( 7 Small amounts of radioactive contamination are present in the cooling water in the spent fuel pool. Some ofthis contamination

" is transferred to the cask or canister surfaces when it is immersed in the pool for loading.
_F0 cc There may be exceptions in the future. Private Fuel Storage has requested a license from the Nuclear Regulatory Commission

.0)-8 .o to construct a dry cask storage facility in Utah that will store fuel from multiple reactor sites. An underground dry cask storage
V: - facility has been proposed at the Humbolt Bay power plant in California to store old, low decay-heat fuel. The underground

. 3: levdesign is being proposed primarily because the site has very demanding seismic design requirements and is possible only because
Z_ ) ._ the fuel to be stored generates little heat.E -0) CL 9. In Germany, dry casks are stored in reinforced concrete buildings. These buildings were originally designed to provide

Z- A? additional radiation shielding (beyond what is provided by the cask itself) to reduce doses at plant site boundaries to background
LL levels. Some of these buildings are sufficiently robust to provide protection against crashes of large aircraft. A subgroup of the

Ccommittee visited spent fuiel storage sites at Ahaus and Lingen during this study. See Appendix C for details.
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FIGURE 4.2 Photo showing a canister being loaded into a NUHOMS horizontal storage module. SOURCE: Courtesy
of Transnuclear, Inc., an Areva Company.

4.2 EVALUATION OF POTENTIAL RISKS OF DRY CASK STORAGE

Dry casks were designed to ensure safe storage of spent fuel,"0 not to resist terrorist attacks. The regulations
for these storage systems, which are given in Title 10, Part 72 of the Code of Federal Regulations (i.e., 10 CFR 72),
are designed to ensure adequate passive heat removal and radiation shielding during normal operations, off-normal
events, and accidents. The latter include, for example, accidental drops or tip-overs during routine cask movements.
The robust construction of these casks provides some passive protection against external assaults, but the casks were
not explicitly designed with this factor in mind. 1I

The regulations in 10 CFR 72 require that dry cask storage facilities (formally referred to as Independent Spent
Fuel Storage Installations, or ISFSIs) be located within a protected area of the plant site (see FIGURE 2.1). However,
the protection requirements for these installations are lower than those for reactors and spent fuel pools. The guard
force is required to carry side arms, and its main function is surveillance: to detect and assess threats and to summon
reinforcements. If the ISFSI is within the protected area of the plant

10 Dual-purpose casks also were designed for safe transport under the requirements of Title 10, Part 71 of the Code of Federal

Regulations. The committee did not examine transport of spent fuel in this study.
I A recent study by the German organization GRS (Gesellschaft ffir Anlagen- und Reaktorsicherheit, MBH) examined the

vulnerability of CASTOR-type casks to large-aircraft impacts.
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_i it would come directly under the protection of plant's guard forces. The protected area is surrounded by vehicle
a) barriers to protect against the detonation of a design basis threat vehicle bomb.12

W (D A terrorist attack that breached a dry cask could potentially result in the release of radioactive material from
a. •the spent fuel into the environment through one or both of the following two processes: (1) mechanical dispersion
E6a, of fuel particles or fragments; and (2) dispersion of radioactive aerosols (e.g., cesium-137). As described in

Chapter 3, the latter process would have greater offsite radiological consequences. The committee evaluates the
potential for both of these processes later in this chapter.

In the wake of the September 11, 2001, attacks, additional work has been or is being carried out by government
a, and private entities to assess the security risks to dry casks from terrorist attacks. Sandia National Laboratories is

" a) currently analyzing the response of dry casks to a number of potential terrorist attack scenarios at the request of the
*,> Nuclear Regulatory Commission. The committee was briefed on these analyses at two of its meetings.

Sandia is analyzing the responses of three vertical cask designs and one horizontal design to a variety of terrorist
E attack scenarios (FIGURE 4.3). These designs are considered to be broadly representative of the dry casks currentlyE j

2 o licensed for storage in the United States by the Nuclear Regulatory Commission (see TABLE 4.1 at the end of this
chapter). The committee received briefings on these studies by Nuclear Regulatory Commission and Sandia staff.

2Several attack scenarios are being considered in the Sandia analyses. They include large aircraft impacts and
0assaults with various types and sizes of explosive charges and other energetic devices. Details on the large aircraft

.0
impact scenarios are provided in the classified report.

. E, Most of this work is still in progress and has not yet resulted in reviewable documents. Consequently, the
committee had to rely on discussions with the experts who are carrying out these studies and its own expert judgment

Z • in assessing the quality and completeness of this work.

a,._

E S~
-a 4.2.1 Large Aircraft Impacts

Sandia analyzed the impact of an airliner traveling at high speed into the four cask designs shown in

b FIGURE 4.3. These analyses examined the consequences of impacts of the fuselage and the "hard" components of
the aircraft (i.e., the engines and wheel struts) into individual casks and arrays of casks on a storage pad. The latter

J 8-" analysis examined the potential consequences of cask-to-cask interactions resulting from cask sliding or partial tip-
X (Dover The objectives of the analyses were first to determine whether the casks would fail (i.e., the containment would
0 =be breached) and, if so, to estimate the radioactive material releases and their health consequences.
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LL 12 As noted in Chapter 2, the committee did not examine surveillance requirements or the placement or effectiveness of vehicle
a - Cbarriers and guard stations at commercial nuclear plants.
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FIGURE 4.3 Four cask systems used in the Sandia analyses described in this chapter: (A) HI-STORM- 100, (B) TN-68,
(C) VSC-24, (D) NUHOMS-32P. The casks shown in A, C, and D are canister-based casks; the cask shown in B is a
bare-fuel cask. SOURCE: Nuclear Regulatory Commission briefing materials (2004).

The aircraft was modeled using Sandia-developed Eulerian CTH code (see footnote 15 in Chapter 3). The
aircraft manufacturer (Boeing Corp.) was consulted to ensure that the aircraft model used in the analyses was
accurate. The casks were modeled with standard finite element codes using the published characteristics of the casks.
The casks were assumed to be filled with high-burm-up, 10-year-old spent fuel. The fuel rods were assumed to fail
(rupture) if the strains in the cladding exceeded 1 percent, which is a conservative assumption. Sandia evaluated the
release of radioactive materials from the spent fuel pellets inside the fuel rods when such cladding failures occurred.
Radiological consequences of such releases were calculated for "representative" (with respect to weather and
population) site conditions for each cask based on the actual average conditions at the
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(D(

_ site that currently stores the most spent fuel in that cask type.' 3 Site conditions differed for each cask.
a) -.~The effects of jet fuel fires also were not considered in the analyses. Based on an analysis of actual aircraft

( accidents, Sandia determined that jet fuel would likely be dispersed over a large area in a low-angle impact.
_ Consequently, the resulting petroleum fire would likely be of short duration (generally less than 15 minutes according

to Sandia researchers). Long-duration fires that could damage the casks or even ignite the cladding of the spent fuel
C: were not seen to be credible for the aircraft impact scenarios considered by Sandia.14

The results of these analyses, which are considered by the Nuclear Regulatory Commission to be classified or
safeguards information, are detailed in the classified report. In general, the analyses show that some types of impacts

CLa will damage some types of casks. For some scenarios there could be substantial cask-to-cask interactions, including

a -W collisions and partial tip-overs.
0>0Nevertheless, predicted releases of radioactive material from the casks, mainly noble gases, were relatively

small for all of the scenarios considered by Sandia. The analyses show that the releases were governed by design-
E E u)specific features of the casks Sandia noted that the modeling of such releases is difficult and requires expert judgment

2 8 for several elements of the calculation. Detailed calculations of the consequences were still in progress when the
• acommittee was briefed on these analyses.

C._)

0 0

o 4.2.2 Other Assaults

E Analyses are also being carried out to understand the consequences of other types of assaults on the cask designs

shown in FIGURE 4.3. These include assaults using explosives and certain types of high-energy devices. The
CU C: analyses were still underway when the committee was briefed on these analyses, and the results were characterized

-6 by the Nuclear Regulatory Commission as preliminary. Details are provided in the classified report.
E ._

) a4.2.3 Discussion

a• As noted previously, the dry cask vulnerability analyses were still underway when the committee's classified
study was completed. Based on the analyses it did receive, the committee judges that no cask provides complete
protection against all types of terrorist attacks. The committee judges that releases of radioactive material from dry
casks are low for the scenarios it examined with one possible exception as discussed in the classified report. It is

E . not clear to the committee whether it is credible to assume that this "exceptional" scenario could actually be carried

out.
'a C:

a)E.

an -

.0
L6)

c(n

*0

a) 0

a)

Z5 2

a'co

a C

(D0 ,

: '3 As noted in Chapter 1, the committee did not concern itself with how radioactive materials would be transported through
• CI> the environment once they were released from a dry cask. Rather, the committee confined its examination to whether and how
I5 C- much radioactive material might be released from a dry cask in the event of a terrorist attack.

A?' The committee subgroup that visited Germany was briefed on a fire test on the Castor cask that involved a fully engulfing
a) one-hour petroleum fire. The cask maintained its integrity during and after this test. See Appendix C. The results of this test do

_. q not necessarily translate to casks having other designs.
56(.0

0) a

M a)r
< -5
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_• In the committee's opinion, there are several relatively simple steps that could be taken to reduce the likelihood
W a.of releases of radioactive material from dry casks in the event of a terrorist attack:

a>
U) • Additional surveillance could be added to dry cask storage facilities to detect and thwart ground attacks.

UA > , 15
. Certain types of cask systems could be protected against aircraft strikes by partial earthen berms. Such

r• (D berms also would deflect the blasts from vehicle bombs.
* Visual barriers could be placed around storage pads to prevent targeting of individual casks by aircraft or

>0 C standoff weapons, 16 These would have to be designed so that they would not trap jet fuel in the event of
-i6 - an aircraft attack.
FM >• The spacing of vertical casks on the storage pads can be changed, or spacers (shims) can be placed between
gD >, the casks, to reduce the likelihood of cask-to-cask interactions in the event of an aircraft attack.

E Relatively minor changes in the design of newly manufactured casks could be made to improve their
E 1 resistance to certain types of attack scenarios.

2o

0- 4.3 POTENTIAL ADVANTAGES OF DRY STORAGE OVER WET STORAGE
.0
(D 0° Based on the analyses presented in Chapter 3 and previously in this chapter, the committee judges that dry cask

a. CD storage has several potential safety and security advantages over pool storage. These differences can best be
o E illustrated using scenarios for both storage systems based on the Sandia analyses reviewed by the committee. The

•0)_1 use of such scenarios should not be taken to imply that the committee believes that these scenarios are likely
aU or even possible at all storage facilities. They are used only for illustrative purposes.
E (D The following statements can be made about the comparative advantages of dry-cask storage and pool storage

based on the Sandia analyses:
Less spent fuel is at risk in an accident or attack on a dry storage cask than on a spent fuel pool. An

2 ~ accident or attack on a dry cask storage facility would likely affect at most a few casks and put a few tens of metric
tons of spent fuel at risk. An accident or attack on a spent fuel pool puts the entire inventory of the pool, potentially
hundreds of metric tons of spent fuel, at risk.

ta> The potential consequences of an accident or terrorist attack on a dry cask storage facility are lower

E 0 than those for a spent fuel pool. There are several reasons for this difference:

(1) There is less fuel in a dry cask than in a spent fuel pool and therefore less radioactive material available
6 for release.

"0 (2) Measured on a per-fuel-assembly basis, the inventories of radionuclides available

CD
.2
0t

a)

CD

' 0 0

aco
0 CU

a2 2

~0 .,

-6 CL As noted in Chapter 1, the committee did not examine surveillance activities at nuclear power plants and has no basis to
.2 =~ judge whether current activities at dry cask storage facilities are adequate.

LL 2 = 16 The ISFSI at the Palo Verde Nuclear Power Plant in Arizona., which was visited by a subgroup of committee members,o S o
a- - r_ incorporates a berm into its design to provide a visual barrier.
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a for release from a dry cask are lower than those from a spent fuel pool because dry casks store older,
a) lower decay- heat fuel.., -6
) • (3) Radioactive material releases from a breach in a dry cask would occur through mechanical dispersion.
_.6- (n 17 Such releases would be relatively small. Certain types of attacks on spent fuel pools could result in

a> = a much larger dispersal of spent fuel fragments. Radioactive material releases from a spent fuel pool
also could occur as the result of a zirconium cladding fire, which would produce radioactive aerosols.
Such fires have the potential to release large quantities of radioactive material to the environment.

.CU
La,

-: CD The recovery from an attack on a dry cask would be much easier than the recovery from an attack on
.oa spent fuel pool. Breaches in dry casks could be temporarily plugged with radiation-absorbing materials until
-U >permanent fixes or replacements could be made. The most significant contamination would likely be confined largely

-E
E E to areas near the cask storage pad and could be detected and decontaminated. The costs of recovery could be high,
2 c, however, especially if the cask could not be repaired or the spent fuel could not be removed with equipment available

L) .at the plant. A special facility might have to be constructed or brought onto the site to transfer the damaged spent
0 Cfuel to other casks.

S0)Breaches in spent fuel pools could be much harder to plug, especially if high radiation fields or the collapse of
.00

0. the overlying building prevented workers from reaching the pool. Complete cleanup from a zirconium cladding fire
a- ( would be extraordinarily expensive, and even after cleanup was completed large areas downwind of the site might

(n Eremain contaminated to levels that prevented reoccupation (see Chapter 3)..0)-0
Z5 C It is the potential for zirconium cladding fires in spent fuel pools that gives dry cask storage most of its

0, . comparative safety and security advantages. This comparative advantage can be reduced by lowering the potential
E .-• for zirconium cladding fires in loss-of-pool-coolant events. As discussed in Chapter 3, the committee believes that
o0'

•0 there are at least two steps that can be implemented immediately to lower the potential for such fires.

__U 4.4 FINDINGS AND RECOMMENDATIONS

_j With respect to the committee's task to examine potential safety and security advantages of dry cask storage
X •using various single-, dual-, or multi-purpose cask designs, the committee offers the following findings and
E 0 recommendations:
-0 C• FINDING 4A: Although there are differences in the robustness of different dry cask designs (e.g., bare-in fuel versus canister-based), the differences are not large when measured by the absolute magnitudes of

E radionuclide releases in the event of a breach.
All storage cask designs are vulnerable to some types of terrorist attacks for which radionuclide releases would

"W be possible. The vulnerabilities are related to the specific

S0.

o.00,

U ._
U0)

(D 0 0

a) ,

"o
ca,
a) U)

ca, (

(V

~0

a, ~ .5Since the committee's classified report was published, the committee received an additional briefing from the Nuclear
IL Regulatory Commission suggesting that a radioactive aerosol could be released in one type of terrorist attack. However, the

*- Cscenario in question does not appear to the committee to be credible.
.2)(VCD

0 (DVr
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design features ofthe casks, but the committeejudges that the quantity of radioactive material releases predicted
from such attacks is still relatively small.

) VFINDING 4B: Additional steps can be taken to make dry casks less vulnerable to potential terrorist
oa) attacks.

CD Although the vulnerabilities of current cask designs are already small, additional, relatively simple steps can

be taken to reduce them. Such steps are listed in Section 4.2.3.(D
RECOMMENDATION: The Nuclear Regulatory Commission should consider using the results of the

ca vulnerability analyses for possible upgrades of requirements in 10 CFR 72 for dry casks, specifically to improve
0. C

a) their resistance to terrorist attacks.
The committee was told by Nuclear Regulatory Commission staff that such a step is already under consideration. Based"•>

g .•on the material presented to the committee, there appear to be minor changes that can be made by plant operators and
cask vendors to increase the resistance of existing and new casks to terrorist attacks (see Section 4.2.3).

_EE
E we With respect to the committee's task to examine the safety and security advantages of dry cask storage versus

2 wet pool storage at reactor sites, the committee offers the following findings and recommendations:
.o L)FINDING 4C: Dry cask storage does not eliminate the need for pool storage at operating commercial

0 Creactors.

0 oNewly discharged fuel from the reactor must be stored in the pool for cooling, as discussed in detail in
.:1 •Chapter 3. Under current U.S. practices, dry cask storage can be used only to store fuel that has been out of the

E reactor long enough (generally greater than five years under current practices) to be air cooled. The fuel in dry cask
._' v• storage poses less of a risk in the event of a terrorist attack than newly discharged fuel in pools because there is

co substantially reduced probability of initiating a cladding fire.a -

FINDING 4D: Dry cask storage for older, cooler spent fuel has two inherent advantages over pool

0 c. storage: (1) It is a passive system that relies on natural air circulation for cooling; and (2) it divides the
(D inventory of that spent fuel among a large number of discrete, robust containers. These factors make it more

5 M difficult to attack a large amount of spent fuel at one time and also reduce the consequences of such attacks.
Each storage cask holds no more than about 10 to 15 metric tons of spent fuel, compared to the several hundred

metric tons of spent fuel that is commonly stored in reactor pools. The robust construction of these casks prevents
-large-scale releases of radionuclides in all of the attack scenarios examined by the committee. Some of the attacks

could breach the casks, but many of these breaches would be small and could probably be more easily plugged than
E200 a perforated spent fuel pool wall because radiation fields would be lower and there would be no escaping water to

-: •contend with. Even large breaches of the cask would
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_• result only in the mechanical dispersal of some of its radionuclide inventory in the immediate vicinity of the
cask.

, .FINDING 4E: Depending on the outcome of plant-specific vulnerability analyses described in the
committee's classified report, the Nuclear Regulatory Commission might determine that earlier movements

• of spent fuel from pools Into dry cask storage would be prudent to reduce the potential consequences of
terrorist attacks on pools at some commercial nuclear plants.

_ •The statement of task directs the committee to examine the risks of spent fuel storage options and alternatives
a for decision makers, not to recommend whether any spent fuel should be transferred from pool storage to cask

:' a) storage. In fact, there may be some commercial plants that, because of pool designs or fuel loadings, may require
SCDsome removal of spent fuel from their pools, If there is a need to remove spent fuel it should become clearer once

"•>
CU the vulnerability and consequence analyses described in Chapter 3 are completed. The committee expects that cost-
abenefit considerations would be a part of these analyses.
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TABLE 4.1 Dry Casks Used for Spent Fuel Storage in the United States

m z
Cask design Ucense holder Type Fuel type Construction Ccame system Number of caslk used to >
Sused for date; aite and number C
storage of casks on order

CASTOR V/21 GNSI (General Bare-fe•l, BWR Ducte cast Iron Pimary lid (44 bolts). 25 loaded (Buny); 0 CD

Nuc"esSystems, etorage-only secondery id (48 bolts) purchased >
Inc.)

CASTOR X133 GNS (Gesellschaft Bars-fuel, PWR Ductile cast Iron Primary lid (44 bolts), I loaded (Suny); 0
far Nuldear-Servlce storage-only secondary id (70 cup purchased T
mbH) saews) -

NAC Sff NAC International Bare-fuel, PWR Inner end outer Closure lid (24 bolts) 2 loaded (Burry): 0
earage.only stainless steel purchased C

sheb 0

0
0

z

DC

CD
3C

0.

0

CD

Cn
(D
Mi
PD

MC-IO Westinghouse Bare-fuel. PWR
slorage-only

Stainless and One shield Ed and two I loaded (Suny). 0
carbon steel sealing lids, all bolted purchased

(number of bolb not
available)

T1-32. TN-40 Transnuclear Inc. Bare-fuel PWR
sloregs~nly

TN-8 Transnuclter Ic. Bare-fuel, BWR
dual-puse

Carbon steel One RId (48 bolls)

Carbon steel One lid (48 bob)

Fuel Solution BNFL Fuel
W-150 Solutions
Storage Cask

Canister- PWR
based, dual- BWR
purpose

HI-STORM Holbo International Canister- PWR.
100 based, BWR

storage-only
module

HI-STAR 100 Holtec irternational Canister- PWR,
based, dual- BWR
purpose

Relinford Canister lid, welded
concrete with Inner cask lid (12 bolts)
stee shed
Stainless steel Canister lid, welded
shat with un- cask Id (4 bolts)
reinforced
concrete iler

Carbon steel Canister lid. welded
sheas with neutron cask Ild (54 bolts)
absorber polymer

61 loaded (4 sites) 22
purchased

24 loaded (Peach
Bottom);, 20 purchased
7 loaded (Bi9 Rock
Point); 0 purchased

58 loaded (7 sites); 177
on order

7 loaded (2 sIes'); 5 on
order
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C,,

Ventilated Soltions based, coticre w ith ner cask lId (8 butt) purchased"- z
Concrete Cask store-nly 8196' shellC

C-

NAC-MPG MAC Internatnal Catster- PWR Meil canister Canister Nd, welded 21 loaded (Yankee Rowe4-

based, dual- surrounded by cask ld over a suield plug and CT Yankee); 59 0 -
pupose Storage overpack. (6 ltgh-etrength bohs) purchased C_

Storage verpack >
consists of an
Inner steel liner 3.5
In. thtk, two rebar -o
cages, and C
concrete C-

NAC-JMS NAC Intarnatcnal Canister- PWR, Metal canister Canister lid, ed 80 loaded (2 sites); 185 C

based, dual- BWR surrounded by cask Nd over a shield plug purchased 0
ewf.n snmrnn4rr it h -fh.t.ArMkh h,*l a

. wwea

Hollec MPC Holtec Intenational Canister PWR,
24EiEF based, dual- BWR

purpose

NUHOMS Transnuclear Inc. Canister- PWR,
24P, 529, based, dual- BWR
61ST. 24PT1. pupoe
24PT2, 32PT

Storage overpack
consists of Inner
steel liner 2.5 In.
thick, two rebar
cages, and
concrete

Metal canister Custer lid, welded 34 loaded (Trojan); 0
surounded by cask Id, shield plug plus purchased
stoage overpack. 48 bot
Storage overpack
consists of Inner
and outer steel
Hnem, a double-
rebar cage, and
concrete

Horizontal Canister lid, welded
reinforced storage module lid.
concrete orage reinforced concrete
module wfth
shielded canister

239 loaded (10 sites);
>150 purchased
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NOTES:

'The Humboldt Bay Power Plant is licensing a site-specific variation of the HI-STAR System called HI-STAR HE.

I Some licensees have purchased additional casks that have not yet been loaded, nor are they planned for loading.
SOURCES: Data compiled from cask license holders (2004).
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IMPLEMENTATION ISSUES

C.
>~CD

Implementation of the recommendations in this report will require actions and cooperation by a large number

. >U of parties. This chapter provides a brief discussion of two implementation issues that the committee believes will
a) > be of interest to Congress:

EwE • (1) Timing Issues: Ensuring that high-quality, expert analyses are completed in a timely manner.
6 (2) Communication Issues: Ensuring that the results of the analyses are communicated to industry so that
C .0
.z appropriate and timely mitigating actions can be taken.
0

0
)0.

m 5.1 TIMING ISSUES
Q. a)

0 The September 11, 2001, terrorist attacks forced the nation to begin a reexamination of the vulnerability of its
U) critical infrastructure to high-impact suicide attacks by terrorists. The Nuclear Regulatory Commission was no

exception. The Commission began a top-to-bottom review of security procedures at commercial nuclear power
plants. This review resulted in the issuance of numerous directives to power plant operators to upgrade their security

0 ca
(2) practices. The Commission also began a series of vulnerability analyses of spent fuel storage to terrorist attacks.

C) a These analyses are described in Chapters 3 and 4,
0 More than three years have passed since the September 11,2001, attacks. Vulnerability analyses of spent fuel
C• pool storage to attacks with large aircraft have been performed by EPRI (Chapter 3), and analyses of vulnerabilities

of dry cask storage to large aircraft attacks have been completed by the German organization GRS (Gesellschaft fir
>Anlagen- und Reaktorsicherheit, mbH). However, the Nuclear Regulatory Commission's analyses of spent fuel

E 0 storage vulnerabilities have not yet been completed, and actions to reduce vulnerabilities, such as those described
in Chapter 3, on the basis of these analyses have not yet been taken. Moreover, some important additional analyses

=D remain to be done. The slow pace in completing this work is of concern given the enormous potential consequences
8- F as described elsewhere in this report.

0 The committee does not know the reason for this delay, nor was it asked by Congress for an evaluation. It is

o) important to note that the Nuclear Regulatory Commission's analyses are addressing a much broader range of
CL o, vulnerabilities than just spent fuel storage. The committee nevertheless raises this issue because it appears to be

_, having an impact on the timely completion of critical work and implementation of appropriate mitigative actions
C- .a 0 for spent fuel storage.

C ý5 76 5.2 COMMUNICATION ISSUES
C= 0

.0 C During the course of this study, the committee had the opportunity to interact with representatives of the nuclear
-o U)'

ý- •power industry to discuss their concerns about safety and
C---C)0->

Ci

0
Q) C

a-2
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(D

security issues. The committee received numerous comments from industry representatives about the lack of
information sharing by the Nuclear Regulatory Commission on the vulnerability analyses described in Chapter 3.

These representatives noted that information flow was predominately in one direction: from the industry to the
0) .Commission. The Commission was not providing a reciprocal flow of information that could help the industry better

S>,understand and take early actions to address identified vulnerabilities.
Restrictions on information sharing by the Commission have resulted in missed opportunities in at least two

cases observed by the committee. Analyses of aircraft impacts into power plant structures described in Chapter 3
c were being carried out independently by Sandia for the Commission and by EPRI for the nuclear power industry.
a) Because of classification restrictions, EPRI was not provided with information about the Sandia work, including
CD the results of physical tests that would have helped EPRI validate its models. Both Sandia and the industry would
-o •have benefited had their analysts been able to talk with each other about their models, assumptions, and results while

(D the analyses were in progress. When the EPRI work was completed the Commission declared it to be safeguards
Sinformation. 1 As a consequence, some of the EPRI analysts who generated the results no longer had access to them,

and the results could not be shared widely within industry.
A similar situation exists with respect to the ENTERGY Corp, spent fuel pool separate effects analyses

0 CL described in Chapter 3. ENTERGY is using similar approaches and models as Sandia but has received little or no
.2 U guidance from Commission staff about whether the results are realistic or consistent. The ENTERGY analysts told
CL >the committee that they would have benefited had they been able to compare and discuss their approaches and results

(. •with Sandia analysts. Sandia analysts were prevented from doing so because of classification issues. Sharing of
toE ENTERGY's results within the company or across industry may be problematical if they are determined to be
C) classified or safeguards information by the Commission.
-6 Several Nuclear Regulatory Commission staff also privately expressed to the committee their frustration at the

E .- difficulty in sharing information that they know would be useful to industry. In fact, from the contacts the committee

-, ( had, there does not appear to be a lack of willingness to share information at the working staff level within the
ZCommission. Rather, it seems to be an issue of getting permission from upper management and addressing the

C classification restrictions.
cc Much of the difficulty in sharing this information appears to arise because the information is considered by the
ý- -Nuclear Regulatory Commission to be safeguards information or in some cases even classified national security

x D information. Industry analysts and decision makers generally do not have the appropriate personal security
0 =clearances 2 to access this information. The committee learned that the Commission is making efforts to share more

,ti 6 of this information with some industry representatives. The industry will be responsible for implementing any"-0

0 C, changes to spent fuel storage to make it less vulnerable to terrorist attack. Clearly, therefore, the industry needs to
oE understand the results of the
0

•,.

0
0 .

.C(D

0D->
7; (-D

"a o

C C

•
(n (D-

*0 76

to • Safeguards information is defined in section 147 of the Atomic Energy Act and in the Code of Federal Regulations, Title
Y Th0. 10, Part 73.2. See the glossary for a definition. Authority for designation of safeguards resides with the Nuclear Regulatory

Commission.
L= •2 In fact, a personnel security clearance is not required to access safeguards information. One only needs to be of "good
a- ._ character" and have a "need to know" as determined by the Nuclear Regulatory Commission.~ u.2
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_C Commission's vulnerability analyses to ensure that effective implementation strategies are adopted.
) •-The committee also received complaints during this study from members of the public about the lack of

information sharing. Commission staff have responded to these complaints by stating that such sharing could reveal
(D

sensitive information to terrorists and that the public does not have a "need to know" this information.
• The committee fully agrees that information that could prove useful to terrorists should not be released. On the

other hand, the committee believes that there is information that could be shared without compromising national
i= security. For example, general information about the kinds of threats being considered and general steps being taken

"o to reduce vulnerabilities could be shared with the public. Information about specific vulnerabilities of spent fuel
(D pools and dry storage casks to terrorist attacks as well as potential mitigative actions could be shared with industry

r- .D without revealing the details about how such attacks might be carried out. Sharing information with industry is
Cessential for ensuring that mitigative actions to reduce vulnerabilities are carried out. Sharing information with the

public is essential in a nation with strong democratic traditions for sustaining public confidence in the Commission
Eas an effective regulator of the nuclear industry, and for reducing the potential for severe environmental, health,

2 2economic, and psychological consequences from terrorist attacks should they occur.
._o

05.3 FINDING AND RECOMMENDATION
.0

FINDING 5A: Security restrictions on sharing of information and analyses are hindering progress in
Sa)addressing potential vulnerabilities of spent fuel storage to terrorist attacks.

Current classification and security practices appear to discourage information sharing between the Nuclear
8 ": Regulatory Commission and industry. During the course of the study the committee received comments from power

plant operators, their contractors, and Nuclear Regulatory Commission staff about the difficulties of sharing the
E .=- information on the vulnerability of spent fuel storage. Indeed, even the committee found it difficult and in some

cases impossible to obtain needed information (e.g., information on the design basis threat). Such restrictions have
several negative consequences: They Impede the review and feedback processes that can enhance the technical

L) C soundness of the analyses being carried out; they make it difficult to build support within the industry for potential
$ •,mitigative measures; and they may undermine the confidence that the industry, expert panels such as this one, and

-= -5 the public place in the adequacy of such measures.

x CD RECOMMENDATION: The Nuclear Regulatory Commission should improve the sharing of pertinent
E 0 information on vulnerability and consequence analyses of spent fuel storage with nuclear power plant operators
-• "' and dry cask storage system vendors on a timely basis.
(D
0 Implementation of this recommendation will allow timely mitigation actions. Certain current security practices may
E • have to be modified to carry out this recommendation.
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The committee also believes that the public is an important audience for the work being carried out to assess
(D (Land mitigate vulnerabilities of spent fuel storage facilities. While it would be inappropriate to share all information

publicly, more constructive interaction with the public and independent analysts could improve the work being
carried out and also increase public confidence in Nuclear Regulatory Commission and industry decisions and

~ actions to reduce the vulnerability of spent fuel storage to terrorist threats.
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-Co

-- INFORMATION-GATHERING SESSIONS~14

-~.a The committee organized several meetings and tours to obtain information about the safety and security of

CM

• -• •spent fuel storage. A list of these meetings and tours is provided below. The committee held several data-gathering
sessions not open to the public to obtain classified and safeguards information about the safety and security of spent

-Efuel storage. The committee also held several data-gathering sessions open to the public to receive unclassified
2E• briefings from industry, independent analysts, and other interested parties including members of the public. The

•, written materials (e.g., PowerPoint presentations and written statements) obtained by the committee at these openco_
.j •. sessions are posted on the web site for this project: http://dels.nas.edu/sfs.

ea.

1) M•

_• A.I FIRST MEETING, FEBRUARY 12-13, 2004, WASHINGTON, D.C.
The objective of this meeting was to obtain background information on the study request from staff of the

.2' va House Committee on Appropriations, Energy and Water Development Subcommittee. The committee also was
S> spbriefed by one of the sponsors of the study and by two independent experts. The following is the list of topics and

.0 Vr

a, .1- speakers for the open session:

E .p

o •
2 •i Background on the congressionanalrst for thisstud paker Kevin Cook, ofe Staff, House
2 w Committee on Appropriations, Energy and Water Development Subcommittee.

_• • • Reducing the hazard from stored spent power-reactor fuel in the United States. Speakers: Frank von Hippel,
- Princeton University, and Klaus Janberg, independent consultant, co-authors of the paper entitled

~"Reducing the Hazard from Stored Spent Power-Reactor Fuel in the United States" (Alvarez et al., 2003).
E o • Nuclear power plants and their fuel as terrorist targets. Speaker: Ted Rockwell, MPR Associates, Inc., co-

0

o-o••author of the paper entitled "Nuclear Power Plants and Their Fuel as Terrorist Targets" (Chapin et al.,
= 2002).

a.• 2 ° Nuclear Regulatory Commission analyses of spent fuel safety and security. Speaker: Farouk Eltawila,

00 ' director, Division of Systems Analysis and Regulatory Effectiveness, Office of Research, Nuclear

-0 Regulatory Commission.

.0
0,

• On the second day of the meeting, the committee held a data-gathering session not open to the public to obtain

=o classified briefings from the U.S. Nuclear Regulatory Commission about its ongoing analyses of spent fuel storage
0. .o security.

co

"•a A.2 SECOND MEETING, MARCH 4--6, 2004, ARGONNE, ILLINOIS
E Te During the second meeting, the committee held a data-gathering session not open to the public to receive

sH C classified briefings on spent fuel storage security from the U.S. Nuclear Regulatory Commission. The committee

co be also toured the Dresden and Braidwood Nuclear
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(n(

Y DGenerating Stations to see first-hand how spent fuel is managed and stored. The two plants were chosen because
of the differences in their spent fuel storage facilities.

A.3 THIRD MEETING, APRIL 15-17, 2004, ALBUQUERQUE, NEW MEXICO

C ,During the third meeting, the committee held a data-gathering session not open to the public to receive a briefing
from EPRI on spent fuel storage vulnerabilities. The committee also held a data-gathering session open to the public

cc to receive briefings on dry cask storage systems and radioactive releases from damaged spent fuel storage casks.

• Speakers on dry cask storage systems: William McConaghy (GNB-GNSI); Steven Sisley (BNFL); Alan
*)> Hanson (Transnuclear Inc.); Charles Pennington (NAC international); and Brian Gutherman (Hoitec

0 International, via telephone).
E Radionuclide releases from damaged spent fuel. Speaker: Robert Luna, Sandia National Laboratories

,o •(retired).

C .o

0 A.4 TOUR OF SELECTED SPENT FUEL STORAGE INSTALLATIONS IN GERMANY

" On April 25-28, 2004, a group of committee members traveled to Germany to meet with German officials and
a) to visit selected spent fuel storage installations. The agenda of the tour was as follows:
0

Z5* Meeting with Michael Sailer, chairman of the German reactors safety commission (RSK,
Reaktorsicherheitskommission).

E .- • Visit to the dry cask manufacturer GNB (Gesellschaft ftir Nuklear-Behalter mbH) headquarters in Essen
5D and the cask assembly facility and test museum in Mulheim.

° Tour of the Ahaus intermediate dry storage facility.
C * Meeting with Florentin Lange, GRS (Geselischaft ffur Anlagen- und Reaktorsicheheit mbH), co-author of
ca ,the study entitled "Safety Margins of Transport and Storage Casks for Spent Fuel Assemblies and HAW

Canisters Under Extreme Accident Loads and Effects from External Events" (Lange et al., 2002),
X* Tour of the Lingen nuclear power plant and its spent fuel storage facilities.
E0
o0

A summary of information gathered during the tour is provided in Appendix C.

(.0)

0 A.5 FOURTH MEETING, MAY 10-12, 2004, WASHINGTON, D.C.

(D During the fourth meeting, the committee held a data-gathering session not open to the public to hold in-depth

,0 technical discussions with Sandia National Laboratories staff and contractors on their spent fuel storage vulnerability
canalyses. The committee also received an intelligence briefing from Department of Homeland Security staff on
i .terrorist capabilities and from the U.S. Nuclear Regulatory Commission staff on terrorist scenarios.
L-0 The meeting also included a data-gathering session open to the public that included the following briefings:
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n)

•Summary of the field trip to Germany. Speaker: Louis Lanzerotti (committee chair).
Vulnerabilities of spent nuclear fuel pools to terrorist attacks: issues with the design basis threat. Speaker:
Peter Stockton, Project on Government Oversight.

(D
0_ Consequences of a major release of 137 Cs into the atmosphere. Speaker: Jan Beyea, Consulting in the Public

W = Interest.

CD A.6 FIFTH MEETING, MAY 26-28, 2004, WASHINGTON, D.C.

a) The objective of this closed meeting (i.e., open only to committee members and staff) was to finalize the
-C a) classified report for National Research Council review.

03

S EA.7 TOURS OF SELECTED SPENT FUEL STORAGE FACILITIES AT U.S. NUCLEAR POWER
E u, PLANTS

On June 11 and June 14, 2004, respectively, committee subgroups visited the Palo Verde Nuclear Generating

0. Station in Arizona and the Indian Point Nuclear Generating Station in New York.
0

-Z, A.8 SIXTH MEETING, JUNE 28-29, 2004

The objective of this closed meeting was to complete work on the classified report.

= -6
E (D A.9 SEVENTH MEETING, AUGUST 12-13, 2004E .•
003

_0 (DThe objective of this closed meeting was to develop a public version of the committee's report. The committee
M, also held a data-gathering session not open to the public to receive a briefing from the Department of Homeland

Security on steps being taken to address the findings and recommendations in the classified report.

2 >A.10 EIGHTH MEETING, OCTOBER 28-29, 2004

oE The objective of this closed meeting was to continue work to develop a public version of the committee's report.

-O a The committee also held a data-gathering session not open to the public to receive a briefing from the Nucleara) .=•

, 11 Regulatory Commission on steps being taken to address the findings and recommendations in the classified report.
oE
, ý-

A.11 NINTH MEETING, NOVEMBER 29-30, 2004
a The objective of this closed meeting was to continue work to develop a public version of the committee's report.
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-U)
Q-)
0) A. 12 TENTH MEETING, JANUARY 24-25, 2005

CO a. .s ~ M EIG
a)

-• " The objective of this closed meeting was to continue work to develop a public version of the committee's report.

The committee also held a data-gathering session not open to the public to meet with three commissioners from the
.- C Nuclear Regulatory Commission (Chairman Nils Diaz and members Edward McGaffigan and Jeffrey Merrifield)

a) >
' •to discuss what additional information the commission might be willing to make available to the committee on

human-factors-related issues.
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BIOGRAPHICAL SKETCHES OF COMMITTEE MEMBERS

0.C

r .LOUIS J. LANZEROTTI, Chair, is an expert in geophysics and electromagnetic waves and a veteran of over
•) > 40 National Research Council (NRC) studies. He currently consults for Bell Laboratories, Lucent Technologies,

a, and is a distinguished professor for solar-terrestrial research at the New Jersey Institute of Technology. Previously,
E he was a distinguished member of the technical staff at Bell Labs. His research interests include space plasmas andE po

2 o engineering problems related to the impacts of atmospheric and space processes on telecommunications on
0 commercial satellites and transoceanic cables. He has been associated with numerous National Aeronautics and

0._ Space Administration (NASA) space missions as well, including Voyager, Ulysses, Galileo, and Cassini, and with
.0 commercial space satellite missions to research design and operational problems associated with spacecraft and
D Ccable operations. In 1988, he was elected to the National Academy of Engineering for his work on energetic particles

a- and electromagnetic waves in the earth's magnetosphere, including their impact on space and terrestrial
E 0 communication systems. He has twice received the NASA Distinguished Public Service Medal and has a geographic

feature in Antarctica named in his honor He was appointed to the National Science Board by President George W.
a. Bush in 2004. Dr. Lanzerotti holds a Ph.D. in physics from Harvard University.

C2) CARL A.ALEXANDER is an expert in the behavior of nuclear material at high temperatures and also in
5biological and chemical weapons. He is chief scientist and senior research leader at the Battelle Memorial Institute

a ain Columbus, Ohio. Dr. Alexander worked on fuel design and behavior for the aircraft nuclear propulsion program

2 ~and several space nuclear power projects, including the Viking, Voyager, and Cassini missions. He helped analyze
the evolution of the Three Mile Island accident and is involved in the French Phebus fission product experiments,

.-- awhich are to reproduce all of the phenomena involved during a nuclear power reactor core meltdown accident He
x ( has served as a consultant to the Nuclear Regulatory Commission and, in the 1970s, worked on the first experiments

E 0 on the effects of an attack on spent fuel shipping containers using shaped charges. He currently leads research
.; 0) projects on agent neutralization and collateral effects for weapons of mass destruction for the Defense Threat

a Reduction Agency and the Navy, and on lethality of missile defense technologies for the Missile Defense Agency.
0. E Dr. Alexander has taught materials science and engineering at the Ohio State University and has served as graduate
0 •advisor and adjunct professor at the Massachusetts Institute of Technology, University of Southampton in the United

Kingdom, and the University of Maryland. He has authored over 100 peer-reviewed articles and technical reports,
a many of which are classified. He holds a Ph.D. in materials science from Ohio State University.

C: ROBERT M.BERNERO is a nuclear engineering and regulatory expert. He is now an independent consultant
1.0 after retiring from the U.S. Nuclear Regulatory Commission (USNRC) in 1995. In 23 years of service for the USNRC
a2 Mr. Bemero held numerous positions in reactor licensing, fuel cycle facility licensing, engineering standards

a development, risk assessment research, and waste management. His final position at USNRC was as director of the
:o ..• Office of Nuclear Materials Safety and Safeguards, Prior to joining the USNRC he worked for the General Electric
a) Company in nuclear technology for 13 years. He has served as a member of the Commission of Inquiry for an
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Review of Swedish Nuclear Regulatory Activities, and he currently consults on nuclear safety-related matters,
particularly regarding nuclear materials licensing and radioactive waste management. Mr, Bernero received his B.A.

", *• degree from St. Mary of the Lake (Illinois), a B.S. degree from the University of Illinois, and an M.S, degree from
(_ .Rensselaer Polytechnic Institute.
• ,M.QUINN BREWSTER is an expert in energetic solids and heat transfer. He is currently the Hermia G. Soo
C Professor of Mechanical Engineering at the University of Illinois at Urbana-Champaign. He is involved in the

Academic Strategic Alliance Program, whose objective is to develop integrated software simulation capability for
ca• coupled, system simulation of solid rocket motors including internal ballistics (multi-phase, reacting flow) and

Z,-Q> structural response (propellant grain and motor case). Dr. Brewster has authored one book on thermal radiative
"C a) transfer and chapters in four other books as well as several publications on combustion science. He is a fellow of

othe American Society of Mechanical Engineers and associate fellow of the American Institute of Aeronautics and
Astronautics. Dr. Brewster holds a Ph.D. in mechanical engineering from the University of California at Berkeley.GREGORY R.CHOPPIN is an actinide elements and radiochemistry expert. He is currently the R.O.Lawton

E

Distinguished Professor Emeritus of Chemistry at Florida State University. His research interests involve the
V •chemistry and separation of the f-elements and the physical chemistry of concentrated electrolyte solutions. During

-0 C. a postdoctoral period at the Lawrence Radiation Laboratory, University of California. Berkeley, he participated in
f 0) the discovery of mendelevium, element 101. His research and educational activities have been recognized by the
C American Chemical Society's Award in Nuclear Chemistry, the Southern Chemist Award of the American Chemical
C- a) Society, the Manufacturing Chemist Award in Chemical Education, the Chemical Pioneer Award of the American

I Institute of Chemistry, a Presidential Citation Award of the American Nuclear Society, the Becquerel Medal, British
a "Royal Society, and honorary D.Sc. degrees from Loyola University and the Chalmers University of Technology

(Sweden). Dr. Choppin previously served on the NRC's Board on Chemical Sciences and Technology and Board
E .=- on Radioactive Waste Management He holds a Ph.D. in inorganic chemistry from the University of Texas, Austin.

NANCY J.COOKE is an expert in the development, application, and evaluation of methodologies to elicit
and assess individual and team knowledge. She is currently a professor in the applied psychology program at Arizona

b C: State University East. She also holds a National Research Council Associateship position with Air Force Research
_o •Laboratory and serves on the board of directors of the Cognitive Engineering Research Institute in Mesa, Arizona.

_J ý5 Her current research areas are the following: cognitive engineering, knowledge elicitation, cognitive task analysis,

X team cognition, team situation awareness, mental models, expertise, and human-computer interaction. Her most
E 0 recent work includes the development and validation of methods to measure shared knowledge and team situation

awareness and research on the impact of cross- training, distributed mission environments, and workload on team
knowledge, process, and performance. This work has been applied to team cognition in unmanned aerial vehicle

6.E
E Z and emergency operation center command-and-control. She contributed to the creation of the Cognitive Engineering
S Research on Team Tasks Laboratory to develop, apply, and evaluate measures of team cognition. She has authored

(or co-authored over 70 articles, chapters, and technical reports on measuring team cognition, knowledge elicitation,
a-
.T and human-computer interaction. Dr. Cooke holds a Ph.D. in cognitive psychology from New Mexico State

'n0)
University, Las Cruces.
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GORDON R.JOHNSON is an expert in penetration mechanics and computational mechanics. He is currently
Wa- a senior scientist and manager of the solid mechanics group at Network Computing Services. His recent work has
(D •included the development of computational mechanics codes that include finite elements and meshless particles.

U_ He has also developed computational material models to determine the strength and failure characteristics of a
(D variety of materials subjected to large strains, strain rates, temperatures, and pressures. His work for the U.S.

Departments of Energy and Defense has included a wide range of intense impulsive loading computations for high-
velocity impact and explosive detonation. He was a chief engineering fellow during his 35 years at Alliant

CU Techsystems (formerly Honeywell). He has served as a technical advisor for university contracts with the Army
Research Office, and an industry representative for its strategic planning, and was a member of the founding board

CD 'of directors for the Hypervelocity Impact Society. Dr. Johnson holds a Ph.D. in structures from the University of
• • Minnesota, Minneapolis.

ROBERT P.KENNEDY has expertise in structural dynamics and earthquake engineering. He is currency an
Eindependent consultant in structural mechanics and engineering. Dr. Kennedy has worked on static and dynamic

2 6analysis and the design of special-purpose civil and mechanical-type structures, particularly for the nuclear,

aL petroleum, and defense industries. He has designed structures to resist extreme loadings, including seismic loadings,
o missile impacts, extreme winds, impulsive loads, and nuclear environmental effects, and he has developed

f: computerized structural analysis methods. He also served as a peer reviewer for an EPRI study on aircraft impacts
0

• '•on nuclear power plants. In 1991, he was elected to the National Academy of Engineering for developing design
CL W procedures for civil and mechanical structures to resist seismic and other extreme loading conditions. Dr. Kennedy

(n °holds a Ph.D. in structural engineering from Stanford University.
Z5 c: KENNETH K.KUO is an expert in combustion, rocket propulsion, ballistics, and fluid mechanics. He is a

. .Distinguished Professor of Mechanical Engineering at the Pennsylvania State University. He is also the leader and
E .- director of the university's High Pressure Combustion Laboratory, a laboratory with advanced instrumentation and

data acquisition devices. Dr. Kuo has directed team research projects in propulsion and combustion studies for 32
.years. He has edited eight books and authored one book on combustion, published over 300 technical articles, and

served as principal investigator for more than 70 projects, including a Multidisciplinary University Research
Initiative (MURI) grant from the U.S. Army on "Ignition and Combustion of High Energy Materials," He is now
serving as principal investigator and co-principal investigator for two MURI programs on rocket and energetic

X materials. In 1991, he was elected fellow of American Institute of Aeronautics and Astronautics and has received

0E several awards for his work on solid propellants combustion processes. Dr. Kuo holds a Ph.D. in aerospace and
.'a. mechanical sciences from Princeton University.
W.• C RICHARD T.LAHEY, JR., is an expert in multiphase flow and heat transfer technology, nuclear reactor
E safety, and the use of advanced technology for industrial applications. He is currently the Edward E.Hood Professor

of Engineering at Rensselaer Polytechnic Institute (RPI) and was previously chair of the Department of Nuclear
Engineering and Science, director of the Center for Multiphase Research, and the dean of engineering at RPI.

_Q Previously, Dr. Lahey held several technical and managerial positions with the General Electric Company, including
co C overall responsibility for all domestic and foreign R&D programs associated with boiling water nuclear reactor

'= . thermal-hydraulic and safety technology. He has chaired several committees for the American Society of Mechanical
Z5 CL ýEngineering, American Nuclear Society, American Institute for Chemical Engineering, American Society
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ý .for Engineering Education, and NASA. His current research is funded by the Department of Energy's Naval
.) xReactors Program, the Office of Naval Research, the National Science Foundation, the New York State Energy

a) Research and Development Authority, Oak Ridge National Laboratory, and the Defense Advanced Research
._ Projects Agency. He currently consults on nuclear reactor safety problems and the chemical processing of non-
• nuclear materials and is a member of the Board of Managers of PJM Interconnection, LLC. In 1994, he was elected

to the National Academy of Engineering for his contributions to the fields of multiphase flow and heat transfer and
nuclear reactor safety technology. In 1995, he became a member of the Russian Academy of Sciences-Baskortostan

1 coand he is a fellow of the American Nuclear Society and of the American Society of Mechanical Engineers. He has
authored or co-authored over 300 technical publications, including 10 books or handbooks and 160 journal articles.
Dr. Lahey holds a Ph.D. in mechanical engineering from Stanford University.

"o •KATHLEEN R.MEYER has expertise in health physics and radio logic risk assessment. She is a principal
0=

of Keystone Scientific, Inc., and is currently involved in risk assessments for public health and the environment
-E from radionuclides and chemicals at several U.S. Department of Energy sites. Other work includes an assessment

2 oof the interim radionuclide soil action levels adopted by the U.S. Department of Energy (DOE), the U.S.
. Environmental Protection Agency, and the Colorado Department of Health and Environment for cleanup at the

0 CL Rocky Flats Environmental Technology Site. She has been a member of the National Council on Radiation Protection
0, tand Measurements Historical Dose Evaluation Committee. Dr. Meyer has authored or co-authored several peer-

reviewed articles, including papers on cancer research, historical evaluation of past radionuclide and chemical
0 releases, and risk assessment ofradionuclides and chemicals. She holds a Ph.D. in radiological health sciences from

Colorado State University.
FREDRICK J. MOODY is an expert thermal hydraulics and two-phase flow in nuclear power reactors. In

-6 .1999, he retired after 41 years of service at General Electric Company and 28 years as an adjunct professor of
C .mechanical engineering at San Jose State University. Dr. Moody was the recipient of several prestigious career
o t• awards, including the General Electric Power Sector Award for Contributions to the State-of-the-Art for Two-Phase

Flow and Reactor Accident Analysis. He has served as a consultant to the Nuclear Regulatory Commission's
C •Advisory Committee on Reactor Safeguards, teaches thermal hydraulics for General Electric's Nuclear Energy

Division, and continues to review thermal analyses for General Electric. Dr. Moody is a fellow of the American
_J Z5 Society of Mechanical Engineers, which awarded him the George Westinghouse Gold Medal in 1980, and the

X Pressure Vessels and Piping Medal in 1999. He has also received prestigious career awards from General Electric
E 6 and was elected to the Silicon Valley Engineering Hall of Fame. Dr. Moody was elected to the National Academy

-6 of Engineering in 2001 for pioneering and vital contributions to the safety design of boiling water reactors and for
(n his role as educator. He has published three books and more than 50 papers. Dr. Moody holds a Ph.D in mechanical
a E
E • engineering from Stanford University.

,TIMOTHY R.NEAL is an expert in weapons technology and explosives. He began his career at Los Alamos
"0, National Laboratory in 1967 and has led programs addressing weapon hydrodynamics, explosions inside structures

and above ground, image analysts, and dynamic testing. He also has held several management positions within the
Laboratory's nuclear weapons arena, including leadership of the Explosives Technology and Applications Division

W 0( . and of the Advanced Design and Production Technologies Initiative. He spearheaded Los Alamos' Stockpile

Stewardship and Management Programmatic
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Environmental impact Statement and helped establish the U.S. Department of Energy's new Stockpile
Stewardship Program. More recently, he has served as a senior technical advisor to the U.S. Department of Energy

(D on nuclear explosive safety, and he has worked closely with the Pantex Plant for nuclear weapons production in
ca•_ .Amarillo, Texas, in establishing a new formal basis for operational safety. Dr. Neal has received four DOE excellence

awards, including one for hydrodynamics, and authored various technical papers and reports as well as one book

on explosive phenomena. He holds a Ph.D. in physics from Camegie-Mellon University.
LORING A.WYLLIE, JR. is an expert in structural engineering and senior principal of Degenkolb Engineers.

co His work has included seismic evaluations, analysis, and design of strengthening measures to improve seismic

., performance. He has performed seismic assessments and proposed strengthening solutions for several buildings
a) •within the U.S. Department of Energy weapons complex and for civilian buildings, some of which have historical
• significance. Mr. Wyllie's expertise is also recognized in several countries, including the former Soviet Union where

he worked on an Exxon facility. Mr. Wyllie is a past president of the Earthquake Engineering Research Institute.
-E

E His contributions to the profession of structural engineering were recognized by his election to the National Academy
-5 2 of Engineering in 1990 and his honorary membership in the Structural Engineers Association ofNorthern California.

In recognition of Mr. Wyllie's expertise in concrete design and performance, the American Concrete Institute named

0_C him an honorary member in 2000. Mr. Wyllie also was elected an honorary member of the American Society of
0 2• Civil Engineers in 2001. He holds a M.S. degree from the University of California, Berkeley.

o. > PETER D.ZIMMERMAN is an expert in nuclear physics and terrorism. He is currently the chair of science
a and security and director of the Centre for Science & Security Studies at King's College in London. He previously

served as the chief scientist of the Senate Foreign Relations Committee, where his responsibilities included nuclear
testing, nuclear arms control, cooperative threat reduction, and bioterrorism. Previously, he served as science advisorfor arms control in the U.S. State Department, where he provided advice directly to Assistant Secretary for Arms

Control and the Undersecretary for Arms Control and International Security. His responsibilities included technical
-" a)• aspects of the Comprehensive Test Ban Treaty, biological arms control, missile defense, and strategic arms control.

- )4 r Zimmerman spent many years in academia as professor of physics at Louisiana State University. He is the author
of more than 100 articles on basic physics as well as arms control and national security. His most recent publication
is the monograph "Dirty Bombs: The Threat Revisited," which was published by the National Defense University
in the Defense Horizons series. Dr. Zimmerman holds a Ph.D. in experimental nuclear and elementary particle
physics from Stanford University and a Fil. Lic. degree from the University of Lund, Sweden. He is a fellow of the

E. American Physical Society and a member of its governing council. He is a recipient of the 2004 Joseph A, Burton/
Forum award for physics in the public interest.
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TOUR OF SELECTED SPENT FUEL STORAGE-RELATED
INSTALLATIONS IN GERMANY

- .0 On April 25-28, 2004, six committee members visited spent fuel storage-related installations in Germany. The
.Eh > following is a summary of some of the pertinent information obtained from that trip.

_0 Several organizations and individuals worked with committee staff to make this trip possible. The committee
E would especially like to acknowledge Alfons Ldhrmann and William McConaghy of GNB/GNSI (Gesellschat fu r

2 o Nuklear-Behalter, mbHl/General Nuclear Systems, Inc.), who organized site visits; Klaus Janberg (STP engineering);
= •Michael Sailer, chairman of RSK (Reaktorsicherheitskommission-reactor safety commission); Holger Broeskamp

manager of GNS (Gesellchaft fur Nuklear-Service, mbH-Germany's nuclear industry consortium) and his staff;
0Wolfgang Sowa, managing director of GNB (Gesellschaft fUr Nuklear-Behalter, mbH) and his staff; Florentin Lange

l0)
0 CLof GRS (Gesellschaft fuir Anlagen-und Reaktorsicherheit, mbH); and Hubertus Flugge, vice-president of the RWE

4) Power AG plants in Lingen and his staff, who allowed the committee to visit the reactor building and the site's spent
2 fuel storage facility.

0ca0
.2

(D C.1 GERMAN COMMERCIAL NUCLEAR POWER PLANTS
E .-

a> Germany currently has 18 operating commercial nuclear power reactors at 12 sites. Approximately one-third

of the reactors are boiling water reactors (BWRs) and two-thirds are pressurized water reactors (PWRs).

2 o The design for PWR plants is illustrated schematically in FIGURE C. I. It consists of a dome-shaped reactor
cc building constructed of reinforced concrete and a spherical inner containment structure constructed of steel. The

,_ reactor core, spent fuel pool, and steam generators are located within the inner containment. The emergency core-
cooling systems are located outside the inner containment but within the reactor building.

E 0 The German BWR reactor building design is generally similar to a PWR, However, the spent fuel pool is
,: outside the inner containment structure but within the reactor building. The reactor building is also a different shape
CD '= (rectangular or cylindrical).
a FThere are three generations of commercial nuclear power plants in Germany, each having increasingly thick
0E walls:

au • First-generation plants have reactor building walls that are less than 1 meter thick. There are four plants of
_ this type.
15 Second-generation plants have reactor building walls that are slightly more than 1 meter thick. There are

five plants of this type.
76• Third-generation plants have reactor building walls that are about 2 meters thick, There are nine plants of

.c 0• this type.1
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The committee subgroup visited one of these plants (the Lingen power plant) during its tour.
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Some first- and second-generation plants have independent emergency systems in a bunkered building that
contains some safety trains and a control room. These systems are capable of delivering water to the reactor after
an accident or attack if the pipe systems within the reactor building survive.

Second- and third-generation plants were designed to withstand the crash of military fighter jets. Second-
generation plants were designed to withstand the crash of a Starfighter jet at the typical landing speed. Third-
generation plants were designed to withstand the crash of a Phantom jet at the typical cruising speed. This is
considered to be part of the "design basis threat" for nuclear power plants in Germany. This information on the
design basis threat has been made available to the public by the German government.

sum.. pdamhodWaRset
'Ied Fr imm WAs =Md ows m 4V~
aw 6wgou~

3 RheINuca"s 0' tPOX"
4 becWMMMW'tPV6V5

saw-u, g-ut~i~ww3wU~
?Nu~w~syulmsb- issZ2m
a~mi bhdiu - A9 gWAN

FIGURE C. I Schematic illustration of the Lingen PWR power plant, a third-generation power plant design. SOURCE:
RWE Power.
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Plant operators must show that of the four safety trains (each train contains 50 percent of the safety system) at
the plant, at least two will survive such a crash. The crash parameters (e.g,, aircraft type, speed, and angle) have

t: "been established by RSK. The crash parameters have been published and the public knows about them. Each plant
a_ must perform an independent analysis of each reactor building. Sometimes two separate analyses have to be provided
(D for the same site if there are two or more reactors with different designs.

-= In 1998, the German government decided to phase out nuclear energy. Commercial nuclear plants will be
!F_ allowed to generate an agreed-to amount of electricity before shutdown. Currently, the Lingen and the
,n
CD ccNeckarwestheim-2 plants have the highest remaining electricity production allowance and will be shutdown in 2021

(D or 2022, should no revision of this political decision be implemented.

0C.2 SPENT FUEL STORAGE

"E Until recently, all spent fuel at German plants was stored in the reactor pools until it could be sent to SellafieldE reety lat ol
0 •(U.K.) or La Hague (France) for reprocessing. In the 1980s, plants began to re-rack their spent fuel pools to increase

5 •storage capacities (the older German nuclear plants were designed to contain one full reactor core plus one third of
0 Ca core). Regulators became concerned that the emergency cooling systems were not sufficient to handle the increased
.2 0, heat loads in spent fuel pools from this re-racking. Some plants added additional cooling circuits to address this
CL concern. Only one power plant (an older plant at Obrigheim) has wet interim pool storage in a bunkered building.
C. E) A discussion of alternative spent fuel storage options began in 1979. A reprocessing plant had been proposed

at Gorleben that would have had several thousand metric tons of pool storage. The German government concluded
that while there were no major technical issues for reprocessing, wet fuel storage was a potential problem because

-.~cooling systems could be disrupted in a war. GNS decided to shift from wet to dry storage for centralized storage

E facilities.
0 PThere are two centralized storage facilities in Germany: Gorleben and Ahaus. Gorleben is designed to store

M vitrified high-level waste from spent fuel reprocessing and spent fuel from commercial power reactors. Ahaus is
C •designed to store spent fuel from test reactors and other special types of fuel. Ahaus currently stores 305 casks of
_o • reactor fuel from the decommissioned Thorium High Temperature Reactor, three casks of PWR spent fuel from the

Neckarwestheim site, and three casks of BWR spent fuel from the Gundremmingen site. The latter shipment
x CDproduced large public demonstrations and required the deployment of 35,000 police officers to maintain security.
o . At the end of 2001, the German utility companies and the German federal government agreed to avoid all

-) transport of spent fuel in Germany because of intense public opposition. The German government recently passed
) ka law making it illegal to transport spent nuclear fuel to reprocessing plants in France and the United Kingdom after

E • June 30, 2005. However, there is no legal restriction concerning the transport of spent fuel from power reactors to
0

other destinations (e.g., to dry storage facilities). The government and power plant operators have negotiated an
agreement to develop dry cask storage facilities at each of the 12 nuclear power plant sites to avoid the need for

offsite spent fuel transport.
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These dry cask storage facilities are to be constructed by 2006. They are licensed to store fuel for 40 years.
There are three dry cask storage facility designs in Germany:

1. WTI design: The walls and roof are constructed of 80 and 50 centimeters, respectively, of reinforced
concrete.

2. STEAG design: The wails and roof are constructed of 1.2 and 1.3 meters, respectively, of reinforced
concrete. This design is used at the Lingen Nuclear Power Plant dry storage facility visited by the
committee (FIGURE C.2).

3. GNK design: This is a tunnel design and is under construction at the Neckarwestheim nuclear power
plant.

The use of reinforced concrete in these facilities was originally intended for radiation protection and structural
support, not for terrorist attacks.

In 1999, RSK issued guidelines for dry storage, which were released in 2001 (RSK, 2001). Licensing a dry
storage facility in Germany requires several safety demonstrations and analyses. As part of the licensing procedures
for a storage facility, the license applicant must do independent calculations that demonstrate how the building
features meet the safety standards and the design basis threat. This threat includes an armed group of intruders and
the impact of a Phantom 2 military jet. It also includes a shaped charge. The scenario of a deliberate crash of a large
civilian airplane has been considered and analyzed as part of the recent licensing of onsite dry storage facilities but
is not established as part of the design basis threat. There are public hearings during which the license applicant
explains the safety features of the storage facility. The public is aware of the design basis threat, and it is provided
with the results of the analysis but not with the details.

FIGURE C.2 Dry cask spent fuel storage building at the Lingen Nuclear Power Plant.
SOURCE: RWE Power.
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There are six temporary (i.e., five- to seven-year) storage facilities in use at reactor sites until these dry cask
storage facilities become available. The casks in these temporary storage facilities are stored horizontally and are
protected by concrete "garages" designed to withstand the impact of a Phantom military jet.

Spent commercial fuel is stored in CASTOR® casks (FIGURE C.3) that were originally designed and
developed by the German utility-owned company GNB.2 These casks can store either PWR or BWR spent fuel
assemblies. The design consists of a ductile cast iron cylindrical cask body with integral circumferential fins
machined into the outer surface to maximize heat transfer; inside, the spent fuel assemblies are inserted in a borated
stainless steel basket. The cask has a double-lid system that is protected by a third steel plate. The cask complies
with the international regulations of the International Atomic Energy Agency (IAEA) as a type B(U) package.

Spent fuel is typically cooled for five years in a pool before it is put in dry cask storage; some other custom-
made cask designs can hold fuel that has been cooled for shorter (minimum two years) or longer times depending
on the fuel characteristics and fuel burn-up. Current fuel bum-ups in Germany (52 to 55 gigawatt-days per metric
ton) are similar to those in the United States.

FIGURE C.3 Typical features of a CASTOR cask used at the Lingen Nuclear Power Plant.
SOURCE: RWE Power AG Lingen Nuclear Power Plant.

2Gesellschaft flr Nuklear-Behd.lter, mbH.
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_ C.3 RESPONSE TO THE SEPTEMBER 11, 2001, TERRORIST ATTACKS IN THE UNITED
STATES

a) o•The September 11, 2001, terrorist attacks on the United States caused the German government to reassess the
_._ security of its nuclear power plants and spent fuel storage facilities. RSK held meetings starting in October 2001 toC6 >,

• discuss the implications of the September 11 attacks for German commercial nuclear power plants. It issued a short
2: .~statement recommending that an analysis be carried out on each plant to assess its vulnerability to September 11-

type attacks. These analyses have not yet been undertaken. Plant operators assert that terrorist attacks are a general
risk of society and should be treated like attacks on other infrastructure (e.g., chemical facilities). The Lainder (state)
governments, which are responsible for licensing commercial power plants in Germany, do not require these

> •analyses. RSK recommended that the federal government develop a checklist for such an analysis, but this also has
(o

o not been done.

iE A general analysis of the impact of the different civilian aircraft on commercial nuclear plants was requested
Eu by BMU 3 and has been carried out by GRS.4 The result of the discussions between RSK and BMU on the basis of
2 o b

o ý5 this report was that plant specific sensitivity analyses are needed. GRS was also involved in the framing of the recent
German licensing process in the analysis of the consequences of civilian aircraft attacks on STEAG-and WTI-design

0° spent fuel storage facilities using three sizes of aircraft (ranging from Airbus A320- to Boeing 747-size aircraft).
0O

(ont.-0).

.• C.4 TESTS ON GERMAN CASKS

.r- -6
.0) "The casks that are used in German dry cask storage facilities have been subjected to several tests that simulate

E._
accidents and terrorist attacks. The following types of tests were performed on these casks or cask materials.

Airplane crash test simulations with military aircraft (Phantom type) are part of the licensing requirements for
(D 0 both casks and storage facilities. Between 1970 and 1980 a number of tests on storage casks were carried out at the
b CC Meppen military facility in Germany. A one-third scale model of a GNB cask was used to simulate the impact of a

turbine shaft of a military aircraft using a hollow-tube projectile. Two different impact orientations were used:
> perpendicular to upright cask body (lateral impact) and perpendicular to center of lid system. The projectile

completely disintegrated in the test, but the cask sustained only minor damage.
0E "The jet aircraft tests were carried out because of safety concerns, but after September 11, 2001, intentional
(D =crashes of aircraft also were considered. Investigations by BAM (Bundesanstalt Mir Materialforschung und -prufung)
L Eand GRS concluded that CASTOR-type casks would maintain their integrity when intentionally hit by a commercial

0 0 aircraft.
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_ Other types of terrorist attacks have been a long-standing concern to the German government because of
terrorism activities in Europe in the 1970s and 1980s. A series of tests simulating terrorist attacks on casks were

a) done in Germany, France, the United States (for the German government), and Switzerland (for the Swiss
M

_ government). Additional tests may have been done that are not publicly acknowledged.
W• :In 1979-1980 at the German Army facility in Meppen, a "hollow charge" (i.e., shaped charge) weapon was

fired at a ductile cast iron plate and fuel assembly dummy to simulate a CASTOR cask. The cask plate was perforated
• "• but release fractions from the fuel assembly were not examined. From this experiment, the German government
,o concluded that the wall thickness of the cask should not be less than 300 millimeters.

o.2, Q>Other tests were carried out at the Centre d'Etude de Gramat in France in 1992 on behalf of the Germany Federal
a) "Ministry of Environment, Nature Protection and Nuclear Safety (BMU) (Lange et al,, 1994), These tests involved
oshaped charges directed at a CASTOR cask (type CASTOR Ila, the cask was one third of the regular length) filled
wwith nine fuel element dummies with depleted uranium. The fuel rods were pressurized to 40 bars to simulate fuel

-E
E bum-up, but the cask interior was at atmospheric pressure or at reduced pressure of 0.8 bar. The shaped charge

5 2perforated the cask and penetrated fuel elements. This damaged the fuel and resulted in the release of fuel particles

a 0from the cask.
SCLThese particles were collected, and their particle size distribution was measured. About 1 gram of uranium was

.o 0) released in particles of less than 12.5-microns aerodynamic diameter, and 2.6 grams of uranium were released in

. particles with a size range between 12.5 and 100 microns. If the pressure inside the cask was reduced to 0.8 bar (to
C. (D simulate the conditions during interim storage of spent fuel in Germany), the releases were reduced by two-thirds:

0.4 gram for particle sizes less than 12.5 microns and about 0.3 gram for particles between 12.5 and 100 microns.
r "In 1998, a demonstration was carried out at the Aberdeen Proving Ground in the United States using an anti-

-.tank weapon on a CASTOR cask. The purpose of this demonstration was to show that a concrete jacket on the

E .• exterior of the cask could prevent perforation. The weapon was first fired at the cask without the jacket. It perforated
the front wall of the cask. The concrete Jacket was effective in preventing perforation of the cask. Committee
members saw a specimen of this cask at the GNB workshop (see FIGURE C.4).

L r_ Also in 1999, explosion of a liquid gas tank next to a cask was performed by the German BAM (Federal Office
_o ,of Material Research and Testing) to study the effect of accidents involving fire or explosions in the vicinity of the

cask during transportation or storage. The gas tank and the CASTOR cask were initially about 8 feet (2.5 meters)
× •apart. Explosion of the tank generated a fire ball 330 to 500 feet (100 to 150 meters) in diameter. The explosion

0 oprojected the cask 23 feet (7 meters) away and tilted it by 180 degrees, causing it to hit the ground on the lid side.
Examination after the explosion showed no change in the containment properties of the lid system.
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FIGURE C.4 Section of a CASTOR cask showing the perforation made by a shaped charge at the Aberdeen Proving
Ground. SOURCE: Courtesy of GNB/GNSI.

REFERENCE

Large, F., G.Pretzsch, J.D6hler, E.Hbrmann, H.Busch, and W.Koch. 1994. Experimental Determination of U0 2-Release from a Spent Fuel
Transport Cask after Shaped Charge Attack. 3 5th INMM Annual Meeting Proceedings (Naples, Florida). Vol. 23, pp. 408-413.

RSK (Reaktorsicherheitskommission). 2001. Safety-Related Guidelines for the Dry Interim Storage of Spent Fuel Elements in Storage Casks.
Recommendation of the Commission on Reactor Safety, April 5. Available at hitp:iiww,.rskonline.deiDownload/Leitlinien/Englishi
RSK-GUIDELINES-DRY-INTERIM-STORAGE.pdf

Copyright © National Academy of Sciences. All rights reserved.



Safety and Security of Commercial Spent Nuclear Fuel Storage: Public Report
http://www.nap.edu/catalog/ll 1263.html

D 100

a)

Co a-

aD
aU)

0 = HISTORICAL DEVELOPMENT OF CURRENT
COMMERCIAL POWER REACTOR FUEL OPERATIONS

a)1

There are 103 commercial power reactors operating in the United States at this time. Almost all of them are
., >o operating with spent fuel pools that are too small to accommodate cumulative spent fuel discharges. This short

appendix was prepared to provide a historical background for power reactor fuel operations and pool and dry-cask
E storage of spent fuel.

E Y)

C.) D.1 DESIGN FOR A CLOSED FUEL CYCLE
.0

o The first large generation of commercial reactors in the United States were almost all light water reactors
0 -

C o.°(LWRs), that is, nuclear reactors that use ordinary water to cool the core and to moderate the neutrons emitted by

K a) fission. The hydrogen atoms in the water coolant moderate, or slow down the fission-emitted neutrons to an energy
0E level that is more likely to cause fission when the neutron strikes a fissile atom. These reactors were designed,
U)

developed, and licensed in the 1960s and 1970s, although many were not completed until the 1980s. Their design
power output increased rapidly, as it did for non-nuclear power plants, in order to achieve economies of scale. Thus,
the earlier plants in this generation were designed to produce 500-900 megawatts of electrical power (MWe) whileE. C

Cq later units increased to 1000-1200 MWe. The number of LWRs built and ordered by the U.S. industry began to
a, a, approach 200. All of these plants were being designed for a closed fuel cycle, that is, for the uranium oxide fuel,
2 enriched to 2-5 percent uranium-235, to be loaded and "burned" to a level of 20-30 gigawatt-days per metric ton

_: •of uranium (GWd/MTU), then reprocessed in commercial plants to separate the still usable fissionable, or fissile,
materials in the spent fuel from the radioactive waste. The reprocessing plants would recover the fissile

>plutonium-239 formed from uranium-238 during reactor operations and residual fissile uranium-235 for use as fuel

E in LWRs and later in breeder reactors (USNRC, 1976).
By the mid-1970s commercial reprocessing plants were built, under construction, or planned in New York,

Illinois, South Carolina, and Tennessee, with a combined projected capacity to reprocess more than 6000 MTU of
a. spent fuel per year. For comparison, a large LWR discharges about 20 MTU of spent fuel at a refueling. By this

O1, time the price of fresh uranium was dropping and the cost of fuel reprocessing made it difficult for recycle fuel to
a, compete with fresh fuel. Also, there was controversy about the risk of fissile material diversion if recycled plutonium

a, was moved in commercial traffic. Both existing fuel reprocessing plants withdrew from licensing for technical
CU _ reasons and then, on April 7, 1977, President Carter issued a policy statement that "we will defer indefinitely the
.0 - =C:

can) . commercial reprocessing and recycling of the plutonium produced in the U.S. nuclear power programs." The
3r C statement went on to say: "The plant at Barnwell, South Carolina, will receive neither federal encouragement nor

-F ýn -•funding for its completion as a reprocessing facility." After consultation with the White House, the U.S. Nuclear
.= I •Regulatory Commission (USNRC) terminated its Final Generic Environmental Statement on the Use of Recycled
0• . • Plutonium in Mixed Oxide Fuel in Light-Water Cooled Reactors (GESMO) proceedings.

- e
Vý D • Thus, the U.S. nuclear industry was immediately changed from a closed fuel cycle, with recycle, to an open or
5, a, once-through fuel cycle with the fuel loaded into the reactor in
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c,n

several consecutive locations to obtain maximum economic use of the fuel before it was finally removed as
a> waste. The USNRC changed the legal definition of high-level radioactive waste to include the high-level waste from

both nuclear fuel reprocessing and spent nuclear fuel.

a For this study, the significance of this closed fuel cycle design is that this entire generation of more than 100
W reactors was designed with small spent fuel pools, relying on prompt shipment away from the reactor to the

reprocessing plant to make room for later discharges of spent fuel. Early spent fuel shipping casks were being
. designed with active cooling systems to support shipment.of fuel less than a year out of the reactor to a reprocessing

plant. BOX D. 1 discusses the spent nuclear fuel at reprocessing plants. Supplementary wet and dry storage systems
Z, •had to be developed to receive the older spent fuel to make room for fresh spent fuel from the reactor. Many plants

had to remove and modify the storage racks in their spent fuel pools to accommodate more spent fuel in the pool
cc •itself until licensed supplementary systems were available.

ai)

-E
E = D.2 RETRENCHMENT OF U.S. REACTOR PLANS

C .2As noted in Section D.1, in the 1970s the United States was building reactors at a high rate. Then, in the late
0 1970s, three factors produced a retrenchment in power reactor plans: rising interest rates, reversal of the U.S. fuel

CD reprocessing policy, and the Three Mile Island-2 accident.
0. O

0. (D
-0E D.2.1 Effect of Interest Rates

U)

8 C: Commercial power reactors have characteristically high initial capital costs. The regulated public utilities have
2 .~had to raise the capital with various debt instruments; to build, license, and operate the finished plant for a time
E .- before it can be declared commercial; and to change the electricity rates charged consumers to retire the debt on the

capital cost. The soaring interest rates in the United States during the late 1970s drove the costs of new nuclear
plants that were under construction to extreme heights. This, combined with slackening demand for electricity, led

C: to the cancellation of many plants, some even in advanced stages of construction.

>D.2.2 Effect of Reversal of U.S. Fuel Reprocessing Policy

0 . President Carter enunciated a change in U.S. policy for reprocessing of spent nuclear fuel in early 1977. Those

-0 •reactors then operating and those under construction had to begin modifying their reactor fuel cycle design to go
00 from the closed (reprocessing) cycle to a "once-through" fuel cycle. This induced the designers to go to higher levels
CL E
E • of uranium-235 enrichment in the new fuel, but still within the 5 percent licensing limit. It also induced the designers

U L)to revise the core loading and operating plans in order to bum or use the fissile content of the fuel to the greatest
(D extent economically possible since the fissile residue could not be retrieved by reprocessing. As a result, spent fuel
0.

bumup levels rose to levels that are now almost double the 20-30 GWd/MTU characteristic of the original closed
o fuel cycle. This results in an increase in the decay-heat power of the spent fuel assembly by the time it is put into
= .2 the spent fuel pool.
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notis, modifying the storage racks to provide for closer spacing of the fuel assemblies,p allows older fuel to be
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CD shipment or dry storage. Re-racking can make it more difficult to cool the freshly discharged fuel if there is
.D •catastrophic loss of the fuel pool water.

D.2.3 Effect of the Three Mile Island Accident

E. The final factor driving the retrenchment of the nuclear power industry was the Three Mile Island-2 (TMI-2)
accident that occurred on March 28, 1979, in Pennsylvania (Walker, 2004). In that accident a small failure in the

0. C, a)reactor coolant system was compounded by operator errors to result in catastrophic damage; a partial core melt
-C a) occurred. The inability of the operators to understand and control the events, and the confusion among the state, the.- >
- =co USNRC, and other responsible agencies about public protection had a devastating effect on public trust in the safety

of nuclear power. The USNRC escalated safety requirements after the TMI-2 accident. These new requirements
Esubstantially modified the operation of licensed plants, delayed completion of new plants, and further increased

their construction costs. The accident also resulted in the retrenchment of nuclear power in the 1980s and led to the
cancellation of many plants, decommissioning of some plants, and the sale of some plants to other owners. The fleet

0. of operating U.S. reactors was reduced to the presently operating 103 described here.
.0

(D 0.0
L ZD.3 COMMERCIAL POWER REACTORS CURRENTLY OPERATING IN THE UNITED

0E STATES
(n0).) -o

All of the commercial power reactors operating in the United States are light water reactors. BOX D.2 describes
the LWRs that are currently operating in the United States.

0)

(U D.3.1 Pressurized Water Reactors

b About two-thirds of the U.S. reactors are pressurized-water reactors (PWRs), dual-cycle plants in which the
primary cooling water is kept under a pressure of about 2000 pounds per square inch absolute (psia) as it circulates

_to remove fission and decay heat from the reactor fuel in the core and carry that energy to the steam generators, to

x generate steam in the lower-pressure secondary loop. The reactor, primary loop piping, and steam generators are
0 all located in the containment structure; the steam lines penetrate the containment carrying the steam to the turbine

to generate electrical power.
0U) -About one-third of the U.S. reactors are boiling-water reactors (BWRs), single-cycle plants in which the primary
0. E
E _coolant of the reactor core is operated at about 1000 psia as it recirculates within the reactor core. The fission and
0 0decay heat generated in the core cause a substantial amount of the reactor coolant water to boil into steam that passes

0. out directly from the reactor pressure vessel to the turbine-generator system. Plant differences stem initially from
the different designs of the nuclear steam system supplier, the different designs of the architect-engineers that built

C, •the plants, and the owners that often specified additional modifications.
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The PWRS operating in the United States were designed by three different nuclear steam system suppliers;
Westinghouse Electric, Combustion Engineering, and Babcock & Wilcox. Most PWRs have what are called farge
dry containments, that is, containment structures of about 2 million cubic feet volume that can absorb the rapid
release of steam and hot water from a postulated rupture of the primary coolant system without exceeding an internal
pressure of about 4 atmospheres. FIGURE D.1 illustrates a PWR in a large dry containment. Some PWR
containments are essentially as large but use ventilation fans to maintain the initial containment pressure mildly
sub-atmospheric to provide an additional pressure margin. Finally, one set of nine Westinghouse PWRs uses ice-
condenser containment structures, in which the containment has about the same pressure capability but is smaller,
relying on massive baskets of ice maintained in the containment to condense steam releases and mitigate the pressure
surge.

D.3.2 Boiling Water Reactors

The BWRs in operation today were designed by the General Electric Company. They all use pressure
suppression containments, two-chamber systems with the reactor located in a dry well that is connected to a wet
well containing a large pool of water.

In the event of a rupture of the reactor system in the dry well, the steam and hot water released are channeled
into the water in the wet well, condensing and cooling the steam to mitigate the pressure surge. BOX D.2 lists the
three successive generations of BWR containment design, and the number of each still operating. FIGURE D.2
illustrates three types of BWR containments: Mark I. Mark II, and Mark III, The Mark I containment is the most
common type with 22 in operation. The reactor pressure vessel, containing the reactor core is located in a dry well
of the containment in the shape of an inverted incandescent light bulb.
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FIGURE D. 1 A PWR in a large dry containment. SOURCE: Modified from Duderstadt and Hamilton (1976, Figure
3-4).

The dry well is connected by large ducts to the wet well, a large toroidal (i.e., doughnut-shaped) part of the
containment that is partially filled with water. Gas and steam releases from an accident in the dry well would be
passed through the connecting ducts into the water in the wet well, cooling the gas and condensing the steam to
mitigate the accident pressure rise in the containment. The containment building Mark II BWR is similar to the
Mark I except that in the Mark II containment the conical dry well is directly above the cylindrical wet well. Nine
Mark II reactors are still operating in the United States. In the Mark III, the dry well around the reactor vessel is
vented to the top of a cylindrical wet well that surrounds it.

Four Mark III BWRs are currently operating. The entire dry well-wet well system is contained within a large
steel containment shell and a concrete shield building.

D.3.3 Reactor Fuel and Reactor Control

TABLE D. 1 presents the range of dimensions and weights for a wide variety of the LWR fuel assemblies used
in the operating reactors, The spent fuel pools and the dry storage systems used at a reactor must be tailored to the
specific fuel design for that reactor.

Copyright © National Academy of Sciences. All rights reserved.
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FIGURE D.2 Three types of BWR containment system: Mark 1, Mark II, and Mark III. SOURCE: Modified from
Lahey and Moody (1993, Figure 1-9).

The fission process is controlled by the reactor operators through the use of neutron-absorbing materials. The

primary control is an array of control rods or blades that can be withdrawn from the core to the degree needed. In

the PWRs, the control rods are moved within selected empty tubes within the assembly. In the BWRs, cruciform

(cross-shaped) control blades are moved across the faces of the fuel assembly, typically narrower than those in a

PWR fuel assembly. Reactor fuel designers also use burnable poisons within the fuel assembly to control the fission
process. These poisons are placed in appropriate amounts within the fuel assembly so that they burn away, making

the fuel assembly more reactive, as the continued fission process is making it less reactive. PWRs also use neutron

control by dissolving neutron-absorbing sodium borate in the reactor coolant, gradually lowering the concentration

from the peak after refueling to the minimum before the next refueling.
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w ~TABLE D. I Range of Dimensions and Weights for Light Water Reactor Fuel Assemblies Used in Operating Reactors
- in the United States.
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GLOSSARY

Actinide:

Alpha particle:

Bare-fuel cask:

Beta particle:

Beyond-design-basis ac-
cidents:

Boiling water reactor
(BWR):

Burn-up:

Canister-based cask:

Cask:

Cesium-137:

Chain reaction:

Any of a series of chemically similar radioactive elements with atomic numbers ranging from 89

(actinium) through 103 (lawrencium). This group includes uranium and plutonium.

Two neutrons and two protons bound as a single particle (a helium nucleus) emitted from certain
radioactive isotopes when they undergo radioactive decay.

See Cask.

A charged particle consisting of a positron or electron emitted from certain radioactive isotopes when
they undergo radioactive decay.

Technical expression describing accident sequences outside of those used as design criteria for a
facility. Beyond-design-basis accidents are generally more severe but are judged to be too unlikely to
be a basis for design.

A type of nuclear reactor in which the reactor's water coolant is allowed to boil to produce steam. The
steam is used to drive a turbine and electrical generator to produce electricity.

Measure of the number of fission reactions that have occurred in a given mass of nuclear fuel,

expressed as thermal energy released multiplied by the period of operation and divided by the mass
of the fuel. Typical units are megawatt-days per metric ton of uranium (MWd/MTU) or gigawatt-days
per metric ton of uranium (GWd/MTU).

See Cask

Large, typically cylindrical containers constructed of steel and/or reinforced concrete that are used to
store and/or transport spent nuclear fuel. Casks designed for storage of spent nuclear fuel can be of
two types: "bare-fuel" or "canister-based." In bare-fuel casks, spent fuel is stored in a fuel basket
surrounded by a heavily shielded and leak-tight container. In canister-based casks, the fuel is enclosed

in a leak-tight steel cylinder, called a canister, which has a welded lid. The canister is placed in a
heavily shielded cask overpack. Casks can be single-, dual-, or multiple-purpose, indicating that they
can be used, respectively, for storage (also called storage-only casks), for storage and transportation,
and for storage, transportation, and geologic disposal. There are no true multi-purpose casks for spent
fuel currently available on the market.

Radioactive isotope that is one of the products of nuclear fission

A series of fission reactions wherein the neutrons released in one fission event stimulate the next
fission event or events.

Copyright © National Academy of Sciences. All rights reserved.



Safety and Security of Commercial Spent Nuclear Fuel Storage: Public Report
http://www.nap.edu/catalog/l1263.html

.2 a)

oCD
a(=

M9'

C a (

CU

a>~

E an

C
0

oa

'-a'
~0

- 0

OC

E 0
0 .

0C
a.

aE
0-0

0 L

a)a
.0.

ca

*C 0)

~0C

U)

C 3,

a'n 0
aD aM

a)U

'0 C

?u

:E .

0)C

CLU
W ac

M C>< C

E 109

Cladding:

Conduction:

Containment structure:

Thin-walled metal tube that forms the outer jacket of a nuclear fuel rod. It prevents corrosion of the
nuclear fuel and the release of fission products into the coolant. Zirconium alloys (also called
zircalov, see below) are common cladding materials in commercial nuclear fuel.

In the context of heat transfer, the transfer of heat within a medium through a diffusive process (i.e.,
molecular or atomic collisions),

A robust, airtight shell or other enclosure around a nuclear reactor core to prevent the release of
radioactive material to the environment in the event of an accident.

Heat transfer by the physical movement of material within a fluid medium.

The amount of time elapsed since spent fuel was discharged from a nuclear reactor.

Convection:
Cooling time:

Core: That portion of a nuclear reactor containing the fuel elements.

Criticality: Term used in reactor physics to describe the state in which the number of neutrons released by the
fission process is exactly balanced by the neutrons being absorbed and escaping the reactor core. At
Criticality, the nuclear fission chain reaction is self-sustaining,

Decay heat: Heat produced by the decay of radioactive isotopes contained in nuclear fuel.

Decay, radioactive: Disintegration of the nucleus of an unstable element by the spontaneous emission of charged particles
(alpha, beta, positron) or photons of energy (gamma radiation) from the nucleus, spontaneous fission,
or electron capture.

Depleted uranium: Uranium enriched in the element uranium-238 relative to uranium-235 compared to that usually found
in nature. Also, uranium in which the uranium-235 content has been reduced through a physical
process.

Design basis phenomena:Earthquakes, tornadoes, hurricanes, floods, and other events that a nuclear facility must be designed
and built to withstand without loss of systems, structures, and components necessary to ensure public
health and safety.

Design basis threat: In the context of this study, hypothetical ground assault threat against a commercial nuclear power
plant. Some generic elements of the design basis threat are described in Title 10, Section 73. 1(a) of
the Code of Federal Regulations (10 CFR73. l (a)).

Dirty bomb: See Radiological Dispersal Device.

Dry storage: Out-of-water storage of spent nuclear fuel in heavily shielded casks.
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Drywell:

Dual-purpose cask:

Fissile material:

Fission:

Fissionable:

Fuel assembly:

Fuel pellet:

Fuel reprocessing:

Fuel rod:

Gamma ray:

Half-life (radioactive):

The containment structure enclosing a boiling water nuclear reactor vessel. The drywell is connected
to a pressure suppression system and provides a barrier to the release of radioactive material to the
environment under accident conditions.

See Cask.

Material that undergoes fission from thermal (slow) neutrons. Although sometimes used as a synonym
for fissionable material, the term "fissile" has acquired this more restricted meaning in nuclear reactor
technology. The three primary fissile materials are uranium-233, uranium-235, and plutonium-239.

Splitting of a nucleus into at least two nuclei accompanied by the release of neutrons and a relatively
large amount of energy.

Material that is capable of undergoing fission from fast neutrons. Fission products: Nuclei resulting
from the fission of elements such as uranium.

A square array of fuel rods.

A small cylinder of uranium usually in a ceramic form (uranium dioxide, UO,), typically measuring
about 0.4 to 0.65 inches (1.0 to 1.65 centimeters) tall and about 0.3 to 0.5 inch (0.8 to 1.25 centimeters)
in diameter.

Chemical processing of reactor fuel to separate the unused fissionable material (uranium and
plutonium) from waste material,

Sometimes referred to as afuel element orfuel pin. A long, slender tube that holds the uranium fuel
pellets. Fuel rods are assembled into bundles calledfiiel assemblies.

Electromagnetic radiation (high-energy photons) emitted from certain radioactive isotopes when they
undergo radioactive decay.

Time required for half the atoms of a radioactive substance to undergo radioactive decay. Each
radioactive isotope has a unique half-life. For example, cesium-137 decays with a half-life of 30.2
years, and plutonium-239 decays with a half-life of 24,065 years.

Independent Spent Fuel A facility for storing spent fuel in wet pools or dry casks as defined in Title 10, Part 72 of the Code
Storage Installation (IS- of Federal Regulations.
FSI):

Irradiation: Process of exposing material to radiation, for example, the exposure of nuclear fuel in the reactor core

Isotope:

to neutrons.

Elements that have the same number of protons but different numbers of neutrons. For example,
uranium-235 and uranium-238 are different isotopes of the element uranium.
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_c Loss-of-pool-cootant A postulated accidental or malevolent event that results in a loss of the water coolant from a spent
event: fuel pool at a rate in excess of the capability of the water makeup system to restore it.

CD Megawatt: One million watts.
a)Y_ MELCOR: A computer code developed by Sandia National Laboratories for use in analyzing severe reactor core

i>, accidents. The code has been adapted to model fluid flow, heat transfer, fuel cladding oxidation
E Cqkinetics, and fission product release phenomena associated with spent fuel assemblies in spent fuel

M iopools in loss-of-pool-coolant events.

ca Metric ton: Weight unit corresponding to 1000 kg or approximately 2200 pounds.0- a

.?, 4) Metric tons of uranium: See MTU.(D
76 "0 Moderator: Material, such as ordinary water, heavy water, or graphite, used in a reactor to slow down high-energy

oneutrons.

co ~MTU (metric tons of ura-Unit of measurement of the mass for spent nuclear fuel. also expressed in metric tons of heavy metal
E nium): (MTHM). It refers to the initial mass of uranium that is contained in a fuel assembly. It does not

2 c, include the mass of fuel cladding (zirconium alloy) or the oxygen in the fuel compound.
- Multi-purpose cask: See Cask,
C: .
j. =
. MWe: Megawatts of electrical energy output from a power plant

-2MWt: Megawatts of thermal energy output from a power plant.
co Neutron: Uncharged subatomic particle contained in the nucleus of an atom. Neutrons are emitted from the

Ea nucleus during the fission process.

Open rack: A storage rack in a spent fuel pool that has open space and lateral channels between the cells for storing

spent fuel assemblies to permit water circulation.

Overpack: Metal or concrete cask used for storage or transportation of a canister containing spent nuclear fuel.
E .- See Cask.

Owner-controlled area: That part of the power plant site over which the plant operator exercises control. This usually

ncorresponds to the boundary of the site.

L :Pellet: See Fuel pellet.

- Penetrate: To pass into, but not completely through, a solid object.
-J Perforate: To produce a hole that goes completely through a solid object.

Plutonium-239: A fissile isotope of plutonium that contains 94 protons and 145 neutrons.
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Pressurized water reac- A type of nuclear reactor in which the reactor's water coolant is kept at high pressure to prevent it
tor (PWR): from boiling. The coolant transfers its heat to a secondary water system that boils into steam to drive

the turbine and generator to produce electricity,

Probabilistic risk assess- A systematic, quantitative method to assess risk (see below) as it relates to the performance of a
ment:
Protected area:

psia:

Radioactivity:

Radiological Dispersal
Device (RDD):
Radiological sabotage:

Radionuclide:

Re-racking:

Risk:

Safety:

Safeguards:

complex system.

A zone located within the owner-controlled area of a commercial nuclear power plant site in which
access is restricted using guards, fences, and other barriers.

Unit of pressure, pounds per square inch absolute, that is the total pressure including the pressure of
the atmosphere.

Spontaneous transformation of an unstable atom, often resulting in the emission of particles (alpha
and beta) or gamma radiation. The process is referred to as radioactive decay.

A terrorist device in which sources of radioactive material are dispersed by explosives or other means.
Also referred to as a dirt, bomb.

Any deliberate act directed against a nuclear power plant or spent fuel in storage or transport that
could directly or indirectly endanger the public health and safety by exposure to radiation.

Any form of an isotope of an element that is radioactive.

Replacement of the existing racks in a spent fuel pool with new racks that increase the number of
spent fuel assemblies that can be stored.

The potential for an adverse effect from an accident or terrorist attack. This potential can be estimated

quantitatively if answers to the following three questions can be obtained: (1) What can go wrong?
(2) How likely is it? (3) What are the consequences?

In the context of spent fuel storage, measures that protect storage facilities against failure, damage,
human error, or other accidents that would disperse radioactivity in the environment

As used in the regulation of domestic nuclear facilities and materials, the use of material control and
accounting programs to verify that all nuclear material is properly controlled and accounted for, and
also the use of physical protection equipment and security forces to protect such material.

Safeguards information: Information not otherwise classified as National Security Information or Restricted Data that
specifically identifies a U.S. Nuclear Regulatory Commission licensee's or applicant's detailed (1)
security measures for the physical protection of special nuclear material or (2) security measures for
the physical protection and location of certain plant equipment vital to the safety of production or
utilization facilities (10 CFR 73.2). The U.S. Nuclear Regulatory Commission has the authority to

determine whether information is "safeguards information."
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w5

Security: In the context of spent fuel storage, measures to protect storage facilities against sabotage, attacks, or
theft.

a "D Shaped charge: A demolition and wall penetration or perforation device that uses high explosive to create a high-
0- U) velocity jet of material.-c

Single-purpose cask: See Cask,

Special nuclear material:Fissile elements such as uranium and plutonium.
CD

Spent fuel: See Spent nuclear fuel.

Spent fuel pool: A water-filled pool that is used at all commercial nuclear reactors for storage of spent (used) fuel
0. Ca) elements after their removal from a nuclear reactor Spent fuel pools are constructed of reinforced

concrete and lined with stainless steel. The inside of the pool has storage racks to hold the spent fuel
• M • assemblies and may contain a gated compartment to hold a spent fuel cask while it is being loaded

and sealed.
-OE Spent (or used or irradi- Fuel that has been "burned" in the core of a nuclear reactor and is no longer efficient for producing

2 c ated fuel) nuclear fuel: electricity. After discharge from a reactor, spent fuel is stored in water-filled pools (see Wet
-5 ostorage) for shielding and cooling.

Storage-only cask: See Cask.
Thermal power: Total heat output from the core of a nuclear reactor.

0
Uranium-235: A fissile isotope of uranium that contains 92 protons and 143 neutrons. It is the principal nuclear fuel

C. a) in nuclear power reactors.

.n Uranium-238: An isotope of uranium that contains 92 protons and 146 neutrons.
.0)_0

Vital area: A zone located within the protected area of a commercial nuclear power plant site that contains the

.• .6 reactor control room, the reactor core, support buildings, and the spent fuel pool. It is the most carefully
E .-- controlled and guarded part of the plant site.

Watt: Unit of power.

-0 Watt-hour: Energy unit of measure equal to one watt of power supplied for one hour

Wet storage: Storage of spent nuclear fuel in spent fuel pools.
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_Zircalloy: Zirconium alloy used as cladding for uranium oxide fuel pellets in reactor fuel assemblies.
Zirconium cladding fire: A self-sustaining, exothermic reaction caused by rapid oxidation of zirconium fuel cladding (zircaloy)

at high temperatures.
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=-, ACRONYMS

a0 .o ACRS: Advisory Committee on Reactor Safeguards
BAM: Bundesanstalt for Materialforschung und -pruifung

D BMU: Bundesministerium fiir Umwelt, Naturschutz und Reaktorsicherheit
-E

E p BNL: Brookhaven National Laboratory

0 BWR: Boiling Water Nuclear Reactor (see Appendix E)

.• • CFD: Computational Fluid Dynamics

.2 M DBT: Design Basis Threat (see Appendix E)0

M DHS: United States Department of Homeland Security
a. aD

o E DOE: United States Department of Energy
r0

o C: EPRI: Formerly referred to as the Electric Power Research Institute
-r -6 GAO: United States Government Accountability Office (formerly the General Accounting Office)
E .c

2 .E GESMO: Final Generic Environmental Statement on the Use of Recycled Plutonium in Mixed Oxide Fuel

-D ( in Light-Water Cooled Reactors

CD GNB: Gesellschaft fiir Nuklear-Behilter, mbH

GNS: Gesellschaft fMr Nuklear-Servlce, mbH

_ GNSI: General Nuclear Systems, Inc.

GRS: Gesellschaft fMr Anlagen- und Reaktorsicherheit, mbH
Eo0

GWd/MTU: Gigawatt-Days per Metric Ton of Uranium (see Burn-up in Appendix E)
a Z INL: Idaho National Laboratory (formerly Idaho National Engineering and Environmental Laboratory)
CL ISFSh: Independent Spent Fuel Storage Installation

HSK: Die Hauptabteilung fiir die Sicherheit der Kemaniagen
a .-MTU: Metric Tons of Uranium (see Appendix E)

_, MWd/MTU: Megawatt-Days per Metric Ton of Uranium (see Burn-up in Appendix E)
(D 0a( - NPP: Nuclear Power Plant

NRC: National Research Council

t PFS: Private Fuel Storage
C

aDc .0 o PWR: Pressurized Water Nuclear Reactor (see Appendix E)
r-c
'6 6 a) ROD: Radiological Dispersal Device (see Appendix E)

•.0 V .2 RPG: Rocket-Propelled Grenade
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Z)

0) C RSK: Reaktorsicherheitskommission

- ~ TOW: Tube-Launched, Optically Tracked, Wire Guided [Missile] (see Appendix E)
USNRC: United States Nuclear Regulatory Commission
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NRO REQUEST FOR COMMISSIONERS' ASSISTANTS BRIEFING:

Subject: NRO requests a briefing of the Commission Technical Assistants on the topic of
changes during construction (CdC).

Summary: The purpose of the briefing is inform the Technical Assistants (TAs) of NRO's plan to
include a license condition that will provide a process for licensees to proceed with construction
of changes to their design basis pending review of the associated license amendment request.
The staff will describe industry's basis for requesting this process and the staff's progress in
addressing this issue.

Rationale for the Request: Once an applicant completes the "licensing" process and receives
a Combined License (COL), they become an NRC "licensee." One of the principal impacts of
that transition is the establishment of a "licensing basis" and a licensee's immediate assumption
of responsibility for maintaining the plant's licensing basis. Licensing basis maintenance during
construction is a new challenge-for both the NRC and the expected licensees. Over the past
year, the staff has been discussing these potential issues with industry regarding the challenges
that will be faced by licensees, constructors, and regulators in dealing with licensing processes
such as 50.59-like screenings and evaluations, exemptions, and 50.90 amendments.

Key Messages:

- Staff's proposal for effective processing of licensee plant changes and modifications
during the construction period under a Part 52 COL,

- Staff's progress in determining the activities that can be performed by licensees during
construction while the NRC is reviewing requested changes to the licensing basis
(license amendments)

Proposed times: Possible briefing times are

May 18th - 9:00-10:00, 11:00-12:00, 3:00-4:00
May 19th - 10:00-11:00, 2:00-3:00


