May 17, 2011

MEMORANDUM TO: Dale Yeilding, President
National Treasury Employees Union (NTEU) Chapter 208

FROM: Kathy L. Lyons-Burke, /RA/
Senior Information Technology Security Officer
Computer Security Office

SUBJECT: Notice of Change: Computer Security Standards

This notice is provided in accordance with the provisions of Article 42 of the Collective
Bargaining Agreement (CBA) between the NRC and NTEU Chapter 208. The NRC plans to
issue the following computer security standards as posted on the Computer Security Office
(CSO) web page (http://www.internal.nrc.gov/CSO/standards.html) on June 10, 2011:

e (CSO-STD-0021, Organization Defined Values for System Access Security Controls

e (CSO-STD-0022, Organization Defined Values for Awareness and Training Security Controls

e (CSO-STD-0023, Organization Defined Values for System Audit and Accountability Security
Controls

e (CSO-STD-0025, Organization Defined Values for System Configuration Management
Security Controls

e (CSO-STD-0027, Organization Defined Values for System Identification and Authentication
Security Controls

e (CSO-STD-0028, Organization Defined Values for Incident Response Security Controls

e (CSO-STD-0029, Organization Defined Values for System Maintenance Security Controls

e (CSO-STD-0030, Organization Defined Values for System Media Protection Security
Controls

e (CSO-STD-0031, Organization Defined Values for System Physical and Environmental
Protection Security Controls

e (CSO-STD-0032, Organization Defined Values for System Planning Security Controls

e (CSO-STD-0033, Organization Defined Values for Personnel Security Controls

e (CSO-STD-0034, Organization Defined Values for System Risk Assessment Security
Controls

e (CSO-STD-0035, Organization Defined Values for System and Services Acquisition Security
Controls

e (CSO-STD-0036, Organization Defined Values for System and Communications Protection
Security Controls

e (CSO-STD-0037, Organization Defined Values for System and Information Integrity Security
Controls
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This change provides the organizational defined values required to implement National Institute
of Standards and Technology Special Publication 800-53, “Recommended Security Controls for
Federal Information Systems and Organizations” in accordance with the Federal Information
Security Management Act.

This change will be implemented by posting the final standards to the CSO web page and
notifying the NRC information system security officers (ISSOs) via the ISSO forum.

It is anticipated that this change will have a minimal impact on employees by 42.2.4, requiring
minimal computer security controls to protect NRC information and systems. Most of the
controls impact only individuals that must implement the computer security controls. A few of
the controls impact all staff that use the systems.

If NTEU wishes to invoke the union’s right to negotiate the impact and implementation of this
plan please submit a request in accordance with Article 42 of the CBA.

Angela Bolduc, Chief ELRWB, has designated Howard Swinimer as the ELRWB representative
for this matter. Please contact him if you have any questions or comments. NTEU has ten
workdays from receipt of this notice to invoke its right to bargain. You may submit it by e-mail to
Howard.Swinimer@nrc.gov or facsimile at 301-492-2241 or by hand delivery to Howard
Swinimer at the Gateway Building, floor five.
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This notice was delivered to NTEU office at One White Flint on DATE

Received by IRA/ 5/17/2011
Dale E. Yeilding
(NTEU representative signature)

or

certify that | hand delivered this notice to the NTEU Office at One White Flint.
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