RESEARCH INFORMATION LETTER 1001:

Software-Related Uncertainties in the Assurance of Digital Safety
Systems—Expert Clinic Findings, Part 1

Executive Summary

This research information letter (RIL) transmits knowledge about uncertainties in assurance of
digital safety systems associated with software' and other manifestations of complex logic

(e.g., field-programmable gate array (FPGA)). The purpose of this transmittal is to support the
judgment exercised in licensing reviews of complex digital safety systems. This knowledge was
acquired through an expert elicitation activity’ conducted by the U.S. Nuclear Regulatory
Commission (NRC), Office of Nuclear Regulatory Research (RES), Division of Engineering (DE)
(hereafter referred to as NRC/RES/DE).

Uncertainties in the assurance of digital instrumentation and control (DI&C) systems for safety
functions in a variety of application domains are increasingly emanating from systemic causes,
as in software. In order to learn from experiences outside of the commercial nuclear power plant
(NPP) industry, such as defense, space flight, commercial aviation, medical devices,
automobiles, telecommunications, and railways, NRC/RES/DE elicited knowledge from experts
with safety-critical software and systems research experience in these application domains.
NRC/RES/DE employed the Pacific Northwest National Laboratories (PNNL) as a neutral
elicitation agent. PNNL interviewed over 30 experts spread across seven countries (United
Kingdom, Sweden, Germany, Canada, United States, Australia, and New Zealand), from which
a diverse group of 10 was charged with the following objectives in a 2-day clinic:

¢ Identify limitations in the current state of practice (i.e., sources of uncertainty) that make
software assurance heavily dependent on expert judgment.

o |dentify the evidence that is needed to assure software for safety more effectively, based on
best practices in other application domains.

¢ |dentify knowledge gaps to be filled (i.e., areas in need of research and development) to
enable more consistent reviews and to reduce judgment-based variation.

Highlights of the expert clinic findings are summarized below.

1. Summary of Current State

DI&C system safety assessment will continue to require high-caliber judgment from a diverse
team® commensurate with the complexity of the system and its development process and
environment, as in systems containing complex software or other manifestations of complex
logic. In order to exercise reasonable judgment, the team will review the types of evidence*

! Although the expert elicitation activity was targeted to focus on uncertainties in software assurance, the findings are
applicable more broadly to potential defects in the DI&C system attributable to engineering mistakes or defects in
engineering tools.

% This activity was part of the NRC’s 2010-2014 DI&C research plan.

® A diverse team should be composed of individuals with complementary attributes (e.g., thought processes,
communication styles, and competence) needed to perform the assigned task, including education, training, and
experience in different domains and disciplines.

* Also see Appendices A.1-A.6.
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identified in this report, integrated with reasoning to demonstrate® that the remaining
uncertainties will not adversely affect system safety. In the absence of such demonstration,
there should be diverse defensive measures® independent from digital safety systems using
complex software, other implementations of complex logic, or products of software-intensive
tools.

2. Seek Diverse Complementary Evidence to cover gaps and uncertainties

Because of the complexity’ of the digital systems® being proposed in new licensing applications
in the USA, claims of complete certitude about safety assurance would not be credible. To the
extent that complete certitude of assurance cannot be obtained from product verification alone,
a combination of different types of evidence® is recommended for complete coverage,
complementing or filling the respective gaps and uncertainties, including diversity to improve the
confidence in the coverage. No single approach (testing alone or process audit alone) can
provide adequate assurance. It is necessary to integrate the evidence, with supporting
arguments, to demonstrate reasonable assurance of safety. This RIL refers to this evidence-
argument-claim integration structure as a “safety demonstration framework'®”; some current
uses of an evidence-argument-claim integration structure are known as an “assurance case” or,
for a complete system, a “safety case” [1].

3. Complexity

Increasing complexity, among other issues, increases the potential for hidden or unsuspected
dependencies or couplings, including interference. Establishing criteria (e.g., architectural) for
avoiding unnecessary'' complexity will support reducing uncertainty resulting from system
complexity.

4. Interference

Demonstration of noninterference of system, subsystems, or elements is important; there is a
need to establish criteria (e.g., architectural).

5. Change Impact Analysis

Analysis of the impact of change on safety assurance is difficult, especially as the DI&C
systems and their development processes become more complex.' A complete understanding
of all dependencies, the awareness of change in any dependency factor, and the analysis of its
effect are all necessary. Architectural constraints will support such analysis.

® See Section 4 Safety Demonstration
® This recommendation is consistent with and supportive of current NRC diversity and defense-in-depth policy.
" relative to electromagnetic relay logic

8 especially, with runtime software exhibiting dynamically altering behavior, with interconnections across elements of
different degrees/levels of qualification and interconnections across redundant elements.

® e.g. expert group reviews to validate requirements and constraints; verifying satisfaction of design constraints or
rules; model verification; analysis; simulation; coverage-based testing; process audits. See Table 2.

"% See Section 4 Safety Demonstration
" "Everything should be made as simple as possible, but no simpler"—Albert Einstein.
2 For example, as electronic hardware becomes obsolete (unavailable or unmaintainable) sooner, platform software

correspondingly changes more often. The cumulative effect of a series of small or subtle changes becomes
progressively more difficult to analyze.
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6. Architecture

System-constraining criteria'® and software architecture can reduce complexity, assure freedom
from interference, reduce the interaction of different sources of uncertainty, reduce the impact of
change, and improve verifiability. Thorough reviews can assure correctness in deriving
architectural constraints and specifications from quality of service properties, such as safety,
reliability, and robustness. It is recommended that reviews also examine whether assumptions
about the environment are validated.

7. Tool-Automated Processes

Software development technology is headed toward automation of routine, well-defined,
repetitious, or tedious tasks through tools such as for automatic generation of code, automatic
generation of test cases, and automated testing. However, any such tool, by itself, should not be
accepted' as the sole contributor of evidence for safety assurance, without published formally
defined semantics and certification and qualification of their correctness and fitness for purpose.
Although such tools can eliminate the possibility of mistakes that people make in routine tasks,
tools can also add new defects’® in ways that are outside the intuition and experience of the
designers and regulators. When tools are used in a chain of transformations from various levels
of abstract representations to executable code, evaluation of the chain, as a set, for semantic
consistencies across transformations is recommended.In the current state of the art, in addition
to certification and qualification of tools, diverse evidence, such as independent checks of the
tool outputs or complementary evidence from various process activities'®, supports providing
adequate coverage.

8. Follow-On Expert Elicitation Activities

Recognizing that the scope of these problems is large and their resolution a long-term
endeavor, it is recommended the NRC undertake similar expert elicitation activities with more
domain-specific information,"” engaging specific expert groups for topics such as assessment
and audit of tool-automated, tool-assisted processes for development, verification, and
assurance. In order to focus the expert knowledge on problems being experienced or foreseen
in the NRC (see [2]) and for regulatory improvement, these activities would benefit from
including experienced NRC licensing reviewers. Thus, the resolution of these problems will be
an iterative, evolutionary process, with commensurate growth in knowledge and active
engagement of the stakeholders

3 n scope of the NRC DI&C research plan [2], Section 3.1.5.

" In contrast, consider the example of tools used in creating logic targeted for FPGAs. Tools developed for non-
safety consumer products are being used for safety applications without commensurate qualification guidance. On
the other hand, it is economically prohibitive to develop tools for safety-critical applications from scratch.

'* New defects may possibly result in new system failure modes.

16 e.g. regression tests; verification of compliance with design constraints, implementation constraints, coding
standards, etc..

7 Domain-specific information might include representative system configurations, platforms, and applications.
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1. Introduction

This RIL is the first in a series of three (RIL-1001, RIL-1002, and RIL-1003) that collectively
respond to the DI&C-relevant part of the Commission’s staff requirements memorandum
(SRM) M080605B, “Meeting with Advisory Committee on Reactor Safeguards,” dated June 26,
2008 [3], which asked the staff to do the following:

e Report progress in identifying and analyzing DI&C failure modes (to be addressed in
RIL-1002, “Identification of Failure Modes in Digital Safety Systems and Analysis for
Systemic Causes—Expert Clinic Findings, Part 2” [4]).

e Discuss the feasibility of applying failure mode analysis to quantification of risk associated
with DI&C (to be addressed in RIL-1003, “Feasibility of Applying Failure Mode Analysis to
Quantification of Risk Associated with Digital Safety Systems—Expert Clinic Findings, Part
3”7 [5]).

1.1 Context: State of Maturity of Knowledge in These Topics

These challenging issues can be addressed in long-term research, in collaboration with
international regulatory researchers from other safety-critical application domains. The “NRC
Digital System Research Plan FY 2010-FY 2014,” dated February 26, 2010 (referred to
hereafter as “DI&C research plan”) [2], is structured to address these long-term research issues
in an iterative, evolutionary manner, with several interrelated research activities, such as
operational experience, analytical assessment, knowledge management, and probabilistic risk
analysis. Figure 1 Lower half illustrates these inter-relationships, including the expert elicitation
activities, being reported herein, and addressing the requirement from the Commission,
depicted in the upper half of Figure 1.

' SRM M080605B resulted from the June 5, 2008, Advisory Committee on Reactor Safeguards (ACRS) presentation
to the Commission about its review on DI&C issues.
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1.2 Organization of This Letter

Section 2, “Background,” summarizes the generic issues that led to the SRM and this research.
The main part of this RIL focuses on understanding the nature and sources of the uncertainties
that make software assurance difficult even in a high-quality environment (e.g., process,
architecture, organization, culture, and competence). Section 2 notes that, in this high-quality
context, additional evidence would support reducing the extent of these uncertainties, and it
connects some of these topics to corresponding International Electrotechnical
Commission/International Organization for Standardization (IEC/ISO) and Institute of Electrical
and Electronics Engineers (IEEE) standards."®

The understanding of the nature of uncertainties provided by this RIL establishes the knowledge
platform for RIL-1002 [4], which will discuss failure mode analysis in the presence of such
uncertainties.

Building on the information in these two RILs, RIL-1003 [5] will discuss the feasibility of applying
failure mode analysis to quantification of DI&C system-failure likelihood resulting from software,
other implementations of logic, other types of mistakes in the engineering of DI&C systems,
defects in the tools used to produce the work products, and such other systemic causes.

Y NRC regulatory guides reference many of these IEEE standards.
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Baseline for discussion of uncertainties: The experts were focused on discussing
uncertainties that are not well understood. Well-known sources of defects or uncertainties
about the presence of defects were excluded from the scope of their discussion. For that
purpose, this discussion of uncertainties is predicated on the assumption that DI&C systems
and their elements satisfy the conditions and criteria outlined in Appendices A.1 Baseline
Process—A.6 Safety Demonstration Framework to this RIL. It is not implied that the
assumption holds for current DI&C systems, their elements, or their development
environments.

Even in a high-quality environment as outlined in Appendix A to this RIL, there are many
uncertainties in the verification and validation (V&V) of a DI&C system. Section 3, “Uncertainties
in Verification and Validation of DI&C Systems,” identifies these uncertainties, the limitations to
overcoming these uncertainties, and recommendations to address these limitations. One of
these recommendations is a logically structured organization of the claims, evidence, and
arguments that establish their relationships, as introduced in Section 4, “Safety Demonstration.”
With the recommended evidence-integration R&D, it is the kernel of the approach to evaluate
the resultant effect of the uncertainties identified in this RIL. Uncertainties in the V&V of a
system arising from the use of tool-automated processes are addressed in Section 5,
“Uncertainties Associated with Tool-Automated Processes.” Uncertainties in the V&V of a
system arising from change of any kind are addressed in Section 6, “Unknown Effects of
Change.” The limitations of the state of the art discussed in Sections 2—6 are also treated as
knowledge gaps to be filled with further research. Section 7, “Miscellaneous Research
Recommendations,” includes additional long-term research recommendations. Section 8, “Next
Steps,” identifies some immediate next steps.

The glossary includes definitions of terms as used in this document. Supporting references
provide more detail and contextual information about the conclusions and recommendations.

Appendix B outlines the elicitation process employed in this study.

2. Background

SRM MO080605B [3] was triggered by ACRS concern [6] that attempts to quantify the likelihood
of DI&C system failures might not yield useful information for safety assurance reviews because
little is known about how digital systems fail. The background of this controversy is provided
below, explaining the genesis of this study through the expert elicitation activity.

2.1 Differences in Judgment-Based Evaluation

In the safety review of software in a DI&C system, there are differences among various
stakeholders’ evaluations, partly driven by subjective differences in judgment. For example, in
DI&C safety-related protection systems with four redundant trains to protect against hardware
failure, but with identical software in each train, some stakeholders claim that the software is not
a safety-significant common cause of failure because it has been developed with defensive
measures, such as static allocation of computing platform resources. In contrast, the regulatory
staff holds the position that the evidence to support this claim is not sufficient to provide
reasonable assurance that these systems can perform adequately in service, leading to an
expectation for a diverse defensive alternative.?

2 For example, Finland’s regulatory authority (STUK) seeks an actuation system not involving software.
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2.2 Research on DI&C System Probabilistic Risk Assessment

The NRC'’s digital system research plan [2] addresses probabilistic risk assessment (PRA)
methods and supporting data for digital systems. An important research need is to establish a
commonly accepted basis for incorporating the behavior of software into digital I&C system
reliability models for use in PRAs?'. To address this need, the NRC sponsored a review of
quantitative software reliability methods that might be used to support reliability modeling of
digital systems of nuclear power plants [8]. Current NRC work in this area is focused on
applying one or two candidate methods to an example digital protection system in a proof-of-
concept study.

2.3 Challenges with Incorporating Software Behavior into Reliability Models

Two principle challenges to incorporating software behavior into digital I&C system reliability
models are (1) the limited data from operational experience in the NPP industry and (2) the
expected large uncertainty associated with the use of expert judgment. While the NRC’s digital
system research plan includes projects that attempt to address these challenges for the
purposes of PRA, NRC/RES/DE staff believe that these challenges limit the usefulness of
quantifying software reliability for the express purpose of supporting licensing reviews of
complex digital safety systems (i.e., in reaching a reasonable assurance conclusion), therefore
complementary NRC/RES/DE research addresses the question, “How can we extend the
knowledge needed in reviewing software for likelihood of fault?”

2.4 Search for Alternative Qualitative Approaches for Software Assurance

Related to the challenges identified above, as they pertain to performance of licensing reviews,
the vastness and nature of the uncertainty space, as identified in this study, precludes the
possibility of identifying a relatively complete set of credible failure modes in software and in
obtaining a statistically significant amount of observational data. This points to an analytical
approach to support licensing reviews of safety system software. Accordingly, NRC/RES/DE
sought other perspectives, focusing on the following question: “Are there systematized,
analytical, qualitative approaches to informing the assurance process for systemic causes
potentially leading to DI&C system failure?” Because experience with digital safety systems in
commercial U.S. NPPs is limited relative to the issues underlying the concerns in

SRM M080605B [3], NRC/RES/DE sought knowledge from other application domains through
an expert elicitation activity (described in Appendix B to this RIL). The process was designed for
the elicitation to do the following:

e Be supported with evidence, appropriately qualified for its degree of validity.??
e Synthesize complementary individual knowledge and apply qualitative reasoning.
e Use collective judgment to integrate and apply this knowledge to the NPP domain.

¢ |dentify reasons for differences across experts (e.g., different underlying assumptions).

! See the relevant discussion in the Ref. 7 chapter titled, “Safety and Reliability Assessment Methods.”

22 Appendix B Expert Elicitation Process,” establishes the integrity of the process, thereby supporting the validity of
its results.
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3. Uncertainties in Verification and Validation of DI&C Systems

Baseline for discussion of uncertainties: This discussion of uncertainties is predicated on the
assumption that DI&C systems and their elements satisfy the conditions and criteria outlined
in Appendices A.1-A.6 to this RIL. It is not implied that the assumption holds for current
DI&C systems, their elements, or their development environments.

This section identifies sources of uncertainty in the verification and validation of DI&C systems,
limitations to the state of the art, and recommendations to help reduce the uncertainties.

It is not credible that DI&C systems being considered for NPP safety functions are fully verified
and validated because the combination of input space® and system-internal state space is too
large (i.e., the systems are too complex) [9].* The uncertainty space is too large; to provide
reasonable assurance of safety requires verification closer to certitude, in a manner that is
based on safety goals®® and oriented objectively.?® Even a single defect” in software could have
unforeseen consequences. All such individual defects, latent in the operational software, can
combine in a large number of unforeseen ways and increase the potential for significant system
failure.

Keeping in mind that preconditions identified in Appendices A.1-A.6 to this RIL will help reduce
the confounding effect of interacting process variables, the rest of this discussion identifies
additional conditions under which DI&C system verifiability can be improved to reduce
complexity, improve analyzability, and reduce uncertainties.

Figure 2 depicts (with “?” symbols) that uncertainties exist in each phase of the system and
software development lifecycles, including uncertainties associated with the use of tools and
with any change affecting any of the process variables mentioned in Appendix A.1, “Baseline
Process,” to this RIL. In the figure, the size of the “?” symbol is a broad-brush indicator of
relative uncertainty at this time. The statement, “each anomaly or uncertainty by itself seems to
be insignificant,” is applicable in general to any source, but the combined effect can be
unexpectedly significant. Safety Demonstration in the presence of the various uncertainties is
difficult.

% The size of the input space precludes coverage through testing alone. Analytical verification techniques at the
design phase may provide coverage of the input space, but not coverage of uncertainties in the transformation of the
design into operational code — see Section 5 and Appendix A.5.

% |n a concurrent execution of multiple software components, a particular interleaving of events may produce the
conditions under which a [fault] is uncovered, but it may be extremely difficult or impossible to reproduce that
particular interleaving in a testing environment [RK, CW, DJ].

% |t is assumed that the goal of NPP safety (prevention of unwanted release of radioactivity into the environment) is
fully allocated to the DI&C safety system for the following reasons. The DI&C safety system in a NPP is an
independent layer of defense, with the intent to cover for uncertainties and lack of certitude in the other layers. Thus,
no credit is assumed from any other layer of defense. Although the NPP has four redundant trains of equipment, the
DI&C systems are identical; the redundancy is ineffective in the software. Because design certification for DI&C
platforms, tools, and processes is given without any constraint on the application environment, it is assumed that the
same elements could be replicated for different NPP functions, entailing vulnerability to the same defects,
weaknesses, or deficiencies.

% Rather than in a prescriptive manner.
" no matter how “small”
e —
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Figure 2 Integrating the effect of uncertainties in software assurance is difficult

Figure 3 shows some major sources of uncertainties, elaborated in Table 1, and the evidence
that can reduce their impact, partly elaborated in Table 2.
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Figure 3 Uncertainties in V&V and evidence needed to reduce their impact

Traditional verification techniques do not address uncertainties about the environment,
requirements, or interference—these uncertainties have to be addressed through better
validation of the requirements, including derived requirements and constraints, and through
assumptions about the environment.

Evidence proving that a system element does not interfere with another, for example, through
an architecture that avoids unnecessary complexity and allows only well-behaved interactions,
is conducive to demonstration of correct integration (see A.4 Baseline Architecture”).

For those uncertainties addressable through verification, the issue boils down to coverage.
Traditional testing of the final code is not enough by itself. Complementary forms of verification
of earlier work products in the development lifecycle support improved coverage .
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Table 1 Major Sources of Uncertainties in the V&V of a DI&C System and Its Software

ID# | Source of Uncertainty® Remark

1 Assumptions and constraints concerning the application and | Better validation will reduce
its environment, including inputs uncertainty, e.g., through reviews

by diverse groups of experts
Research is needed in domain
modeling to include the
environment and the assumptions.

1.1 | If the object of verification is the DI&C system, then its
environment includes the input and output devices and their
valid signal space (value; timing) and their valid
combinations.

1.2 | If the object of verification is the platform or system software,
then its environment includes the hardware it is dependent
on or with which it is interacting.

1.3 | If the object of verification is the application software, then its
environment includes the platform it is dependent on the
following, for example:

1.3.1 the timely availability of needed resources

1.3.2 assurance of freedom from interference with other
components

1.3.3 correctness of operation in other ways

2 Lack of completeness, consistency, correctness, and Also, see A.3 Baseline Criteria for
adequate validation of the requirements, including quality-of- | Specifying Requirements.”
service® requirements, derived requirements, and service S .

. Better validation will reduce
requirements . .
uncertainty, e.g., through reviews
by diverse groups of experts.

3 Incomplete coverage of verification. Combinations of Testing can cover only a small
individual defects (each, by itself, thought of as being small portion of the input space in a
and insignificant) are rarely, if ever, considered exhaustively. | feasible amount of time.

4 Defective performance of other resources employed in the Also, see A.5 Baseline Criteria for

process, such as the following:
4.1 humans

4.2 tools

4.3 information

Evaluating Tool Automation.”

® Predicated on satisfaction of the preconditions given in Appendices A.1-A.6.
b Commonly known as “non-functional”

Given the diversity in the sources of uncertainties discussed above, commensurate forms of
evidence will provide adequate coverage support assurance (see Table 2). A range of diverse
techniques are recommended, e.g. preventative approaches such as constraining the design
space, exploiting abstraction, mechanized reasoning in the abstract space, and independent
expert team review.
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Table 2 Coverage of uncertainties through diverse, complementary forms of evidence

ID# | Evidence Remark

1 Review, walk-through, and inspection (RWI)—particularly Also see:
effective in validating® requirements or evaluating

. A.3 Baseline Criteria for
architectures

Specifying Requirements”

A.4 Baseline Architecture”

2 Bounding the space to be verified, such as the following.

2.1 Design constraints, e.g. architectural A.4 Baseline Architecture”
2.2 Exploiting abstraction through the use of appropriate
modeling languages
2.3 Disciplined use of a well-proven, “safe” subset of the See A.5 Baseline Criteria for
various languages employed in each phase of the Evaluating Tool Automation.”

development lifecycle

Table 8, ID#s 3—4

Assurance that the respective language subsets (e.g., for | See
requirements specification, architectural design, detailed

24 design, implementation,b target hardware instruction set) Table 8, ID#s 2-8
are semantically consistent and the corresponding
transformations preserve the source semantics®
3 Reasoning—combination of machine-aided and human: For key enablers, see
logical; probabilistic Appendices A.2-A.5
4 Analysis™ static, dynamic: mathematics-based See A.4 Baseline Architecture”

By using best in class analysis,
which improves over time, the

coverage can be improved and
residual uncertainties, reduced

[GHI.
5 Use of insights gained from verification activity at an earlier
stage for improvements, including downstream V&V plan
revision. The earlier in the lifecycle that an issue is
discovered, the more effective and efficient is the \VEAVA
6 Model checking, with coverage comparable to items 8.0-0 For key enablers, see
below Appendices A.2-A.5

7 Simulation, including respective stakeholders
(e.g., developers and users)

8 Testing (reduced with reasoning for coverage achieved), e.g.: | The NRC has a related research
8.1 Covering all states, including fault states or abnormal project on fault injection techniques
conditions and tools

8.2 Covering all paths

8.3 Covering all combinations of inputs (values; timing)

8.4 Covering specific scenarios of concern, including effects
of failures

8.5 “Corner” cases

8.6 Stress testing

8.7 Retesting after each change® or corrective action
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ID# | Evidence Remark

@ Mathematical proof systems today are very powerful, but they can prove only according to the input they get.
Therefore, we still have the validation problem [MB].

b [Even if an organization has a coding standard,] don’t just assume that it is being adhered to [DD]. Compliance
should be verified, e.g. through tool automation.

¢ ...Systems...today...rely on..many different...implicit assumptions, often about how you produce a piece of
software...[e.g.,] about the semantics.... Some of these levels are inherently difficult and complex, and error prone....
It is very difficult to assure that an argument which you can formulate on a particular level of the stack can be
transmitted to the next level...arguments [from one level of abstraction to another] don't fit together properly [MB].

d Conversely, if the root cause of a defect is in an earlier stage of the lifecycle, the later the discovery, the more
difficult it is to find the root cause and to understand its impact on system safety [JC].

° Try to make regression test/verification suite sufficiently complete to detect new errors introduced by change.

The types of evidence listed in Table 2, esp. for ID# 8, are not exhaustive. The types of

evidence used for a particular system will depend upon its specific requirements and design
choices; not all types listed in Table 2 ID# 8 may be needed. V&V continues to depend upon
expert judgment because of limitations in the state of the art (see Table 3 for examples).?® In
particular, expertise is needed to review the V&V plan to examine whether the plan provides

adequate coverage in relation to the requirements, environment, design choices, and
associated uncertainties.

Table 3 Limitation in the State of the Art for V&V

ID# | Limitation in the State of the Art Remark

1 Traditional verification is limited to finding Example limitation: Shortcomings in specifications,
defects, but it cannot assure the absence esp. for quality of service and derived requirements
of defects, especially those rooted in
systemic causes such as engineering
mistakes.

2 Independent V&V personnel might not The IV&V team needs domain expertise because the
have an adequate understanding of the team must have equivalent or better expertise than
application domain. the developers of the system (see Appendix B to

10 CFR Part 50). However, fulfillment of that
requirement is not easy.

3 Methods for combining or integrating Further discussed in Section 4 “Safety
different types of evidence mentioned Demonstration”
above and determining adequacy or
sufficiency

4 Methods for modeling the operating
context or environment that could expose
sensitivity to unfortunate combinations of
defects with especially severe
consequences
Validation of requirements See Appendix A.3, “Requirements”

6 In architectures, identifying the “right” level | See A.4 Baseline Architecture,” condition 6
of separation of concerns or isolation to
avoid unexpected coupling, dependency,
or side effects. (Also see discussion in

2 Fyrther recommendations are given in Section 7, “Miscellaneous Research Recommendations—V&V.”
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ID# | Limitation in the State of the Art Remark

Appendix C)

7 In architectures, specifying the “quality of
service™ properties or requirements and
identifying dependencies

8 Systematizing the identification of
dependencies

9 Methods and tools for compositional
reasoning about interacting components

a . .
Commonly known as nonfunctional requirements

4. Safety Demonstration

Baseline for discussion of uncertainties: This discussion of uncertainties is predicated on the
assumption that DI&C systems and their elements satisfy the conditions and criteria outlined
in Appendices A.1-A.6. It is not implied that the assumption holds for current DI&C systems,
their elements, or their development environments.

As Figure 3 shows, when V&V activities indicate various uncertainties about whether the safety
system or a component meets its requirements, it is difficult to ensure that the system safety
goals are met. Referring to the baseline given in A.6 Safety Demonstration Framework,” and
depicted in Figure 6 Evidence-argument-claim structure,” the assertion claim would be
substantiated through a logical (argument-based or reasoning-based) organization and
integration of the evidence. It is not enough to show only a clause-by-clause compliance with
the applicable requirements, guidelines, and standards. The evidence-argument-claim chain or
structure demonstrates that the effect of uncertainties and known limitations is reduced to a
level and manner that does not compromise the safety goal. In particular, the safety
demonstration would include the following:

o diverse, complementary evidence, as shown in Figure 3

o explicit evaluation of the sufficiency of evidence and argument or reasoning to expose
weaknesses, fallacies, and limitations

 explicit reasoning about the uncertainties in the evidence? and how these have been
managed and mitigated

e evidence of the level of effort and rigor in analysis and proof, and that it is commensurate
with the strength of the claim made

o explicit identification of system aspects, features, characteristics, or other items or of
process activities or competencies upon which the safety argument depends, in order to identify
whether a change impacts the argument

e modular structure (see Appendix A.4, especially Sections 4-6) with modular evidence®

29 Objective evaluation of safety evidence and arguments is not always feasible.... Thus, evaluation includes
subjectivity, as in law and other disciplines. Good scientific evidence or good mathematical evidence is better but it is
a rarity. And bad “scientific” evidence and bad “mathematical” evidence is worse than no evidence because it
produces unjustified confidence [MH].
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The state of the art in the application of a logical claim-argument-evidence structure (see Figure
6) to DI&C safety systems has significant limitations. There is too little theory and too little
empirical knowledge of how things work in practice. Therefore, highly skilled judgment is
recommended in conjunction with multidisciplinary, multidimensional expertise and with diversity
of perspectives and thought processes. The application of judgment could be improved through
additional knowledge, such as the following:

 understanding, principles,®" and techniques drawn from other fields, e.g., philosophy, law,
linguistics®, for evaluating arguments and reviewing safety demonstrations for the quality of
arguments and evidence

e understanding of the limitations in evidence and how to combine different types of
evidence,*?* such as testing, model-checking and analysis, including a theory of coverage

e understanding of where in a process uncertainties can arise (e.g., when creators of the
architecture misunderstand the requirements)

e integrating the contribution of interdependent factors, such as the
complexity<>competence®® nexus

Further recommendations appear in Section 7, “Miscellaneous Research Recommendations.”

5. Uncertainties Associated with Tool-Automated Processes

Baseline for discussion of uncertainties: This discussion of uncertainties is predicated on the
assumption that DI&C systems and their elements satisfy the conditions and criteria outlined
in Appendices A.1-A.6. It is not implied that the assumption holds for current DI&C systems,
their elements, or their development environments.

There is a trend to automate™® labor-intensive tasks, under the premise that automation will
preclude the occurrence of mistakes made by programmers or testers. Although this premise
applies well to automating tedious tasks at which humans are typically not very good,

% Modular evidence is evidence of verification about each module or element, which can be reused wherever the
module is reused and which can be composed in a claim-argument-evidence hierarchy corresponding to the system
architecture.

%1 Strive for a scientific foundation, e.g., devise a calculus for reasoning about uncertainties, degrees of validity, and
degrees of confidence [MB].

%2 in combination with those from basic “hard” sciences, e.g. logic, inference, completeness of the proof

% __.be aware that there is always some uncertainty left, and so...the interesting question is: What is a good
approach to deal with all of the things we have achieved to come as close as possible to 100 percent, and to be
aware of the uncertainties and make sure that these uncertainties do no harm [MB]

% One of the issues is how we can put our hands around what is needed and how to combine evidence. This is
important when we ask the question "If we are going to accept something different, what is the scope and span of
evidence that is needed?" If we replace one thing with something else, will we be missing anything? Mapping the
areas of knowledge needed to make the safety decision is important [SA].

* There is limited understanding of the complexity<>competence relationship. As the cognitive load increases and
the simultaneous use of multiple cognitive faculties increases with complexity, it becomes more difficult to identify the
commensurate performance indicators or to assess the competence of a performer.

% Qualified tools are invaluable if used correctly. Even some “trivial” tools have been instrumental in significant time
savings and higher quality.

3 Although automation can reduce or eliminate a class of defects, it also changes the space of possible new defects.
This could result in systems exhibiting new failure modes that are outside the intuition and experience of the
designers and regulators.
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automating judgment-based tasks at which humans are typically good entails potential hazards
about which there is little understanding or experience.

Early experience with automation in various engineering domains has shown that the task
performed by the tool is not fully automated but rather entails a new set of human
competenciesfor human-tool interaction, often requiring cognitive capabilities that are not well
understood or well documented. This introduces new sources of uncertainty. For example, the
semantics and assumptions built into the tool or the limitations of its application are not explicit
and not well understood. Use of a tool beyond its valid range has led to disastrous
consequences.

Even when engineering tools such as code generators and verifiers are used in their valid
range, there is uncertainty about the correctness of their use. Qualification standards and
capabilities for such tools are not mature [PM].

Table 4 identifies some of the known limitations and challenges experienced in tool-automated
development or verification of complex logic, esp. software.

Because many automated tools can be used across many products, if a tool has a hidden
defect or limitation, an adverse effect can occur in different parts of a system and even in many
different systems, multiplying the effect of the tool’s defect or limitation.

Some sources of uncertainty are worth specific scrutiny when evaluating tools:

e code generation and testing from same model (see Table 8. criterion 1)

e intellectual grasp of tool operation and results (see Table 8, criteria 11,12, and 14)
e completeness of tool coverage

e applicability of tool to specific project and product

e pedigree and integrity of tools

e assumptions made by tool designers

e algorithms used by tools

As an approach to manage complexity, software is developed by using a sequence of
abstractions from architectural specifications to design and then to implementation, and
abstraction-to-concretion transformations are performed with the assistance of tools, intended to
“hide the complexity.” However, new uncertainties result from semantic inconsistencies across
different levels of abstractions. Evaluation of a tool* is performed in the context of the whole
process, including other information*® on which the performance of the tool under evaluation
depends*' (also see Appendix A.5,

Table 8). One type of interdependency, as mentioned above, is language*? semantics and
interpretations by respective tools (see Appendix A.5,

%8 potential fault modes are outside the intuition and experience of the designers and regulators.
% and the chain, as a set,

0 For example, the 1994 Intel Floating-Point Divide (FDIV) defect was introduced by a simple bug in a script used to
generate table entries for the quotient selection step of the FDIV algorithm.

*! This recommendation is consistent with and an inherent part of the safety demonstration concept.
*2 Standardization in itself is not sufficient; the Unified Modeling Language is an example of such a weak standard.
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Table 8, criteria 2-8). If semantic compatibility is claimed through the use of restricted subsets
of the respective Ianguages43 [10, 11, 12, and 13 ], definitions of these restricted subsets would
be carefully examined for semantic compatibility (see Appendix A.5,

Table 8, criteria 3—4). The more transformation stages in the process, the higher is the likelihood
of semantic mismatches potentially leading to defects. If the relevant evidence is inadequate,
the deficiency can be compensated for with more traditional evidence of correctness and rigor in
testing and with an independent check of the output.*

Table 4 Limitations and Challenges in Tool-Automated Processes

ID# | Limitation or Challenge Remark

1 Tool support and the validity of results from See Appendices A.1-A.6
tool-automated processes is dependent on
appropriate models and methods for
requirements engineering, architecture
design, coding or code generation, and the
deployment and correct fit of the respective
work products.

Serious limitation: Shortage of skilled people

2 Verification of complex tools such as Also see Table 8
compilers and the integrated tool suite

3 Confidence in certitude of verification To overcome limitations of any single verification
method or tool, use as many (certified and
uncertified) checking methods as available, in
order to provide the greatest possible coverage
across the gaps of individual tools. Diversity in the
methods and tools can also help improve
confidence.

4 Adapting traditional software processes to
model-based development

5 Understanding the effects of automation on
the ability of humans to fully comprehend the
state of a system or tool

6 Determining appropriate mix of human and
automation interaction to efficiently leverage
respective strengths and compensate for
individual weaknesses

7 Automation can miss important aspects that
have implicitly been performed by humans

8 Ability to put enough practical detail in a
model to be able to drive the development
process realistically enough not to have to
tweak results

*3 The semantics of all of the languages used in the various transformation stages are not likely to match.
** Manual verification of the work product of such tools is difficult and introduces additional uncertainties.
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6. Unknown Effects of Change

This discussion of uncertainties is predicated on the assumption that DI&C systems and
their elements satisfy the conditions and criteria outlined in Appendices A.1-A.6. It is not
implied that the assumption holds for current DI&C systems or their elements or
development environments.

Although the NRC guidance includes change impact analysis, the adequacy of the analysis
performed is unclear.*® A major reason is that the degree of significance of a change is unclear.
If a change is fine-grained or if it occurs in some indirect or supporting activity or item, it may be
treated incorrectly as “insignificant.” In such cases, the dependency of the safety goals on a
particular item or activity may be obscure for the reasons identified in Table 5. Changes can
expose existing unknown defects that did not have an effect before the change. Finding defects
after change is very difficult without extensive re-verification. In essence, the regression analysis
must be as convincing as the original analysis.

Table 5 Why Dependencies Are Obscure

ID# | Reason Remark
1 Lack of a logical structure in the safety See A.6 Safety Demonstration Framework”
demonstration

2 Lack of awareness, explicit identification,
representation, and documentation of all the
dependencies, including:

1. Requirements
2. System architecture
3. Processes
4. Organizational architecture
5. Such other related factors

3 Inadequate configuration management and Assess adequacy of standards for change control
inadequate granularity of configuration and configuration control.
management

4 Lack of historical record of system Developers make assumptions without explicit
development decisions—not known or not awareness. A hidden assumption may not affect
understood when making change the original system but may affect the change.

5 Lack of change in system corresponding to
change in its environment

Change may occur in various ways, including the following:
e corrective—“bug fix”

e perfective—do the same only better

¢ new functionality—change in requirements

e adaptive—responding to a change in the environment that invalidates earlier assumptions

5 Programmatic requirements for change control and configuration control are not adequate to support change
impact analysis.
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changes in personnel over the lifetime of a system (loss of knowledge)

For the analysis of degree of impact, the drivers or sources of change may be characterized as
follows:

known, planned, controlled:
changes made during initial development
anticipated changes in requirements

anticipated changes in design

unanticipated or uncontrolled (not expected at an earlier time)—more difficult to analyze

Table 6 outlines recommendations to improve the evaluation of change impact analysis. While
these recommendations would help reduce uncertainties in general, numbers 1-2, 8, and 10-12

are

more specific to the impact of change.

Table 6 Recommendations for Evaluating Change Impact Analysis

ID#

Recommendation®

Remarks

1

Items under configuration control and change control should include
the safety demonstration and all items on which the safety
demonstration is dependent (i.e., the arguments, evidence, and items
on which these are dependent). The latter may include requirements,
system architecture, processes, the tools, competencies, and data on
which the processes depend, supporting tools, operating conditions,
and maintenance.

Ensure that the safety demonstration makes explicit what aspects,
features, characteristics, items, or other factors the safety argument
depends on so that one can tell if the change affects the safety
argument.

Impact of change should include analysis against the original system,
not just the most recent version. This includes updates of all related
documents and artifacts to ensure consistent and valid configurations.

Test space is large—seek preventative approaches, instead of
excessive reliance on testing.

See Appendices A.1-A.6

Ensure that architecture provably prevents or limits the propagation
and effects of change.”

See “A.4 Baseline
Architecture Specification
Principles,” esp.

criteria 4—6°

Evaluate readability of documentation and code (e.g., by checking
code against coding standards or procedures and reading
documentation for comprehensibility and consistency with code).

Poor readability leads to
mistakes and higher
maintenance costs.

Check that rationale for design decisions (e.g., architectural) is
documented for comprehension by an unfamiliar third party.

Traceability documentation should be maintained to assess impact of
changes (relate to and expand to include general dependencies).

Check that information® is maintained in one place only (and
referenced elsewhere—not copied and pasted).®

10

Rate or calibrate the performance of an organization in following sound
practices (e.g., in change and configuration control and management).
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ID# | Recommendation® Remarks

Adjust review depth and probes accordingly.

11 | Make sure that the people making changes are as qualified as the
original developers and are adequately familiar with the system.

Possible defensive measure: validation by parallel operation (new and

12 old) for extended periods.

@ Even following all these recommendations cannot eliminate the possibility of defect introduced through change.
® Allows regression verification to be limited to that part of the system that is affected by the change.

¢ Information hiding allows formal analysis of the effect of change, thereby ensuring that change will not damage the
system in unknown ways. There is extensive evidence on the success of information hiding. There is extensive
evidence of failure through not using something like information hiding.

 Documentation, code, design.

° Duplication exposes the documentation to inconsistencies, which exposes the change process to mistakes,
potentially leading to defects in the system.

7. Miscellaneous Research Recommendations

Knowledge gaps identified in the topics discussed above are candidates for research.
Following are some additional recommendations, identified by the experts:

V&V: Research is recommended to overcome the limitations in V&V identified in Table 3. The
NPP application domain can also benefit from tracking the state of the art and developments in
other safety-critical application domains, such as the following:

e use of models and model-checking in the medical devices application domain

e state of practice in verification and certification of real-time operating systems*® for safety-
critical applications (e.g., flight control systems)

Safety demonstration: Evaluation of safety demonstrations (for the quality of arguments and
evidence) could draw upon principles and techniques from other fields (e.g., philosophy, law,
linguistics)*’, striving to transform this knowledge into a scientific foundation for reasoning about
uncertainties, degrees of validity, and degrees of confidence. To ensure that the uncertainties
do not lead to harm, experts recommend research for understanding the limitations in evidence
and how to combine different types of evidence, such as shown in Table 2, including a theory of
coverage. Mapping the areas of knowledge used to make the safety decision is important. It is
recommended that research to overcome limitations in safety demonstration include learning
more about the specific limitations or conditions experienced in licensing reviews, including the
review of safety cases and assurance cases, where available, and the review of operational
experience.*®

Architecture: Better ways of defining an interface are recommended to integrate properties
other than the function to be performed (e.g., timing constraints and criticality). Otherwise, it is
difficult to analyze the impact of change when such properties are affected.

6 A “homemade” real-time operating system should be checked for this level of verification and operational
experience, at least.

1o integrate different types of evidence, such as shown in Table 2 and to complement knowledge from basic
disciplines used in §3-4 of Table 2.

*8 The Haddon-Cave Report [24] attacks models of building an argument about why a system is safe. These
documents have become too design time focused but they are not reviewed down the road for failures [CJ].
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Tool automation and its correct use: Research is recommended to overcome the limitations
and challenges identified in Table 4. There is also a need to develop more rigorous tool
qualification standards.*® In this context, the merits® of “self-certification” of tools by their
suppliers could be examined.

8. Next Steps

While this RIL alerts the licensing offices about major sources of uncertainty in the safety
assessment of DI&C systems, maturation of this information into published review guidance will
be an iterative, evolutionary process. Following are some next steps recommended by the
expert focus group:

8.1 Public Dissemination

For inviting public review, comment, discussion, and resolution, the experts suggested a
workshop in conjunction with a mainstream software engineering conference. This would enable
cross-domain participation and discussion, leading to cross-fertilization of ideas to the NPP
domain from other safety-critical application domains.

8.2 Follow-On Involvement of Expert Focus Groups

Recognizing that the scope of these problems is large and their resolution is a long-term effort,
the experts recommended follow-on engagement of similar expert focus groups with more
domain-specific information and specific topic areas.

The NRC will integrate this suggestion into several research activities as part of the NRC’s
2010-2014 DI&C research plan. Some examples are outlined below.

Findings reported in this RIL that are relevant to the NRC’s DI&C research plan [2]

Section 3.1.2, “Safety Assessment of Tool Automated Processes,” will be incorporated into the
execution plan. The project will seek guidance from the world’s leading researchers in the
subject.

NRC/RES/DE Digital Instrumentation and Control Branch (DICB) will seek an expert focus
group to guide research activities identified in the NRC’s DI&C research plan [2] Section 3.1.5,
“Analytical Assessment of DI&C Systems,” as described below:

e Section 3.1.5, deliverable 3, requires analysis of each NRC-approved safety system platform
(i.e., Common Q: Advant Fieldbus 100 and High Speed Links, Teleperm XS: PROFIBUS &
Ethernet, Tricon: Tricon System Access Application and Peer-to-Peer) and identification of
credible®® fault and failure modes. The analysis includes models to “roll up” or “up-integrate”
effects of malfunctions in networked elements. The scope includes an analysis for systems
with tightly coupled integration of traditionally decoupled or loosely coupled functions,
applications (e.g., reactor trip system, engineered safety features actuation system), signals,
and infrastructural services, as exemplified in new licensing applications. Engagement of
experts in this activity will help focus their knowledge to the issues of the NPP domain.

e Section 3.1.5, deliverable 2, requires characterization of different kinds of DI&C systems and
their relationship to their environments, progressing in three stages:

9 Learn from best practices and evolving standards in other application domains (e.g., commercial aviation).

% The issue is reduced degree of independence versus access to knowledge and experience.
" It is not easy to identify all credible fault and failure modes because “all” is not known and may not be knowable
with the existing platforms.
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1. Existing inventory in NPPs and the NRC-approved platforms mentioned above
2. Emerging systems in NPPs

3. Knowledge gained from safety-critical systems outside NPPs.*?

These activities will also support the creation of a challenge problem model (another suggestion
emerging from the expert clinic). This model will be representative of the system configurations,
platforms, and applications seen or expected in the NPP domain.>® In order to focus the experts’
knowledge on problems being experienced or foreseen in the NRC, these activities will require
the participation of experienced NRC licensing reviewers.

%2 Engagement of experts will help address classes of issues broader than the specific platforms mentioned above.
%3 |t has been done successfully several times. It helped to develop the field and also got a lot of feedback [MB].
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9. Glossary
The scope of this glossary is limited to this RIL and the related RILs in this series [4 and 5].

Atomic element; Non-atomic element (of an architecture)

An element or unit (such as a hardware or software component) that is indivisible (i.e., for which
no further subdivision is described in the architecture of a computer system, such as a DI&C
system, or its software).

Related definition: A non-atomic element is one that consists of other elements (e.g., a software
subsystem composed of a number of software components), as described in the architecture.

Complexity
(A) (software) The degree to which a system or component has functionality, design or
implementation that is difficult to understand and verify. (definition (1)(A) in [15]).

(B) (software) Pertaining to any of a set of structure-based metrics that measure the attribute in
Definition 1A in Ref. [15]. (definition (1)(B) in [15]).
Note 1: There is no universally accepted definition of the term “complexity.”®® The notes
below give some other definitions of complexity to illustrate the diversity of perspectives.
Note 2: Conversely (changing negative expression to positive) Simplicity: The degree to
which a system or component functionality, design or implementation can be understood
and verified.
Note 3: The number of linearly independent paths (one plus the number of conditions)
through the source code of a computer program is an indicator of control flow complexity,
known as McCabe's cyclomatic complexity [16].
Note 4: In nontechnical language, we can define the effective complexity of an entity as the
length of a highly compressed description of its regularities [17].
Note 5: An ill-defined term that means many things to many people [18].
Note 6: A system is classified as complex if its design is unsuitable for the application of
exhaustive simulation and test, and therefore its behavior cannot be verified by exhaustive
testing. Source: Defence Standard 00-54, Requirements for safety related electronic
hardware in defence equipment, UK Ministry of Defence, 1999.

Constituent
“Serving to form, compose, or make up a unit or whole: COMPONENT <constituent parts>”
(http://www.merriam-webster.com/dictionary/constituent?show=1&t=1283882195)

Diverse team

A team composed of individuals with complementary attributes needed to perform the assigned
task (e.g., thought processes, communication styles, and competence, including education,
training, and experience in different domains and disciplines).

Element

The smallest component identified in the architecture of a computer system or its composition
into a larger component, subsystem, or a system in a system of systems, which affects one, or
possibly more than one, elementary function. An element may be hardware, software, firmware,
or a combination thereof.

% Because definitions come a variety of sources, there is an unintended side effect of inherent inconsistencies.
% Research is needed to clarify complexity within the context of system safety evaluation.
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Error
The difference between a computed, observed, or measured value or condition and the true,
specified, or theoretically correct value or condition (definition 8A in [15]).

Failure
The termination of the ability of an item to perform a required function [19].
Note 1: After failure, the item has a fault [19].
Note 2: “Failure” is an event, as distinguished from “fault,” which is a state [19].
Note 3: This concept as defined does not apply to items consisting of software only [19].

Lewvel (i) Lewel [i-1)

“Entity X~

Failure ._! Fault
S|

[ ]

Fault

From the point of wview of IEC 61508 and ISOVIEC 2382-14

Figure 4 A fault must exist before a failure can occur
Figure 4 [20] illustrates the relationship between fault and failure across levels in the

assembly hierarchy.
The following definitions from [15]°° represent the perspectives of different disciplines:

1A: The termination of the ability of an item to perform a required function.
1N: The termination of the ability of a functional unit to perform its required function.

10: An event in which a system or system component does not perform a required function
within specified limits. A failure may be produced when a fault is encountered.

9°": The termination of the ability of an item to perform its required function.

13°%; The loss of the ability of a component, equipment, o