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1. The purposes of this modification are:
a. to extend the period of performance to March .25, 2011;
b. to.increase the estimated ceiling by $273,712.94 from $335,815.42 to $609,528.36, and to-add two
‘ __addmonal 6-month optlons sub' : e,{52 217-9 (see attached przce schedule for the optlcn
~ periods).”
c. toincrease the obligated amount by’ $146 115.25 from $335, 815.42 to $481,930.67.
d. To revise the statement of work as follows:

Section 5.8 in current SOW “Transition to Maintenance and Operations” will be renumbered 5.13.
Then the folldwing sections will be section 5.8 and beyond.

5.8 Develop user and Technical Support Materials

The tasks described below are: required to develop system support materials for the PWS users and operatlons
“and maintenance staff.

' 5.8.1 The contractor shall prepare and update the operational support material déliverables (e.g. operator's manual)
identified during planning. '

5.8.2 The contractor shall prepare and update the user support material deliverables (e.g. user’s guide) Ed‘enﬁﬁed'
during-planning. ‘

5.9 Cértificétion and Accreditation

The tasks described below are requxred to test.and certify the system for security. Once the certnﬁcatnon and
accredltatlon package is generated, it is sent to the NRC for evaluatlon

5.9.1  The contractor shall support all of the security documentation and testing reguirements for the. PWS task. The.. ..
contractor shall coordinate with and support the: FISMA contractor responsible for Security’ Certnf“ cation‘and
Accreditation of NSIR systems by assisting with the update and preparation of the PWS security delwerables

5.9.2 The contractor shall support the NRC-in its efforts to certify and-accredit the new system under FISMA by
completing the required security deliverables that include but.not limited to: Interconnection. Secunty
Agreements, Security Categorization, E-Authentication Risk Assessment, Security Risk Assessment, System
Security Plan, Privacy Impact Assessment, Contingency Plan, Contingency Scenario- Execution Report,
Business Impact Assessment.and Certification Letter.

5.9.3 FISMA requires agencxes to have plans for information security programs to assure adequate information
security for networks, facilities; information systems, or groups:of information systems; as-appropriate. The
security plans for PWS may call for.the development of additlonal _security controls to supplement the: controls
already'in place or the modification of'selected controls that are deemed to be less' than effective.. The
contractor shall be responsible for implementing these controls.

5.9.4. The contractor shall support the NRC in its effort to conduct security tests and evaluation and contmgency
tests as needed to ensure system certification. The contractor shall provide assistance to the:NRC security
contractor responsible for developing and performing the: tést: The contractor shall maintain the: Plan of Action
and Milestones (POA&M) reporting.
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510 Perform:Acceptance Test

The tasks described below are required to develop system support materials for the PWS users and operations
and mamtenance staﬁ e o e L o R

5.10.1 The contractor shall support the NRC during.the NRC's independent acceptance test.

5.11  Deploy to Production

The tasks described below are required to deploy the PWS into the production environment. The system is
installed into the production environment, and a minimum set of regression tests is run to ensure that the
installation is complete and that no other functionality has been compromised. Any final data conversion is
performed using production data, with appropriate backups taken.

5.11.1 The contractor shall attend the Operational Readiness Review to determine whether the- PWS :system is ready .
to be released to the Production Operating Environment (POE). This.is a formal review with: representatrves
from the development team, the maintenance and operations team, security, enterprise architecture, project
management, and the business sponsor. :

5.11.2 The contractor shall ready the POE by installing the PWS system hardware and software, as well as
implementing any necessary configurations or data. The contractor shall perform a final system operations
test to ensure the installation is complete and stable.

5.12 Data Conversion

The tasks described below are required to transition previous PWS data into the new PWS:environment.

5.12.1 The contractor shall design and build any data conversion utilities needed to.load data from the current PWS
into.the new system environment.

5.12.2 The contractor shall perform a final data conversion of the. historical archive data and shall successfully load it
into the new PWS. :

The following will be added to the deliverables table in section 12

5.8.1 Operations Manual Within 2 weeks after Test |
- | Evaluation Summary Report
1582 User Guide and Support Materials Within 2 weeks after Test
Evaluation Summary Report
594 Security Documentation Creation (Contmgency Within 3 weeks after Test
' Plan, Contingency Report) v Evaluation Summary. Rep‘ort
5.11.1 Operational Readiness Review ‘ ‘Within 3 weeks after'Test”™
: Evaluation Summary Report
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513

Conversion of Hi'siorical ArchiVed Daté

Within 4 weeks after
Operational Readiness

Review

1513 | Maintenance Transition

| Within 4 weeks after
| Authorized to Operate ™
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