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February 3, 2011

SUBJECT: REQUEST FOR ADDITIONAL INFORMATION LETTER NO. 2011003 FOR THE REVIEW
OF BABCOCK & WILCOX (B&W) mPOWER REACTOR PROJECT SAFEGUARDS
INFORMATION PROTECTION PLAN AUGUST 2010 (TAC NO. RN6075)

Dear Mr. Halfinger:

By letter dated August 10, 2010, B&W submitted, for U.S. Nuclear Regulatory Commission (NRC) staff
review, the mPower Reactor Project Safeguards Information Protection Plan. The NRC staff is
performing a detailed review of this document to enable the staff to ensure that the parameters for a
procedurally sound information security program are addressed. The NRC staff has identified that
additional information is needed to continue portions of the review. The staff’s request for additional
information (RAI) is contained in the enclosure to this letter.

To support the review schedule, you are requested to respond by March 7, 2011. If changes are
needed to the mPower Reactor Project Safeguards Information Protection Plan, the staff requests that
a revision be submitted with the RAI responses.

If you have any questions or comments concerning this matter, you may contact me at 301-415-6091.

Sincerely,
/RA/

Joelle L. Starefos, Senior Project Manager
Advanced Reactor Branch 2

Advanced Reactor Program

Office of New Reactors

Docket No. PROJ0776
eRAI Tracking No. 5415

Enclosure: Request for Additional Information

Distribution:
Public
RidsNroArpArb2
SMagruder
BStapleton
RNorman
YMalave
JStarefos

OFFICE NRO/ARP/ARB2 NRO/ARP/ARB2

NAME *YMalave *JStarefos

DATE 2/3/2011 2/3/2011

*Approval captured electronically in the electronic RAI system.



Request for Additional Information No. 5415 Revision 0
2/3/2011

mPower Pre-Application Activities
Babcock and Wilcox
Docket No. PROJ 0776
SRP Section: NONE - NO SRP SECTION
Application Section: NONE - mPower Reactor Information Protection System

QUESTIONS for Advanced Reactor Branch 2 (ARB2)

NONE-1

Please explain why there is no reference to a “need-to-know” requirement for the
categories of individuals said to be exempt from the background check requirements.
Page 5, Section 3.2

NONE-2

Please explain why there is reference to an area (SGI Storage Area) as meeting the
requirements of a security storage container, absent a request for and possession of an
approval letter from the Nuclear Regulatory Commission that identifies the SGI Storage
Area in question, as an NRC approved security container as defined in 10 CFR 73.2.
Page 6, Section 3.3

NONE-3

As on page 6, section 3.3; please explain why there is reference to a SGI storage area
as meeting the requirements of a security storage container, absent NRC’s approval for
such a determination. Page 7, Section 3.6

NONE-4

Please identify who may make an SGI designation determination and what the process
is for becoming an SGI designator. Page 8, Section 3.9

NONE-5

Please identify how copiers that have been evaluated and approved for SGI
reproduction will be “identified” as referenced in this section. Page 8, Section 3.10

NONE-6

Please identify whether those copier, that have been approved for SGI reproduction, are
located in the Safeguards Information Storage Area or throughout the facility. Page 8,
Section 3.10



NONE-7

Please explain the process that will be followed when copiers, approved for SGI
reproduction, experience a malfunction. Page 8, Section 3.10

NONE-8

Please explain why there is no guidance that addresses operating procedures that must
be followed when copier machines, used to reproduce SGlI, require maintenance by
personnel not authorized access to safeguards information. Page 8, Section 3.10

NONE-9

Please explain why there is no reference to procedures that must be followed, when
transmitting an SGI document, that ensures the transmitter and receiver have implement
information handling processes that provide high assurance that SGI is protected before
and after a transmission as prescribed by 10 CFR 73.22(f). Additionally, identify who
may transmit a SGI document.

Page 10, Section 3.11

NONE-10

Please explain why there is no guidance on day-to-day procedures that must be followed
to ensure that an intended recipient of an SGI transmission is authorized access to SGI
as prescribed by 10 CFR 73.22(b)(1). Page 10, Section 3.11

NONE-11

Paragraph 3 states “Such devices include facsimiles or telephone devices, provided that
transmitters and receivers implement processes that provide high assurance that SGl is
protected before and after the transmission.” Please explain why those procedures in
question, were not identified. Page 10, Section 3.11

NONE-12

Please explain the procedures employees follow to obtain Federal Information
Processing Standard (FIPS) 140-2 encryption software approval from the NRC and the
process that will be followed to assure continued applicability of that chosen

software. Page 10, Section 3.11

NONE-13

Please identify where self-contained secure automatic data process systems will be
located and how employees will distinguish those self-contained secure automatic data



processing systems from other less secure automatic data processing systems. Page
10, Section 3.11

NONE-14

Please clarify why the word “Intranet” was used instead of the word “Internet” in the first
paragraph. Page 10, Section 3.12

NONE-15

Please explain why the focus of network connectivity was limited to the public network,
and no regard given to other internal network(s) that may allow or provide access to non-
SGI authorized personnel. Page 10, Section 3.12

NONE-16

Please explain why there is reference to workstations located within the Controlled
Access Area (CAA) that are used to process “CAA.” Page 10, Section 3.12

NONE-17

Please explain why there is reference to “FIPS 140 or greater methodology” instead of
FIPS 140-2 or later as prescribed by 10 CFR 73(f)(3). Page 10, Section 3.12

NONE-18

Please explain why no procedures were identified that provide guidance to B&W
employees who choose to remove an SGI designation from one or more documents that
were originated by B&W. Page 11, Section 3.13

NONE-19

Please identify the responsible party or responsible parties that have been tasked with
contacting and/or coordinating with NRC during those times when NRC approval is
sought to remove an SGI designation from one or more documents that were not
originated by B&W.

Page 11, Section 3.13

NONE-20

Please describe the quality control process that will be employed by B&W that examines
the SGI destruction process being used, tearing into small pieces, burning, shredding
etc., to ensure acceptable destruction procedures are consistently meeting the minimum
requirements of 10 CFR 73.22(i). Page 11, Section 3.14
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