Techniques to remove sensitive/unwanted text or
image(s) in MS-Word 2007

Using the following techniques, you can remove sensitive/unwanted text (along with any associated Codes) that was
redacted incorrectly.

I.  Formatting (blackout text or whiteout text)
A. Look for and delete blackout text (e.g., black highlighting).

Ca
1.  Open the document with blackout text. Create a copy of the document by clicking on "% and select

H Save As

2. Start from the beginning of the document. Make sure Track Changes is Off.
o If Track Changes is On, Click on the Review tab on the top menu, and click on the =/ icon to toggle if
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SAFETY AND SECURITY - ADDITIONAL WHITE FLINT COMPLEX PERIMETER
SECURITY CONTROLS
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3. From the top menu, in the Home’stab, click on the |*2f<P2<| hytton.
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6.

Leave the Replace with box blank. Then click on

button.
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™ Find whole words only
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I~ Find all word forms (English)

™ Match prefix
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™ Ignore white-space characters
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Note: For each Highlight instance found, please make sure the text is completely
removed by using the Delete or Backspace keys. Replace the deleted text with
copies of a single character such as all As or all Xs. See figure 7a.

7. Continue until

all the Highlighted text are found and deleted.
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[SAFETY AND SECURITY - ADDITIONAL WHITE FLINT COMPLEX PERIMETER
SECURITY CONTROLS

Inits efforts to ensure the safety and well being of occupants at NRC facilities, the XXXXX
periodically assesses perimeter security contrals to identify areas where we

canimprove physical security. As part of this effort, ADM is instituting the following additional

perimeter security controls at the White Flint Complex (WFC), effective Tuesday,

January 18, 2011

Anew card reader will be installed and operational at the interior door in the
OWFN P-1 level garage door access hallway, next to the Men’s Room and
across the hall from the handicapped accessible print shop door.

s 000X XXXX clients who are not NRC-padged personnel
must present a new, personalized CDC badge at the vehicle or pedestrian
access entrance gates. The card must again be presented at a card reader at
the CDC door to gain access the CDC facility.

« NRC security officers (guards) will board all NRC shutlle buses entering the XXX
to visually inspect Homeland Security Presidential Directive-12 (HSPD-12)
badges of shuttle riders. Please present your badge to the security officer upon
request. Any shuttle rider who daes nat have his or her badge will be required to
exitthe shuttle and proceed to the One White Flint North pedestrian entrance to
receive a temporary badge.

You are an integral component of our physical security controls and are essential to preventing
: " If you notice someane attemnpting to follow behind you to gain access to any
area, ask to see their badge or, if they are a visitor, please escort them o the security desk
where the security officers will assist them in locating their escorts.

Thank you for your cooperation and patience as we continue to enhance our security controls to
ensure your safety.

Contact: XXXXXXXX HOKXXK XOOKXHXXXHXXXXHX

&
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(Figure 7a: Highlighted text are removed)

8. Once the unwanted text are removed, close the Find and Replace window.



9. Create a clean redacted version of the document by:
9a. Select all contents in the document by selecting Select -> Select All from the top menu.

9b.  Copy the selected contents by click on the S bytton.

Ca )
9c. Create a new document by click on “Yand select "% }
9d. Paste the copied contents onto the new document by click on the -~ button.

Save As

Oa) =]
9e. Save the document as a redacted version by click on " and select e and then close the file.
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B. Look for and delete whiteout (white text), or [Color: White].

1. Open the document with whiteout text. Create a copy of the document by clicking on Y and select

B e

2. Start from the beginning of the document. Make sure Track Changes is Off.

o If Track Changes is On, Click on the Review tab on the top menu, and click on the "= icon to toggle if
Off.
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SAFETY AND SECURITY - ADDITIONAL WHITE FLINT COMPLEX PERIMETER
SECURITY CONTROLS

Inits effortsto ensure the safety and well being of occupants at NRC facilties, the

periodically assesses perimeter security controls to identify areas where
we can improve physical security. As part of this effort, ADM is instituting the following
addtional perimeter security controls at the White Flint Complex (WFC), effective Tuesday,
January 18, 2011

Anew cardreader wil be installed and operational at the interior door in the
OWFN P-1 level garage door access hallway, next to the Men's Room and
acrossthe hall from the handicapped accessible print shop door.

. clients who are not NRC-badaed personnel
must present a new, personalized CDC badge at the vehicle or pedestrian
access entrance gates. The card must again be presented at a card reader at
the CDC door to gain access the CDC faciity.

NRC security officers (guards) will board all NRC shuttle buses entering the

to visually inspect Homeland Security Presidential Directive-12 (HSPD-12)
badges of shuttle riders. Please present your badge to the security officer upon
request. Any shutle rider who does not have his or her badge will be required to
exitthe shutle and proceed to the One White Flint North pedestrian entrance to
receive a temporary badge.

Youare an integral component of our physical security controls and are essential to preventing
‘ *~ I you notice someone attempting to follow behind you to gain access to any
area, ask to see their badge o, if they are a visitor, please escort them to the security desk
wherethe security officers will assist them in locating their escorts.

Thank you for your cooperation and patience as we continue to enhance our security contrals to
ensure your safety.

Contact
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3. From the top menu, in the Home’s tab, click on the * 82| pytton.
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6. A Find Font window pops up. Click on the drop-down arrow of the Font color section and choose the white
color palette. Then click on the button.
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7. Leave the Replace with box blank. Then click on the button.
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Format: Font color: Background 1
Replace with: I ;I
Format:

<< Less | Replace | Replace Al | Find Mext I Cancel |
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Replace
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Note: For each white color (Color:Backroundl) instance found, please make sure the text
is completely removed by using the Delete or Backspace keys. Replace the deleted
text with copies of a single character such as all As or all Xs. See figure 8a on the
next page.



8.

Continue until all the White color text (Color:Backgroundl) are found and deleted.
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[SAFETY AND SECURITY — ADDITIONAL WHITE FLINT COMPLEX PERIMETER
SECURITY CONTROLS

Inits efforts to ensure the safety and well being of occupants at NRC facilities, the XXXXX
periodically assesses perimeter security contrals to identify areas where we.

canimprove physical security. As part of this effort, ADM is instituting the following additional

perimeter security controls at the White Flint Complex (WFC), effective Tuesday,

January 18, 2011

* Anew card reader will be installed and operational at the interior door in the
OWFN P-1 level garage door access hallway, next ta the Men’s Room and
acrossthe hall from the handicapped accessible print shop door.

o XOBCOOOOOBOOCOOKXX clients who are not NRC-badged personnel
must present a new, personalized CDC badge at the vehicle or pedestrian
access entrance gates. The card must again be presented at a card reader at
the CDC door to gain access the CDC facility

NRC security officers (guards) will board all NRC shuttle buses entering the XXX
to visually inspect Homeland Security Presidential Directive 12 (HSPD-12)
badges of shutile riders. Please present your badge to the security officer upon
request. Any shuttle rider who does not have his or her badge will be required to
exit the shuttle and proceed to the One White Flint North pedestrian entrance to
receive a temporary badge

You are an integral component of aur physical security controls and are essential to preventing
HXXXXXXXX". If you netice someone attempting to follow behind you to gain access to any
area, ask to see their badge or, if they are a visitor, please escort themto the security desk
where the security officers will assist them in locating their escorts

Thank you for your cooperation and patience as we continue to enhance our security controls to
ensure your safety.

Contact: JXXOBXX OOCOXK XOCOOCOCIKHK
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(Figure 8a: White color text and Codes deleted)

Track Changes: Off

9. Once the unwanted text are removed, close the Find and Replace window.

10. Create a clean redacted version of the document by:
10a.
10b.

10c.
10d.

Copy the selected contents by click on the Facer bytton.

Create a new document by click on 'and select |- "% . i
Paste the copied contents onto the new document by click on the - button.

Save As

. . By ]
Save the document as a redacted version by click on % and select

10e.

and then close the file.

Select all contents in the document by selecting Select -> Select All from the top menu.
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II. Hidden Text (hidden or comment text) -

1. Open the document with hidden text. Create a copy of the document by clicking on 5

T e

and select

2. Start from the beginning of the document. Make sure Track Changes is Off.
o If Track Changesis On, Click on the Review tab on the top menu, and click on the '=* icon to toggle if
Off.
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[SAFETY AND SECURITY — ADDITIONAL WHITE FLINT COMPLEX PERIMETER
SECURITY CONTROLS

Inits effortsto ensure the safety and well being of occupants at NRC facilities, the periodically
assesses perimeler securily Gunliols W idenlify areas where we can improve physical security
Aspart of this effort, ADM is instituting the following additional perimeter security controls at the
White Flint Complex (WFG), cffcative Tuesday,

January 18, 2011

+  Anew card reader will be installed and operational at the interior_door in the
OWEFN P-1 level garage door access hallway, next to the Men's Roomand
across the hall from the handicapped accessible print shop door.

=+ glients wha are not NRG-badged personnel must present a new, personalized
CDC badge at the vehicle or pedestrian access entrance gates. The card must
again be presented at a card reader at the GNG daor fo gain access the GNG
facility.

+  NRC security officers (guards) will board all NRC shuttle buses entering the _to
visually inspect Homeland Security Presidential Directive-12 (HSPD-12) badges
of shuttle riders. Please present your badge to the security officer upon request
Any shuttle rider who does not have his or her badge will be required to exitthe
shuttle and proceed to the Cne White Flint North pedestrian entrance 1o receive
atemporary badge.

You are an integral component of our physical security controls and are essential to preventing
" If you notice someone attempting to follow behind vou to gain access to any area, ask to see
their badge or, if they are a visitor, please escort them to the security desk where the security
officers will assist them in locating their escorts.

Thank you for your caoperation and patience as we continue to enhance our security controls to
ensure your safety
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button to show hidden formatting symbols.
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4. Notice the "...."” (dots) under the Hidden text. They indicate that the text is registered as hidden.
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5. From the top menu, in the Home’stab, click on the % R¥P2<| button.
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6. The Find and Replace window pops up. Click on the button and the Find and Replace window will
expand to give more options.
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7. In the Replace section, click on the
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8. A Find Font window pops up. Click on “"Hidden"” option. Then click on the button.
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9. Leave the Replace with box blank. Then click on the button.

Find Replace | Go To |

Find what: I
Format: Hidden
Replace with: |
Format:

<< Less | Replace Replace Al | Find Next I Cancel
L

Search Options

Search; [all

[~ Match case ™ Match prefix

™ Find whole words only ™ Match suffix

™ Use wildcards

[~ Sounds like (English) I™ 1gnore punctuation characters

™ Find all word forms (English) I 1gnore white-space characters
Replace

Format - | Special * | Mo Formatting |

Note: For each Hidden instance found, please make sure the text is completely removed
by using the Delete or Backspace keys. Replace the deleted text with copies of a
single character such as all As or all Xs. See figure 10a.

10. Continue until all the Hidden text and codes are found and deleted.
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[SAFETY AND SECURITY - ADDITIONAL WHITE FLINT COMPLEX PERIMETER
SECURITY CONTROLS

Inits efforts to ensure the safety and well being of occupants at NRC facilities, the XXXXX
periodically assesses perimeter security contrals to identify areas where we
canimprove physical security. As part of this effort, ADM is instituting the following additional
perimeter security controls at the White Flint Complex (WFC), effective Tuesday,
January 18, 2011 il

Anew card reader will be installed and operational at the interior door in the
OWFN P-1 level garage door access hallway, next to the Men’s Room and
across the hall from the handicapped accessible print shop door.

s 000X XXXX clients who are not NRC-padged personnel
must present a new, personalized CDC badge at the vehicle or pedestrian
access entrance gates. The card must again be presented at a card reader at
the CDC door to gain access the CDC facility.

NRC security officers (guards) will board all NRC shutlle buses entering the XXX

to visually inspect Homeland Security Presidential Directive-12 (HSPD-12) .
badges of shuttle riders. Please present your badge to the security officer upon

request. Any shuttle rider who daes nat have his or her badge will be required to

exitthe shuttle and proceed to the One White Flint North pedestrian entrance to

receive a temporary badge.

You are an integral component of our physical security controls and are essential to preventing
: " If you notice someane attemnpting to follow behind you to gain access to any
area, ask to see their badge or, if they are a visitor, please escort them o the security desk
where the security officers will assist them in locating their escorts.

Thank you for your cooperation and patience as we continue to enhance our security controls to
ensure your safety.

Contact: XXXXXXXX HOKXXK XOOKXHXXXHXXXXHX
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(Figure 10a: Hidden text and codes deleted)




11. Once the unwanted text are removed, close the Find and Replace window.

12. Create a clean redacted version of the document by:

12a.
12b.

12c.
12d.

12e.

Select all contents in the document by selecting Select -> Select All from the top menu.
Copy the selected contents by click on the “2<®* putton.

Cia )
Create a new document by click on Yand select % )
Paste the copied contents onto the new document by click on the - button.

Save As

Cia ) =
Save the document as a redacted version by click on "% and select & and then close the file.

(d) Paste I
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III. Redacting a chart, image or object.

1.  Open the document with hidden text. Create a copy of the document by clicking on =y

2.

3.

and select
T e
Right click on the image and determine its size by selecting Size....
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January 18, 2011.

= Anew cardreader will be installed and operational at the interior door in the
OWFN P-1 level garage door access hallway, next to the Men's Room and
across the hall from the handicapped accessible print shop door.

= clients who are not NRC-bacdged personnel must present a new, personalized
CDC badge at the vehicle or pedestrian access entrance gates. The card must
again be presented at a card reader at the CDC door to gain access the CDC

facility.

= NRC security officers (guards) will board all NRC shuttle buses entering the fo
visually inspect Homeland Security Presidential Directive-12 (HSPD-12) badges
of shuttle riders. Please present your badge to the security officer upon request.
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Take note of the height and width of the image.
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Note: You can get the dimension from the Picture Tools Ribbon, under the Format's tab.
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4. Select the image and delete it. Now insert a rectangle in the same place (don’t move the cursor) by selecting
Shapes -> Basic Shapes -> = from the Insert’s tab.
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5. Drag and draw a rectangle box. Right click on the box and select Format AutoShape from the menu.

Thank you for your cooperation and patience as we continue to enhance our security controls to
ensure your safety. I
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6. In the Format AudoShape dialog window, enter the desired height and width (from step 3). Click on

button.

Colors and Lines Size | Layout I Picture | Text Box | AItTextl
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7. Select the rectangle, click on the paint bucket and select “"Black” from the Theme Color’s popup window.
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You are an integral component of our physical security controls and are essential to preventing
“'_If you notice someone attempting to follow behind you to gain access to any area, ask to see
their badge or, ifthey are a visitor, please escort them to the security desk where the security
officers will assist them in locating their escorts.

Thank you for your cooperation and patience as we continue to enhance our security conirols to
ensure your safety.
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8. Repeat instructions from step 2 to remove all sensitive/unwanted images.

9. Create a clean redacted version of the document by:

9a. Select all contents in the document by selecting Select -> Select All from the top menu.
9b. Copy the selected contents by click on the “2<® pytton.

Cia )
9c. Create a new document by click on Yand select % )
9d. Paste the copied contents onto the new document by click on the ) button.

Cia ) =
9e. Save the document as a redacted version by click on "% and select &

Save As

and then close the file.
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	Using the following techniques, you can remove sensitive/unwanted text (along with any associated Codes) that was redacted incorrectly.  
	I. Formatting (blackout text or whiteout text)
	A. Look for and delete blackout text (e.g., black highlighting).
	1.  Open the document with blackout text.  Create a copy of the document by clicking on  and select .
	2. Start from the beginning of the document.  Make sure Track Changes is Off.   
	 If Track Changes is On, Click on the Review tab on the top menu, and click on the  icon to toggle if Off. 
	3. From the top menu, in the Home’s tab, click on the  button.
	4. The Find and Replace window pops up.  Click on the   button and the Find and Replace window will expand to give more options.
	5. In the Replace section, click on the  button and choose Highlight.
	Techniques to remove sensitive/unwanted text or image(s) in MS-Word 2007
	6. Leave the Replace with box blank.  Then click on  button.
	Note: For each Highlight instance found, please make sure the text is completely removed by using the Delete or Backspace keys.  Replace the deleted text with copies of a single character such as all As or all Xs.  See figure 7a.
	7. Continue until all the Highlighted text are found and deleted. 
	(Figure 7a: Highlighted text are removed)
	8. Once the unwanted text are removed, close the Find and Replace window.  
	9. Create a clean redacted version of the document by: 
	9a. Select all contents in the document by selecting Select -> Select All from the top menu.
	9b. Copy the selected contents by click on the  button.
	9c.  Create a new document by click on and select .
	9d. Paste the copied contents onto the new document by click on the  button.
	9e. Save the document as a redacted version by click on  and select   and then close the file.
	   (c) 
	    (d)               
	      (b)                (a)
	(e)
	B. Look for and delete whiteout (white text), or [Color: White].
	1.  Open the document with whiteout text.  Create a copy of the document by clicking on  and select .
	2. Start from the beginning of the document.  Make sure Track Changes is Off.   
	 If Track Changes is On, Click on the Review tab on the top menu, and click on the  icon to toggle if Off. 
	3. From the top menu, in the Home’s tab, click on the  button.
	4. The Find and Replace window pops up.  Click on the   button and the Find and Replace window will expand to give more options.
	5. In the Replace section, click on the  button and choose Font….
	6. A Find Font window pops up.  Click on the drop-down arrow of the Font color section and choose the white color palette.  Then click on the  button. 
	7. Leave the Replace with box blank.  Then click on the  button.
	Note: For each white color (Color:Backround1) instance found, please make sure the text is completely removed by using the Delete or Backspace keys.  Replace the deleted text with copies of a single character such as all As or all Xs.  See figure 8a on the next page.
	8. Continue until all the White color text (Color:Background1) are found and deleted.   
	                              (Figure 8a: White color text and Codes deleted)
	9. Once the unwanted text are removed, close the Find and Replace window. 
	10. Create a clean redacted version of the document by: 
	10a. Select all contents in the document by selecting Select -> Select All from the top menu.
	10b. Copy the selected contents by click on the  button.
	10c.  Create a new document by click on and select .
	10d. Paste the copied contents onto the new document by click on the  button.
	10e. Save the document as a redacted version by click on  and select   and then close the file.
	    (c)
	 (d)
	      (b)               (a)   
	        (e)
	II. Hidden Text (hidden or comment text)
	1.  Open the document with hidden text.  Create a copy of the document by clicking on  and select .
	2. Start from the beginning of the document.  Make sure Track Changes is Off.   
	 If Track Changes is On, Click on the Review tab on the top menu, and click on the  icon to toggle if Off. 
	3. From the top menu, under the Home’s tab, click on the  button to show hidden formatting symbols.
	4. Notice the “….” (dots) under the Hidden text.  They indicate that the text is registered as hidden.  
	5. From the top menu, in the Home’s tab, click on the  button.
	6. The Find and Replace window pops up.  Click on the   button and the Find and Replace window will expand to give more options.
	7. In the Replace section, click on the  button and choose Font….
	8. A Find Font window pops up.  Click on “Hidden” option.  Then click on the  button. 
	9. Leave the Replace with box blank.  Then click on the   button.
	Note: For each Hidden instance found, please make sure the text is completely removed by using the Delete or Backspace keys.  Replace the deleted text with copies of a single character such as all As or all Xs.  See figure 10a.
	10. Continue until all the Hidden text and codes are found and deleted.  
	                                    (Figure 10a: Hidden text and codes deleted)
	11. Once the unwanted text are removed, close the Find and Replace window. 
	12. Create a clean redacted version of the document by: 
	12a. Select all contents in the document by selecting Select -> Select All from the top menu.
	12b. Copy the selected contents by click on the  button.
	12c.  Create a new document by click on and select .
	12d. Paste the copied contents onto the new document by click on the  button.
	12e. Save the document as a redacted version by click on  and select   and then close the file.
	    (c)
	 (d)
	      (b)               (a)   
	        (e)
	III. Redacting a chart, image or object.
	1.  Open the document with hidden text.  Create a copy of the document by clicking on  and select .
	2. Right click on the image and determine its size by selecting Size….
	3. Take note of the height and width of the image.
	Note:  You can get the dimension from the Picture Tools Ribbon, under the Format’s tab.
	4. Select the image and delete it.  Now insert a rectangle in the same place (don’t move the cursor) by selecting Shapes  -> Basic Shapes ->  from the Insert’s tab.   
	5. Drag and draw a rectangle box.  Right click on the box and select Format AutoShape from the menu.
	6. In the Format AudoShape dialog window, enter the desired height and width (from step 3).  Click on   button.  
	7. Select the rectangle, click on the paint bucket and select “Black” from the Theme Color’s popup window.
	8. Repeat instructions from step 2 to remove all sensitive/unwanted images.  
	9. Create a clean redacted version of the document by: 
	9a. Select all contents in the document by selecting Select -> Select All from the top menu.
	9b. Copy the selected contents by click on the  button.
	9c.  Create a new document by click on and select .
	9d. Paste the copied contents onto the new document by click on the  button.
	9e. Save the document as a redacted version by click on  and select   and then close the file.
	    (c)
	 (d)
	      (b)               (a)   
	        (e)

