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Records & Information Management

Managers Training

Find It, Store It, Get It Back,
Why Manage Business Information?
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Why We M bnage Records

The "ultimate goal" of records management
is to effectivelv carrv out the mission of the
agency while protecting the rights of
citizens, assuring Oovernment
accountability, an d preserving records of
permanent value.
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How' WeManage Records

A records and information management
(RIM) program isa system to control the
creation, maintenance, storage, and

Aisposition of. allrecords and.information. in-,_
an efficient, cost-OecWe manner
throughout their life cycle

'T

Benefitý, of Records
Management

Conti I VU MZO LU UPUI C1 Lion of N RC progra ms
Meets statutory and regulatory requ irements

__e__Provides protectiori-and,.support , in.11tigation-_Lý
Helps to deliver"consistent and fair'services

I m'proves customer s6rvice,ý
Facilitates performance.

,.7EIciency and productivity
Enhýances.rbputation and credibility,
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Errant NASA Satellite

It's 20 years in the future

One of the satellites is threateningrto fall to Earth

Old software souýce code is needed to boost the
satellite,

No original personnel can be located

Good records management allows the records
containing the source code to be found

NASA uses the infciýmation to re-boost the
satellite

,te

.Licensing Records

It's 20 years in the future

One of the reactor licenses is subject to renewal

Older records are needed to see what
ýý--environ mental --repoft were written at-the-time

the license was approved and additional
information related to the licensingdecision.

No oribinal personnel &a.n be loýated

Good records management allows the reports to
be found in:the 230'cubic feet of box6s
containing tfie-oriýinal li6phsing'i6formation.

-Tý
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Module 2 Learning Objectives

At the completion of this module. you will be able
to:

Rec nize-pAaa" cpTdKqe ing roles and
responsibilities ' of program managers

Recognize the role of the agency records officer

Recall that laws and regulations govern the
manaqement of Federal records

Role of Program Managers

Learn records responsibilities

Make records management a priority

Ensure that each office has a designated
Records Liaison O#icer'(RLOs)

Ensure that staff receives basic records
management training and guidance

Ensure that staff,'creates and maintain , s records.
appropriately.
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Role of P(ogram Managers
(dont'd.)

Ensure that procedures exist (and are followed)
to prevent the mix ing of records and personal
files and the inadvertent destruction or removal
of agency records

Work with RLOs-to rnake sure-file plans are -
created, implemented, and updated

Ensure that agreements with contractors spell
out records management requirements

Cooperate \With records pei-sonnel to promote
nd-evaluatp-the officjeýs., ýecorqsmzbagernent -

Cactivities-

P CO..;I lfieýPýrOP I
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Legal R tslecluiremen

There are legal an d.regulatory requirements for
proper recordkeeoing on your part and
throughout your agency

Recordkeeping requ ' irements are all statements
in statutes, regulations, and agencydirectives or
authoritative issuances that provide general and
specific requirement's for Federal agency
personnel on particular records to be created

[ýl and m aintainel .1ýythe agency (36 CFR

The Law Behind Recordkeeping
R q

e: direments
44 U.S.C. 3101 1

The head of each F6deral agency shall make
and preserve records containing adequate and
proper-documentation-of-the-organization,
functions, policies. decisions, procedures, and
essential transactions of the agency, such
records designed tofurnish the information

I necessary to protect the legal and financial'
rights.of the. Government and of persons directly
affected by the agency's activities

And Still More Laws...

44 U.S.C. 29-R6cords Management by the
Archivist of the United States and by the
Administrator of General Services

44 U.SC. 31-Rec6rds Management by Federal
Agencies

44 U.S.C. 33-Disppsal of Records

44 U.S.C. 35--Coordination of Federal
Information. Polic-Y
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And ~ 0 Stl Mor Las. (c '.)

36 0OR 12Sbhpe -eo

Manaemen
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Module 3 Learning Objectives

At the completion of this module, you will be a:ble
to:

Identify Federal records

Recognize nonrecord materials

Recognize personal files and papers

Identify issues related to working files,, co nt ractor
records, meeting files, drafts, duplicate
mail messages:,

What is'a Record?

"...all books, papers, maps, photographs,
machine-readable materials, or other
documentary materials, regardless of physical
form or characteristics, made or received by an
agency of the U.S. Government underFederal
law or in connection with the transaction of public
busineýs and preserved or appropriate fo
preservation by that agency or its legitimate
successor as evidence of the organization,
functions, policies, decisions, procedures,
operations, or other activities of th&Governm6nt
orbed6uge ofttie'ihfofr-hbtibneil'Vb[66:bf dbta'1n_',-
th' ',(4_4,ýU.S.C. 3301)
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Recognizingý'Federal Records
When in doubt. ask yourself the following questions:

- Did I generate or (eceive the information while
conducting agency business?

- Does the item document my agency's activities or
business transactions?

Is the. item a business-related document that does not
exist elsewhere?

Even if copies exist elsewhere, did my agency
originally create the item?

Did my office take action on this item?

ahswegreo,-ý,esýWtojanr, qn@jofjthe e
ni, tljeýýocumentjj' b bl!

;ý ý r -\
d "pbreco r
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Noredr Maeil

Exta opesofclcune ~speevdol o

conveienceor reerenc

- Redn files an coie ciclae wihi an oficWokn papers that Llo no ereetsgnfcn sesi
te ---pep e" a ... on" • e reilioid

Stocks of I pbiao n adoprcsedcu nt

Caaosan rd junl

Lirryadmuem aeial aeo aqie n
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From: Josephine Greenýe To: Daniel Schemanski'

Subject: Vendor Contract ýAeeting

-Daniel,

This is a reminder that we are scheduled to meet Thursday
with the vendor to discuss section 5 of theýcontract. Nave
serious concerns about this area..

Josephine,

Fio.,cehneG* . . - - I. - -

un
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Personal or Nonpersonal?

Petrsonal -A date book containing only personal entries, such as

Palpers doctor's appointments and private reminders
-Notes taken for your personal use at a training course

-Personal copies of personnel actions and performance
standards

-Your payroll slip

-Text of an address giwn at a professional meeting, but'
not given as a representative of your agency

N'Onpersonal -Drafts. background materials; notes, and other
I documents prepared in Ile course of you, assigned

Papers (items duties, even though these are not made part of the
that may seem to. "official file"
be' personal. . I . . ;ý , -
p6pers but are -Notes used to brief staff o,

7 _7'rextof an:address given orýarfiofes written in y ur
capac,ýya'ý.3ri'ade,ý,CVý6,ýp-lýyee"or.ýoýernrýe*ýt official
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I ý
Managing Email Messages That

Are Federal Records

Messages that h ave short-term value may be
deleted when no longer needed

Messages with long-term orpermanent value
must be filed in ADA , MS following ihe * . I

procedures in the ADAMS Desk Reference
Guide, p. 5-34, "Adding E-Mail Messages to
ADAMS"

e ete meýsages out .of MS Outlook after they
Nave-been captured in*ADAMS -

From: Josephine Gre6n T Daniel Schemanski
e fo

Subject: Lunch

baniel,

Remember that we're. gettiný together with Fred for his
farewell lunch next Thursday. Should be the-last tiirh& that
cheap so-and-s6 can S'iibk us with.1*0 ibn6fi iab!,

I Oh,'and don't forget that meeting aftei un6h.witli the venclor
to discuss s6ctidn 5 of the contract. I have serious I conc I ems
ýbout this area.

bolý*ephineý.,.,.:.
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Working Files
Active working files are records because they document the
work that is being carried out during the course of NRC
business

Examples are drafts, notes, comments, background materials

Working files are usually destroyed when the final document is
produced

They are retained if they Yre needed t6 id'equa-tely ýand`-properly,
document NRC activities

Examples of working files that should be retained are those
that:

Contain ignificant inforrriatioA
Propose and evaluate bptions.ýnd'discu*ss'lmp.ý,cýliqns for high-level,,

d co

ns ýo, high-level
policies .di isions -

m
or 

cev,ec'n,P 0"ceso 
d

D cu e rid,PropDocume I fin irigiýor-S'Llpp;6ý'(;:ýomnýendýttoWsP
D 

ýcumeiýl 

-lnd

,d'

scu

do 

t 

s

ý'd a 5' 1--Contractor RecordsPP't' tio

Records created by contractors in the course of
performing work for the NRC are Federal records

These records must be managed, protected, and made
accessible in accordance with all applicable Federal laws
and regulations (e.g., FRA, FOIA, PA)

Ensure that co ntracts spell out the recordkeeping,
requirements of the contractor and that those
requirements are met:

Background data
Process documentation
Incremental Figures that my be of use to the government!

You*mgy require basic business clocurrientatio'n,ýS:uch as'
personne I and expense reports
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Rik of ln*eqt Record-

M~nagemen

Your offic cold

Fai to pefr bai fucin

Fai to* r spn tosp a reus tfo

information ~ - - -
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B6tter Safe Than Sorry

Can 1ý1 or my S'ubordinates remove,
delete, or destroy any types of

Federal records?

No! Not unless your records offiqer provides a,
NARA approved disposition authority

nauthorized destru6tion or removalrn6y result
-in, prosýecutionland criminal pefialltieý,
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Key Comporients of Trustworthy
Records Program

You must be able to prove that:
You have policies and procedures in whiting'
Agency personnel are.trained in procedures,
The procedures are followed in a continuous
and reg6lar fashi6rý-

The Goal: Trustworthy Records
andSystems

Have the followiri'9 characteristics:
Authenticity: an accurate account of an activity,
transaction, or decision; the record is what it-- -
purports to be j 4

Reliability: content is:com plete. and:accu rate
Integrity: assurance that inform6tion has not
been changed
Usýability:ý the information canbe found'

U
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E :lectronici Issues

Eletrni fie preen a..... . seo

problems:.. . - .

-I Eaily- changed and ubiqitous

- Hw anyo tus tem
- o a yupoein or htte hv neft

5
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Passino the Word,

Establisli policies and procedures

Identify responsibilitie's

Make time for training readily available

Discussions during staff me41ngs

-Encourage inpu ' t

-Address issues, affecting records, such as staff
turnover

2



Getting Help-
You're Not Alone! (cont'd.)

NRC's Records Management website:
http://www.internal.nrc.gov/ois/divisions/irsd/records
-mqUindex.html

NARA's web site wwW.archives.gov

NARA's Federal Electronic Records Management
(ERM) Toolkit Web Site
http://www.archives.qovlr6cords-mgmt/toolkit/

Record Management'Resources on the Internet

3
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Is It A Record?
Recorded Information

YES

("? ýj_ YES

Are you or your organization the creator of the record? Did
you generate or receive the information to use for your
technical/administrative work in conducting agency business?

NOi

Does it contain informational value as evidence of your
organization's functions, policies, decisions, procedures,
operations, mission, programs, projects, or activities?

YES Is it material that originated in another office or outside your
agency, but you commented or took action on the material?

NO4

YE Does it d 'ocument business actions, such as: what happened,
YSwhat was decided, what advice was given, who was involved,

-- when it happened, the order of events and decisions?

YES Is it an original document related to agency business that does

not exist elsewhere?

NOI

Is it a draft or interim document that has not been circulated to
others or does not contain substantive comments and for
which there is a final version being maintained?

YES
RE

NO,

Is it published or processed information that you received and
use as reference?

YES
RE R

NOt,

Is it a copy of a document or correspondence kept only for
convenience of reference on which no action is taken?

N04,

Is it information accumulated and maintained at the workplace,
but which does not affect or reflect the transaction of your
program business?

YES
RER

NO

Is it junk mail or documentation that has no work-related
informational or evidentiary value?

~When in doubt, treat it as a record.
~alyour records officer for information .

March 26, 2009

Author: Anna Nusbaum, CRM Sandia National Lab, NM
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ORecordkeeping Roles and Responsibilities
Introduction

This description of roles begins with the Agency Head, proceeds through the normal records
management network (CIO, Agency Records Officer, Records Liaison, and Records Custodian),
covers the Program Manager (supervisor), refers briefly to various other officials, and concludes
with the average staff member (employee).

Agency Head

* The Agency Head is responsible for the entire records management program in the
agency, but normally delegates this responsibility to the Agency Records Officer. The
statutory basis (The Federal Records Act of 1950, as amended) is as follows:

* The head of each Federal agency shall
a. "Make and preserve records containing adequate and proper documentation of the

organization, functions, policies, decisions, procedures, and essential transactions of
the agency and designed to furnish the information necessary to protect the legal and
financial rights of the Government and of persons directly affected by the agency's
activities." (44 U.S.C. 3101)

b. "Establish and maintain an active, continuing program for the economical and
efficient management of the records of the agency." (44 U.S.C. 3102)

* Chief Information Officer (CIO)/IRM Official

* Serves as the agency official responsible for the information resources management
program; that is, the process of managing information resources to accomplish agency
missions, which encompasses both information itself and related resources, or assets,
such as personnel, equipment, funds, and information technology.

+ Coordinates with the Agency Records Officer to ensure that the design and
implementation of the agency's information systems incorporate Federal and agency
records management requirements.

Agency Records Officer

* Serves as the official responsible for overseeing the agency's records management
program.

* Ensures that the agency has an up-to-date records management directive.

# Creates and maintains a network of Records Liaisons responsible for overseeing the
program in headquarters and field offices in cooperation with the Records Officer.
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* Serves as the primary agency official who coordinates records management matters with
NARA and other oversight agencies.

* Coordinates the development of a records schedule with NARA, IRM, program and
agency officials. The records schedule identifies records as either temporary or
permanent. All records schedules must be approved by NARA.

* Coordinates matters relating to records management with the agency's FOIA/Privacy Act
Official(s), IRM Official, System Administrators, Program Managers, the Inspector
General, the General Counsel, the Public Affairs Officer, the Web Manager, the Agency
Historian, and the Imaging and Micrographics Manager, as well as with program officials
responsible for other special media, such as audiovisual records, cartographic and
architectural records, and printed records.

* Ensures that recordkeeping requirements are established, implemented, and periodically
updated for all offices at all levels and for all record media, including electronic and other
special records.

Records Liaison

# Coordinates the records management activities of a major component, whether at
headquarters or in the regions.

# Serves as the primary component official who coordinates records management matters
with the regional NARA office and any other local oversight agencies.

* Coordinates changes to the records schedule with the Agency Records Officer and local
program managers.

* Coordinates matters relating to records management with the component's FOIA/Privacy
Act Official(s), IRM Official, System Administrators, Program Managers, Internal
Auditors, visiting Inspector(s) General, Counsel, the Public Affairs Officer, the Web
Manager, the Agency Historian, and the Imaging and Micrographics Manager as well as
with program officials responsible for other special media, such as audiovisual records,
cartographic and architectural records, and printed records.

+ Ensures that component recordkeeping procedures are established, implemented, and
periodically updated for all offices at all levels and for all record media, including
electronic and other special records.

+ Coordinates with the Agency Records Officer to report that each office within the
component has a designated Records Custodian.

+ Ensures that each office creates and maintains records documenting its program and
administrative activities.

* Works with Records Custodians to make sure that all the records of each office are listed
in the office file plan and are described accurately in the agency's records schedule.

* Works with Records Custodians to ensure the transfer of eligible records to a records
center, the prompt disposal of temporary records when their retention periods expire, and
the timely transfer of permanent records to NARA.
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+ Ensures the proper training of Records Custodians and employees and the proper briefing
of Program and Senior Managers.

+ Promotes the records management program within the component.

* Conducts periodic evaluations of records management activities within the component.

Records Custodian

- Has assigned responsibility within a particular office for records management matters and
complies with guidance issued by the Records Liaison and the Agency Records Officer.

- Makes sure that all the office's records are listed in the office file plan and are described
accurately in the agency's records schedule. Checks with the Records Liaison or the
Agency Records Officer for assistance.

- Follows the agency's records schedule to ensure the proper disposition of the office's
records, including:

Systematic file cutoffs (breaks)

The retirement of eligible records to a records center

The prompt disposal of temporary records when their retention periods expire

The timely transfer of permanent records to NARA

- Assists the Program Manager in reminding the staff not to mix personal papers and
nonrecord materials with Federal records, and not to remove records from the office
without proper authorization.

- Assists the Program Manager in implementing procedures to prevent departing
employees from destroying ineligible records or removing records from the agency's
custody.

- Cooperates with the Records Liaison and the Agency Records Officer in periodic
evaluations of the office's records.

Program Manager (Supervisor)

- Ensures that the office has a designated Records Custodian who coordinates the office's
records management activities with the Records Liaison and others.

- Ensures that the staff receives basic records management training and guidance.
- Ensures that the staff creates and maintains records documenting the office's program

and administrative activities.
- Works with the Records Custodian to make sure that all the office's records are listed in

the office file plan and described accurately in the agency's records schedule.
- Reviews the office file plan annually.
- Reminds the staff not to mix personal papers 'and nonrecord materials with Federal

records, and not to remove records from the office without proper authorization.
- Implements procedures to prevent departing employees from destroying ineligible

records or removing records from the agency's custody.
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- Ensures that the Records Custodian follows the agency's records schedule in carrying out
the disposition of the office's records.

- Cooperates with the Records Custodian, the Records Liaison, and the Agency Records
Officer in efforts to promote and evaluate the office's records management activities.

System Administrator (Information Technology Manager)

- Serves as the person primarily responsible for managing an information system.

- Works with the Records Liaison, the Records Custodian, and others to ensure that the
design and implementation of the system incorporates Federal and agency records
management requirements.

Web Manager

- Serves as the person primarily responsible for managing the web pages within a
component, i.e., assuring compliance with agency and local directives. Usually not the
person responsible for content of a web page.

- Works with the Records Liaison, the Records Custodian(s), and others to ensure the web
Page Managers understand and adhere to Federal and agency recordkeeping
requirements.

Inspector General

- Serves as the official responsible for monitoring agency programs and operations to
prevent and reduce waste and fraud and to improve agency management.

- Coordinates with the Agency Records Officer and others regarding any recordkeeping
deficiencies identified during inspections and investigations.

General Counsel

- Serves as the official responsible for providing legal advice and assistance to agency
officials and employees.

- Provides advice to the Agency Records Officer and others regarding the legal value of the
agency's records and the issue of public access to them.

Public Affairs Officer

- Serves as the official responsible for coordinating information being released to the
public such as news releases, speeches by high-level officials, media presentations,
appearances of agency representatives at public events, etc. The Public Affairs Officer
may be responsible for coordinating content of public web sites.

- Works with the Records Liaison to ensure release of information is in compliance with
Federal and agency public affairs directives.

Historian

- Serves as the official responsible for writing narratives of past agency activities.

- Provides advice to the Agency Records Officer on what agency records are likely to have
long-term or permanent value.
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Imaging and Micrographics Manager

+ Serves as the official responsible for directing the agency's imaging and microfilming
operations, or monitoring contractors who scan or microfilm records for the agency.

* Cooperates with the Agency Records Officer to ensure that the agency's scanned and
microform records comply with Federal and agency requirements.

Staff Member (Employee)

* Obtains basic records management training and guidance from the office's Records
Custodian, Records Liaison, or Agency Records Officer.

* Recognizes that the office's records are Government property and consist of recorded
information (documentary materials) required by law or used to conduct agency business.

* Creates and maintains records documenting office activities.

+ Cooperates with the Records Custodian to ensure that all records are listed in the office
file plan and described accurately in the agency's records schedule.

* Does not mix personal papers and nonrecord materials with Federal records.

* Cooperates with the Records Custodian in transferring eligible records to a records center
and permanent records to NARA.

+ Cooperates with the Records Custodian in destroying records only as authorized in the
agency's records schedule.

* Avoids removing records from the office without proper authorization.
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Migration Strategies Quick Reference Guide

Plan for migration activities...

1. All Business Process Redesign projects should address records migration issues. When
changing from a paper-based or microfilm records system to an electronic records system,
build migration into your formulas for future activities and expenditures.

2. Include migration tasks in all Requests for Proposal (RFP) and contracts with software
vendors and records management service providers.

3. Review your media once a year for degradation. Refresh media on a regular cycle based on
your specific storage conditions (e.g., temperature, humidity, and method of storage) and
media.

4. Migrate to a proven, open architecture system every five to ten years, depending on your
agency's needs. By building migration into RFPs and contracts, software vendors and records
management service providers will be involved in this process.

5. Maintain one generation plus the current system.

6. Conduct a records migration pilot before conversion. When implementing a conversion, run
both the old and the new systems until you are sure that the new system is working to your
expectations and users' needs.

7. Develop and implement written policies and procedures for migration. Maintain an audit trail
of migration activities and any changes made during these activities to ensure that the records
are readable, understandable, and retrievable. Conduct quality control reviews of migrated
records. Policies and procedures must be in place to attest to the fact that the integrity of the
records has been maintained, and that the records are complete, accurate, and authentic.

" Migration should result in little or no loss of structure and no loss in content or
context. However, migration may change the appearance of the records. If the
content, context, and structure of the records can no longer be supported because of
migration then authenticity must be reestablished by documenting all actions taken
and validating that the intellectual content of the records has not been altered.

0 Migration must be performed routinely in the normal course of business.
Documentation of this process is required to substantiate migration activities.

" Maintain evidence that the records, after migration, are relied upon in the same
manner as before migration.



Email as a Record

When are e-mail messages records?

You should treat e-mail messages the same way you treat paper correspondence. An
e-mail message is a record if it documents the agency's mission or provides evidence
of an agency's business transaction and if you or anyone else would need to retrieve
the message to find out what had been done or to use it in other official actions.

E-mail Record Decision Tree
How 1 decide if an e-mail is a record

Related to agency business

or your responsibilities at
the agency?

yes

Are you the Sender or
Creator?

] No
Are you the Recipient?

= D
Do you need to take an

action?

i
WMNZ M,

Yom I

~%No

D
Does it explain, justify or

document an action or
decision?

ý Yesyes

So

SoD
Does it explain, justify or

document an action or
decision?

.......... ýýý ":

Yes7

It's a record!

File in recordkeeping
.System I

J
Courtesy of EPA and DOE-Los Alamos Nat'l Laboratory
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E-mail Quick Reference Guide

E-mail Messages Are Records When...
* They are made or received by your agency under Federal law or in connection with

public business; and

* They are preserved or are appropriate for preservation as evidence of the organization,
functions, policies, decisions, procedures, operations, or other activities of the
Government, or because of the information value of the data they contain.

Principal Categories of E-mails to be Preserved
Preserve any e-mail correspondence that:

• Documents the formulation and execution of basic policies and decisions and the taking
of necessary actions

* Documents important meetings

* Facilitates action by you or your successors

" Makes possible a proper scrutiny by the Congress or by duly authorized agencies

" Protects the financial, legal, and other rights of the Government and of persons directly
affected by the Government's actions

E-mail Messages that May Constitute Federal Records
Your e-mail may be a Federal record if it:

* Provides key substantive comments on a draft action memorandum, or adds to a proper
understanding of the formulation or execution of Agency action

* Provides documentation of significant Agency decisions and commitments reached orally
(person-to-person, by telecommunications, or in conference) that is not otherwise
documented in your files

* Conveys information of value on important Agency activities, or adds to a proper
understanding of Agency operations and responsibilities

Points to Remember about E-mail
" Agency e-mail systems are for "official use" only by authorized personnel

" Before deleting any e-mail message, determine whether itmeets the legal definition of a
record and, if so, preserve a copy of the message

• Printed messages kept as a record should contain essential transmission, receipt data, and
attachments; if not, print the data or annotate the printed copy

" File printed messages and essential transmission and receipt data with related files

* Delete messages that are not records when no longer needed

" Delete messages that are records, after they have been placed in a recordkeeping system
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E-mail Directive
Electronic Mail Record

This section establishes Agency policies for managing electronic mail.

1. Summary. This section establishes policies and responsibilities for managing the creation,
maintenance, use, and disposition of electronic mail. In this section, electronic mail includes the
message and all attachments.

2. Authority. The management of electronic mail complies with 44 U.S.C. Chapters 21, 29, 31,
33 and 33 and 18 U.S.C. Chapter 101, and regulations established by NARA for managing
Federal records as stated in 36 C.F.R. parts 1220, 1222, 1228, and 1234. The agency manages
electronic mail in accordance with 36 C.F.R. 1234.24. The agency uses the standards contained
in 36 C.F.R. part 1234 to manage Federal electronic mail that is maintained in an electronic
recordkeeping system.

3. General Policy
a. All Government employees and contractors are required by law to make and preserve records

containing adequate and proper documentation of the organization, functions, policies,
decisions, procedures, and essential transactions of the agency. In addition, Federal
regulations govern the lifecycle of these records: they must be properly stored, preserved,
and available for retrieval, and may be disposed of only in accordance with NARA approved
records control schedules.

b. Employees are encouraged to use electronic mail because it is a cost-effective
communications tool. This guidance assists agency personnel with effectively managing
electronic mail.

c. Agency electronic mail systems are for official use only by authorized personnel. The
information in these systems is Departmental, not personal. Utilization of electronic mail for
other than official, authorized purposes is prohibited. No expectation of privacy or
confidentiality applies.

d. Users of agency electronic mail systems will not alter or improperly dispose of any electronic
mail message, record of transmission and receipt date, or attachment (such as a document)
which meets the definition of a Federal record.
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4. Def'mitions
a. Electronic Mail (Message). A document created or received on an electronic mail system

including brief notes, more formal or substantive narrative documents, and any attachments,
such as word processing and other electronic documents, which may be transmitted with the
message.

b. Electronic Mail Record. A document created by or received via an electronic mail system
which meets the definition of a Federal record as specified in 44 U.S.C. 3301.

c. Electronic Mail System. A computer application used to create, receive, and transmit
messages and other documents. Excluded from this definition are file transfer utilities
(software that transmits files between users but does not retain any transmission data), data
systems used to collect and process data that have been organized into data files or data bases
on either personal computers or mainframe computers, and electronically generated
documents not transmitted on an electronic mail system.

d. Federal Record. All books, papers, maps, photographs, machine readable materials or other
documentary materials, regardless of physical form or characteristics, made or received by an
agency of the United States Government under Federal law or in connection with the
transaction of public business and preserved or appropriate for preservation by that agency or
its legitimate successor as evidence of the organization, functions, policies, decisions,
procedures, operations, or other activities of the Government or because of the informational
value of data in them.

e. Library and museum material made or acquired and preserved solely for reference or
exhibition purposes, extra copies of documents preserved only for convenience of reference,
and stocks of publications and of processed documents are not included.

f. Transmission Data. Information in electronic mail systems regarding the identification of
sender and addressee(s), and the date and time messages were sent.

g. Receipt Data. Information in electronic mail systems regarding date and time of receipt of a
message, and/or acknowledgment of receipt or access by addressee(s).

h. Recordkeeping System. A manual or electronic system in which records are collected,
organized, and categorized to facilitate their presentation, retrieval, use, and disposition.
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5. Maintaining and preserving electronic mail.
a. Determine if electronic mail is a Federal record. The sender and the person who receives

electronic mail independently determine whether or not the message and its attachments meet
the definition of a Federal record for their office (See Chapter One, Section Four). The
following are examples of electronic mail that constitute Federal records:

(1) Electronic mail that contains substantive information that is necessary to adequately and
properly documents the activities and functions of the agency.

(2) Electronic mail that provides key substantive comments on a draft action memorandum if
the electronic mail message adds to a proper understanding of the formulation or execution of
agency action.

(3) Electronic mail that provides documentation of significant agency decisions and
commitments reached orally (person-to-person, by telecommunications, or in conference).

(4) Electronic mail that conveys information of value on important agency activities if the
electronic mail message adds to a proper understanding of agency operations and
responsibilities.

(5) Electronic mail that documents the formulation and execution of basic policies and
decisions.

(6) Electronic mail that documents important meetings.

(7) Electronic mail that denotes actions taken by agency officials and their successors.

(8) Electronic mail that makes possible a proper scrutiny by the Congress or other duly
authorized agencies of the Government.

(9) Electronic mail that protects the financial, legal, and other rights of agency and of persons
directly affected by the Department's actions.

b. Electronic mail that is a Federal record. Electronic mail determined to be Federal records
falls into three categories: permanent records, temporary records, and transitory records.

(1) Permanent electronic mail are those messages that NARA appraises as having sufficient
value to warrant continued preservation by the Federal Government as part of the National
Archives of the United States. Electronic mail is scheduled as permanent by a NARA
approved Request for Records Disposition (SF 115) because the records have continuing
value as documentation of the organization and functions of agency or because the records
document the nation's history by containing significant information on persons, things,
problems and conditions. Electronic mail may be scheduled as permanent as part of a larger
series or as the electronic mail of a designated agency official, such as, an Under Secretary.
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(2) Temporary electronic mail are those messages that NARA approves for either immediate
disposal or for disposal after a specified period of time or an event in accordance with a
NARA approved Request for Records Disposition (SF 115) or the General Records
Schedules. Temporary records may document agency business processes or document legal
rights of the government or the public, document government accountability, or contain
information of administrative or fiscal value. Depending on the type of record, the retention
period may range from immediate destruction to as long as 100 years.

(3) Transitory electronic mail are those messages of short-term interest which have no
documentary or evidential value and normally need not be kept more than 90 days. Examples
of transitory electronic mail messages includes:

(a) Routine requests for information or publications and copies of replies which require
no administrative action, no policy decision, and no special compilation or research for
reply;

(b) Originating office copies of letters of transmittal that do not add any information to
that contained in the transmitted material, and receiving office copy if filed separately
from transmitted material;
(c) Quasi-official notices including memoranda and other records that do not serve as the
basis of official actions, such as notices of holidays or charity and welfare fund appeals,
bond campaigns, and similar records. (See General Records Schedules 23, item 7.)

(d) Records documenting routine activities containing no substantive information, such as
routine notifications of meetings, scheduling of work-related trips and visits, and other
scheduling related activities (See GRS 23, item 5b).

c. Maintaining electronic mail.
(1) Electronic mail must be preserved for its appropriate retention period (which may be
transitory), along with essential transmission and receipt data (names of sender and
addressee(s) and date message was sent) for each electronic mail message in order for the
context of the message to be understood. Disposition of all electronic mail records will be
made in accordance with an authorized records disposition schedule.

(2) Permanent and temporary electronic mail are maintained and made available for office
use by:

(a). Printing the e-mail message (with attachment) and filing, when paper files are used as
the recordkeeping system. The printed copy of the electronic mail must be filed in the
manual recordkeeping system.

(b). Filing the e-mail electronically, when an electronic recordkeeping system is used as
the recordkeeping system. (See 36 C.F.R. 1234.24 (a)-(d)). Note that organizations that
choose to manage electronic mail records electronically must either: (1) be able to
perform all requirements of preservation, protection, storage, retrieval, and disposition
through the electronic mail application system itself, or (2) copy electronic mail records
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into an electronic recordkeeping system able to perform all the functional requirements of
the Federal regulations. "Backups" made as a normal part of electronic mail systems
operation and maintenance do not meet these requirements and should not serve as an
electronic recordkeeping system.

(3.) Transitory electronic mail may be maintained in the "live" e-mail system. These e-mails
with attachments will be deleted after 90 days by the automated delete feature of the e-mail
system.

6. Retention and Disposition of electronic mail records

a. When electronic mail is retained as a Federal record, the retention period is governed by the
appropriate NARA approved agency records control schedule or the General Records
Schedules. Temporary records are kept for defined periods of time pending destruction and
permanent records are transferred to the National Archives of the United States for
permanent preservation.

b. Electronic mail users who are uncertain about the disposition of electronic mail messages
should contact their program office records officer or the agency records officer for
assistance.

c. If an electronic mail item, either sent or received, is a Federal record, it is the responsibility
of the agency employee to ensure that a copy is preserved by making it a part of the official
files of agency, unless it is a transitory record.

d. Besides the text of electronic mail messages, electronic mail systems may provide records
transmission and receipt data. Transmission data (such as the identity of the sender and
addressee(s) and the date on which the message was sent) must be preserved with all
electronic mail items defined as Federal records. Just as with a paper record, this
transmission data is necessary for an electronic mail record to be complete and
understandable.

e. Electronic mail systems may also provide users with the ability to request acknowledgments
or receipts showing that an electronic mail message reached the mailbox or inbox of
addressee(s) and was accessed. Electronic mail users should request receipt data when it is
needed for adequate and proper documentation of agency activities, especially when it is
necessary to confirm that an electronic mail message was received and accessed. In such
instances, receipt data associated with the record copy of the electronic mail message will be
preserved.

f. When the recordkeeping copy is maintained in paper, the printed electronic mail message
with attachments will be annotated to document that it is the official file copy before being
placed in the official files of the responsible organization.
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7. Electronic mail received from external sources. These procedures also apply to electronic
mail received from nonagency and other outside sources, e.g., through the Internet or other
commercial network services.

8. Compliance Reviews. Compliance with these procedures will be accomplished through
periodic reviews and evaluations to be conducted under the supervision of the agency records
officer.
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Working Papers Quick Reference Guide
Working papers are rough notes, calculations, or drafts assembled or created and used to prepare
or analyze other documents. Recordkeeping requirements, filing plans, and records schedules are
the best soturce of information about whether working papers need to be retained for the type of
activity being documented. Working papers, including drafts, background information, etc., may
or may not be needed as part of the documentation for activities.

When to Retain Working Papers
In some cases, working papers such as drafts, notes, comments, and background materials may
be needed to adequately document agency activities. Drafts and working papers or files that
* propose and evaluate options or alternatives and their implications in the development of high-
level policies and decisions or that document findings or support recommendations should be
preserved and included in an Agency's records schedule.

Principal Categories of Disposable Working Papers
In other cases, working papers may not be needed once a document is completed. There are two
principal types of disposable working papers:

a bl . T E xampl

Working papers that receive no official action Budget calculations using different parameters,
themselves, are not reviewed or approved by preliminary outlines for a report, lists of suggested
others, and are simply used to prepare points to be included in a memo.
documents for official action such as review,
signature, publication, etc.

Working papers that relate to preliminary, Drafts of routine memoranda and correspondence and
interim, or ancillary activities that are not proposed changes, informal comments received on a
needed as part of the official record of the draft publication, documents used to brief staff and
activity, achieve concurrence on-a proposed action.

Specific Types of Working Papers

Drafts
Drafts, and the comments on them, require special attention. In some cases, drafts and comments
on them must be included in the official files as part of the documentation of the activity.
Although records of Federal agencies usually contain high-level policies and decisions, policy
formulation and execution may be poorly documented. Support documents such as drafts and
working files for reports, special studies, memoranda, and correspondence that support major
program policy development may not be incorporated into office files. These support documents
may be needed to fully understand the alternatives and options considered for high-level program
initiatives, and the basis for deciding on a course of action. Some drafts contain unique
information in substantive annotations or comments added during circulation for comment or
approval. Agencies should maintain such drafts, with the file copy of the final document, if any,
when the drafts relate to formulation and execution of high-level policies, decisions, actions, or
responsibilities.

I
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However, there are many instances when drafts can be safely destroyed. Drafts and working
papers or files that relate to routine program or administrative operations or that contain only
corrections or editorial or stylistic changes may be disposed of as nonrecord materials.
Examples include drafts not circulated for comment and drafts of most general publications,
correspondence, internal memoranda, and other documents not related to critical functions. In
such cases, drafts and editorial comments can be destroyed once changes have been included in
a revised version.

Notes
Unless otherwise specified, notes may be destroyed/deleted once they are incorporated into a
final product. Examples include notes used to prepare minutes of meetings, records of telephone
conversations, decision memoranda, or other documents when the gist of the discussion,
conversation, direction, or other activity is embodied in a document that states the official
Agency decision, position, or outcome.

Comments
Unless otherwise specified, comments received on drafts, proposals, suggestions, and similar
things can be deleted/destroyed once they have been incorporated or summarized for the official
record. Examples include editorial comments on drafts of internal memoranda, routine
correspondence, and reports.

However, comments received via a formal Agency comment process, comments received from
the public/regulated community, or comments received during a formal review by outside
experts should be carefully documented for the record, either by keeping the original comments
themselves, or, if volume is extensive, keeping a summary of the comments and how they were
used. Substantive comments added during circulation for comment or approval of policy and
other important documents should be retained.

Development Materials

Special attention should be given to notebooks, calculations, and other background materials
that may contain information needed to supplement formal records. However, documents such
as preliminary calculations, approaches to issues, outlines, and other documents that the
individual uses to prepare documents for official action can be destroyed/deleted once they are
incorporated into a final product.

Examples include annotated copies of documents, preliminary calculations, results of
preliminary investigations, lists of points to be considered or included, ideas or suggestions
received from coworkers, and other documentation used in the development of documents for
official action.

Points to Remember about Working Papers
* Recordkeeping requirements, filing plans, and records schedules are the best source of

information about whether working papers need to be retained for the type of activity
being documented.

* When in doubt, contact your Records Manager for further guidance.
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What Happens When I Leave?
This document addresses three common questions for Federal employees leaving
government service. Remember, as the graphic shows ... you can't take it with you.
Contact your agency records officer or NARA representative for more information.

What happens to the records in my
office when I leave?

* Some may be needed for continuing
business.

" Others may be sent to storage or destroyed.
* Your "permanent" records will eventually

be transferred to NARA.

" You can arrange to have access to your
records after you leave the government.

Can I take copies of Federal records
with me when I leave?

• Only if the removal of these copies

- Is approved by records officials ' "-""

- Will not diminish the official record

- Will not exceed normal administrative
costs

- Does not include information that is security classified, subject to the Privacy Act, or
otherwise prohibited from release

Can I donate Federal Records?
* Federal records are not yours to donate, but you may be able to donate copies of certain

records.

* You may, of course, make arrangements to donate your personal papers.
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Managing Contractor Records
There are a number of records-related concerns you as a program manager have when
dealing with contractors. The following list can help you ensure that you've covered all
your bases:

" Do contracts identify which contractor-created records are Federal records?

El Yes C3 No

" Does the program provide contractors with the regulations and procedures governing
Federal records?

1 DYes E3 No

* Particularly when electronic records are involved, do contracts specify the delivery of
background data that may have further value to the agency, in addition to the final
product?

D Yes D No

* Do contracts involving development of electronic systems specify the delivery of systems
documentation to the agency along with the final product?

D Yes L No

" Particularly when electronic records are involved, do contracts specify the delivery of
final products and background data in a format that is compatible with program records
maintenance and retention guidelines?

D Yes LI No

" Are deferred ordering and delivery of data clauses included in contracts when it is"
impractical to identify in advance all electronic data that should be delivered to the
Government?

Q Yes D No
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Records Management Resources on the Internet:
Where to Go for More Information

The proper management of Federal records is crucial for conducting Government business,
ensuring Government accountability, and protecting the rights of American citizens. As a Federal
employee you have responsibilities for ensuring that the records you create and receive are
managed properly so they can be found when needed.

These information resource links consist of Internet addresses that provide pointers to resources
that will give you information about these responsibilities, provide guidelines for managing
Federal records, and aid you in understanding the core role of records management in a well-run
agency.

The first links provide records management information found on/available through the National
Archives (NARA) web site (www.archives.gov). Subjects are arranged alphabetically and
include general records management information which every Federal employee needs to know,
and specific records-related information for agency legal staff. What follows are other
Government sites and commercial/non-Government sites of interest. There is some overlap in
referenced subjects, but scope and coverage vary.

National Archives:
Agency Recordkeeping Requirements, a Management Guide
www. archives.gov/records-mgmt/publications/agency-recordkeeping-requirements. html

Agency Records Officers
www. archives.gov/records-mgmt/agency/officers-lists. html

Appraisal and Scheduling Work Groups (NARA points of contact)
www. archives.gov/records-mgmt/appraisal/index. html

Definition of Records
www. archives. gov/about/regulations/part-1 222. html#parta

Departing Employees, Documenting Your Public Service
www. archives.gov/records-mgmt/publications/documenting-your-public-service. html

Department of Defense (DoD) 5015.2 Design Criteria Standard for Electronic Records
Management Software Applications
www.archives.gov/records-mgmt/resources

Disposal of Records
www. archives. gov/about/laws/disposal-of-records. html
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Electronic Records Archives (ERA) Program
www. archives.gov/era/

Electronic Records Management (ERM) Guidance
www. archives.gov/records-m gmt/policy/fast-track. html

Electronic Signature Technologies
www. archives.gov/records-mgmt/faqs/pdf/electronic-signiture-technology.pdf
www. archives.gov/records-mgmt/policy/pki. html

Fast Track Products (electronic recordkeeping)
www. archives.go v/records-mgmt/policy/prod6a. html

Frequently Asked Questions (FAQs) About Records Management
www. archives. gov/records-mgmt/faqs/

NARA Basic Laws and Authorities
www. archives.gov/about/laws!

NARA Regulations in Title 36, Code of Federal Regulations (CFR)
www. archives.gov/about/regulations/#nara

Paperwork Reduction Act (PRA)
www. archives.gov/federal-register/laws/paperwork-reduction!

Publications and posters dealing with records management issues
www. archives.gov/publications/records-mgrnt. html

Records Management by Federal Agencies
www. archives.gov/records-mgmt/laws/

Training opportunities from NARA
http://nara.learn.com/recordsmanagement-training

Transfer guidance for permanent electronic records to NARA
www. archives.gov/records-mgmt/initiatives/transfer-to-nara. html

Transfer of Records to NARA
www. archives.gov/about/regulations/part-1 228/index. html
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Other National Archives:
National Archives of Australia
www.naa.gov.au .

Library and Archives Canada
www. archives. ca

The National Archives, United Kingdom
www. nationalarchives.gov. uk

Other U.S. Government Sites:
Environmental Protection Agency (NRMP, National Records Management Program)
www. epa.gov/records/

Federal Chief Information Officers (CIO) Council
www.cio.gov/

Federal Judicial Center
www.Jjc.gov/

GSA Forms Library
www.gsa.gov/forms/nara. html

Office of Management and Budget (OMB)
OMB Circulars
www. whitehouse.gov/omb/circulars

U.S. Army Material Command
The Government Paperwork Elimination Act (the GPEA, P.L. 105-277)
www. army. mil/ciog6/references/legislation-docs/GPEA. doc

U.S. Code web site
Title 44
www.access.gpo.gov/uscode/title44/title44. html

U.S. Department of Justice
Office of Information and Privacy (FOIA, E-FOIA, Privacy Act guides)
www. usdoj.gov/oip/oip. html

Legal Considerations in Designing and Implementing Electronic Processes
www. cybercrime.gov/eprocess. htm
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Commercial/Non-Government Sites:
Association for Information and Image Management (AIIM)
www.aiim.org/

Association of Records Managers and Administrators (ARMA International)
www. arma. org/

Cornell University Law School, Legal Information Institute
Federal Records Act (the FRA, 44 U.S.C. 3101)
www4. law. cornell. edu/uscode/

Federal Rules of Civil Procedure
www. law. cornell. edu/rules/frcp/

Disaster Recovery Institute International (for information on contingency planning)
www.drii.org

Federal Rules of Evidence
www. law. cornell, edu/rules/fre/

E-Discovery Standard
www. lexisnexis. com/applieddiscovery/lawlibrary/newsletter. asp

Electronic Privacy Information Center (EPIC)
E-FOIA Amendments of 1996 (P.L. 104-23 1)
www. epic. org/open_g ov/foia/usjfoia_act. html

Federal Computer Week
www.fcw.com/

Institute of Certified Records Managers
www. icrm. org

Legal XML Home Page
www.legalxml. org

National Association of Government Archives and Records Administrators (NAGARA)
www.nagara.org/

Privacy Act (the PA, 5 U.S.C. 552a)
www4.law. cornell. edu/uscode/html/uscodeO5/usc secO0500000552---a 000-.html

The Sedona Conference
www. thesedonaconference. org/

The Society of American Archivists (SAA)
www. archivists. org
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NARA Records Management Key Terms

The following is a list of key terms used in NARA's core records management training. These
are not formal definitions but rather an explanation of the terms as generally used in NARA
training material. The list is not exhaustive.

KE TEMDEIITO
Access The availability of, or permission to consult, records.

Accession The act and procedures involved in a transfer of legal title and the
taking of records into the physical custody of the National Archives
(adapted from the Society of American Archivists Glossary).

Administrative Records Documents that are preserved because they facilitate the
operations and management of an agency, but do not relate directly
to programs that help the agency achieve its mission.

These include such documents as the agency budget, personnel,
supplies, travel, and training. They are found in every agency, and
often (but not always) their dispositions are covered by the General
Records Schedules (GRS).

Agency Mission The agency mission addresses the following questions:

Why does the agency exist?
What is the agency's purpose?

What business functions does it perform?

Agency Records Schedule See Records Schedule.

Alienated Records Records in the possession of an individual or organization not
legally entitled to them.

Asset Anything of value or perceived value.

Asset Management The process of documenting and controlling all assets, either in use
or under development by an agency. Asset management involves
identifying an agency's assets and the steps taken to protect and
take care of them.

Big Bucket/Large Aggregation A type of flexible schedule in which disposition instructions are
Schedule applied against a body of records that are grouped at a level of

aggregation greater than the traditional file series/electronic system
and that can be organized along a specific program area, functional
line, or business process. The goal of this type of flexible
scheduling is to provide for the disposition of records at a level of
aggregation that best supports the business needs of agencies,
while ensuring the documentation necessary to protect legal rights
and guarantee Government accountability.

Blocking Grouping files within a series so that they are bounded by cutoff
points and are treated as a unit for disposition purposes. The cutoff
instructions should specify if transfer or disposal is done in blocks.
For example, during the transfer of permanent records to the
National Archives, records may be transferred in 5-year blocks. This
means that the block would include all files in the series that were
cut off between January 1, 2000 and December 31, 2004.
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KE TER DEINITIO
Business Analysis An evaluation of an agency's business to determine what

information it needs to create or receive and maintain to support
specific programs.

Comprehensive Schedule Printed agency manual or directive containing descriptions of and
disposition instructions for all documentary materials, record and
nonrecord, created by a Federal agency or major component of an
Executive department. Unless taken from the General Records
Schedules (GRS) issued by NARA, the disposition instructions for
agency records must be approved by NARA on one or more
Standard Form(s) 115, Request for Records Disposition Authority,
prior to issuance by the agency. The disposition instructions for the
nonrecord materials are established by.the agency and do not
require NARA approval.

Contingent Records Records schedule for final disposition at some unspecified future
time after the occurrence of a particular event, such as the
decommissioning of a vessel, the sale of property, or the
destruction of a building.

Custody Care and control of records, including both physical possession
(physical custody) and legal responsibility (legal custody), unless
one or the other is specified.

Cutoff (a.k.a. File Break) The breaking or ending of files at regular intervals, usually at the
close of a fiscal or calendar year, to permit their disposal or transfer
in complete blocks and, for correspondence, to permit the
establishment of new files.

Destruction (destroy/delete/ The disposal of documents of no further value by incineration,
salvagelsell), maceration, pulping, or shredding.

Direct Offer Records accessioned by NARA directly from agency space
(including non-NARA records centers), rather than from a NARA
records center (Federal Records Center).

Disposal The action taken regarding temporary records after their retention
periods expire, and consisting usually of destruction/deletion. On
rare occasions, with permission, records may be donated (36 CFR
1228.60).

Disposition Instructions for what is to be done with a record that is no longer
needed to support agency business. There are two types of
dispositions for records:

Temporary-Records with a temporary disposition that will
eventually be destroyed or deleted when all relevant business
needs have expired.

Permanent-Permanent records that contain historically significant
materials, provide evidence of agency accomplishments, or
document important events in national history, and as a result will
be preserved by NARA.

Disposition Authority The legal approval empowering an agency to transfer permanent
records to the National Archives or to carry out the disposal of
temporary records.
Note: "Legal approval" comes at the point at which an authority (the
SF-1 15) is signed by the Archivist of the United States, not when it
is first submitted to NARA.
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KE TER DEIN S

Disposition Instructions Directions for cutting off records and carrying out their disposition in
compliance with NARA's regulations. Includes directions for
screening out nonrecord materials and carrying out their disposal
when no longer needed by the agency.

Disposition Schedule See Records Schedule.

Document Management A system used for managing documents that allows users to store,
Application (DMA) retrieve, and share documents with security and version control. A

word processor can integrate DMA support so that you can create,
edit, and manage your documents through the word processor.
DMAs are sometimes called Electronic Document Management
Systems (EDMSs).

Donation The transfer of temporary records to an eligible person or
organization after the authorized retention period has expired. A
donation is a very rare occurrence.

Electronic Mail (e-mail) A document created or received on an electronic mail system
including brief notes, more formal or substantive narrative
documents, and any attachments, such as word-processing and
other electronic documents, which may be transmitted with the
message. (Defined in the CFR as an electronic mail message.)

Electronic Records/ Records stored in a form that only a computer can process.
e-Records Records can be numeric, graphic, and text information; media can

include, but are not limited to, magnetic media, such as tapes and
disks, and optical disks.

File Break (a.k.a. Cutoff) See Cutoff.

File Plan A plan designating the physical location(s) at which an agency's
files are to be maintained, the specific types of files to be
maintained there, and the organizational element(s) having
custodial responsibility. Also: A document containing the
identifying number, title or description, and disposition authority of
files held in an office.

See also Filing System.

Filing System A set of policies and procedures for organizing and identifying files
or documents to speed their retrieval, use, and disposition.
Sometimes called a Recordkeeping System.

Flexible Retention An arrangement and disposition method that can be applied to
individual or groups of record series/electronic systems to establish
consistent retention periods. This allows for series/electronic
systems within work process functions to have the same stated
minimum and/or maximum retention periods. Flexible retention is a
flexible scheduling tool that can be used as a component of a "Big
Bucket"/large aggregation schedule or in a traditional series-based
schedule, and gives agencies the retention flexibility they need to
manage their records.

Flexible Schedule A document providing disposition instructions that allow flexibility in
the way information or categories of information are grouped or that
provide a minimum and/or maximum, rather than a fixed retention
period.
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KEY~ TEM0FI'TO

Frozen Records Temporary records held for litigation, investigation, or audit
purposes. Frozen records can be destroyed only after completion
of litigation, audit, or investigation and notification from the
appropriate authority.

Functional Arrangement A method of arranging a records schedule by record series or
systems that share the same purpose or function, regardless of
where they are created and maintained. For example, many of the
General Records Schedules are arranged by function.

General Records Schedules GRS are issued by the Archivist of the United States under the
(GRS) authority of 44 U.S.C 3303a (d) to provide disposition authority for

records common to several or all Federal agencies. The GRS cover
records documenting administrative functions rather than program
functions. Agencies must apply the GRS to the greatest extent
possible.

Information System An organized set of procedures and techniques designed to store,
retrieve, manipulate, analyze, and display information. If automated,
information system also includes hardware and software.

Inventory A survey of agency records and nonrecord materials conducted
primarily to develop records schedules and to identify various
records management problems.

Lifecycle The management concept that records pass through three stages:
creation, maintenance and use, and disposition.

Metadata Data describing stored data: that is, data describing the structure,
data elements, interrelationships, and other characteristics of
electronic records.

NA 13000, Agency Review for A NARA form used to obtain agency concurrence to dispose of
Contingent Disposal records whose disposal is contingent upon completion of some

action or event.

NA 13001, Notice of Eligibility A NARA form used to obtain agency concurrence to dispose of
for Disposal records eligible for destruction.

Nonrecord Materials Nonrecord materials are documentary materials excluded from the
legal definition of records. The United States Code defines
"nonrecord materials" to include material such as unofficial copies of
documents kept only for convenience or reference, stocks of
publications and near-print documents, and library or museum
material intended solely for reference or exhibition.

OF 11, Reference Request- Form used by Federal agencies to request records or information
Federal Records Center stored in a Federal Records Center. Use of this form is optional.

Organizational Arrangement A method of arranging a schedule in a structure consistent with the
hierarchical arrangement of an agency, such as by bureau or other
major unit, and thereunder by its subordinate units, such as
divisions or offices.

Permanent Record Record appraised by NARA as having sufficient historical or other
value to warrant continued preservation by the Federal Government
beyond the time it is needed for administrative, legal, or fiscal
purposes.

Personal Papers Documentary materials of a private or nonpublic character that do
not relate to, or have an effect on, the conduct of agency business.
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KE TER DEINITIO
Pre-accessioning Occurs when NARA fully processes permanently valuable electronic

records in order to assume physical custody before the records are
scheduled to become part of the National Archives of the United
States. The agency maintains legal custody and responsibility for
access.

Program Records Those records created by each Federal agency in performing the
unique functions that stem from the distinctive mission of the
agency. The agency's mission is defined in enabling legislation and
further delineated in formal regulations.

Record Includes all books, papers, maps, photographs, machine-readable
materials, or other documentary materials, regardless of physical
form or characteristics, made or received by an agency of the
United States Government under Federal law or in connection with
the transaction of public business and preserved or appropriate for
preservation by that agency or its legitimate successor as evidence
of the organization, functions, policies, decisions, procedures,
operations, or other activities of the Government or because of the
informational value of data in them. (44 United States Code [U.S.C.]
3301, Definition of records, disposal of records)

Record Series A group of records arranged according to a filing system or kept
together because they relate to a particular subject or function,
result from the same activity, document a specific type of
transaction, exist in the same media format, or have some other
type of relationship.

Record Values The value of a record encompasses its value for current business-
i.e., its administrative, fiscal, legal/accountability value-as well as
its historical value.

Recordkeeping Requirements Statements in statutes, regulations, or agency directives providing
general and specific guidance on particular records to be created
and maintained by an agency.

Recordkeeping System See Filing System.

Records Analysis A process used to determine records retention and disposition
requirements based on how the records are used to support the
business needs of an organization, and to ensure Government
accountability and protect the rights of citizens.

Records Control Schedule See Records Schedule.

Records Disposition Schedule

Records Inventory See Inventory.

Records Maintenance Any action involving the storage, retrieval, and handling of records
kept in offices by, or for, a Federal agency.

Records Management The planning, controlling, directing, organizing, training, promoting,
and other managerial activities related to the creation, maintenance
and use, and disposition of records, carried out in such a way as to
achieve adequate and proper documentation of Federal policies
and transactions and effective and economical management of
agency operations.
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Records Management
Application (RMA)

Software used by an organization to manage its records. An RMA's
primary management functions are categorizing and locating
records and identifying records that are due for disposition. RMA
software also stores, retrieves, and disposes of the electronic
records that are stored in its repository.

Records Retention See Retention.

Records Schedule A records schedule or schedule is:
(a) An SF 115, Request for Records Disposition Authority, that has
been approved byNARA to authorize the disposition of Federal
records;
(b) A General Records Schedule (GRS) issued by NARA; or
(c) A printed agency manual or directive containing the records
descriptions and disposition instructions approved by NARA on one
or more SF 115s or issued by NARA in the GRS. (See also
Comprehensive Schedule.)

Retention The length of time a record must be kept (either in the office or in
off-site storage) because it is needed for ongoing business, to
document an action, or for statutory reasons.
Note: This is also referred to as a "retention period."

Retirement The transfer of records to agency storage facilities, a Federal
Records Center, or a commercial records center.

Risk The potential harm that may arise from some present process or
some future event.

Risk Analysis The systematic use of available information to determine how often
specified events may occur and the magnitude of the consequences
if they do occur.
In terms of records management, risk analysis is used to evaluate
the probability of the risks identified in the risk assessment and the
impact those risks would have on your records and information.

Risk Assessment An examination of the potential harm that may result from exposure
to certain hazards.
In terms of records management, risk assessment is used to
identify the risks to your records and information.

Risk Management The process of identifying (risk assessment) and evaluating (risk
analysis) risk and then developing strategies to manage the risk

Scheduled Records Records whose final disposition has been approved by NARA.

Scheduling The process of determining and recording in a records schedule the
appropriate retention period and ultimate disposition of a series.
The records thus provided for are called scheduled records.

Series See Record Series.

Special Records/Special Media Types of records maintained separately from textual/paper records
because their physical form or characteristics require unusual care
and/or because they are of nonstandard size. These include
electronic, audiovisual, microform, cartographic and remote-sensing
imagery, architectural and engineering, printed, and card records.
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Standard Form (SF) 115,
Request for Records Disposition
Authority

Standard form used by Federal agencies for capturing record
information for scheduling and requesting disposition authority from
NARA.

Standard Form (SF) 135, The form to be submitted by agencies to a Federal Records Center
Records Transmittal and Receipt before transferring records there.

Standard Form (SF) 258, Standard form used by Federal agencies to transfer legal custody of
Agreement to Transfer Records permanent records to NARA.
to NARA

Temporary Record Record approved by NARA for disposal after a specified
retention period.

Transfer The process of moving records from one location to another,
especially from office space to off-site storage facilities, from one
agency to another, or from an agency office to a Federal Records
Center or to NARA.

Unauthorized Disposal The improper removal of records without NARA approval or the
willful or accidental destruction of records without regard to a NARA
approved records schedule. Unauthorized disposition of Federal
records is against the law and punishable by up to $250,000 in fines
and imprisonment. (44 U.S.C. 3106 and 18 U.S.C. 2071) ,

Unscheduled Records Records whose final disposition has not been approved by NARA.
Unscheduled records may not be destroyed or deleted.

Vital Records Essential agency records that are needed to meet operational
responsibilities under national security emergencies or other
emergency or disaster conditions ("emergency operating records"),
or to protect the legal and financial rights of the Government and
those affected by Government activities ("legal and financial rights
records").

Witness Disposal Disposal of certain classes of records, such as in classified records
or records covered by the Privacy Act, that requires an authorized
representative to verify the destruction.

Working Files Documents such as rough notes, calculations, or drafts assembled
or created and used to prepare or analyze other documents. Also
called working papers.


