AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT | ™" ' - CONTRACT 1D GO0 PG 5

| 1 2
2 AMENDMENTMODIFICATION NO ! 3. EFFECTIVE DATE 4 REQUIS/TION/RURCHASE REQ NO . 5. PROJECT NO.{If apphcabte)
1004 See Block 1. C
6. \SSUED BY COPE . 3100 " 7. ADMINISTERED BY [ other Yan Hem ) CODE 3100
U.S. Neclear Regulatory Commission ! U.S. Nuciear Regulatory Commission
Div. cf Contracts ' Div. of Contracts
Attn: i Mazl Stop: TWB-01-B1CM
Mail Stop: TWB-01-B1OM \
Washington, DC 20555 i ' Wwashington, DC 20555
8 NAME AND AUDRESS OF CONTRAGTOR (Mo, street, county. Stafe and ZIP Code) - LX) BA AMENDMENT OF SOUICITATION NO
€ US 4, INC R
RICHMAR AND ASSOCIATES . s , 98, DATED (SEE MEM 1)
. i
= ) " 10A. MODIFICATION OF CONTRAGT/IORDER NO
4501 ARGYLE TERRACE NW NRC23-00-801
WASHINGTON OC 200114234
i 108. DATED (SEE ITEM 13)
CODE )  EAGILTY COTE X 109-25-2009
11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS -
" The above numbered solicitation is amended as set forth in lem 14. The hour and _date specified for receipt of Offers s extended, I rs nat extended.
Oﬂers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitalion or as amended, by one ot the following methods.
{a) By completing tems 8 and 15, and returning copies of the amendment; {b) By acknowledging receipt of this amendment an each copy af the

offer submitted: or (C) By separate lefter or telegram which includes a reference to the salicitation and amendmenl numbers: FAILURE OF YOUR AC-
KNOWLEDGMENT TO BE RECEIWVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY
RESULT IN REJECTION OF YOUR OFFER. If by virtue of this amendment you desire to change an offer already submitled, such change may be made

by telegram or ietter, provided each telegram or lefter makes reference to the solicitation and this amendment, and is received prior to the apening hour

and date specified.

12. ACCOUNTING AND APPROPRIATION DATA  (f recunred) BB&R:2011~7S-51-J-145; JC:N7343; BOC:252A; APP#:31X0200
FUNDED AMUUNT:$0.00 F5S8:C080-11-081 ’

DUNS:116416152 MNgyos: S71519

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS,
IT_MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

() A. THIS CHANGE OROER 18 ISSUEQ PURSUANT TO: (Spc.dfymﬁ\orky) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO N ITEM 10A.

B, THE ABOVE NUMBERED CONTRACT/ORDER 1S MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such @3 changea in paying offica, appropration date, eic.}
SET FORTH IN ITEM 34, PURSUANT TO THE AUTHORITY OF FAR 43 103(b)

C THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF.

0. OTHER (Specty type of jon and Buthod
X MOTUAY, AGREEMENT OF PARTIES
E. IMPORTANT: Contractor | is not, :X: is required to sign this document and return 1 capies 1o the issuing office.

14. DESCRIPTION OF AMENDMENTMODIFICATION  (Organized by UCF secuan s ing schtilabon/cont(oct subject matter where feazbie.)
The purpose of this modification is to:
A

1. Modify the original Statement of Work under tl;lis contract. Page (2} identifies the modified text sections.

2. This modification is at no cost to the Government.

3. All other terms and cornditions remain unchanged.
Excep) g3 provided herein, all terms and ! s of the r:ltem YA 65 T0A, a8 ¢ remains ged and in hill force and effect
154 NAME AND YITLE QF SIGNER {Type oc ptinh) 16A. NAME AND TTLE OF CONTRACTING OFFICER  (Type of peint)

”Zb&mé GooteTe Prsidad R ol e

g |- Al

(Signatune of Contrakting Officer)

NSN 7540-01-152-8070

STANDARD FORM 30 (REV 10-83)
PREVIDUS EDITION NOT USABLE

Prescribed hy (GSA - FAR (48 CFR) 53.243

L

MOV 3.0 3



NRC-43-09-821 Modification 004

The purpose of this modification is to:

1. Madify the original Statement of Work under this contract. Page (2) identifies the
modified text sections.

Section B.1 — Brief Description of Work

1.

Objective (beginning of second paragraph should read as follows)

[IAS consists of several commercial-off-the-shelf products: a digital forensics toaol, an
incident response database, a data loss prevention tool, Secure Content Automation
Protocol (SCAP) tools, and vulnerability management and scanning tools for NRC
computing devices and web sites. In addition to the tools listed above, the CSO aiso
has access to numerous security applications from its partner organizations: The
contractors will be granted access to these and other tools for the purpose of
monitoring Cyber events in order to enhance the CSQ's Cyber Situational
Awareness. IAS will be used to continuaily assess, validate and report on the
security posture of the internal Nuclear Regulatory Commission (NRC) information
systems and will be supported through the introduction of new sub-systems as the
CSO expands IAS functionality. This Statement of Work outlines the tasks needed to
ensure this new system is depioyed effectively.

Personnel Requirements (third (3) paragraph)
The Contractor’'s personnel shall have in depth understanding of the following:
Digital forensics tools, incident response tracking and management tools, data loss

prevention tools, Secure Content Automation Protocot (SCAP) tools, vulnerability
management and scanning tools, and other various security software and

-applications.

Security Expertise: computer and network forensics, secure baseline configurations,
network engineering, network monitoring, Intrusion Detection Systems (IDS),
Firewalis, Virtual Private Networking (VPN), Wireless, Remote Access Systems
(RAS), Malware, and Spyware.

All other terms and conditions remain unchanged.




