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13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTSIORDERS,
IT MODIFIES THE CONTRACTIORDER NO. AS DESCRIBED IN ITEM 14.
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The purpose of this modification is to:

I. Modify the original Statement of Work under this contract. Page (2) identifies the modified text secti-ons.

2. This modification is at no cost to the Government.

3. All other terms and conditions remain unchanged.
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NRC-43-09-891 Modification 004

The purpose of this modification is to:

1. Modify the original Statement of Work under this contract. Page (2) identifies the

modified text sections.

Section B.1 - Brief Description of Work

1. Objective (beginning of second paragraph should read as follows)

[IAS consists of several commercial-off-the-shelf products: a digital forensics tool, an
incident response database, a data loss prevention tool, Secure Content Automation
Protocol (SCAP) tools, and vulnerability management and scanning tools for NRC
computing devices and web sites. In addition to the tools listed above, the CSO also
has access to numerous security applications from its partner organization's: The
contractors will be granted access to these and other tools for the purpose of
monitoring Cyber events in order to enhance the CSO's Cyber Situational
Awareness. IAS will be used to continually assess, validate and report on the
security posture of the internal Nuclear Regulatory Commission (NRC) information
systems and will be supported through the introduction of new sub-systems as the
CSO expands IAS functionality. This Statement of Work outlines the tasks needed to
ensure this new system is deployed effectively.

3. Personnel Requirements (third (3) paragraph)

The Contractor's personnel shall have in depth understanding of the following:

Digital forensics tools, incident response tracking and management tools, data loss
prevention tools, Secure Content Automation Protocol (SCAP) tools, vulnerability
management and scanning tools, and other various security software and

applications.

Security Expertise: computer and network forensics, secure baseline configurations,
network engineering, network monitoring, Intrusion Detection Systems (IDS),
Firewalls, Virtual Private Networking (VPN), Wireless, Remote Access Systems
(RAS), Malware, and Spyware.

All other terms and conditions remain unchanged.


