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The purpose of this modification is to:

1. Modify the original Statement of Work included with this task order. Page (2) two shows
the modified text sections.

.Section 2.0 BACKGROUND, is hereby replaced in its entirety with the text: .

IAS consists of several Commercial Off the Shelf (COTS) products loaded, tested and operated
on a separate subnet that is capable of accessing the entire NRC network. The COTS products -
to be installed on hardened servers include but are not limited to: digital forensics tools, incident
response tracking and management tools, data loss prevention tools, Secure Content
Automation Protocol (SCAP) tools, vulnerability management and scanning tools, and other
various security software and applications already in use at the NRC that will be used by
RichMAR to monitor for vulnerabilities and provide quality baseline data to enhance to overali

- deployment of the IAS. Each of these products provides a necessary automated Information
Technology (IT) Security capability for the Computer Security Office (CSO). The greatest
benefit of having this suite of tools is that it will provide a real-time situational awareness
capability to the members of the CSO Cyber Security Awareness (CSA) Team. Rather than
relying on other NRC organizations to provide filtered information to the CSO/CSA, the
combination of these capabilities will enhance the mission of the CSA and allow it to perform its
essential duties autonomously. The implementation of this capability will provide the platform to
receive critical Cyber security information first hand-and unfiltered. The contractor will support
the CSO in the deployment, operations and maintenance of the system.

2. This modification to task order 2 is at no cost to the government.
3. All-other terms and conditions remain unchanged.



