UNITED STATES
NUCLEAR REGULATORY COMMISSION

REGION IV

612 EAST LAMAR BLVD, SUITE 400
ARLINGTON, TEXAS 76011-4125

October 5, 2010
Mr. Roger Mulder
State Energy Conservation Office
P.O. Box 13528
Austin, TX 78711

Dear Mr. Mulder:

This letter is in response to your inquiries, made during our meeting in your office on August 31,
2010, about the measures and processes to be used for protection of Safeguards Information
(SGl) as defined in the Atomic Energy Act of 1954 (as amended) and Part 73 of Nuclear
Regulatory Commission (NRC) regulations, “Physical Protection of Plants and Materials”. The
following discussion will provide some guidance which | hope will help you in implementing the
NRC's regulatory requirements.

Part 73 of NRC regulations is somewhat unusual in that its requirements apply to other persons
besides those who hold licenses with the NRC for possession or use of the various categories
of radioactive materials which the NRC regulates. Any person who produces, receives, or
acquires SGI is responsible for protecting that information in accordance with NRC regulations.

Some of the sections of Part 73 to Title 10 of the Code of Federal Regulations which are
important to persons who come into contact with SGI include the following:

§73.22(b), which states, in part:

“(1)... no person may have access to Safeguards Information unless the person has an
established "need to know” for the information and has undergone a Federal Bureau of
Investigation (FBI) criminal history records check using the procedures set forth in §73.57."

“(2) In addition, a person to be granted access to Safeguards Information must be trustworthy
and reliable, based on a background check or other means approved by the Commission.

(3) The categories of individuals specified in 10 CFR 73.59 are exempt from the criminal history
records check and background check requirements in paragraphs (b)(1) and (b)(2) of this
section by virtue of their occupational status.

(Based on your status as the Governor-appointed State Liaison Officer to the NRC, your ‘need
to know” for SGI dealing with NRC licensees and regulated facilities in your state is established
by your position. Your need to undergo a criminal history check is obviated by the exemption to
this requirement granted to your position by §73.59(e). However, your ability to share SGI with
persons who are not granted a similar exemption under §73.59 is restricted by the provisions of
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§73.22(b)(1) and (2) above. Note that your sharing of SGI with non-exempted individuals would
require your verification of completion of the criminal history records and background checks
stated above. The background check alone would require verification of the recipient’s identity,
employment history, education, and personal references.)

§73.22(c)(2), which states:

“While unattended, Safeguards Information must be stored in a locked security storage
container. The container shall not identify the contents of the matter contained and must
preclude access by individuals not authorized access in accordance with the provisions of this
section. Knowledge of lock combinations protecting Safeguards Information must be limited to a
minimum number of personnel for operating purposes who have a “need to know” and are
otherwise authorized access to Safeguards Information in accordance with the provisions of this
Part. Access to lock combinations must be strictly controlled so as to prevent disclosure to an
individual not authorized access to Safeguards Information.”

§73.2(Definitions), which, in part, provides the definition of a security storage container as
follows:

“Security Storage Container includes any of the following repositories: (1) For storage in a
building located within a protected or controlled access area, a steel filing cabinet equipped with
a steel locking bar and a three position, changeable combination, GSA approved padlock; (2) A
security filing cabinet that bears a Test Certification Label on the side of the locking drawer, or
interior plate, and is marked, General Services Administration Approved Security Container on
the exterior of the top drawer or door; (3) A bank safe-deposit box; and (4) Other repositories
which in the judgement of the NRC, would provide comparable physical protection.”

(It is important to know that option (1) above is only permitted in buildings that have a controlled
access system that physically denies entry to unauthorized persons, i.e., is controlled by a card
reader or other verification method that restricts entry only to authorized individuals. A visitor
check-in desk at the front door is not sufficient to meet this requirement.

For option (2) above, the NRC considers a satisfactory General Services Administration-
approved security container to be one classified as GSA Class 5 or Class 6. An internet search
of such containers will assist in locating several manufacturers which meet the requirements;
however, the purchaser should ensure that the test certification label is present on the container
prior to purchase. The NRC cannot recommend a specific manufacturer over another for
reasons of fairness. This type of container is what holders of SGI should keep the material
stored in when not in use if they are not able to exercise any of the other three options.)

The most recent revision of Part 73 includes a new category of SGI which has become known
as “Safeguards Information ~ Modified Handling” (SGI-M). This category was developed to
make certain SGI available to individuals without requiring as stringent protection measures for
storage and transmission as are required for the more sensitive category of SGI. The fact that
SCl storage requirements are more rigorous means that they are suitable for storage of SGI-M
as well. Any individual who possesses both SGI and SGI-M need only acquire a storage
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container(s) and adopt handling requirements for SGI in order to be in complete compliance
with NRC regulations.

I hope that this letter has helped to make the regulatory requirements for protection of SGI more
comprehensible. If you have any additional questions or would like to discuss the regulatory
requirements further, please feel free to contact me at 817-860-8267 or at bill. maier@nrc.gov.

Sincerely,

it aeq

William A. Maier
Regional State Liaison Officer
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