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Meeting Objective

 Familiarize NRC with changes to PSMS and MELTAC 
documentation to address NRC issues related to
 Interdivision Communication
 Quality
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Topics
 Interdivision Communication

 Description of 3 design changes
• Compliance to ISG-04
• Affected topical and technical reports 
• Future changes to the DCD 

 Overall compliance to ISG-04
 Quality

 MELTAC Re-evaluation Program
• Compliance to EPRI TR-107330 and TR-106439 

 Software Program Manuals
• Compliance to BTP 7-14
• Compliance to RG 1.152 

 MELCO QA audits and corrective actions 
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Interdivision Communication
 Design Changes

 Hardwired and physical memory alteration protection
 Physical disconnection of Maintenance Networks
 Priority logic added for all safety components
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Memory Alteration Protection
 Original Design Basis

 Although hardwired write permission is in the Staff Positions 
of ISG-04, MHI justified a hybrid write permission design 
based on 

• Software changes can only be made from the Maintenance 
Network, not the Unit Bus used for inter-division communication 
with PCMS

• There is a separate Maintenance Network for each division, 
therefore inherent single failure compliance

 This design is consistent with the hybrid write permission 
design for Oconee
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Memory Alteration Protection
 Concept for Design Change

 F-ROM write enable pin will be disabled through hardwired 
connection

 The pin will be enabled only when the CPU module is removed 
from the MELTAC chassis and placed in a special re-
programming chassis
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Memory Alteration Protection
 Original Write Permission Design

 Relied on hardware and software
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MELENS

Write permission 
switch
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2-port
memory

System 
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Application S/W
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Memory Alteration Protection
 Concept for Design Change

 All software will be eliminated from Write Enable signal path

CPU Module System Management Module

MELENS2-port
memory

System 
Management 

Module
F/W

Basic S/W

F-ROM
Application S/W

WE

Flow of data

Dedicated
 re-

programming 
chassis

There is no software logic to generate the Write Enable (WE) Signal.  
Data cannot be changed without the WE Signal.
WE is one of the FROM hardware device pins.
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Memory Alteration Protection
 ISG-04 Compliance

 Section 1.10 (Applicable to all inter-division communication)
• On-line changes to safety system software should be prevented 

by hardwired interlocks [software change is prevented by a 
hardwired jumper] … The restriction should be by means of … 
hardwired logic [the write enable port of the F-ROM is 
hardwired logic]. “Hardwired logic” as used here refers to 
circuitry that physically interrupts the flow of information, such 
as an electronic AND gate circuit (that does not use software or 
firmware) … [electrically disabling the write enable port of 
the F-ROM is an electronic AND gate]. 
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Memory Alteration Protection
 ISG-04 Compliance

 Section 2.7 (Specific requirement for priority logic)
• Nonvolatile memory …should be changeable only through 

removal and replacement of the memory device [to alter the F-
ROM, the module that contains the F-ROM must be 
physically removed from the controller chassis]. Design 
provisions should ensure that static memory and programmable 
logic cannot be altered while installed in the module [the F-
ROM cannot be altered while the CPU module that contains 
it is installed in the controller].
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Memory Alteration Protection
 Affected Topical and Technical Reports (10/12/10 submittal)

 MELTAC Topical Report – MUAP-07005
• 4.1.3.2 Application Software
• 4.1.4.1.b Download
• 4.1.4.1.e Adjustment of field changeable constants and setpoints
• Figure 4.3-9 Separation in Communication of Maintenance Network 
• 4.3.4.2 Isolation
• Section 4.5.2 Control of Access for Software
• 6.1.6.3 Cyber Security Measures During System Operation

 MELTAC Software Safety Analysis  JEXU-1015-1009
• 3.2.10. ISG-04 1.10
• 3.2.11. ISG-04 1.11
• 3.3.3. Engineering (Maintenance) Network ENET-3, 6, 9
• 3.4.7. ISG-04 2.7

 Safety System Technical Report MUAP-07004
• 4.2.5.c. Safety Systems and Components Controlled from Operational 

VDUs
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Memory Alteration Protection
 MELTAC Re-evaluation Program and US Conformance 

Program reports are not affected by the memory 
alteration protection change
 Because this change will be implemented under 

• MELCO’s 10CFR50 Appendix B QAP 
• MELTAC SPM, JEXU-1012-1132 

 Through these programs MELCO will examine and update, all 
pertinent MELTAC life cycle documentation
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Memory Alteration Protection
 Future DCD Changes (11/15/10 markup submittal) 

 Chapter 7
• 7.9.1.5 Maintenance Network
• 7.9.2.5 Control of Access

 Tier 1
• 2.5.6.1 Design Description Maintenance Network

– Add that write enable actions are enabled by hardware, not 
software.Table 2.5.6-1 

• ITAAC
– Add ITAAC for hardware only write enable, with verification by 

inspection
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Maintenance Networks
 Original Design Basis

 Although the Staff Positions in ISG-04 discourage permanent 
connection of maintenance tools, MHI’s permanent connection 
was based on 

• No potential to alter safety software
• No potential to disrupt the deterministic processing of the safety 

functions
• There is a separate Maintenance Network for each division, 

therefore inherent compliance to the single failure criterion
 This design is consistent with the maintenance network for 

Oconee
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Maintenance Networks 
 Concept for Design Change 

 Each Maintenance Network will be disconnected from the 
MELTAC controllers at the controller end, using a hardwired 
cable disconnect

 This allows inoperability to be limited to the connected 
controller(s)
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Controller Controller Controller 
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Duplex 

Optical Cable 

Engineering 
Tool 

Engineering 
Tool - - - 

Disconnected

Maintenance Network for one division; each division is separate
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Maintenance Networks
 ISG-04 Compliance

 Section 1.10 (Applicable to all inter-division communication)
• On-line changes to safety system software should be prevented 

by … physical disconnection of maintenance and monitoring 
equipment [controllers are normally disconnected from the 
Maintenance Bus by physical cable disconnect]… The 
restriction should be by means of physical cable disconnect 
[controllers are normally disconnected from the 
Maintenance Bus by physical cable disconnect] …
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Maintenance Networks 
 Affected Topical and Technical Reports  (10/1210 

submittal)
 MELTAC Topical Report – MUAP-07005

• 4.3.4.3 Design Basis of Permanent Connection
• 4.5.2 Control of Access for Software

 MELTAC Software Safety Analysis  JEXU-1015-1009
• 3.2.10 ISG-04 1.10 

 Safety System Technical Report MUAP-07004
• 4.2.5.c Safety Systems and Components Controlled from 

Operational VDUs
• B.5.6.d No ability to alter safety software
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Maintenance Networks 
 Affected Topical and Technical Reports

 To minimize changes to MELTAC licensing documentation, 
permanent or temporary connection of controllers to the 
Maintenance Networks is identified as application specific

• The US-APWR documentation defines this as a temporary 
connection
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Maintenance Networks 
 Future DCD Changes (11/15/10 markup submittal) 

 Chapter 7
• 7.9.1.5 Maintenance Network
• 7.9.2.5 Control of Access

 Tier 1
• An ITAAC for no permanent connection between the controllers 

and the Maintenance Networks was proposed in our letter of 
August 27; MHI believes the simplicity of this physical cable 
disconnect solution does not necessitate an ITAAC
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Priority Logic 
 Original Design Basis

 Priority logic was previously provided to ensure ESFAS automation 
signals have priority over all non-safety signals

 Administrative controls, including RG 1.47 alarms, were credited to 
ensure components without ESFAS automation are in their correct 
safety position 

• ESFAS automation and priority logic was not provided, since only 
single O-VDU spurious commands are credible based on compliance 
to ISG-04 Position 3.1.5 

» Two positive operator actions are required to generate all commands
– NRC Staff requested demonstration that safety functions are unaffected by 

multiple spurious O-VDU commands

ESFAS Starts Pump,
with priority logic

Valve is only manually 
controlled. 

Valve is normally open, 
alarmed if closed.
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Priority Logic 
 Concept for Design Change

 ESFAS automation with priority logic has been added to all 
safety components to eliminate dependence on 
administrative controls  

SLS
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ECCS Actuation 
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Software Switch  

Start Stop

Safety VDU

Software Switch  

Start Stop
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R
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Manual Reset

Start Demand 
to Component

Stop Demand 
to Component

R S
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Priority Logic 
 ISG-04 Compliance

 Section 3.1.3
• The nonsafety station should access safety-related plant 

equipment only by way of a priority module associated with that 
equipment [priority modules are provided for all 
components].

• The nonsafety station should not be able to suppress any safety 
function [priority logic ensures that no safety function can 
be suppressed].

 Section 3.1.5
• Control processors that are assumed to malfunction 

independently in the safety analysis should not be affected by 
failure of a multidivisional control and display station [priority 
logic ensures all four ESFAS divisions remain unaffected 
by multiple spurious O-VDU signals].
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Priority Logic 
 Affected Technical Report (10/12/10 submittal)

 Safety System Technical Report MUAP-07004
• D.1.a Spurious erroneous manual control commands

– The list of components is replaced with a statement that this section 
applies to all ESF components.

• D.3.a Spurious Erroneous Manual Control Commands for 
Component

– The second paragraph is replaced by an explanation that all safety 
components have automatic ESFAS signals.

– D.4 Analysis Tables are updated to reflect automatic ESFAS signals for 
all safety components.
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Priority Logic 
 Future I&C DCD Changes (11/15/10 submit markups)

 Chapter 7
• 7.9.1.1.2 Unit Bus

 Tier 1
• 2.5.1.1 Design Description
• Table 2.5.1- 6 ITAAC

– Add ITAAC for inclusion of priority logic in all ESF components, with 
verification by test

 Future Plant System DCD Changes (submitted in DCD 
revision 3)
 Chapters for mechanical systems

• P&IDs will be updated to show ESFAS automation for all safety 
components controlled from MCR
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Overall Compliance to ISG-04
 The previous slides demonstrate ISG-04 compliance 

for the specific issues identified by the NRC
 Hardwired and physical memory alteration protection
 Physical disconnection of Maintenance Networks
 Priority logic added for all safety components

 Appendix E will be added to the Safety System 
Topical Report MUAP-07004, to demonstrate 
compliance to all Staff Positions in ISG-04 for the 
US-APWR PSMS (10/12/10 submittal)

• This appendix references the MELTAC Software Safety 
Analysis JEXU-1015-1009, for compliance which credits 
generic platform features

 The following slides overview the complete non-safety to 
safety inter-division communication design for the US-
APWR
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Digital I&C System - DCD
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Digital Data Communication
 All intra-division or inter-division data communication uses the same 

method – applies to networks and data links
 In accordance with ISG-04 - Separate processors for 

communications and functions, with shared memory, ensure no 
disruption to deterministic processing of safety functions 
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Signal 
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Interface via 2-port memory separates functionally 
between transmitter and receiver.  
Communication controller eliminates bad data by 
consistency check. (CRC check : hardware-base) 

[Transmitter] 
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Control Network
Normal Configuration  Applies to Unit Bus and Safety Bus

 Each Control Network IF module 
includes 2 receive and 2 transmit 
ports for dual ring redundancy

 Received data is relayed to the 
adjacent nodes by the communication 
controllers

 Communication controllers also place 
received data in 2-port memory for 
processing by the Main CPU (each 
sending node has a designated 
location in 2-port memory)

 Main CPU reads data only from nodes 
in 2-port memory that are relevant to 
its Application Software (for nodes 
that only send data, there is no 
reading)

 Main CPU places data to be 
transmitted in its designated area of 
2-port memory

 The same data is retransmitted 
continuously, until updated by the 
Main CPUMUAP-07005
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Reactor Protection System

ESF Actuation

Integrated RPS and ESF functions

Reactor Trip
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ESFAS and SLS
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Interface from O-VDU to Safety System

 (Note) 
1. COM-2 performs unidirectional communication functions from O-VDU to Safety Systems. 
2. Diodes represent direction of data flow between the communication controller and the main 

CPU within the subsystem. 
3. Automatic Safety Actuation Signal priority logic applies to all safety components, even those 

that are expected to normally be in their safety position. 
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Control Command Priority Logic 
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Interface from O-VDU to Safety System
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1. O-VDU can be manually disconnected from Safety System. 
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Bypass/Reset/Lock Priority Logic

Communication System

Operational VDU
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Safety VDU

Software Switch  
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Manual Reset
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 S-VDU Block/Permit ensures multiple spurious ESFAS Reset 
signals from O-VDU cannot prematurely reset ESFAS

 Block/Permit is normally in Block mode
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Bypass/Reset/Lock Priority Logic
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Topics
 Interdivision Communication
Description of 3 design changes

• Compliance to ISG-04 
• Affected topical and technical reports 
• Future changes to the DCD 

 Overall compliance to ISG-04
 Quality

 MELTAC Re-evaluation Program
• Compliance to EPRI TR-107330 and TR-106439 

 Software Program Manuals
• Compliance to BTP 7-14
• Compliance to RG 1.152 

 MELCO QA audits and corrective actions
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MELTAC Re-evaluation Program 
 Original Process Basis

 MELTAC was assessed against the
• Built-in quality sections of EPRI reports 

– EPRI TR-107330 Section 7  
– EPRI TR-106439 Tables 6-4c

• Critical technical characteristics defined in the MELTAC 
Topical Report, MUAP-07005

– Critical technical characteristics of EPRI TR-107330 were not used in 
the assessment
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MELTAC Re-evaluation Program
 Original Process Basis 

 MELTAC was assessed against the critical technical 
characteristics of the MELTAC Topical Report, not EPRI TR-
107330

• 10CFR21 requires critical technical characteristics be specified 
– Allows a commercial product to be assessed for application suitability

• When generically dedicating a digital platform, the specific 
application is undefined

• Since the specific application is undefined, EPRI TR-107330 
establishes generic critical technical characteristics to perform 
the commercial grade dedication assessment

• As stated in TR-107330: 
– “The requirements were developed to be generic. That is, they are 

generically applicable to qualifying a PLC for a wide range of 
applications.”
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MELTAC Re-evaluation Program
 Original Process Basis

• Therefore demonstrating compliance to EPRI TR-107330 is 
necessary when qualifying and dedicating a commercial 
product for generic (undefined) nuclear safety applications (ie. 
generic platform approval) 

• MELTAC is not being reviewed by NRO for generic platform 
approval; it is being reviewed only for the US-APWR PSMS

• Since the requirements of the PSMS are well defined for the 
US-APWR, the MELTAC Topical Report serves the same 
purpose as EPRI TR-107330 for the PSMS

– The MELTAC Topical Report defines the critical technical 
characteristics for the PSMS 

– The MELTAC Topical Report is referenced by the US-APWR DCD and 
PSMS Technical Report

– Therefore the MELTAC Topical Report was used as the basis of critical 
technical characteristics for the original MRP 
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MELTAC Re-evaluation Program
 Addition to MELTAC Re-evaluation Program 

 At Staff request, the MRP is being amended to demonstrate 
compliance to  

• EPRI TR-107330 Table 1-1 
– To demonstrate compliance to the critical technical characteristics for a 

generic undefined safety application
 In addition, to ensure completeness of the MRP, the MRP is 

being amended to demonstrate compliance to
• EPRI TR-106439 Tables 6-4a and 6-4b 

– To demonstrate that the methodology and guidelines given in EPRI TR-
106439 were followed in the MRP

» Tables 6-4a and 4b illustrate the CGD methodology and guidelines 
for an example application (ESFAS)

 The MRP revision will reflect the assessment results
• Justification is included for any exceptions or alternatives

– Many critical technical characteristics are not applicable to PSMS
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Compliance to BTP 7-14 
 Original Basis of MELTAC and PSMS Software 

Program Manuals
 SPMs summarize life cycle process with references to internal 

documents which are available for Staff audit

 Addition to SPMs
 MELTAC SPM (Basic Software) and PSMS SPM (Application 

Software) have been revised with significant additional detail 
to demonstrate compliance to

• “should” statements in BTP 7-14
• “shall” and “requires(d)” statements in referenced IEEE 

standards 
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Compliance to BTP 7-14 
 IEEE standards referenced in BTP 7-14

 IEEE Std 603-1991. "IEEE Standard Criteria for Safety Systems for 
Nuclear Power Generating Stations.“

 IEEE Std 7-4.3.2-2003. "IEEE Standard Criteria for Digital Computers in 
Safety Systems of Nuclear Power Generating Stations.“

 IEEE Std 828-1990. "IEEE Standard for Software Configuration 
Management Plans.“

 IEEE Std 829-1983. "IEEE Standard for Software Test Documentation.“
 IEEE Std 830-1993. "IEEE Recommended Practice for Software 

Requirements Specifications.“
 IEEE Std 1008-1987. "IEEE Standard for Software Unit Testing.“
 IEEE Std 1012-1998. "IEEE Standard for Software Verification and 

Validation Plans.“
 IEEE Std 1028-1988. "IEEE Standard for Software Reviews and Audits.“
 IEEE Std 1042-1987. “IEEE Guide for Software Configuration 

Management.”
 IEEE Std 1074-1995. "IEEE Standard for Developing Software Life Cycle 

Processes."
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Compliance to BTP 7-14 
 For each SPM a compliance matrix has been generated

• Direct compliance
• The matrix references the appropriate SPM section(s) 

• Alternatives
• The matrix references the appropriate SPM section(s) with 

justification
 These compliance matrices are included in the SPMs

• BTP 7-14 compliance is demonstrated at the section and 
sentence level

• IEEE standard compliance is demonstrated at the section level
• Sentence level compliance to referenced IEEE standards 

(as modified by Reg Guides) is an internal document

There are no areas of non-compliance to 
BTP 7-14 and referenced IEEE standards
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Compliance to RG 1.152 
 Original Demonstration of Compliance

 Several US-APWR documents demonstrate a secure 
operational and development environment for the PSMS and 
its Application Software

• US-APWR DCD
– Plant level security access controls

• PSMS Technical Report
– System level security access controls

• PSMS SPM
– Development processes to protect against unintended functions
– Development environment
– Applies to future Application Software development for US-APWR
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Compliance to RG 1.152 
 Original Demonstration of Compliance

 Several MELTAC documents demonstrate a secure operational 
and development environment for the platform, engineering 
tools and Basic Software

• MELTAC Topical Report
– Platform level security access controls
– Inter-division data communication controls
– Development processes to protect against unintended functions
– Development environment

• MELTAC MRP
– Confirms security features and development processes in MELTAC 

Topical Report 
– Applies to legacy development processes (prior to 10CFR50 Appendix B)

• MELTAC SPM
– Development processes to protect against unintended functions
– Development environment
– Applies to future MELTAC changes and new products
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Compliance to RG 1.152 
 Enhanced demonstration of compliance

 The following revisions have been made to improve security 
related descriptions

• PSMS SPM
– Design processes to protect against unintended functions
– Development environment
– RG 1.152 compliance section

• MELTAC MRP
– RG 1.152 compliance section 

• MELTAC SPM
– Development processes to protect against unintended functions
– Development environment
– RG 1.152 compliance section
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Compliance to RG 1.152 
 Enhanced demonstration of compliance

 For the US-APWR all of these MELTAC and PSMS documents 
represent the output of the Concept Phase, as defined by RG 
1.152

• PSMS SPM and MELTAC SPM include a Concept Phase 
assessment to demonstrate the adequacy of the planned 
development processes to protect against unintended functions 
in subsequent development life cycle phases

– Requirements Phase
– Design Phase
– Implementation Phase
– Test Phase

• Per Staff direction, an assessment of security features and 
processes applicable to the Operations, Maintenance and 
Retirement phases is not included, since this is outside the 
scope of the expected revision to RG 1.152
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MELCO QA Audits and Corrective Actions

 See separate QA presentation
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Key Issues Summary 
 MHI has presented design changes that eliminate 

alternatives to ISG-04 Staff Positions in anticipation 
of reduced Staff review effort
 Hardwired and physical memory alteration protection
 Physical disconnection of Maintenance Networks
 Priority logic added for all safety components

 Previous Staff concerns regarding MELTAC and 
PSMS life cycle quality should be alleviated
 Compliance to EPRI CGD guidance has been documented to 

demonstrate that MELTAC is suitable for safety applications
 The detail in SPMs has been enhanced to demonstrate the 

quality of MELTAC and PSMS development life cycles
 MELCO has implemented corrective actions to ensure 

ongoing MELTAC design quality, through compliance to 
10CFR50 Appendix B

• Corrective actions for production are on-going
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