
Agency Questionnaire: Current HSPD-12 PACS/LACS Implementation Status 
 
I.  General Information 
Submission Date:    February 18, 2010 
Agency/Department Name:    Nuclear Regulatory Commission 
Agency ICAM Point of Contact:    David Sulser 
Phone Number:  301-415-5063 Email:  david.sulser@nrc.gov 

 
II. Agency PACS/LACS Implementation 
1. Is your agency currently utilizing the PIV Card for Physical Access to one 
or more agency-managed facilities? 

Yes No Comment:  NRC is 
currently issuing PIV cards 
to employees and 
contractors and replacing 
PACS for PIV 
compatibility. New PACS 
will be phased into service 
during Q3 - Q4 FY2010 

 X 

2.  Does your agency PIV Card include a legacy antenna (e.g. HID, 125 khz, 
etc)? 
If yes, please provide date when the agency will complete transition to PIV 
contactless interface, and include comment on the transition activity from 
legacy antenna to PIV contactless interface in the narrative in Section V 
below. 

 X Transition Completion 
Date:  N/A. 

3. Is your agency currently utilizing the PIV Card for Logical Access to one 
or more agency-managed networks, systems and/or applications? 

Yes No Comment 
 X 

 
III. For Physical Access: 
4. How many agency-managed facilities are currently using the PIV credential 
for Physical Access? Please append a list of the locations/facilities and 
whether they are utilizing a, b, or c below. 

0 Comments: NRC is currently issuing 
PIV cards to employees and 
contractors and replacing PACS for 
PIV compatibility. New PACS will be 
phased into service during Q3 - Q4 
FY2010, in coordination with badge 
issuance schedule and construction of 
new regional facilities. 

5. Which of the following PIV credential features are being used for physical 
access at these facilities? Place an X beside all that apply. 

  

a.  Visual (flash pass – visual inspection) X NRC plans to use CHUID plus visual 
inspection at points of entry 

b.  Contactless    
i. CHUID/FASC-N read (without signature verification) X NRC plans to use CHUID plus visual 

inspection at points of entry, and 
CHUID at interior areas. 

ii. Credential verification (content signature, CAK etc)    
iii. Other (HID, 125khz, etc) Please specify: 
 

  

c.  Contact  NRC does not plan to use the contact 
interface for physical access at this 
time.  

i. FASC-N read (without signature verification)   
ii. CAK   
iii. PIV Authentication Key + PIN   
iv.  Other, please describe: 
 

  

            
Enclosure 1 



IV. For Logical Access: 
6.  What percentage of agency PIV Card holders have card readers, software, 
etc to enable use of the PIV card for logical access and other cryptographic 
functions (digital signature etc) 

          
          0% 

Comment: 

7.  Is your agency network enabled for PIV (smart card) log on? 
 
 

Yes No  
      

    X 
8.  Has your agency enabled any additional applications/business processes 
for access control utilizing the PIV card?  Please append a list of agency PIV 
enabled applications. 

  
    X  

 
 
 

 
9.  Which of the following PIV credential features are being used for logical 
access/business process?  Place an X beside all that apply. 

 
    None 

Comment: 

a.  Access Control: PIV Authentication Key + PIN   
b.  Access Control: PIV Authentication Key + PIN + Biometric   
c.  Access Control: PIN + Biometric   
d.  Digital Signature    
e.  Secure Messaging   
f.  Encryption   
g.  Other, please describe: 
 

  

 
V. Agency Implementation Plans 
Please summarize your agency’s continuing PACS/LACS implementation plans for the remainder of FY10 and FY11: 
PACS: 
The NRC is currently issuing PIV cards to employees and contractors and replacing PACS for PIV compatibility.  New PACS will be 
phased into service during Q3 - Q4 FY2010, in coordination with card issuance schedules and completion of several construction 
relocation projects for regional facilities. 
 
LACS: 
The NRC currently has initiatives underway to provide PIV authentication capability to agency desktops and laptops by the end of Q1 
FY2011.   
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