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Topics APW

> Part 1

v'Digital I&C overview ‘
v'Key licensing open issues overview

> Part 2

v'Issue Details
e Inter-division Communication

« MELTAC QA
« Software Program Manuals
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MELTAC QA APW

» Background

v MELTAC was originally designed in accordance with Japanese
nuclear QA

v' 2006 MELCO revised their QAP to be consistent with 10CFRS50
Appendix B, and conducted commercial grade dedication (CGD) of
MELTAC for US market

. ggferred to as US Conformance Program (UCP), not
D

— Because this 1s a one time activity, not recurring, as 1s typical for
CGD

v April 2009 MHI QA Audit report of MELCO identified QAP
deficiencies

v July 2009 NRC letter
« FPGAs must be developed as software, not hardware

 Crediting operating history for some software in UCP
IS unacceptable

* Due to QA deficiencies, NRC could not continue
review of MELTAC
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MELTAC QA APW

» Background
v August 2009 MELCO provided plan to
— Expand UCP to address FPGAs and legacy software

— Resolve QAP deficiencies to be in full compliance with 10CFRS50 ‘
Appendix B
— Conduct new CGD for entire product
« Completion of all activities by June 2010

v' To avoid any impact to the US-APWR DCD, and with NRC
agreement, ITAACs were added to address all MELTAC QA
iIssues above

 NRC accepted that MELTAC QA is an implementation detalil
issue that can be managed by ITAAC
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FPGA Development APW

» Specific NRC concern
v August 11, 2010

» A software (versus hardware) development process should
have been used to implement FPGAs, MHI has not adequately ‘

demonstrated how their use of the technology meet applicable
NRC regulations.

« MHI has not provided sufficient documentation on the quality
development of FPGAs in their safety system design.

I"‘ MITSUBISHI HEAVY INDUSTRIES, LTD.
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FPGA Development APW

» MELCO’s design team created software specifications for FPGAs

» MELCO conducted additional V&V with an independent team for
FPGAs and remaining legacy software 2009-2010

v IV&V team members have same software design experience as ‘
Design Team

v' Two expanded UCP reports were issued July 2010
+ FPGA
» Legacy software

» These reports should resolve the issue of life cycle process for
legacy MELTAC products

v We are awaiting NRC feedback
v" We will supply any additional information the NRC requires
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10CFR50 Appendix B QAP APW

» Specific NRC concern

v'August 11, 2010

« MHI’s audits of MELCO, the developer of MELTAC, have
found many deficiencies associated with 10 CFR 50 \
Appendix B and 10 CFR 21 implementation. The staff is
not aware of whether the deficiencies have been
corrected and subsequent revisions have been made to
the MELCO QA program and applied to MELTAC
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10CFR50 Appendix B QAP APW

» MHI’s audit report of MELCO’s QAP (2006-2009) identified the
following deficiencies, April 2009

1. Lack of procedures to ensure appropriate design and document controls
2. Lack of formal training for MELCO design personnel ‘

3. Manufacturing and support portion of 10CFR50 Appendix B QAP was not
yet implemented

» This was not planned until after NRC approval of the MELTAC SER
» MELCO established new QAP with full compliance to 10CFR50
Appendix B
v Phase 1 - Items 1 and 2, completed December 2009
v Phase 2 - Item 3, completed May 2010
» MHI conducted independent QA audits and submitted audit
reports to NRC, January 2010 and July 2010
» These reports should resolve the issue of QAP compliance to
10CFR50 Appendix B
v We are awaiting NRC feedback
v' We will supply any additional information the NRC requires
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Commercial Grade Dedication @EE |

I"‘ MITSUBISHI HEAVY INDUSTRIES, LTD.

Original MELTAC UCP and Expanded UCP activities were
conducted under MELCO'’s pre-Appendix B QAP

But QAP deficiencies identified by MHI through independent
audit, brought the quality of UCP activities into question

After MELCO implemented Phase 1 of their Appendix B QAP, a
new CGD program was implemented

v' Referred to as MELTAC Re-evaluation Program (MRP), not CGD

Because this is a one time activity, not recurring, as is typical for
CGD

The MRP is intended to demonstrate compliance with 10CFR21
which requires that a product not developed under a 10CFR50

App. B QAP be equivalent to a product developed under a
10CFR50 App. B QAP

The MRP demonstrates equivalence in two critical areas
v Built-in Quality Characteristics
v' Technical Characteristics
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Commercial Grade Dedication
» The MRP was conducted under MELCO’s 10CFR50 Appendix B
QAP Phase 1

» The MRP was conducted by a team of MELCO engineers that
were not part of the MELTAC design or UCP teams ‘

v' This independent team reported to independent MELCO
management
» The MRP report was submitted July 2010
v We are awaiting NRC feedback
v' We will supply any additional information the NRC requires
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Commercial Grade Dedication APW.

» Specific NRC concern
v'August 11, 2010

— The existing scope of the CGD plan, as verbalized, has been
insufficient with regards to the current regulatory guidance
(including applicable EPRI reports) ‘

» February 2010 NRC verbally commented on the
evaluation of Technical Characteristics of MELTAC
against the

EPRI TR-107330, December 1996
VS.
MELTAC Topical Report, May 2010

¢ 10
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Commercial Grade Dedication Gy

» MELCO justified evaluation against the MELTAC TR

v The MELTAC Topical Report defines the technical features and
performance specifications that are critical to the implementation of the
PSMS

v' The PSMS is the standard I&C safety system offered to the US
nuclear power industry by Mitsubishi for both new plant and digital ‘
upgrade applications

v" The technical characteristics defined in EPRI TR107330 do not
encompass the critical requirements of the PSMS, eqg. ‘

* No inter-division communications for Unit Bus and Maintenance
Bus

* No vital network communications for Safety Bus

* No dual ported memory

* No safety VDU

* No remote I/O

* No priority logic for DAS

* No solid-state power switching outputs

« No consideration of security features for Flash-ROM
— Most of these technologies didn’t exist in 1996

11
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Commercial Grade Dedication

» MELCO justified evaluation against the MELTAC TR

v If the MELTAC platform is considered for other nuclear |&C
applications, its suitability will be determined based on the critical
characteristics described in the MELTAC Topical Report, not EPRI TR-
107330

v' EPRI TR-107330 was used to evaluate Built-in Quality characteristics ‘

» MELCO was told to document this position
v" Which we did in Section 4.2 of the MRP report
v" We are awaiting NRC feedback

» NRC Audit Report 2009

v “There are no additional industry standards that impose hardware
technical requirements. Other hardware requirements are self-
imposed by the System Specification.”
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Commercial Grade Dedication Gy

» Specific NRC concern
v August 11, 2010

» Deviations from the Appendix B criteria that were described in
the original MELTAC quality assurance process have not been
adequately justified for requirements in multiple areas such as ‘
verification, testing, and configuration control. A specific
example of this is the failed test results that have not been
retained in the original development phase. Therefore, failed
test results and record of the reconciliation could not be
reconstructed.

13
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Commercial Grade Dedication APW.

» Converging Measures Analysis Process
« If multiple measures point to the same problem it reinforces the need
to address it

 |f none of the measures reveal a problem, it increases confidence that
there is not a problem
v" The same MELTAC Quality Characteristics were evaluated using multiple assessment measures

* None identified any negative quality issues

Built-in Quality Assessment
Quality Characteristic Assessed for Compliance To
Quality Assurance Program | TR-107330 Section 7 | 10 CFR 50 App B TR-106439 Table 6-4C
V&V IEEE 7-4.3.2 | IEEE 1012 | BTP 7-14
Configuration management Reg Guide 1.169 TR-106439 Table 6-4C
Failure management TR-106439 Table 6-4C
Reliability and availability* TR-106439 Table 6-4C
Reporting of defects Reporting process not directly assessed, since this is managed going forward under MELCO's 10CFR50 App. B
QAP; defects assessed directly through reliability and availability, above.
MRP Table 4-5 4-6 4-7 4-8 4-9 4-10

*Also assessed under Technical Characteristics

v NRC Audit Report also documents the high quality of MELTAC, 2008
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Commercial Grade Dedication Gy

» MELCDO justified this specific deviation from 10CFR50 Appendix B

v" During the NRC audit, MELCO demonstrated that all previous testing can
be reconstructed from test specifications and test reports (as documented
in NRC audit report)

» Configuration control for the design that failed the test is not as critical ‘

as the configuration control for the design that passed the test, which
MELCO has maintained

— The failed design is not being dedicated

« Retaining failed test results is not an evaluation criteria in any of the
NRC’s CGD guidance

— Therefore this is not identified as a deficiency requiring compensation in
the MELTAC Re-evaluation Program report

v' The NRC did not request MELCO document this position
» Therefore this issue was considered closed through audit discussion

v" The MRP complies with all CGD guidance for verification, testing, and
configuration control

 The MRP documents compensating activities for any deviations in
these areas

15
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MELTAC QA APW

» Summary

v' Based on prior NRC discussion, resolution of the MELTAC QA
issue the Phase 2 SER can proceed without an open item

« This issue is currently covered by ITAAC

 NRC agreed to address this as an ASAI in the SER for
the MELTAC Topical Report

v" MHI would like to remove this ITAAC and MELCO would like to
eliminate this ASAI, pending availability of NRC resources to
complete the necessary review

« MHI/MELCO need to clearly understand what additional
information the NRC requires on the docket and what

additional information must be made available for audit to allow
this ITAAC and ASAI to be eliminated
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Software Program Manuals APW

» Background
v There are two Software Program Manuals (SPM)
« MELTAC Basic Software
 US-APWR PSMS Application Software

v SPMs are a summary of internal quality assurance procedures and
engineering procedures

* NRC audited all MELTAC software life cycle documentation
August 2008 and March 2009, with favorable results

v' SPMs define the critical aspects of the software life cycle that
cannot be changed without NRC approval

~»-MITSUBISHI HEAVY INDUSTRIES, LTD. Copyright® 2007 MITSUBISHI HEAVY INDUSTRIES, LTD.
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Software Program Manuals APW

> Level of Detail

~»-MITSUBISHI HEAVY INDUSTRIES, LTD. Copyright® 2007 MITSUBISHI HEAVY INDUSTRIES, LTD.

v The “level of detail” issue was identified February 2010 for the
Application SPM

* As a result the document was revised and resubmitted ‘
May 2010

v The original issuance of the MELTAC SPM was also submitted
May 2010 ‘

 The MELTAC SPM reflects the lessons learned from the
Application SPM

v" The level of detail in both SPMs is believed to achieve the NRC’s
request

« We are awaiting NRC feedback

v' Hitting the target for adequate “level of detail” is an iterative
process

— As it has been for SPM from other suppliers

18




Software Program Manuals A

» Specific NRC Concern
v'August 11, 2010
« Compliance to regulatory guidance

— MHI identifies no exceptions to the staff guidance on safety
software reviews

— Criteria are not met such as design control, audits, testing, test
documentation, and configuration management

— The software program manuals do not include ... acceptance and
system testing, audits, walk-throughs, management reviews, and
software inspections

~w»-MITSUBISHI HEAVY INDUSTRIES, LTD. Copyright® 2007 MITSUBISHI HEAVY INDUSTRIES, LTD.
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Software Program Manuals APW

> MHI and MELCO conduct all of these activities in their software
life cycle processes

v' There are no exceptions

> We believe these issues have been addressed in the current ‘
SPMs, submitted April 2010

v We are awaiting NRC feedback

» We will add a compliance map that correlates regulatory
guidance to specific sections of each SPM, by September 2010

v" We are confident the right balance of docketed vs. audited
material can be achieved

20
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Software Program Manuals

» Specific NRC concern
v August 11, 2010

« Secure development and operational environment

— MHI has not addressed potential security vulnerabilities in each ‘

phase of the lifecycle development process in accordance with
RG 1.152.

— MHI has not addressed security self-assessments and audits in
accordance with RG 1.152

21
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Software Program Manuals APW

» Secure development and operational environment

v This issue has already been addressed to a level that complies
with the security requirements of BTP 7-14 and RG 1.152

« MELTAC documentation (42 pages)
— Topical Report ‘
— MELTAC SPM
— MELTAC Software Safety Analysis

« US-APWR documentation (44 pages)

— Safety System Technical Report
— Application SPM
— DCD Chapter 7

v" MHI responded to all RAls related to security issues
« We are awaiting NRC feedback

22
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Software Program Manuals APW

S- .

> Secure development and operational environment
v MELTAC Topical Report

Section 4.1.4 Engineering Tool — Password based access controls (2 pages)

Section 4.1.7 Manual test — Describes test features which ensure hardware and
software integrity, including diverse software memory test to detect any software
changes. (3 pages)

Section 4.3.4.2 Isolation — Write Permission switch (2 pages)

Section 4.5 Control of Access — To hardware and software during equipment
operation. Includes physical access controls and alarms, passwords, Write
Permission, UV-ROM replacement (1 page)

Sectio;w 6.1.4 Development — Use of RTM to ensure no unintended code. (5
pages

Section 6.1.5 Configuration Management — Ensures correct hardware and
software configuration and change approval process. (3 pages)

Section 6.1.6 Cyber Security Management — Describes protection against
unintended code during each phase of development life cycle. Includes access
to software development

environment, electronic software storage and transfer to target hardware. . Also
describes protection features applicable to plant operation. (5 pages)

Section 6.1.8 Software Installation — Process to ensure correct software
installation at the factory and in the field. (2 pages)

Section 6.1.9 Maintenance — Manuals for failure diagnosis, operation of
Engineering Tool, module configuration. (1 page)

Section 6.1.10 Training — Training for end users. (1 page)
Sectio)n 6.1.11 Operations — Periodic testing, software upgrade process (2
pages

#~»-MITSUBISHI HEAVY INDUSTRIES, LTD. 02007 MiTsuBISHI HEAVY INDUSTRIES, LTD.
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Software Program Manuals APW

» Secure development and operational environment

v MELTAC SPM

» Section 3.1.3 Oversight — Security in each life cycle phase —
development, installation, operations. (2 pages)

« Section 3.2 Software Development Plan — Describes security to be
addressed in product specifications and security of development
environment. (3 pages)

» Section 3.3 Software Quality Assurance Plan — Describes security
audits. (1 page)

« Section 3.4 Software Integration Plan — Security measures during
integration testing. (1 page)

« Section 3.6 Software Maintenance Plan — Security measures
during execution of post delivery corrective actions. (1 page)

« Section 3.7 Software Training Plan — Security training for plant
personnel (2 pages)

« Section 3.8 Software Operations Plan — Security during system
operation. (1 page)

« Section 3.10 Software Verification and Validation Plan — Security
verification during each phase of development. (2 pages)
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Software Program Manuals

> Secure development and operational environment
v MELTAC Software Safety Analysis

« Section 3.7. Analysis of Post-Development Procedures — Analyzes
effectiveness of production, operations and maintenance tools to
maintain safety software in original configuration. (2 pages)
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Software Program Manuals

S- .

APW

> Secure development and operational environment
v Safety System Technical Report

Section 4.2.4.d Safe Shutdown from Outside the Main Control Room —
gecurri]ty access for Remote Shutdown Room and Master Transfer
witches.

Section 4.2.5. c. Safety Systems and Components Controlled from
Operational VDUs — Defines unidirectional outbound communication to
lower layers in the cyber security defensive model, and security
access for software alteration.

Section 5.1.13 Priority Logic — Security controls for software alteration.

Section 6.3.1 Software Life Cycle Process Requirements — Describes
cyber security in during Operations and Maintenance life cycle phases.

Section 6.4.1 Access Control — Describes physical and password
security for the software development environment.

Section 6.4.3 Cyber Security Management - Describes
communication restrictions and virus protection for engineering tools in
the software development environment.

Section A.5.9 Control of Access — Describes compliance to access
requirements in IEEEG03.

Section A.7.2 Manual Control — Describes IEEE603 access
compliance for manual controls.

Section A.7.5 Maintenance Bypass — Access controls for maintenance
bypasses

Section B.5.6.e Additional protection against cyber threats — Describes

= MITSUBISHI WW&E%ES % Copyright® 2007 MITSUBISHI HEAVY INDUSTRIES, LTD.
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Software Program Manuals APW

» Secure development and operational environment
v Application SPM

» Section 3.1.4 Security [Program Management] — In each phase of
the software life cycle by communication restrictions to ET and
virus protection.

» Section 3.3.3 Security [Software QA] — Security audits

« Section 3.6.4 Security [Maintenance Phase] — Ensure no
unauthorized code during maintenance activities

« Section 3.7.4 Procedure — Security training for designers and plant
personnel.

» Section 3.8.3 Security [Operations Phase] — Procedures to protect
code from unauthorized changes, including physical access and
electronic controls.

e Section 3.10.6.3 Production Phase V&V — No malicious code
through independent V&V

« Section 3.11.4 Security [Configuration Management] — Protection
for security threats to documentation, software and ET during all
life cycle phases.

» Section 3.12.3 Security [Test Phase] — Security for test tools.
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Software Program Manuals APW

» Secure development and operational environment
v' DCD Chapter 7
» 7.1.3.17 Life Cycle Process — Security management in all phases

7.4.1.5 Normal and Safe Shutdown from Outside the MCR —
Access controls for RSR and Master Transfer Switches.

7.7.2.10 Control of Access — PCMS is in locked I&C equipment
rooms

7.9.1.5 Maintenance Network — Security features for maintenance
communications.

7.9.2.5 Control of Access — Security controls for MELTAC ET.

7.9.2.6 Cyber Security — Describes Cyber Security Program with
reference to MUAP- 08003.
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Software Program Manuals APW

» Secure development and operational environment

v" In addition the following document submitted August 2008 is
completely devoted to this issue

« US-APWR Cyber Security Program MUAP-08003

— “This program is applicable to Mitsubishi Heavy Industries (MHI) ‘
and its suppliers/partners, during the development of the US-APWR.
It 1s also applicable to the Combined License (COL) applicant
during operation of the nuclear facility.”

« This document describes the security defensive
model, and security self-assessments for each phase
of the software life cycle

 MHI responded to all RAls related to this document
March 2009
— We are awaiting NRC feedback
— We will supply any additional information the NRC requires

— The NRC has requested references to this document be
removed from the DCD

» This is not consistent with the August 11 concern
Y MITSUBISHI_ HEAVY INDUSTRIES, LTD.
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Software Program Manuals APW

» Summary

v It is not uncommon for the NRC and suppliers/licensees to
have difficulty reaching an acceptable “level of detail” or the
“right information” in docketed material for SPMs

v" Itis no surprise that this is an iterative process
v" The level of detail in both SPMs is believed to achieve the
NRC'’s request

 We will add a compliance map that correlates regulatory
guidance, including security, to specific sections of each SPM,
by September 2010
v" We believe the NRC can identify this as an open item in the
Phase 2 US-APWR I&C SER and an ASAI in the MELTAC
Topical Report SER

« Both open items can be closed during the Phase 4 DCD
review

o 30
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