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MEMORANDUM TO: 

FROM: 

SUBJECT: 

July 20,2010 

Nader Mamish 
Assistant for Operations 

of the b!~t r:ct 

Steph D. Dingbaum 
Assistant Inspector Gen ral r Audits 
Office of the Inspector G~nera l 

STATUS OF OPEN AUDIT RECOMMENDATIONS 
JUNE 2010 

Attached is the OIG up-to-date status of all open audit recommendations as of 

the end of June 2010. Should you have any questions, please feel free to contact 

Steven Zane at 301-415-5912. 

Attachment: As stated 

cc: J. Arildsen, OEDO 
J. Andersen, OEDO 
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Status of Audit Recommendations - Open Audits 

Report # & Name _. ______ .. __ . ___________ ._\!nresOlve<1.LBesotved_ : _C~d _ ,J:.q!~I-.-l 
OIG-01-A-03 Govemment Performance and Results Act: Review of the Fiscal 

0 2 0 2 Year 1999 Performance Report 

OIG-03-A-15 Audit of NRC's Regulatory Oversight of Special Nudear Materials 0 2 6 8 
OIG-05-A-09 Audit of the Budget Formulation Process 0 3 4 

OIG-05-A-13 Audit of NRC's Te!ecommunications Program 0 1 12 13 

OIG-05 -A-17 Audit of NRC's Deoommissioning Program 0 3 4 

0lG-07 -A-06 Audit of NRC's Regulation of Nudear Fuel Cycle Facilities 0 0 

0lG-07 -A-18 Assessment of Security at NRC Buildings 0 26 27 

0lG-07 -A-19 Independent Evaluation of NRC's Implementation of the Federal 
0 14 15 Information Security Management Act (FISMA) fo r Fiscal Year 2007 

OIG-08-A-03 Audit of NRC's Alternative Dispute Resolution Program 0 3 4 

OIG-08 -A-06 Memorandum Report: NRC's Planned Cybersecurity Program 0 0 1 

OIG-08 -A-10 MEMORANDUM REPORT: AUDIT OF NRC'S CONTINUITY OF 
0 2 OPERATIONS PLAN 

OIG-08-A-11 Audit of NRC's Accounting and Control Over Time and Labor 
0 2 4 6 Reporting 

OIG-08-A-16 Audit of NRC's Premium Class Travel 0 1 6 7 

OIG-08-A-17 Audit of NRC's Enforcement Program 0 3 0 3 

OIG-08-A-18 Independent Evaluation of NRC's Implementation of FISMA for FY 
0 3 4 2008 

OIG-08-A-19 Audit of NRC's Laptop Management 0 2 3 5 

OIG-09-A-06 Audit of the Committee to Review Generic Communications 0 1 1 2 

OIG-09-A-07 Audit of NRC's Occupant Emergency Program 0 3 9 12 

OIG-09-A-08 Audit of NRC's Agreement State Program 0 4 1 5 

OIG-09 -A-09 Audit of NRC's Warehouse Operations 0 8 9 
OIG-09-A-11 Information Systems Security Evaluation of the Technical Training 

0 3 5 8 Center 

OIG-09-A-13 Office of the Inspector General Information System Security 
0 10 0 10 Evaluation of Region II - Atlanta, GA 

OIG-09 -A-14 Office of the Inspector General Information System Security 
0 6 0 6 Eva luation of Region IV - Arlington, TX 

OIG-09-A-15 Office of the Inspector General Information System Security 
0 4 2 6 Evaluation of Region III - Lisle, IL 

OIG-09 -A-16 Audit of NRC's Grant Management Program 0 7 2 9 
OIG-09-A-17 Audit of NRC's Oversi ght of ConstnJction at Nudea r Facilities 0 0 

OIG-09-A-19 Audit of NRC's Material Control and Accounting Secur ity Measures 
0 2 3 for Special Nudear Materia ls at Fuel Cycle Fadities 

OIG-09-A-20 Office of the Inspector General Infonnation System Security 
0 5 0 5 Evaluation of Region I - King of PnJssia, PA 

OIG-10-A-02 Audit of NRC's Quality Assurance 
4 0 0 4 Planning for New Reactors 

OIG-10-A-04 Independent Evaluation of NRC's Implementation of the Federal 
0 0 Information Secur~y Management Act for Fiscal Year 2009 

OIG-10-A-09 Audit of NRC's Personnel Security 
0 1 2 3 Clearance Program for Employees 

OIG-10 -A-11 Socia l Engineering Assessment Report 0 12 0 12 

OIG-10-A-12 Audit of NRC's Managemen t of Agreements with Depa rtment of 
7 0 0 7 Energy Laboratories 

OIG-10-A-13 Audit of NRC's Telework Program 8 0 0 8 
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Status of Audit Recom meudations - Open Audits 

~rt # & Name 

OIG-10-A-14 Memorandum Report: Audit of NRC's Process for Closed Meetings 

I Grand Total 

Saturday, July 10, 2010 

Unresolved Resolved Cbsed Tota! __ ~ J 
2 0 0 2 

21 85 113 2191 
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Status of DIG Audit Recommendations 

Rec # [ Descri Pt iOn R bi Offl j Last OIG I Agency Response Agency Response , 
esponsl e ce Ccnespondence Due Receivoo 

OIG-01-A-03 Government Performance and Results Act: Review of the Fiscal Year 1999 Performance Report 

1 Develop a Management Directive OCFO 3/ 15/2010 9/30/2010 

3 Include guidance on reporting unme! goals OCFO 3/15/2010 9/30/2010 

-I OIG-03-A-15 Audit of NRC's Regu latory Oversight of Special Nuclear Materia ls 
1 Conduct period ic inspections EDO,NMSS 3/9/2010 1113012010 

3 Documont risk informed approach EDO,NMSS 3/9/2010 1113012010 

-1 OIG-05-A-09 Aud it of the Budget Formulation Process 

1 EDO, CFO Roles QCFO 3/912010 9/3012010 

2 PRe Role OCFO 3/912010 9/30/2010 

3 Document Process OCFO 3/912010 9/30/2010 

-j OIG-05 -A-13 Audit of NRC's Telecommunications Program 
3 Revise MO 2.3. EOO.OCIO 7/7/2010 121112010 

-I OIG-OS-A-17 Au dit of NRC's Decommissioning Program 
1 Retain Supporting Documentation EDO.NMSS.OCFO 4/8/2010 9/2012010 

-! OIG-07 -A-06 Audit of NRC's Regu lation of Nuclear Fuel Cycle Facilities 

1 Fuel Cycle Facility framework EDO,NMSS 5/1812010 11/30/2010 
- I OIG-07 -A-18 Assessment of Security at NRC B uild ings 

StabJs 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Reso lved 

11 Post signs d irecting pedestrian traffic ADM,EOO 41912010 7/1912010 Resolved 

-I OIG-07 -A-19 Independent Eva luation of NRC's Implementation of the Federal Information Security Management Act (FIS MA) for Fiscal Year 2007 
11 Develop and implement quality assurance procedures for POA&Ms. CSO.EOO,OIS 6/25/2010 Resolved 

-I OIG·08·A-03 Audit of NRC's Alternati ve Dispute Resolution Program 
2 Incorporate guidance in Enforcement Policy EOO,OE 

- \ OIG·08-A-OS Memorandum Report: NRC's Planned Cybersecurity Prog ra m 
1 Develop and implement plans for a cybe rsecurily oversigh t program EOO,NSIR 2126/2 010 

OIG-08·A·10 MEMORANDUM REPORT: AUDIT OF NRC'S CONTINUITY OF OPERATIONS PLAN 
Physical Security Survey Guidance ADM.EOO.NSIR 

OIG·08-A·1 1 Aud it of NRC's Accounting and Control Over Time and Labor Reporting 
3 Detailed System analysis OCFO 

4 Electronic Signatures 

OIG-08·A·16 Aud it of NRC's Premium Class Travel 
1 Update MD 14.1 

- . OIG·08·A·17 Audit of NRC's Enforcement Program 
1 Deve lop guidance 

2 Define data collect ion requirements 

Saturday. July 10, 2010 

OCFO 

OCFO 

EDO,OE 

EOO.OE 

3/3012 0 10 

61712010 

6/7/2010 

61712010 

6123/2010 Resolved 

8/31/2010 Resolved 

10/2512010 Resolved 

9/30/2010 Resolved 

9/30/2010 Reso lved 

10/1412011 Reso lved 

6117/2010 Reso lved 

6/1712010 Reso lved 
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Status of DIG Audit Recommendat ions 
, 

Ree # I DescriptiOn I Responsible Office 

, , , 
Last OIG I Agency Response i Agency Response I 

3 Develop QA process EDO.OE 
Ccrrespondence Due ! Received I 

6/17/2010 

- ! OIG-08-A-18 Independent Eva luation of NRC's Implementation of FISMA fo r FY 2008 

4 
Develop process for verifying FOGG controls are imp lemented OIl all 
desktops/ laptops 

- ! OIG·08·A·19 Audit of NRC's Laptop Management 

4 
Develop a process for verifying security controls are implemented on 
agency laptops 

5 Develop a protocol for updat ing agency laptops 

- i OIG-09·A·06 Audit of the Committee to Review Generic Communications 
1 Develop agencywide backfit review process 

- I OIG-09·A·07 Aud it of NRC's Occupant Emergency Program 
2 Require annual, unannounced , fu ll-scale e'kl ucation drills 

10 Update ma ps 

11 Consistently place maps 

- i OIG·09·A·08 Audit o f NRC's Agreement Stale Program 
1 Deve lop an IMPEP self-assessment mechan ism 

2 

3 

4 

Develop guidance for identifying Agreement State informat ion needed if 
State cannot perform its functions 

Develop standardized procedures for commu nicat ing to the Agreement 
States 

Oevelop a standardized data called on process as Ihe basis of a national 
informat ion sharin~1 tool 

- i OIG-09-A-09 Audit of NRC's Warehouse Operations 

CSO.EDO.OIS 

CSO.EDO.OIS 

CSO,EDO.OIS 

EDO.RES 

ADM,EDO 

ADM,EDO 

ADM,EDO 

EDOFSME 

EDO.FSME 

EDO.FSME 

EDO,FSME 

2 Conduct security survey ADM. EDO 

- ! OIG-09-A-11 Information Systems Security Evaluation of the Technical Traini ng Center 
3 Complete harden ing of badge access system eSO,EDO 

4 Activate TTC's IDS eSO,EDO 

6 Document backup implementation procedures eSO,EDO 

717/2010 1211 /2010 

3f18/2010 lf31 f2011 

3f3012010 7/30f2010 

1211812009 7/30f2010 

1211812009 7/30f2010 

5f2412010 11/1512010 

5f24 /2010 11/1512010 

5f2412010 1'111512010 

5/24/2010 11/1512010 

118/2010 8/31f2010 

OIG-09-A-13 Office of t he Inspector General Inform ation System Secur it y Evaluat ion of Region 11 - At lanta, GA 
1 Document key management procedu res, eSO,EDO 1213/2009 7/912010 

2 Include the date combinations were last changed in the comb ination eso EDO 12/3/2009 7 '9/2010 
inventory, , I 

3 

4 

5 

Document combination management proced ures. 

Update documented backup procedures to re flect the actual bac kup 
procedures in place. 

Devel op and implement procodures to send backup info offsite. 

Saturday, July 10, 20 10 

GSOEDO 

CSO.EDO 

CSOEDO 

'1 213/2009 

1213/2009 

1213/2009 

719/2010 

7/912010 

7/9/2010 

6/24/2010 

6/24/2010 

6/30/2010 

6/30/2010 

6/30/2010 

Status 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 
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Status of DIG Audit Recommendations 

Rec # I Description 

Develop and document a contingency plan fOf the Region II seat-managed 
6 infrastructure 

7 

8 

9 

10 

servers . 

Develq> an d doctxnenl a contingency plan for the Region II NRC-managed 
servers. 

Develop and doct.ment a contingency plan for the Region II badge access 
system server. 

Evaluate vulnerabilities identified by the nellNOrk vulnerabil ity assessment 
identify false positives, and resolve remainirq wlnerabitities. 

Perform a network vulnerability scan foi loVYin9 remediation to verify all 
vulnerabilit ies 
have been resolved. 

ResponSible Office 
Last OIG I Agency Response ' Agency Response 

Ccrrespondence Due Received 

CSO.EDO 121312009 7/912010 

CSO.EDO 121312009 7f9i2010 

CSO,EDO 121312009 71912010 

CSO.EDO 121312009 7191'2010 

CSO.EDO 121312009 7/912010 

-i OIG-09-A-14 Off ice of t he Inspector General Information System Secur it y Evaluation of Reg ion IV - Arl ington, TX 

Develop and implement proced ures for sending information system backup 
information 
to an offsite locabon. 

Develop an d document a con tingency plan for the Region IV sE'.at-managec1 
2 infrastructure 

3 

4 

5 

6 

servers. 

Develop and doctxnenl a contingency plan for the Region IV 
NRC-managed servers. 

Develop and document a contingency plan for the Region IV badge access 
system server. 

Evaluate the vu lnerabijities identified by the network vulnerab~i\y 
assessment, Identify any false JXlsitives and resolve the remaining 
vulnerabilit ies. 

Perform a network vulnerabili ty scan folbVlling remediation to venfy all 
vulnerabil it ies 
have been resolved. 

EDO,OIS,RIV 4/9/2010 

EDO,OIS,RIV 4/912010 

EDO,OIS.RIV 41912010 

EDO,OIS,RIV 41912010 

EDO,OIS,RIV 41912010 

EDO,OIS,RIV 41912010 

-! O IG-09-A-1 5 Office of the Inspector General Info rmation System Security Evaluation of Region III - Usle, IL 

Develop and document a contingency plan for the Region III seat-managed 
3 infrastructure 

4 

5 

servers. 

Develop and document a contingency plan for the Region III 
NRC-managed servers. 

Evaluate the vul nerabilities identifi od by the netwo rk vulnerab~ity 
assessmen. identify any false posit ives and resolve the remain ing 
vulnerabilit ies. 

Saturday. Juty 10, 2010 

EDO.OIS,RIII 3/15/2010 

EDO.OIS.R II I 3/15/2010 

EDO.OIS.RII I 3/15/2010 

8/31/2010 

8/31/2010 

8/31/2010 

8/3112010 

8/3112010 

8/3112010 

9/1712010 

9/1712010 

9/17/2010 

Staws 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 
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Status of OIG Audit Recommendations 
, 

Rec II i Descript ion Responsible Office 
Last OIG • Agency Response Agency Response I 

Correspondence ! Due ReceIVed ! 

Perform a network vulnerability scan fo llo""';n9 remediation to verify all 
6 vulnerabilities 

have been resolved. 

-i OIG-09-A-16 Audit of NRC's Grant Management Program 
1 Resolve lSS Issues 

2 U~ate MD 11.6 

4 Develop Training Program 

5 Trained Siaff 

6 Tracking System 

8 QA on Files 

EOD,DIS,RIII 

ADM.EOO 
ADM.EOO 
ADM.EOO 
ADM.EOO 
ADM,EOO 

ADM.EOO 
9 Issue regulation ADM,EOO ,OGC 

-I OIG·09-A-17 Au dit of NRC's Oversight of Construction at Nuclear Faci l it ies 

3/1512010 9/1712010 

61812010 713012010 

61812010 7130rzOl0 

6/812010 7/3012010 

6/812010 7/3012010 

618/2010 7/3012010 

6/812010 7/3012010 

618/2010 7/30/2010 

1 Enhance CIP Guidance EDO,NRO 6/11/2010 1/3120 11 

-: OIG-09 -A-19 Audit of NRC's Material Control and Accounting Secur ity Meas ures for Spec ial Nuclear Materia ls at Fuel Cyc le Facilities 

1 Procedures EOO,NMSS 6/2412010 

2 DOE Altcrn;)tivQ EDO,NMSS 

,-I OIG-09-A-20 Off ice of t he Inspector General Info rm ati on System Secur ity Eva luatio n o f Region 1- King of Prussia, PA 

2 

3 

4 

5 

Update the backup procedures found in the Region I Standard Operating 
Procedures for AIS Security. 

Devetop and docl.lTlent a contingency plan for the Region I seat-managed 
infrastructure servers, 

Develop and docl.lTlent a contingency plan for the Region I NRC-managed 
servers. 

Evaluate the vulnerab~ities identified by the network vulnerability 
assessment, identify any false positives and resolve the remaining 
vulnerabi lities. 

Perform a network v!.Anerabilily scan follo"";ng remediatioo 10 verify al 
vulnerabilities have been resolved , 

-, OIG-10 -A-02 Aud it of NRC's Qua lity As surance 

Define QA review cOOl"dinalion requirements 

EDO,OIS,RI 

EOO,OIS,RI 

EDO.OIS,RI 

EDO,OIS,RI 

EDO,OIS,RI 

EDO.NRO 

612412010 

612912010 

612912010 

612912010 

612912010 

6129/2010 

5/2612010 

Status 

Resolved 

Resolved 
Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Reso lved 

Resolved 

Resolved 

Unreso lved 

2 Deve lop a QA reviev.r process EDO,NRO 5/26/2010 Unreso lved 

3 Determine impacts of document translation quality EDO,NRO S/26f2010 Unreso lved 

4 Incorporate assessment results of translation qual ity into ove rsigh t EOO,NRO 5/26/2010 Unreso lved 

OIG-10-A-04 In depende nt Evaluation of NRC's Implementat ion of the Federal Inform ation Security Management Act for Fi scal Yea r 2009 
1 Interface Procedures eSC,EOO,OIS 7/112010 Resolved 

OIG-10-A-09 Audit of NRC's Personnel Security 
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Status of DIG Audit Recommendations 
, 

R ibl Offl I Last OIG I Agency Response ' Agency Response ' Rec II I Oe;crlptlon espons e ce Correspondence Due ' ReceNOO , Staws 

1 Develop Reports ADM,EOO 419/2010 7/15/2010 Resolved 

OIG·10·A·11 Social Engineering Assessm ent Report 
1 Secure Coding Practices CSO,EDO 6fl012010 9 /1712010 Resolved 

2 Malicious Activity CSQ,EDO 6fl012010 9 /1712010 Resolved 

3 Publicly Facing Information CSO,EDO 6f l012010 9 /1712010 Resolved 

4 Authentication Controls eSO,EOD 6{1012010 911712010 Resolved 

5 Removeable Storage eSO,EOD 6/1012010 9/1712010 Resolved 

6 NRC Ne\'.vork Access eSO.EDO 6 /1012010 9/1712010 Resolved 

7 Malicious File Identification CSQ,EDO 611012010 9/1712010 Resolved 

6 Security Training CSQ,EDO 6110/2010 9/1712010 Resolved 

9 Security Announcement CSO,EDO 6/10/2010 9/17/2010 Resolved 

10 Training Assessment CSO,EDO 6/1012010 9/1 7/2 010 Resolved 

11 Visitor Policy ADM,EOO 6/10/20 I 0 9/17/2 010 Resolved 

12 Access Control ADM,EOO 6/10/2010 9/1 7/2010 Resolved 

-i OIG·10-A-12 Audit of NRC' s Management o f Agreements w ith Department o f Energy Laboratories 

1 Revise MO 1 1,7· marKet research ADM.EOO 6/1112010 Unresolved 

2 Clari fy MD 11,7 · document rationale ADM,EOO 6/1112010 Unresolved 

3 Revise MD t 1. 7· commercial sources ADM,EOO 6/1112010 Unresolved 

4 Interim guidance ADM,EOO 6/1112010 Unresolved 

5 Implement milestones ADM,EOO 6/1112010 Unresolved 

6 Update MOU ADM,EOO 6/1112010 Unresolved 

7 Issue delegation of althority ADM,EOO,QCM 6/11flOlO Unresolved 

- : OIG·10-A·13 Au dit of NRC's Te lework Program 

1 Identify staff wilh essential hXlctions. EOQ,HR.NSIR 61912010 719flOl0 Unresolved 

2 Methoos for accessing information technology systems needed. EOQ,HR.NSIR 61912010 719flOl0 Unresolved 

3 Develop manual or other compensating systems EDQ,HR,NSIR 61912010 71912010 Unresolved 

4 Coordinate agency efforts to identify and remove IT telework barriers EDQ.HR,NSIR 61912010 71912010 Unresolved 

5 Reference procedures in telework guidance. EDQ,HR,NSIR 61912010 71912010 Unresolved 

6 Develop a management directive ADM.EOO,HR 6/9/2010 7/912010 Unresolved 

7 Issue interim guidance ADM.EOO.HR 6/9/2010 7/912010 Unreso lved 

6 
Develop a procedure for assess ing and reporting the results of fu ll-time 

ADM.EDO,HR 6/9/2010 7/9/2010 Unreso lved lelework arral"'lo;)omonts to HR 

QIG·1Q·A·14 Memora ndum Report: Audit of NRC's Process fo r Closed Meeti ngs 

1 Revise MD 3.5 10 enhance NRC's closed staff meeting process EDO 7/712010 Unresolved 
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Status of OIG Audit Recommendations 

Rec II I DESCription Responsible Office lilst OIG I Agency Response I Agency ResPOnse ; 
Correspondence Due Received , StallJS 

2 
Establish a timeframe for issuing closed staff meeting notices and EDO summaries 7/712010 Unresolved 
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