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VOTING SUMMARY - SECY-10-0045

RECORDED VOTES

. NOT
APRVD DISAPRVD ABSTAIN PARTICIP COMMENTS . DATE

CHRM. JACZKO X . 5114/10
COMR. SVINICKI X X 61510
COMR. APOSTOLAKIS X 5/26/10
COMR. MAGWOOD X | 6/13/10
COMR. OSTENDORFF X o |

X 6/10/10

COMMENT RESOLUTION

In their vote sheets, all Commissioners approved the staff's recommendation and
Commissioners Svinicki and Ostendorff provided some additional comments. Subsequently,
the comments of the Commission were incorporated into the guidance to staff as reflected in the
SRM issued on June 22, 2010.
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Commissioner Svinicki's Comments on SECY-10-0045
Proposed Rule: Requirements for Fingerprint-Based Criminal History Records Checks
for Individuals Seeking Unescorted Access to Research or Test Reactors
' (RIN 3150-A125)

| approve publication in the Federal Register of the proposed amendments to 10 CFR 73.57, as
edited in the attached. Staff should submit to the Commission, with the draft final rule package,
its plan to sunset the existing research and test reactor (RTR) fingerprinting orders. Although |
believe the staff's proposal to issue additional background investigation requirements is likely
inconsistent with the NRC'’s obligation under Section 104c of the Atomic Energy Act to put in
place the minimum requirements for RTR licensees, | approve the solicitation of stakeholder
feedback on this topic. Should such new requirements be proposed in the draft final rule,
however, | will scrutinize the requirements and all public comment on them, closely. Further,
with such requirements, the proposed effective date (of 120 days after issuance of the final rule)
is likely to be grossly inadequate. :

Istine L. Svinicki 06‘3 /10
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[7590-01-P]
NUCLEAR. REGULATORY COMMISSION
10 CFR Part 73
RIN 3150-Al25
- [NRC-2008-0619]
Requirements for Fingerprint-Based Criminal History Records Checks

For Individuals Seeking Unescorted Access to Research or Test Reactors

AGENCY: Nuclear Regulatory Commission.

ACTION: Proposed rule. |

~ SUMMARY: The Nuclear Regulatory Commission (NRC) is proposing to amend its regulations '

to require research and test reactor (RTR) licensees (also called nonpower reactor licensees) to

. obtain a ﬁngerpri'nt-based criminal history records check before granting any individual

unescorted access to their facilities. This action is necessary to comply with the requirements of

Section 652 of the Energy Policy Act of 2005 (EPAct) which amended Section 149 of the Atomic
A

_Energy Act of 1954, as amended (AEA), to require fingerprinting and a Federal Bureau of

Investigation (FBI) identification apd a criminal history récords check of any person who is
perrﬁitted' unescorted access to a utilization facility. |

DATES: Submif comments on the rule by [INSERT DATE 75 DAYS AFTER PUBLICATION IN
THE FEDERAL REGISTER). Submit comments on the information collection aspects of this
rule by [INSERT DATE 30 DAYS AFTER PUBLICATION IN THE FEDERAL REGISTER].
Comments received after the above dates will be considered if it is pfactical 1o do so, but

assurance of consideration cannot be given to comments received after these dates.

. ADDRESSES: Please include Docket ID NRC-2008-0619 in the subject line of your comments.

Fbr instructions on submitting comments and accessing documents related to this action, see

Section 1, “Submitting Comments and Accessing Information” in the SUPPLEMENTARY
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Publicly available documents created or received at the NRC are available electronically at the

NRC'’s Electronic Reading Room at http://www.nrc.gov/reading-rm/adams.htmi. From this page,

| the public.can gain entry into ADAMS, which provides text and image files of NRC's public
documents. If you do not have acce_és to ADAMS or if there are problems in accessing the
:documents located in ADAMS, contact the NRC'’s PDR reference staff at 1-800-397-4209, or
301-415-4737, or by e-mail to PDR.Resource@nrc.gov.

Federal Rulemaking Web Site: Public comments and supporting materials related to

this proposed rule can be found at http://www.requlations.gov by searching on Docket ID

NRC-2008-0619.

Document PDR ADAMS Web
EA-07-074, Issuance of Order Imposing Fingerprinting x [ MLO70750140 X
and Criminal History Records Check Requirements for
Unescorted Access to Research and Test Reactors,
issued April 30, 2007 (72 FR 25337; May 4, 2007)
EA-07-098, Issuance of Order imposing Fingerprinting x [MLO72050494 | x
and Criminal History Records Check Requirements for '
Unescorted Access to the General Atomics Research
and Test Reactors, issued August 1, 2007 (72 FR
44590; August 8, 2007)

Advance Notice of Proposed Rulemaking, published x | MLOS0920147 X

.on April 14, 2009 (74 FR 17115)

Regulatory Analysis X ML100610022 X

Regulatory Analysis Appendix ML100610020

Proposed Rule Information Collection Analy3|s X ML100610010 X
ll. Background

Before the terrorist actions of September 11, 2001, NRC regulations in 10 CFR 73.60 and

W 10 CFR 73.67 imposed physical protection requirements on RTRs that included measures for

spf’f"

storing and using special nuclear material in controlled access areas, monitoring the controlled
access areas for unauthorized activities, and ensuring a response to all unauthorized activities to
protect special nuclear material from theft or diversion. Additionally, 10 CFR 73.60(f)

implemented the Commission’s authority to impose alternative or additional security measures
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for the protection against radiological sabotage for RTRs licensed to operate at power levels at
or above two megawatts thermal (MWt). Under this provision, several RTRs have implementéd
such additional measures. Subsequent to September 11, 2001, the NRC evaluated the
adequ'acy of sécurity at RTRs and considered whether additional actions should be taken to help -
ensure the trustworthiness and reliability of individuals with unescorted access. RTRs were
advised to consider taking immediate additional precautions, including observation of activities
within their facility. The NRC evaluated these additional measures at each facility during the
remainder of 2001.

| From 2002 through 2004, RTRs vo|untai'i|y implemented compensatory measures (CM) that
included site-specific background investigations for individuals granted unescorted access.
Depending on local restrictions, such as university rules, some of thesé background
investigations inciuded provisions for Federal Bureau of Investigation (FBI) ﬁngérprint-ba'séd
criminal history record checks, while checks at other RTRs include provisions fbr local or State
law enforcement fingerprint-based criminal history record checks. Investigations at some RTRs
did not include any fingerprinting. The NRC has also conducted security assessménts at certain
RTRs,which helped to identify risk-significant areas and materiais.

Se,c\:tion 652 of the EPAct, enacted on August 8, 2005, amended Section 149 of the AEA to
require fingerprinting and FBI identification and criminal history records checks for individuals
requesting unescorted access to any utilizatipn facility, including RTRs, or radioactive material or
other property subject to regulation by the NRC that the NRC deterrﬁines to be of such
significance to the public health and safety or the common defense and security as to warrant
ﬁngefprinting and background checks. Aithough the NRC had previously taken several steps to
provide additional reguiatory oversight for unescoﬂéd access to RTRs, the EPAét granted the -

NRC additional authority to impose FBI identification and criminal history records checks based



on fingerprints of any person permitted unescorted access to varioué NRC-regulated facilities,
including RTRs.

Iﬁ SECY-05-0201, “Impiementation of the Enérgy Policy Act of 2005," dated October 31,
2005, the NRC staff inforf‘ned the Commission of its plan for irﬁplementing the NRC'’s
| .responsibilitives under the EPAcf and requested Commission approval of ‘the staff's funding
récommendation for fiscal year 2006. The Commission approved the staff's recommendations
in Staff Requirements Memorandum (SRM) dated Januafy 5, 2006, and directed the staff to
recommend appropriate interim regulatory actions that the NRC should'implemént while it
developed thé generic requirements for 'grantin}g unescorted access, including the provisions in
Section 652 of the EPAct pertaining to fingerprinting. |

in SECY-07-001, “Interim Implementation of Fingerprinting Requirements in section 652 of
the Energy Policy Act of 2005,” dated Jahuary 12, 2007, the NRC staff provided information and
" recommendations to the Commission on its EPAct interim impleﬁwentation plan. lnfé??M dated
March 12, 2007, the Commission directed the NRC staff to issue orders to RTRs to require
fingerprint-based crimi.nai hisfory records checks for individuals requesting unescorted access to
these facilities.v The NRC staff was directed to issue orders to RTR licensees to require
fingerprinting only for individuals with unescorted access to risk-significant areas or materials
within the facilities. The Commission also directed the NRC staff to proceed with a rulemaking
to determine if fingerprint-based criminal history records checks should be required for additional
personnel.

The security of RTRs is regulated through requirements located in Part 73 of the
Commission’s regulations. The specific security measures that are réquired vary depending on
several factors, which include the quantity and type of special nuclear material possessed by the
licensee, as well as trE power level at which the licensee is authorized to operaté. In response

to the Commission’s 12, 2007, directive, the NRC imposed fingerprinting requirements.

6
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(Sgl__gger (Order EA-06-203, “Issuance of Order Imposing Fingerprinting and Criminal History |
Reeords Check Requirements for Access to Safeguards Information,” dated September 29,
2006; ADAMS Accession No. ML061510049) that implemenfed the EPAct ﬁngerpl_'inting and
criminal history records eheck requirements for individuals who seek access to SGI. The order

ey ettt

rovided that an'NRC-ap'proved reviewing official was the only individual who could make the

o()& unescorted access determlnatlon

——— e e

N&” 0, .
2 )J"} oﬂ Advance Notice of Proposed Rulemaking (ANPR)

On April 14 2009 (74 FR 17115), the NRC published an ANPR to obtain stakeholder views
Wi sty

on the issues associated with the proposal to require a fingerprint-based cnmlnal records check
for individuals granted unescorted access to RTRs. The ANPR mdncated that the NRC was
beginning the process of establlshlng generic requirements for RTR licensees to obtain a
fingerprint-based criminal history records check on any individual having unescorted access to
their facilities. The ANPR was intended to inform external stakeholders of the options that the
NRC is considering f_or implementing the fingerprinting requirements (as a rulemaking) for RTR
licensees. The ANPR provided interested stakehblders an opportunity to comment on the

options under consideration by the NRC. The NRC developed this proposed rulemakmg based

on the feedback received on the ANPR (dlscussed in Section i of this document).

lil. Public Comment on ANPR and Public Workshop

On June 4, 2009, the NRC held a public workshop to answer stakeholder questions about

the ANPR and to obtain stakeholder input on the follow-on rulemaking to require fingerprinting

for unescorted access at RTR facilities. In additiq)n to the comments received during the public
workshop, the NRC received seven comment letters from interested parties: four from RTR
licensees, one from the Nuclear Energy Institute, one from the National Organization of Test,

Research and Training Reactors, and one from an individual.
' 8
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“beyond our cdntrol." This comrﬁenter suggests that the codification should state that “the
licensee shall have a program, process or procedure that provides guidance...”

- NRC Response: As a general principal, the NRC prefers to consfruct perforrhance-based
regulation (rather than explicit, préscriptive regulation) where possible. Where practical and
necessary, procedufal' implementation of proposed requirements is addressed in supporting
guidance. In this circumstance, the “procedures” that are referred to are in § 73.57 and
generally address the reqt;irements in that section for handiing and processing of fingerprints.
Section 73.57 contains specific fingerprinting requirements that ensure fingerprint submissions
are handled in a manﬁer consistent with other licensees and in accordance with AEA
requirements to provide the fingerprints to FBI. As such, the NRC is prdposing to add the RTR
licensee fingerprint provisioné to § 73.5] Athereby ensuring that RTR licensee fingerprints are X
handled properly. With regérd to the implemehfation of the fingerprint requirements in RTR
licensee procedures and security plans, the NRC recognizes that flexibility should be prbvided.
Each RTR‘Iicensee's security plan or procedures as abplicable would include a description of
how the RTR licensee intends to comply with the requirements pertaining to fingerprinting. If, as
the comment implies, a third party (i.e., Iéw enforcement or other agency) might be ehployed to
obtain the fingerprints of individuals seeking unescorted access to nonpower reactor facilities,
then the process used to obtain those fingerprints from third parties wouid be described in the

licensee's security plan or procedures, as applicable, documenting that the RTR licensee

complies with the requirements of § 73.57.

Comment. One commenter stated that “identifying areas of significance” should not be
adopted. The commenter indicated that the reason access to certain SNM was identified early
on as the implementing criterion, and included in the unescorted access orders was that it was

much easier and appropriate to identify who can get to the SNM. Because of the unique nature
11
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of these facilities, where in some case/\ the facility is buried inside an existing academic buiiding,
the commenter indicated that it is véry difficult to identify unescorted access by area. The
commenter stated that this is exclusively true only for working hours. After normal houfs, the
commenter belie\}es it is appropriate to identify those areas that fall under the security system. A
facility should fingerprint everyone who has the ability to deactivate the security system.

~ NRC R_espbnse: The NRC understands the concern, and recoénizes that there may be
challenges associated with these requirements. The NRC also recognizes that RTR licensees
may have uniqué challenges due to the location of these RTR facilities within academic
surroundings. The provisions in this proposed rule are constructed to provide flexibility,

providing both an “area” criterion (unescorted access to vital areas) and a “material” criterion .h\;%
(’,'U/q,\ !

“(unescorted access to SNM). The NRC recognizes that RTR licensees maw

in how they implement' these proposed requirements, and this may, in some case, require RTR

licensees to take simpler, more bounding approaches to implementation of the requirements
(either restricting unescorted access, providing escorts, or fingerprinting more personnel) for

more complex situations.

Comment. One commenter stated that there must be great care in defining SNM as used in
the proposed rule. If small amounts of SNM under the reactor license or a source are relocated '
toa laboratory for an experiment, and do not present a hazard to the health or safety of the
public, then the SNM should not cause a redefinition of a new "area of significance” and must
remain exempt from the requirements of any proposed rule for control or direct supervision.

_ NRC Response: The NRC has developed the proposed rule provisions to be consistent
with the requirements in the previously issued NRC orders and with the standard definition of
SNM. Additionally, for the purposes of determining which individuals must be ﬁngerprintéd, an

individual must (beyond simply seeking unescorted access) possess the capability and
12



Comment: Three written comments addressed this question. One commenter
stated that identifying “areas of significance” should not be adopted because the unique

nature of RTR facilities makes it difficult to grant unescorted access by area. Another

| commenter stated that only option (}2) Would be reasonable because “areas of significance”

~ are specific to the facility and may “flex” as the facility is changed or materials are relocated

for research purposes. Two commenters noted that identifying “areas of significance” based
on security reviews (option (2)) would not present a major imposition, but recognized that it
would be problematic and would require some flexibility for some research reactors with less

well defined areas of demarcation. The current criteria focusing on individuals who have

“access to SNM or who could control SNM, appear to be a better generic approach. Finally, a

participant at NRC's public workshop stated that the original focus of the NRC orders had

| been on the individual rather than a defined area and sought the rationale for departing from

that philosophy.
NRC Response: The NRC appreciates the stakeholder feedback and agrees with

| the need (implied by stakeholder comments) for requirements that are sufficiently flexible to

address the range of situations that can exist at RTR facilities. Accordingly, the proposed
provisions in this document use two criteria for unescorted access; the first pertains to.an
“area” and the second pertains to the “material.” With regard to ihe “area” criterion, the
proposed rule would use the term “vital area.” Vital area is defined in § 73.2 as “any aréa
which contains vital equipmenf," and vital equipment is in turn defined in § 73.2 as “any

equipment, system, device, or material, the failure, destruction, or release of which could

_directly or indirectly endanger the public health and safety by exposure to radiation.@?’/ )<:

Equipment or systems which would be required to protect public health and safety followinn

such failure, destruction, or releases are also considered to be vita@ These definiuons apply
15 |



L L I E AR R R L LA

impacts the number of individuals réquiring fingerprint-based criminal history records checks
for unéscoﬂed access. Thé proposed rule would use “vital arei"l\which falls within the AEA
definition of “utilization facility” as discussed above in response to the Que_stion 1 comment.
The NRC expects that these proposed revisions would resuilt in a similar group of people

requiring fingerprinting when compared to the NRC orders previously issued to RTR

licensees. The NRC believes that the proposed rule would properly implement Section 149

of the AEA, and reflect the minimum requirements necessary for RTR licensees.

' Ques_tion 3: Whaf is the estimated cost or impact of performing security plan or
‘procedure revisions, and pf providing the necessary administrative controls and training to
implement fingerprint requirements for individuals permitted unescorted access to “areas of
significance” such as those described in Question 1?

Comment. One commenier stated that the cost of ﬂngérprinting individuals outside
the vital area would be a significant burden. In addition to the $37 for the cost of the actual
ﬂngerprint processing, the time and effort necessary fo obtain the fingerprinting would

require his university to hire an empioyee to only process fingerprinting and background |
check information. While one commenter estimated that implementing increased
fingerprinting or escorts would result in a productivity loss of approximately 0.25 persons or '

$25,000, two commenters stated that any change to .the language in the security orders

. would place an undue burden on licensees to make revisions to their security plans. One

university representative estimated that the additional time required to administer this
requirement would cost approximately $10,000 because that institution had already
expanded the deﬁnition of individuals requiring fingerprinting beyond the requirement in the

security orders.

17
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NRC Reéponsef The NRC appreciates the information provided and will give it
c‘:onsidveration when estimating the costs associated with implementing the fingerprinting
requirements of Section 149 of the AEA. The NRC is required to implement the provisions
of the AEA so this burden ca%ot be eliminated in its entirety, but if more efficient and less-
burdensome approaches are identified, the agency will attempt to construct requirements

that impose the least burden while complying with Section 149 of the AEA.

Question 4: |s the proposed definition of “individuals with unescorted access”
reasonable and su_fﬁcient? If not, why? For example, should persons granted unescorted
access to “areas of significance” be permitted access to the facility when no supervision or
oversight is present (e.g., evenings or weekends)? Should the NRC require access
controls such as maintaining records of the time and duration of persons accessing an
“area of sig'niﬁdance“ without escorts?

Comment: One commenter stéted that unescorted access should permit individuals
access to areas and equipment without supervisioh. Another commenter stated that the
ANPR'’s definition of “unescorted access” as “any individual who has the ability to access

licensee-designated 'areas of signiﬁcance’ without continuous direct supervision or
monitoring by an authorized individual,” is not workable. This commenter states that
inhefent in the current definition is the concept of an individual with capability and
knowledge to exercise control over or remove SNM without detection and/or response by
the protection system. According to this commenter maintenance employees are given
training and access to areas of significance during normal working hours, but do not have
the knowledge or capability to exercise control over the SNM without detection. This
commenter’s facility limits the capability and knowledge to control or move the strategic .

nuclear material to a very small group of individuals who have authority to access “areas of
18
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signiﬂcance; during non-business hours, and even these individuals cannot access the
sysiem without the knowledge of the security forces. Another cofnmenter'sfacility defines
persons authorized “unescorted containment access" and those authorized “unescorted v
laboratory access.” The second definition wouid néed to be changed if unescorted access |
is to refer to persons having access to “areas of significance.”

With respect to the question regarding permitting access to the faci!ity when there is

no supervision or oversight, one commenter stated that if the new definition of unescorted

access is to be used (i.e., access to areas of significance) his university may define a new

class of individuals with “Iimite.d unéscorted access" to en;:ombass workers who are allowed
in o do limited dﬁties, but would not aliow this class of individuals access after hours
becausé those areas would be such that informed individuals could exercise control over
proc_edures or damage equipmeht and/or materials.

With respect to the proposal to require records of times and areas that persons have
had access to “areas of signiﬁcance," one commenter opposed this requirement. These |
records méy be pa_rt of the Secuﬁty layer at some facilities, however they do not deter an
insider with access and intent to remdve or damage equipment.

’NRC Response: The NRC understands the concems expressed by the
commenters. The proposed rule language does not include the term “areas of significance.”
To ensure cdmpliance with Section 149 of the AEA (to fingerprint any individual permitted
access to a utilization facility), the proposed rule doés include a criterion to require -

fingerprinting for individuals who wish to have access fo a “vital area.” As discussed in a.

" previous. response, the NRC concludes that vital equipment as defined in § 73.2 favl'l'sv within
the AEA definition of utilization facility and so:itis appropriate to fingerprint individuals who

wish to have access to vital areas (containing vital equipment). Additionally, the proposed
>

rule would incorporate language denying unescorted access to individuals, who possess
19 '
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)< &——— the capability aria knowledge to make unauthorized use of, or remove, SNM

until they have submitted ﬂngerprin{s for an FBI criminal history records check. These |
provisions are both consistent with lthe previous orders on unescorted access and provide an

‘appropriate level of fiexibility.

Question 5: Whgt has worked well, what has not, and why?
Comment: Some commenters stated that an early concemn had been the additional
“amount of time required for the fingerprinting, but the actual processing time has been short

and that the orders appear to be wo_rking effectively. One‘commenter stated that repeated

- and excessive fingerprinting has been burdensome and expressed frustration because of a

lack of a clear method to share clearance information between facilities and govermnment
agencies. This commenter did not explain why fingerprinting needed to be repeated in some

circumstances.' Another commenter 5uggested that the NRC permit the licensee to work

- directly with the FBI without havihg.to Pprocess the fingerprints through the NRC.

NRC Response: The NRC agrees with the commenter regarding the lack of a clear

method to share clearance information betWeen facilities and government agencies. The

P

proposed rule would i'ncorporate RTR licensees into § 73.57(b 5} which provides RTR
- E Ly

licensees the flexibility of using reciprdcity, The NRC dpeénot e the authorityft‘o,allpw

'RTR licensees to submit fingérprints directly to the FBI instead of submitting thern through

the NRC. Section 149 of th:e' AEA states that, "all fingerprints obtained by an individual or
entity as required [in this section] be submitted to ihe Attorney General of the: United States
through the Commission for identification and a criminal history records check.” The FBI has

strictly interpreted this provision and will not accept fingerprints except through the NRC.
20



Question 6: What requirements were found to be the most burdensome? Are there
less burdensome alternatives that would accomplish the same level of protection? -

Comment: Several commenters stated that the fingerprinting requiremeht has not
been particularly burdensome because the number of individuals affected is manageable.
The continual use of paper and ink requireq {o maintain paper copieé of fingerprints was
cited by three commenters as being burdensome. The industry—wide and federal use of
"LiveScan" fingerprinting was cited as béing less burdensome and having the benefit of
enhancing the industry’s and NRC's ability to share information.

NRC Résponse._' The.NRC agrees with the commenters. The NRC has developéd
the proposed rule tb contain generically-applicable requirem}ents that implement Section 149
of the AEA,-are consistent with previous requirements in NRC issued orders, and reflect the
minimum requiremehts necessary for RTR Iicenéees consistent with Section 104c of the
AEA. The prdposed provisions in this document use two criteria for unescorted access; the

first pertains to an “area” and the second pertains to the “material.” With regard to the “area”

e
N,

criterion, the proposed rule would usevthe term “vital area” (as defined in Part r73/) which the
NRC concludes (as discussed above in previbus responses) falls within the AéA definition of
“utilization facility.” Additionally, the proposed rule wouldincorporate a "material” criterion
(i.e., special nuclear matenpl/)Wh‘ch the NRC recognizes is a more useful criterion for many
RTR situations. The propoked rule would mcorporate RTR licensees into § 73.57 and

thereby afford RTR licensees the ﬂexubmty prov:ded to other licensees such as the use of

recuprocny.

Question 7: Are there requirements in the orders that appear to contribute little to

the security of the facility? Could the same resources be used more effectively in other

ways?

21



pertaining to the granting of unescorted access. The proposed amendments would implement

the requirement in Section 149(a)(1)(B)(Jyof the AEA that the Commission-require to be

fingerprinted any individual who is permitted unescorted access to a utilization facility.

As previously nofed, Section 149 of the AEA grants the NRC'the authority to impose FBI
fingerprint-based identification and criminal history records checks for individuals seeking
unescorted access ata broader rénge of NRC licensees and regulated facilities. Béfore the
EPAct amended Section 149, the NRC required fingerprinting for unescorted access to facilities
licensed under Sections 103 and 104b of the AEA. Because the amendment, which eliminated
the references to Section.103 and 104b, utilization facilities licensed under Section 104c (as
discussed in more detail below) of the AEA, which were not previously subject to these
requirements, are now subject to these fingerprint requirements, and it is this specific expansion
that is the subjecf c->f‘this proposed rule (i.e., extension of these fingerprint-based FBI criminal
history records check requirements to nonpower reactors including RTR licensees).

Section 149 now requires ﬁngerprinting_for individuals seeking uneécorted access to a |
“utilization facility.” Utilization facility is a term that is defined in Section 11.cc. of the AEA as:

- (1) any equipment or device, except an atomic weapon, determined by

rule of the Commission to be capable of making use of special nuclear

material in such quantity as to-be of significance to the common defense

and security, or in such manner as to affect the health and safety of the

public, or peculiarly adapted for making use of atomic energy in such

quantity as to be of significance to the.common defense and security, or in

such manner as to affect the health and safety of the public; or (2) any

important component part especially designed for such equipment or

device as determined by the Commission.
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conditions. These actions may involve the use of a liaison with the various offsite response

organizations.

Paragra'ph (b)(2)(v)uw_ould be added to enable individuals who have a valid unescorted

. access authorization to a nonpower reactor facility on the effective date of the rule ('granted in

response to NRC Orders EA-07-074 and EA-07-098) to retain their access authorization and not

be required to have a new fingerprint-based FBI criminal history records check under proposed -

§ 73.5_7(g‘) until such time that the individual’s existing authorization either expires, is terminated,
or is otherwise required to be renewed.
Paragraph (b)(4) would be revised to relieve RTR licensees from being required to

ﬁngerprint an individual if the licensee is reinstating the unescorted access to a granted

- individual when that individual returns to the same reactor facility and the unescorted access has

- not been interrupted for a continuous period of more than 365 days.

Paragraph (b)(5) would be revised to provide nonpower reactor licensees the discretion

' anerprint individuals for which a fingerprint-based criminal history record check has been.

conducted, and for which the criminal history records check can be transferred to the gaining
licensee in accordance with § 73.57(f)(3). This revision allows for reciprocity of ﬁngerarint-based
criminal history records checks and grants RTR licensees the same discretion that is currently
granted to power reactor licensees. |

Paragraph (bX8) would be revised to include RTR licensees to ensure that RTR
licensees use the informatjon obtained as part of the criminal history records check salely.for the

purpose of determining an individual’s suitability for unescorted access.

C. Section 73.57(c) Prohibitions.
Paragraph (c)(1) would be revised to include RTR licensees so that the associated

prohibitions are provided to individuals seeking unescorted access at nonpower reactors.
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SNM can be considered to be “vital equipment” under the material portion of the § 73.2 vital

equipment definition. The NRC expects that the SNM criterion would, in most situations,

determine whether an individual is required to be fingerprinted in accordance with the proposed

‘provisions.

For both proposed § 73.57(g)(2)(i) and (ii), for the purposes of determining which

individuals must be ﬁngerprinted,. an individual must additionally (beyond simply seeking

unescorted access) possess the capability-and knowledge to make unauthorized use of the

“special nuclear material in the nonpower reactor. 'This constraint in the proposed requirement

may limit the requirement for application of fingerprint-based criminal history records checks. In
some cases, more than simple physical access to special nuclear material or specified areas is
necessary to require licensees to obtain fingerprint-based criminal history records checks under
§ 73.57(9)(2)(i) and (ii). To determine which individuals should be fingerprinted for une"scor‘fsd
access, RTR licensees would need to evaluate their current security plans and procedures
considering the definition of Qitél area (in 10 CFR Part 73) and the requirements of |

§ 73.57(g)2)Xi) and kii), as well as any other seciurity assessment information that might be
available. For example, an RTR licensee may decide for practiqal reasons to fingerprint
individuals who wish to have unescorted access within the controlied access area.

In most cases, the provisions of § 73.57(g) would useARTR licensee’s procedures sirﬁilar
to thdse used to implement the previous unésco_rted access and SGI access fingerprinting
orders, and more importahtly, it would follow the regulatsry processing and handling
requirements already incorporated into § 73.57.

When a licensee submits fingerprints to the NRC under the proposed provisions, the
licensee would receive a criminal history review, provided in federal records, since the
individual’s eighteenth birthday. The licensee’s reviewing official would evaluate the criminal

history record information pertaining to the individual as required by proposed § 73.57(g). The
31
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criminékl histofy records check would be used in the determination of whether the individual has a
record of criminal activity that indicates that the individual should not have unescorted access at
the nonpoWer reactor facility. Each determination of unescorted access would include a review
of the ﬁngerpfint-bésed criminal history information and should include the licensee's
documentation of the basis for the decision.

1. When negative information is discovered that was not provided by the individual, or

whigRis different in any material respect from the information provided by the individual, this
n

information should be considered, and actions taken based on these findings should be

documented. | ﬁﬂ ad’ _ -.

2. A record containing a pattern of behaviors ‘thieﬁ]’indicates that the behaviors could be

expected to recur or continue, or recent behaviors MQ questions on whether an individual

A shonk [?)

-should have unescorted access in accordance with the propbsed provisions, e carefully

evaluated prior to any authorization of unescorted access.
V. Request for Stakeholder Feedback on Additional Topics

A. Implementation

The NRC is proposing to make the ﬂﬁal § 73.57 fingerprinting provisions effective '1 20 days
following the date the final rule is published in the Federal Register. The NRC believes that this
is sufficient time to allow RTR licensees to develop or revise procedures and programs |
associated with the grénting of unescorted écc_ess at their facilities because the majority of
procedure and plan changes should be in placé as a result of the previously issued unescorted
access order. Additionally, the NRC believes this provides sufficient time for additional
individuals to be fingerprinted and approved by the reviewing official.

1. Is 120 days sufficient time to implement the new provisions, including revising or
developing'ﬂngerprinting programs or procedures?

2. Are there any other newly issued NRC requirements or impositions (aggregate impacts)
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that you expect could adversely impact your ability to implement the proposed provisions?

- 3. if there are other potential aggregate impacts, is there a time when you expect that these

irhpacts will become insignificant in terms of your capability to implement the new proposed

revisions?

B. Background Investigation Requirements

The NRC is interested in obtaining stakeholder feedback on additional background |
investigation requirements. These additional elements are not part of the. proposed provisions in
§ 73.57 that implement the mandated AEA Section 149 fingerprinting requirements for RTR
licensees. However, during the development of these proposed fingerprinting provisions, the
NRC concluded that soliciting stakeholder feedback on additional backérourtd investigation
requirements would be worthwhile to gain stakeholde@g“)wews on whether these requirements }(

would provide greater confidence and validity to the unescorted access determinations. The

NRC recogmzes its obligation under Section 104c of the: AEA to put in place the minimum

requirements for RTR Iicensees end accordingly has not incorporated propdsed rule language in .
this document for these additional background investigation provisions. ._ Hewever. with the
stakehelder input, the NRC may elect to further revise the unescorted access requirements for
RTR licensees in a future rulemaking. ‘

1. The newly revised Safeguarde Information requirements in §§ 73.21, 73.22, and 73.23

(issued in October 2008 and effective February 2009) are supported by background chectié \\\ <
' J
r)

e v

which require the reviewing official to determine trustworthiness and reliability. Specifically;
§ 73.22 (b)(2) requires that a person to be-granted access to SGI must be trustworthy and
reliable based on a background check or other means approved by the Commission.

Background check is a term defined in § 73.2 fo include FBI fingerprint-based criminal history Qy‘ vl

33
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Fo; RTR licensees, should thé NRC require that background checks for unescorted .access
and SGI access be consistént, and address the same eleménts that are identified in the § 73.2
déﬂniﬁon beyond the FBI ﬁngerpn'nt-based criminal history records check? |

2. While an FBI fingerprint-based criminal history records check will identify criminal activity

for individuals over 18 that have a criminal history in the United States, would this information be

~ sufficient for RTR licensees to make a meaningful trustworthiness and reliability determination

for unescorted access? If more is needed, what could be added to increasé the validity of these

determinations?

3. Assuming that a background check (co éalnmg the additional requirements identified i in
pev 1o

- § 73.2) were to be conducted, what time/lshould the investigation cover (i.e., 5 years, 10 years

etc.)?

4. Are RTR licensees aware of any conflicting Fécjeral and state requirements conceming
the privacy of students and staff? If so, what is the néture of the conflict?

5. Do RTR licensees know the number of people that seek} unescorted access and already
have been granted access to SGI (I e., these individuals would already have been fi ngerpnnted
and subjected to background checks to receive SG! access)? |

To provide stakeholders with a better idea vof the type of rule language th;t rﬁight be

considered for a future rulemaking, and thereby support more infoﬁned feédback on the above

-questions, the NRC is providing the following example of potential requirements that could be

considered.

Before granting an individual unescorted'access, licensees shall complete a background

‘ investiéation of the individual seeking unescorted access authorization. The scope of the

investigation must éncompass at least the past [x] years. The background investigation must

include at a minimum:
e Verification of true identity. Licensees shall verify the true identity of an individual who is
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June 10, 1998 (63 FR 31883), directed that the Govemme,n't;j documents be in ‘clear and
accessible language. The NRC requests comments on the proposed rule specifically with |
respect to the clarity and effectiveness of the language used. Cdmments should be sent to the
NRC as explained \in the ADDRESSES heading of this document.

VIil. Voluntary Consensus Standards

The National Technology Transfer and Advancement Act of 1995, Pub. L. 104-113,

_requires that Federal agencies use technical standards that are developed or adopted by

voluntary consensus standards bodies uriless using such a siahdérd is inconsistent with
applicable law or is otherwise impractical. The NRC is not aware of any voluntary consensus
standard that could be used instead of the proposed Government-unique standards. The NRC
will consider using a voluntary consensus standard if an appropriate standard is identified.

IX. Finding of No Significant Environmental Impact: Availability

The Commission has determined under the National Environmental Policy Act of 1969,
aé amended, and the Commission’s regulations in Subpart A,'“Na.tional Environmental Policy
Act; Regulations Implementing Section 102(2),” of 10 CFR Part 51, “Environmental Protection
Regulations for Domestic Licensing and Related Regulatory Functions,” that this rule, if adopted,
would not be a majorFevderaI.action signiﬁcantly affecting the quality of the human environment
and, therefore, an environmental impact statement is not required.

The determination‘ of this environmental assessment is that there will be no significant
offsite impact to the public from this action. Hciwever, the general public should note that the
NRC is seeking public participation on this environmental 'assessment.. Comments on this
environmental assessment may be submitted to the NRC as indicated under the ADDRESSES

heading of this document.

The NRC has sent a copy of this environmental assessment and this proposed rule to
37



every State Liaison Officer and requested their comments on the enyirOnmentai assessment.
X. ‘Paperwork Reduction Act Statement

This proposed rule contains new or amended information collection requirements that
are subject to the Pape'rwork Reduction Act of 1995 (44 U.S.C. 3501, et seq). This rule has
been siibmitte_d to the Office of Management and Budget for review and approval of the-
information collection requirements.

Type of submission, new or revision: Revision

The title of the information collection: 10 CFR Part 73, “Fingerprint Based Criminal

History Records Checks for Unescorted Access to Research or Test Reactors (RTR)"

The form number if app//cable Form FD-258

How often the collection is required: As needed, due to staff turnover.

Who will be required or asked to report: RTR licensees

An estimate of the number of annual responses: 132 (100 responses plus 32

rrecordkeepers)

The estimated number of annual respondents: 32
An estimate of the total number of hours needed annually to complete the requireme_nt or
request: 690 hours (450 i'eporting plus 240 recordkeeping). quever, NRC has previously |
accounied for the hours for iheee r.'e’duiren"lents, issued un.der‘Orders,’ using the Ageney's
clearance for 10 CFR 73. Therefore, the hours do not represent additional burden to licensees. .
Abstract: The NRC is proposing to amend its regulations to require fingerprint-based
cririiinai history record checks for RTR licensees to grant individuals unescorted access
to their facilities This action is necessary to comply with the requirements of Section 652
of the EPAct of 20 /i\,\lch amended Section 149 of the AEA, to require fingerprinting
and an FBI identification and criminal history record check of any person who is

permitted unescorted access to a utilization facility. As a result of this action, RTR
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Budget, Washington, DC 20503. Comments on the proposed information coliections may also

be submitted via the Federal eRulemaking Portal http://wWw.requIations.gg, Docket # NRC-

2008-0619. Comments received after this date will be considefed if it is practical to do so, but

<*assurance of consideration cannot be given to comments received after this date. You may also

e-mail comments to Christine.Kymn@omb.eop.gov or comment by telephone at (202) 395-4638.

Public Prdtection Notification -

The NRC may not conduct or sponsor, and a person is not required to respond to, a
request for information or an inforrhation collection requirement unless the-requesti‘ng document
displays a currently valid OMB control number.

| Xl. Regulatory Analysis: Availability

The Commission has prepared a draft regulatory analysis on this proposed regulation.

_ The analysis examines the costs and benefits of the alternatives considered by the Commission.

The Commission requests public comments on the draft regulatory analysis. Availability of the

regulatory analysis is indicated in Section Vi of this document. Comments on the draft analysis

‘may be submitted to the NRC as indicated under the ADDRESSES heading.

XIl. Regulatory Flexibility Certification

Under the Reguiatory Flexibility Act (5 U.S.C. 605(b)), the Commissioh certifies that this
rule would not, if promulgated, have a significant economic impact on a substahtial number of
small entities. This proposed rule affects only the licensing and operation of hon-power
reéctors. Only one of the companies and universities that own and operate these facilities falls
within the scope of the definition of “small entities” sef forth in the Regulatory Flexibility Act or the
size standards established by the NRC (10 CFR 2.810), and the economic impact on this entity
is judged to be small. o |

Xlll. Backfit Analysis
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The NRC's backfit provisionef\are fGUnd in the regulations at 10 CFR §§ »5Q.109. 70.76,
72.62,76.76, and in 10 CFR Part 52. Under § 50.2, nonpower reactors are research or test
reactors Iicénsed in accordance with Séctions 103 or 104c¢ of the AEA and 10 CFR §§ 50.21(c)
or 50.22 for research and development. The NRC has determined that the backfit provisionin§
50.109}doés not apply to test, research, or training reactors. The NRC has further determined
that the amendments to § 73.57 contained in this proposed rule do not involve any provisions
that would impose backfits on nuclear power plant licensees or on licensees for special nuclear
material, independent spent fﬁel storage installations or gaseous diffusion plants as defined in

10 CFR chapter . Therefore, a backfit analysis was not prepared for this proposed rule.

List of Subjects in 10 CFR Part 73
Criminal penalties, Export, Hazardous materials transportation, Import, Nuclear
materials, Nuclear power plants and reactors, Reporting and recordkeeping requirements, .
Security measures.
For the reasons set out in the preamble and under the authority of the Atomic Energy Act
of 1954, as amendéd; th__e Energy Reorganization Act of 1974, as amended; and 5 U.S.C. 553,
the NRC is proposing to éddpt the following amendménts to'10 CFR Part 73.
PART 73—PHYSICAL PROTECTIdN OF PLANTS AND MATERIALS
1. The»authority citation for Part 73 continues to read as follows;
AUTHORITY: Secs. 53, 161, 149, 68 Stat. 930, 948, as amended, sec. 147, 94 Stat. 780
(42 U.S.C. 2073, 2167, 2169, 2201 ). sec. 201, as amended, 204, 88 Stat. 1242, as amended,
1245, sec. 1701, 106 Stat. 2951, 2952, 2953 (42 U.S.C. 5841, 5844, 2297f); sec. 1704, 11,2

Stat. 2750 (44 U.S.C. 3504 note); Energy Policy Act of 2005, Pub. L. 109-58, 119 Stat. 594

(2005).
Section 73.1 also issued under secs. 135, 141, Pub. L. 97-425, 96 Stat.
41



provided the individual who is seeking or permitted unescorted access possesses the capability
- and knowledge to make unauthorized use of the special nuclear material in the nonpower
: ( reactor facility or to remove the special nuclear material from the nonpower reactor in an
unauthorized manner.

Dated at Rockville, Maryland, this ___ day of , 2010.

For the Nuclear Regulatory Commission.

Annette Vietti-Cook,
Secretary of the Commission.

|
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_Ii_e_gulatory Analysis: Proposed Fingerprint Based Criminal History Record Checks at RTRs Page 1

1. Introduction

This document presents a regulatory analysis of a proposed rule that would establish new
requirements for research or test reactors (RTRs, also referred to as nonpower reactors) as set
forth by the U.S. Nuclear Reguiatory Commission (NRC) in Title 10, Part 73, of the Code of
Federal Regulations (10 CFR Part 73). This-introduction is divided into three sections. Section
1.1 states the problem and the reasons for the proposed rulemaking, Section 1.2 provides other
background information, and Section 1.3 discusses regulatory objectives.

1.1  Statement of the Problem and Reasons for the Rulemaking

Section 652 of the Energy Policy Act of 2005 (EPAct), enacted on August 8, 2005, amended the
fingerprinting requirements of the Atomic Energy Act of 1954, as amended (AEA). Specifically,
the EPAct amended Section 149 of the AEA to require fingerprinting and Federal Bureau of
Investigation (FBI) identification and criminal histoxy records checks before an individual may
have unescorted access to any utilization facilluding RTRs, or radioactive material or other
property subject to regulation by the NRC, or to-8afeguards Information (SGI).

Although the NRC had previously taken several steps to provide additional regulatory oversight
for unescorted access to RTRs, the EPAct granted the NRC further authority to impose FBI
identification and criminal history records checks based on fingerprints of any person permitted
unescorted access to various NRC-regulated facilities, including RTRs.

1.2 Background

" 1.2.1 Current Regulations Governing Fingerprint Based Backgroﬂundb Checks at RTRs

NRC regulations currently do not address fingerprinting and criminal history record checks for
RTR licensees, although they do address fingerprinting and criminal history records checks of
individuals seeking access to SGI (including by RTR licensees), as well as unescorted access
to nuclear power reactors. These regulations are located in 10 CFR § 73.57.

1.2.2 Commission Orders

To address the EPAct amendments regarding fingerprinting and criminal history record checks
for unescorted access at nonpower reactors, the NRC imposed two orders:

e EA-07-074, "Issuance of Order Imposing Fingerprinting and Criminal History Records
Check Requirements for Unescorted Access to Research and Test Reactors," dated
April 30, 2007 (72 FR 25337; May 4, 2007); and

o EA-07-098, "Order Imposing Fingerprinting and Criminal History Records Check
Requirements for Unescorted Access to the General Atomics’ Research and Test
Reactors," dated August 1, 2007 (72 FR 44590; August 8, 2007).
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Commissioner Ostendorff’s Comments on SECY 10-0045

In proposing this rule, | commend the staff for its comprehensive and careful considerations of
the NRC'’s statutory obligations to provide the minimum amount of necessary regulations for
research and test reactors (RTRs) licensees to satisfy the Atomic Energy Act. Because the
RTR community comprises small enterprises that would potentiaily bear the regulatory burdens
associated with using the proposed 10 CFR Part 73 framework (e.g., use of the vital area
definition provisions) and due to the variability in the RTR facility designs, | believe it is good
regulatory communication practice for the staff to conduct additional outreach efforts to solicit-
feedback from stakeholders who have not routinely participated in regulatory workshops or
forums. | understand that some RTR licensees may infrequently participate in regulatory
initiatives because of limited available resources. Therefore, the staff should actively seek

feedback from these licensees in a more direct manner to supplement traditional stakeholder

outreach efforts. Secondly, the staff should update the NRC's public website to provide real-
time information of ongoing NRC activities, including rulemakings and guidance, affecting the
RTR community. ‘

- IRAJ 6/10/10 -

William C. Ostendorff __ Date
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