October 5, 2010

MEMORANDUM TO: Hossein Hamzehee, Chief
US-APWR Projects Branch
Division of New Reactor Licensing
Office of New Reactors

FROM: Michael Takacs, Project Manager  /RA/
US-APWR Projects Branch
Division of New Reactor Licensing
Office of New Reactors

SUBJECT: AUDIT REPORT FOR THE PHYSICAL SECURITY ELEMENT OF
THE U.S. ADVANCED PRESSURIZED-WATER REACTOR
DESIGN CERTIFICATION APPLICATION AND THE COMANCHE
PEAK NUCLEAR POWER PLANT, UNITS 3 AND 4, COMBINED
LICENSE APPLICATION

The U.S. Nuclear Regulatory Commission (NRC) staff conducted two concurrent audits
(hereafter referred to as an audit) of the physical security element for both the Mitsubishi Heavy
Industries, Ltd. (MHI) United States - Advanced Pressurized Water Reactor (US-APWR) design
certification application and the Luminant Generation Company, LLC. (Luminant) Comanche
Peak Nuclear Power Plant, Units 3 and 4, (CPNPP, Units 3 and 4) Combined License
Application (COLA) at Glen Rose, Texas, on May 10 - 13, 2010. The purpose of the audit was
to examine the associated documentation pertaining to the design bases for physical protection
incorporated into the US-APWR standard design, including MHI technical reports (UAP-SGI-
08001, Revision 2, “US-APWR Design Certification Physical Security Element Review” and
UAP-SGI-08002, Revision 1, “US-APWR High Assurance Assessment Evaluation Report,”
revised and submitted on December 19, 2009, and January 22, 2010, respectively) and for the
design and licensing basis described in Part 2 and Part 8 of the CPNPP, Units 3 and 4, COLA.

The results of the audit are documented in the enclosed report. The information related to the
subject matter contains safeguards, security-related, and/or proprietary information of which the
details are protected in accordance with 10 CFR 73.21 and 10 CFR 2.390. The NRC audit team
found both MHI staff and Luminant staff very cooperative and forthcoming in their support of the
audit and provided information and insights of the design and licensing basis for certification and
licensing.

Docket Nos. 52-021, 52-034, 52-035

Enclosure:
Audit Report

cc: See next page

CONTACT: Mike Takacs, NRO/ DNRL/NMIP
(301) 415-7871
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AUDIT REPORT

The U.S. Nuclear Regulatory Commission (NRC) staff audit of the Physical Security component
for both the United States - Advanced Pressurized Water Reactor (US-APWR) Design
Certification (DC) application and the Comanche Peak Nuclear Power Plant, (CPNPP) Units 3
and 4, Combined License Application (COLA).

INTRODUCTION

The NRC staff conducted an audit of the Physical Security component, for the most part
Safeguards Information (SGI), of Chapter 13.6 for the US-APWR DC application, and Part 2
(FSAR Chapter 13.6 Physical Security) and Part 8 (Physical Security Plan) for the CPNPP
COLA. The audit was conducted at the Engineering Building at the CPNPP, Units 1 and 2, in
Glen Rose, Texas during the period of May 10 - 13, 2010. The NRC staff conducted the audit in
accordance with the NRC Office of New Reactors (NRO) Office Instruction: NRO-REG-108
Regulatory Audits. The plans for the audit are documented in ADAMS Accession Numbers
ML101130433 and ML101130494 dated May 3, 2010.

PARTICIPANTS

The following NRC staff members from NRO, the Office of Nuclear Security and Incident
Response (NSIR), and NRC Contractors participated:

Mike Takacs (NRO, Audit Team Leader) Ngola Otta (NRO)
Pete Lee (NSIR) Bruce Mrowca (ISL)
Steve Pope (ISL) Sherri Garrett (PNNL)

Dale Nebuda (USACE)

The following individuals from both applicants’ organizations participated in the audit:

Paul Gaukler (MNES) Koji Shinomiya (MNES)
Ron Reynolds (MNES) Joe Tapia (Luminant)
Shinji Kawanago (MNES) John Conly (Luminant)
Morris Randall (Luminant) Robert Reibie (Luminant)
Donald Woodlan (Luminant) Laura Dollar (Enercon)
Ken Tate (Luminant) Neil Harris (Luminant)

DOCUMENTS REVIEWED

e UAP-SGI-08001, “US-APWR Technical Report - Design Certification Physical Security
Element Review,” R2

o UAP-SGI-08002, “US-APWR Technical Report - High Assurance Evaluation Assessment,”
R1

e US-APWR Design Control Document, FSAR, Chapter 19, Probabilistic Risk Assessment and
Severe Accident Evaluation

o MUAP-07030, US-APWR Technical Report - Probabilistic Risk Assessment,” RO

e Fire Areas and Fire Zones List, NO-CG00102, Rev. 1, Mitsubishi Heavy Industries, Ltd.



2.

e DCD Hazard Analysis, P&IDs on which location information of components is added, 4CS-
UAP-20070207, Rev. 1 Mitsubishi Heavy Industries, Ltd.

o MUAP-DCO001, “Design Control Document for the US-APWR,” Revision 2, October 2009.

Tanaka, F., et al. US-APWR Probabilistic Risk Assessment, MUAP-07030, Mitsubishi Heavy

Industries, December 2007.

UAP-SGI-10001, “Blast Analysis for the Standard Plant”

UAP-SGI-10002, “Large Blast Analysis for the Comanche Peak Units 3 and 4,” R1

UAP-SGI-10003, “Small Blast Analysis for the Comanche Peak Units 3 and 4,” RO

UAP-SGI-10004, “Comparison of the PS/B Wall to Sandia Report SAND77-0777

MNES - GN-ED-100002, Security Conceptual Design - Bullet and Blast Resistant Enclosure

MNES - GN-ED-100003, Security Conceptual Design - Central Alarm Station and Secondary

Alarm Station

MNES - GN-ED-100004, Security Conceptual Design - Intrusion Detection System

MNES - GN-ED-100005, Security Conceptual Design - Protected Area Camera and Video

Systems

e MNES - GN-ED-100006, Security Conceptual Design - Protected Area Fence and Nuisance

Fence

MNES - GN-ED-100007, Security Conceptual Design - Security Access Control System

MNES - GN-ED-100008, Security Conceptual Design - Security Communications Systems

MNES - GN-ED-100009, Security Conceptual Design - Security Computer System

MNES - GN-ED-100010, Security Conceptual Design - Implementation of the Electrical

Equipment in the Physical Protection System

MNES - GN-ED-100011, Security Conceptual Design - Security Lighting

MNES - GN-ED-100012, Security Conceptual Design - Security Power

e MNES - GN-ED-100013, Security Conceptual Design - Vehicle Barrier System

Audit Activities

MHI and Luminant presented overviews of the process applied in identifying vital equipment, the
development of target sets, the results of evaluations, and information related to the design and
licensing bases for the physical protection of the proposed CPNPP, Units 3 and 4. MHI and
Luminant discussed plans to supplement information currently on the docket for vital equipment
described in the DC application and clarify the interface between the DC and the COLA. The
staff reviewed the following: (1) information related to the technical bases, assumptions, and
results of technical evaluations and calculations supporting the identification of vital equipment
based on the standard design, (2) the designations of vital area boundaries, (3) the listing and
assumptions for identified safety functions and systems that must be protected to prevent core
damage and the loss of spent fuel pool cooling, (4) the assumptions and technical bases for
time to core damage, and (5) the design and licensing assumptions and technical bases for
physical protection systems designed to protect nuclear island structures containing target set
safety functions and systems.

NRC Staff Observations

Overall, the audit provided information to support the understanding of how MHI currently
evaluated and determined vital equipment, designated vital areas boundaries, and developed
(including assumptions made) for the resulting target sets for the US-APWR standard design.
The audit also provided insights of Luminant’s supporting evaluations and documentation of
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design bases for physical protection systems incorporated into the standard design and credited
security functions described in the COLA, including evaluations of minimum safe stand-off
distance to protect the standard plant against postulated explosive threats.

Exit Briefing

The following is a summary of observations and potential issues the staff communicated to MHI
and Luminant during the audit and reiterated at the exit briefing. The identified potential
concerns or issues will be appropriately communicated in the form of NRC supplemental
requests for additional information (RAIs) to ensure the appropriate design and licensing bases
information is on the docket to support the technical bases for appropriate regulatory findings for
the US-APWR design certification and CPNPP, Units 3 and 4 COLA.

1.

Vital Equipment - Staff noted that MHI plans to revise assumptions needed for identifying
as vital equipment or systems which would be required to function to protect public
health and safety following such failure, destruction, or release, as defined in

10 CFR 73.2. The staff also noted that reactivity control safety functions have not been
considered. MHI plans to revise technical reports to eliminate reference to NUREG
1178 as a basis for determining vital equipment and target sets. MHI plans to provide
supplemental information on the docket regarding a complete and accurate list of vital
equipment.

Target Sets - The staff noted that the MHI process for identifying target sets (e.g., safety
functions and systems that must be maintained and available to prevent core damage
and loss of spent fuel pool cooling) was systematic, sufficiently thorough, and
transparent. The process resulted in detailed functions and system descriptions of
target sets based on the US-APWR standard plant. However, MHI eliminated as target
sets the safety functions and systems, if unavailable, that requires greater than 8 hours
before the occurrence of core damage or the loss of spent fuel pool cooling, without
descriptions of reasonable and sound technical justifications. The staff noted this as an
issue. The applicants (MHI/Luminant) plan to provide supplemental information that
justifies applying the 8-hr criteria based on management and administrative controls that
would allow operators to take mitigating actions to prevent the occurrence of core
damage or loss of spent fuel pool. The staff was not provided with information on
mitigating actions, including required equipment that will be needed to successfully
perform mitigating actions or how management and administrative controls would assure
the reliability and availability for both safety and security required operations and security
response to mitigate the initiated sequences of events for core damage or the loss of
spent fuel pool cooling. The staff also noted a number of areas for identifying target set
processes and results that requires clarification and/or additional information for
completeness (e.g., operator actions, evaluation of main steam system functions,
considerations of cables and instrumentation and controls, considerations of common
equipment and selected initiating event that potentially cause multiple loss of safety-
functions or target set elements, completeness of target set). The staff plans to issue
supplemental RAIs for MHI/Luminant to provide appropriate technical bases justifying
the application of eight hour criterion to the docket, including the considerations of
specific COL information items.
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Blast Analyses - The NRC staff noted that MHI blast analysis for the standard plant
supports the minimum safe stand-off distances indicated in MHI TR UAP-SGI-08002.
However, the blast analyses performed had not analyzed non-structural elements

(e.g., doors, windows, equipment hatches, missile doors, or other penetrations) and
potential effects for the postulated and analyzed vehicle bomb threats. The NRC staff
also noted that the waterborne bomb threat has not been analyzed or documented to
support conclusion in Part 8 of the COLA and the MHI evaluation documented in UAP-
SGI-10004 did not evaluate all available methods that could significantly alter the results
and conclusions for delays provided by walls and assumptions applied for structural
members of the nuclear island. The staff plans to issue supplemental RAls for MHI
and/or Luminant to appropriately re-evaluate, determine impacts, and re-assess current
technical assumptions, results, and conclusions for the design and licensing bases to
address defense-in-depth of the proposed physical protection system for assurance of
adequate protection against the DBT and to capture appropriate summaries, results, and
supporting references on the docket.

Interface between DC and RCOLA - Luminant clarified the applicability of information
currently contained in MHI TR UAP-SGI-08002, Appendix A, Example Protective
Strategy for US-APWR Reference Plant, to the COLA and plans to incorporate by
reference Appendix A to address the design and licensing bases for the physical
protection of CPNPP, Units 3 and 4. Luminant plans to supplement information in the
COLA that would clearly indicate that Appendix A of the UAP-SGI-08002 is relied on as
part of the design and licensing bases for meeting requirements of 10 CFR 73. On the
basis that the information will be incorporated by reference, the staff plans to review and
provide appropriate RAls as needed on the design and licensing bases described and
applicable to the COLA.

Design Bases for Physical Protection Systems - The NRC staff noted that supporting
documents on design of physical protection systems (i.e., intrusion detection, Protected
Area (PA) camera and video, PA fence and nuisance fence, security access control,
security communications, security computer, security lighting, security power, vehicle
barrier system) contained details of design bases and references to industry standards
or guidance (e.g., IEEE, NFPA, GSA, etc) for the physical protection systems described
in the DC and COLA. The review design details and standards, along with opportunity
during the site tour to observe similar design and construction of physical barriers

(e.g., vehicle barrier system, vehicle access sally port, blast/ballistic resistant
enclosures, etc.), provided the staff with insights to proposed physical protection system
designs. However, sufficient and appropriate details of design, configuration, and
interfacing systems for the design of physical protection systems (e.g., access controls,
interior and exterior intrusion detection and assessment system design and interface,
configuration of protected area delay and detection and VBS, etc.), have not been
captured on the docket to demonstrate the reliability and availability of systems to meet
intended security functions or performances. The level of detail for the design (including
locations, configurations, and interfaces) of physical protection systems should conform
to guidance in Regulatory Guide 1.206. The applicants plan to provide supplemental
information on the appropriate dockets to address the level of detail in MHI TR UAP-
SGI-08002 or Part 8 site specific information. The staff plans to prepare supplemental
RAIls as appropriate to request additional information on the subjects indicated.
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6. Defense-in-Depth of Security Response - The staff noted that the planned internal
response (e.g., initial response and plans for re-deployment) and design of engineered
delays and barriers within the nuclear island were reasonably well planned and
described based on locations of target sets for core damage of the US-APWR standard
design and the postulated pathways and scenarios analyzed. However, the staff noted
the following: (a) the defense-in-depth of response (internal and/or external) has not
considered or addressed uncertainties outside of the postulated pathways and scenarios
analyzed. Defense-in-depth protection must consider pathways and scenarios that
include explosive breaching of structural walls or other penetrations and
ascending/descending available internal or external horizontal or vertical pathways
(e.g., walls, ventilation ducts, utility/maintenance tunnels, and elevator shafts) that are
other than normal ground level access pathways (i.e., doorways and stairs) to provide
assurance that internal and external responses planned will provide defense-in-depth
protection that reasonably bounds all credible scenarios within the DBT adversarial
characteristics and capabilities; (b) the defense-in-depth or layered protection for the
reliability and availability of opportunities for security responders to interdict adversaries
to deny access at the nuclear island and structures has not been fully analyzed and/or
documented for all credible pathways and scenarios; (c) the descriptions of engineered
systems required and credited for detection, assessments, and proposed defensive
positions (or BRE/BBRE) to enable and provide opportunities for protected security
responders with overlapping fields of fire for reliability and availability of interdictions at
the boundaries of the nuclear island and structures are not documented for a layered
protection; and (d) the plans for deploying armed security officers, along with required
engineered physical protection systems, to interdict adversaries has not been described
and/or documented in supporting documents or adequately described to assure
reliability and availability in the information currently on the docket.

Maximum Distance Credited for Overlapping Fields of Fire: The staff noted that the application
of NEI 05-05 guidance for force-on-force exercise as licensing assumptions for the capabilities
of security responders to acquire and neutralize a moving target under naturally occurring or
adversary initiated environmental conditions, for the maximum distance credited for overlapping
fields of fire, will require a high standard for initial training and qualification and continued
training to maintaining proficiency to meet assumptions. The assumptions stated above, the
proposed physical configuration of BBRE/BREs currently described in Appendix A, the
assumptions of required time for initiating security response (i.e.,IDS alarm, assessment of
threat, and communications to sector or zone of intrusion), the task time required to acquire
target, and the available windows of opportunities to engage targets has not been fully
considered or described for the assurance of reliability and availability for interdiction of
adversaries. The staff plans to prepare supplemental RAls as appropriate to request additional
information on the subjects indicated.
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CC:

Ms. Michele Boyd Mr. Gary Wright, Director
Legislative Director Division of Nuclear Facility Safety
Energy Program lllinois Emergency Management Agency
Public Citizens Critical Mass Energy 1035 Outer Park Drive

and Environmental Program Springdfield, IL 62704

215 Pennsylvania Avenue, SE
Washington, DC 20003

Atsushi Kumaki

Mitsubishi Heavy Industries, Ltd.
APWR Promoting Department
Wadasaki-cho- 1-1-1, Hyogo-ku
Kobe 652-8585 JAPAN

Dr. Masanori Onozuka

Mitsubishi Nuclear Energy Systems, Inc.
1001 19th Street North, Suite 710
Arlington, VA 22201-5426

Dr. C. Keith Paulson

Mitsubishi Nuclear Energy Systems, Inc.
300 Oxford Drive, Suite 301

Monroeville, PA 15146

Mr. Tom Sliva
7207 IBM Drive
Charlotte, NC 28262

Mr. Robert E. Sweeney
IBEX ESI

4641 Montgomery Avenue
Suite 350

Bethesda, MD 20814

Mr. Ed Wallace

General Manager - Projects
PBMR Pty LTD

P. O. Box 9396

Centurion 0046

Republic of South Africa
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Email

APH@NEI.org (Adrian Heymer)
atsushi_kumaki@mbhi.co.jp (Atsushi Kumaki)
awc@nei.org (Anne W. Cottingham)
bgattoni@roe.com (William (Bill) Gattoni))
BrinkmCB@westinghouse.com (Charles Brinkman)
chris.maslak@ge.com (Chris Maslak)
ck_paulson@mnes-us.com (C Keith Paulson)
ckpaulson@aol.com (C.K. Paulson)
CumminWE@Westinghouse.com (Edward W. Cummins)
cwaltman@roe.com (C. Waltman)
david.hinds@ge.com (David Hinds)
david.lewis@pillsburylaw.com (David Lewis)
DelLaBarreR@state.gov (R. DeLaBarre)
Derlinda.Bailey@chguernsey.com (Derinda Bailey)
donald.woodlan@luminant.com (Donald Woodlan)
eliza.seedcoalition@gmail.com (Elza Brown)
erg-xl@cox.net (Eddie R. Grant)
gcesare@enercon.com (Guy Cesare)
james.beard@gene.ge.com (James Beard)
jerald.head@ge.com (Jerald G. Head)
jgutierrez@morganlewis.com (Jay M. Gutierrez)
jim.riccio@wdc.greenpeace.org (James Riccio)
jin_chung@mnes-us.com

Joseph_Hegner@dom.com (Joseph Hegner)
jrund@morganlewis.com (Jonathan Rund)
KSutton@morganlewis.com (Kathryn M. Sutton)
kwaugh@impact-net.org (Kenneth O. Waugh)
Ichandler@morganlewis.com (Lawrence J. Chandler)
lon.burnam@house.state.tx.us (Lon Burnam)
Marc.Brooks@dhs.gov (Marc Brooks)
maria.webb@pillsburylaw.com (Maria Webb)
mark.beaumont@wsms.com (Mark Beaumont)
Mark.Crisp@chguernsey.com (Mark Crisp)
masahiko_kaneda@mhi.co.jp (Masahiko Kaneda)
masanori_onozuka@mnes-us.com (Masanori Onozuka)
masayuki_kambara@mhi.co.jp (Masayuki Kambara)
matias.travieso-diaz@pillsburylaw.com (Matias Travieso-Diaz)
mayorsouthern@granbury.org (Mayor David Southern)
media@nei.org (Scott Peterson)
mike_moran@fpl.com (Mike Moran)

MSF@nei.org (Marvin Fertel)
mutsumi_ishida@mnes-us.com (Mutsumi Ishida)
mwetterhahn@winston.com (M. Wetterhahn)
nan_sirirat@mnes-us.com (Sirirat Mongkolkam)
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nirsnet@nirs.org (Michael Mariotte)
Nuclaw@mindspring.com (Robert Temple)
patriciaL.campbell@ge.com (Patricia L. Campbell)
Paul@beyondnuclear.org (Paul Gunter)
plarimore@talisman-intl.com (Patty Larimore)
pshastings@duke-energy.com (Peter Hastings)
RJB@NEIl.org (Russell Bell)

Russell. Wells@Areva.com (Russell Wells)
ryan_sprengel@mnes-us.com (Ryan Sprengel)
sabinski@suddenlink.net (Steve A. Bennett)
sandra.sloan@areva.com (Sandra Sloan)
satoshi_hanada@mnes-us.com (Satoshi Hanada)
satoshi_watanabe@mnes-us.com (Satoshi Watanabe)
sfrantz@morganlewis.com (Stephen P. Frantz)
shinji_kawanago@mnes-us.com (Shinji Kawanago)
stephan.moen@ge.com (Stephan Moen)
steven.hucik@ge.com (Steven Hucik)
strambgb@westinghouse.com (George Stramback)
Tansel.Selekler@nuclear.energy.gov (Tansel Selekler)
tgildert@luminant.com (Tim Gilder)
tmatthews@morganlewis.com (T. Matthews)
tom.miller@hq.doe.gov (Tom Miller)
trsmith@winston.com (Tyson Smith)
Vanessa.quinn@dhs.gov (Vanessa Quinn)
vijukrp@westinghouse.com (Ronald P. Vijuk)
Wanda.K.Marshall@dom.com (Wanda K. Marshall)
whorin@winston.com (W. Horin)
yoshiki_ogata@mbhi.co.jp (Yoshiki Ogata)

Page 3 of 3



COL - Comanche Peak Mailing List
cc:
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4200 South Hulen Street
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Fort Worth, TX 76109

Ms. Michele Boyd

Legislative Director

Energy Program

Public Citizens Critical Mass Energy
and Environmental Program

215 Pennsylvania Avenue, SE

Washington, DC 20003

Director

Division of Compliance & Inspection
Bureau of Radiation Control

Texas Department of State Health Services
1100 West 49th Street

Austin, TX 78756-3189

(Revised 08/24/2010)
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awc@nei.org (Anne W. Cottingham)
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Bill. Moore@luminant.com (Bill Moore)
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gzinke@entergy.com (George Alan Zinke)
JCaldwell@luminant.com (Jan Caldwell)
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jim.riccio@wdc.greenpeace.org (James Riccio)
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mayorsouthern@granbury.org (Mayor David Southern)
media@nei.org (Scott Peterson)
mike.blevins@luminant.com (Mike Blevins)
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mike_moran@fpl.com (Mike Moran)
mjohnson@citizen.org (Matt Johnson)
mlucas3@luminant.com (Mitch Lucas)
MSF@nei.org (Marvin Fertel)

nirsnet@nirs.org (Michael Mariotte)
Nuclaw@mindspring.com (Robert Temple)
patriciaL.campbell@ge.com (Patricia L. Campbell)
Paul@beyondnuclear.org (Paul Gunter)
plarimore@talisman-intl.com (Patty Larimore)
pshastings@duke-energy.com (Peter Hastings)
rbird1@luminant.com (Bobby Bird)
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RJB@NEIl.org (Russell Bell)
sabinski@suddenlink.net (Steve A. Bennett)
sandra.sloan@areva.com (Sandra Sloan)
sfrantz@morganlewis.com (Stephen P. Frantz)
shinji_kawanago@mnes-us.com (Shinji Kawanago)
stephan.moen@ge.com (Stephan Moen)
tgilder1@luminant.com (Tim Gilder)
tmatthews@morganlewis.com (T. Matthews)
Vanessa.quinn@dhs.gov (Vanessa Quinn)
Wanda.K.Marshall@dom.com (Wanda K. Marshall)
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