
 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

ADVISORY COMMITTEE ON REACTOR SAFEGUARDS 
WASHINGTON, DC 20555 - 0001 

 
 

 
May 7, 2010 

 
MEMORANDUM TO:  ACRS Members  
 
FROM: Christina Antonescu, Senior Staff Engineer /RA/ 
 Reactor Safety Branch – B, ACRS 
 
SUBJECT: CERTIFICATION OF THE MINUTES OF THE MEETING OF THE 

ACRS SUBCOMMITTEE ON DIGITAL INSTRUMENTATION AND 
CONTROL SYSTEMS, August 19-21, 2009—ROCKVILLE, MD 

 
 

The Subcommittee Chairman has certified the minutes of the subject meeting, dated 

August 19 -21, 2009, as the official record of the proceedings of that meeting.  I have attached a 

copy of the certified minutes. 

 
 
Attachment: As stated 
cc: E. Hackett 
 A.Dias 

C.Santos 
  

  



 
 

UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

ADVISORY COMMITTEE ON REACTOR SAFEGUARDS 
WASHINGTON, DC 20555 - 0001 

 
 

 
 
 
MEMORANDUM TO: Christina Antonescu, Senior Staff Engineer 
 Reactor Safety Branch B - ACRS 
 
FROM:   Charles H. Brown, Chairman 
   Digital I&C Systems Subcommittee 
 
SUBJECT: CERTIFICATION OF THE MINUTES OF THE MEETING OF THE ACRS 

SUBCOMMITTEE ON DIGITAL INSTRUMENTATION AND CONTROL 
SYSTEMS, August 19-21, 2009—ROCKVILLE, MARYLAND 

 
 

I do hereby certify that, to the best of my knowledge and belief, the minutes of the 

subject meeting, dated August 19-21, 2009, are an accurate record of the proceedings for that 

meeting. 

 
 
       /RA/    05/07/2010 

        
Charles H. Brown   Date   
Subcommittee Chairman  



1 
 

CERTIFIED ON:  05/7/2010       ISSUED:  05/7/2010 
BY:  Charles Brown 
 

MEETING MINUTES 
ADVISORY COMMITTEE ON REACTOR SAFEGUARDS 

 MEETING OF THE ACRS SUBCOMMITTEE ON 
 DIGITAL INSTRUMENTATION AND CONTROL SYSTEMS 
  August 19 - 21, 2009—ROCKVILLE, MD 
 
 

 
INTRODUCTION 

The Advisory Committee on Reactor Safeguards (ACRS) Subcommittee on Digital 
Instrumentation and Control (I&C) Systems held a meeting on August 19-21, 2009, at the 
headquarters of the U.S. Nuclear Regulatory Commission (NRC) in the Commission Hearing 
Room, 11545 Rockville Pike, Rockville, MD.  The purpose of this meeting was to discuss Draft 
Interim Staff Guidance (ISG) No.6 on licensing process and Draft SG –07 on fuel facilities.  In 
addition the digital I&C Plan 2010-2014 and EPRI’s reports on operating experience and diverse 
actuation systems risks and benefits were discussed.  Ms C. Antonescu was the designated 
Federal official for this meeting.  The subcommittee received no written requests from the public 
for time to make oral statements.  The subcommittee chairman convened the meeting at 8:30 
a.m. on August 18, 2009, and adjourned on August 21 at 12 Noon. 
 

 
ATTENDEES 

 
ACRS Members 

G. Apostolakis, Subcommittee Chairman  J. Sieber, Member 
C. H Brown, Jr., Member S. Abdel-Khalik, Member  
J. Stetkar, Member 
D. Bley, Member      
 

 
ACRS Staff 

C. Antonescu, Designated Federal Official and Lead Staff Engineer 
 

 
Principal NRC Speakers and Consultants 

A. Kuritzky, RES  P. Hiland, NRR  
M. Waterman, RES     D. Santos, RES   
 

 
Principal Industry Speakers 

Rob Austin, EPRI Thuy Nguyen, Electricite de France  
David Blanchard, ARE Bruce Geddes, SES 
Ray Torok, EPRI   
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Other members of the public attended this meeting.  A complete list of attendees is available 
from the ACRS upon request.  The presentation slides and handouts used during the meeting 
are attached to the office copy of these minutes. 
 

 
OPENING REMARKS BY CHAIRMAN APOSTOLAKIS 

Dr. George E. Apostolakis, Chairman of the ACRS Subcommittee on Digital I&C Systems, 
convened the meeting at 8:30 a.m.  Chairman Apostolakis stated that the purpose of this 
meeting was to discuss NRC staff and industry activities for digital I&C systems.  Specifically, 
the subcommittee was to discuss Draft Interim Staff Guidance (ISG) No. 6 on licensing process 
and Draft ISG –7 on fuel facilities, the digital I&C Plan 2010- 2014 and EPRI’s reports on 
operating experience and diverse actuation systems risks and benefits 
 

 
DISCUSSION OF AGENDA ITEMS 

  
A. Presentation on EPRI’s Research Projects on Digital I&C. 

Rob Austin and Ray Torok with EPRI discussed three (3) EPRI digital I&C activities: 
 
(1) Operating Experience Review: Operating Experience (OE) Insights on Common-Cause 
Failures in Digital Instrumentation and Control Systems (EPRI 1016731, Dec 2008) 

 
Key Points: 

 

Software is no more problematic than other CCF contributors, and there is a need 
to capture and promote process and design characteristics that have been effective in 
protecting against CCFs.  Lessons learned from OE: There were no actual CCF events that 
disabled a safety function; actual and potential CCF events were dominated by non-software 
issues, e.g., lifecycle management and human performance errors (e.g., incorrect set points), 
hardware failures (non-1E). Also OE suggests that current methods are effective in keeping 
software a minor contributor to CCF: that is by using of software codes and standards, and 
design and process characteristics that preclude or limit CCFs (“defensive measures” and 
diversity attributes) 

(2) Digital Failures - Mechanisms, Modes and Effects: Common-Cause Failure 
Applicability (white paper prepared for NEI Digital I&C and Human Factors Working Group, 
Feb 2008) 
 
Key points:

  

 “Failure mechanisms produce failure modes which, in turn, have certain effects on 
system operation” (i.e., failure modes are understandable); digital systems often have the same 
set of possible failure modes as a functionally equivalent analog system; PRA models represent 
failure modes/effects, and do not need exhaustive treatment of low level digital failure 
mechanisms to generate useful insights; failure mechanism prevention and mitigation remain 
very important in designing robust systems (fault avoidance and fault tolerance). 

Failure mechanisms may be prevented or mitigated by defensive measures (and/or diversity). 
The defensive measure can eliminate whole classes of failure mechanisms. However, not all 
possible failure mechanisms need to be analyzed - top-down FMEA approach useful. One 
needs to identify problematic failure mechanisms.  Also diversity may be appropriate, but not the 
only solution, may not be the preferred solution.  It adds complexity, but not necessarily safety 
and it may be more appropriate between different lines of defense than within a single line of 
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defense.  One solution is to integrate diversity, defensive measures and OE insights for CCF 
protection (prevention as well as mitigation).  
 
(3) PRA Insights: Benefits and Risks Associated with Expanding Automated Diverse 
Actuation System (DAS) Functions (EPRI 1016721, Dec 2008) provides information requested 
by ACRS in March/April 2008 meetings and May 2007 letter and gathered feedback that will 
help guide future EPRI research. 
 
Key points: 

 

Risk insights are possible today using existing techniques and there is a need to 
encourage use of PRA given its capabilities and current state of the art.  Specifically, application 
of PRA to digital I&C issues is possible to generate useful risk insights using existing PRA 
techniques, even without precise knowledge of failure modes and probabilities at the component 
level. Conservative treatment of an individual component or subsystem is not guaranteed to 
have a conservative impact on the overall system.  Also industry is developing methods and 
applying PRA insights to design digital systems for new plants and digital upgrades for current 
plants. 

RayTorok, EPRI provided the overall EPRI’S research results and summaries. For operating 
experience analysis, Bruce Geddes of Southern Engineering Services (SES), provided the 
presentation of EPRI’s data sources, methods, and results.  Thuy Nguyen, Electricite de France, 
discussed the use of defensive measures to prevent and mitigate against common-cause failures. 
David Blanchard, of Applied Reliability Engineering, presented research related to the use of risk 
insights in the digital system design.  
  
First, Ray Torok presented EPRI’s analysis of 322 digital system events in the U.S. This 
analysis showed that, despite the inherent complexity of control systems, software common-
cause failure is not prevalent.  What was found is typically the result of errors in the application 
level of the code and additional complexity may not avert this problem.  EPRI expects this 
database to be very useful in industry guidance and future research on failures in digital 
systems best practices, and they do have plans to expand it to international events in 2010 and 
2011.  Also EPRI found the definitions of software, defect, and failures, to be essential.  ACRS 
found it very difficult to have meaningful discussions on operating experience without having a 
common terminology.  ERPI endorsed the need for common, well-understood, and agreed-to 
terminology. 
 
Secondly, EPRI showed some preliminary results of research and the ways to avoid design 
errors, including common-cause failure precursors, through what they call defensive measures. 
These methods offer ways to address design errors without adding complexity, which could 
serve as a source for more design errors.  This research will be completed next year, and EPRI 
welcomed NRC participation in developing a comprehensive and useful list of defensive 
measures for use by I&C system designs and regulators. 
 
Finally, EPRI showed that I&C for some applications is a minimal contribution to plant risk, in 
addition to any diverse systems.  From a risk perspective, the plants already have significant 
defense in-depth to cope with design-basis events.  Any additional defense in-depth and 
diversity that may be needed to address potential software common-cause failures should 
consider this existing defense in-depth as well as the frequency and consequences of the 
events in question.  A much broader result here is that traditional PRA methods can provide 
significant risk insights into I&C architecture decisions, such as whether or not to have 
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automated diverse actuation systems, without having all of the details of I&C system actually in 
the PRA model.  EPRI believes that these methods do not conflict with existing NRC policy on 
these subjects.  The overall conclusion of the research that EPRI presented is that the system 
designer can obtain significant insights from the application of operating experience, defensive 
measures, and risk informed methods to I&C system design.  Application of this research will 
result in an even more robust system than those the nuclear industry has installed to date.  This 
research will enable broader adoption of digital technology for I&C and nuclear plants in the 
U.S., as has already occurred in our peer high-technology industries.  Also, ERPI hopes that 
ACRS will agree that their defense of their hypothesis is fundamentally sound and can serve as 
the basis for future regulatory activities.  
 
Members Comments: 
 
Chairman Apostolakis inquired about a cooperative agreement with EPRI on OE experience 
effort.  Dan Santos from the NRC Office of Research explained that they have entered into a 
Memorandum of Understanding (MOU) with EPRI back in March 2009 and trying to formulate 
potential collaborative activities in the near future looking at leveraging some of the work, including 
the work EPRI was discussion during the subcommittee meeting. 
 
Member Charles Brown stated that DI&C systems are not more reliable if one doesn't maintain 
part of what he calls the four pillars of reliable instrumentation for protective reactor plants.  That is 
redundancy, independence, determinate behavior, and then one can work down into the diversity 
and defense in-depth aspect, and the last is simple software. 

 
Chairman Apostolakis main concern was operating experience (OE) in the USA, whether it 
includes the French OE.  Mr Nguyen explained the French need to formalize their analysis.  
Mr Ray Torok added that another EPRI’s member country South Korea, who has used digital 
system, would evaluate their data in the same way the USA does.  Member Sieber pointed out 
that the operating experience does not really reside in the USA. 
 
As a follow up member John Stetkar wanted to know if the international experience is available 
at that level of detail or the French are going to be process the data as we have; Is the “data” 
actual description?  Is it the actual raw experience?  Ray Torok said they were going to identify 
all their events and generate translations into English for particular events and do evaluations of 
the same type as we did here in the States.  They should be careful to treat their data the same 
way as we did ours. 
 
Member Stetkar remarked it is important to have a clear understanding of the definitions and the 
classifications. He didn't think it is ACRS's function to go back and review all 322 screen captures 
in the appendix.  But one event, in particular, was called out on software failure.  It is event No. 17, 
in particular.  He wanted to use that to understand how EPRI did their classification process 
because it is important to understand the thought process on classification when EPRI starts 
presenting the results of all of their classifications.  It’s shown on page No. 77 in the PDF file and its 
page 19 of the appendix.  The event was a change that was made to the software for a digital feed 
water control system.  Because of inadequate verification and validation of the software, there was 
a logic failure that caused a main feed water pump speed to go to zero, and it caused a reactor trip 
because of the loss of feed water, and the rapid trip occurred at 30 percent power.  The event 
summary, if one looks at the checkboxes says, "Affected master controller in one train, not a CCF."  
So the little checkboxes for CCF and potential CCF were not checked off.  Member Stetkar was 
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questioning the thought process for doing this classification because, if this is a software 
verification and validation failure in terms of implementing a new set of software that happened to 
cause a trip of a single feed water pump, and at 30 percent power, only have one feed water pump 
will be running.  So it could have only affected that one pump.  Also why was that event not at least 
a potential common-cause failure?  Or in Dr Apostolakis construct, why wasn’t there any probability 
that it might have been a potential common-cause failure.  This event was highlighted in the text as 
a good example of a software failure.  Member Stetkar understands it is a software failure, but 
why weren't the checkboxes checked off.  Specifically since it was stated that it is not a common-
cause failure?  It is important since the individual analysts' interpretation of these events and 
classification of the event may be subject to discussion.  Member Bley added:  Would you classify 
this the way it is marked?  Was this an error or is this the way you would have classified it? 
The staff said in this case event 17 should have checked off potential CCF either at the system 
or subsystem level. 
 
Conclusion: 
 
EPRI will continue to gather and apply OE lessons on failure causes, corrective actions and 
preventive measures – develop common definitions for binning and evaluating events 
Also EPRI will develop methods for crediting defensive measures in protecting against failures 
and CCF (especially where they are better than diversity), and in assessing digital system 
reliability use current risk methods to address digital I&C issues for both operating and licensing 
applications where appropriate, e.g., for low frequency events, and increase technical 
exchanges to resolve issues more effectively and efficiently (particularly with RES). 
 
ERPI will consider results of this research and use of current PRA methods to address digital 
I&C issues; e.g., where results are insensitive to modeling assumptions and licensing actions, 
e.g., automated DAS for low frequency events;  
Consider revising D3 guidance (BTP-19) to address both event frequency and consequences in 
assessing adequacy of defense-in-depth by allowing a graded approach in which solutions and 
protective measures are proportional to risk;  
Promote methods for addressing of digital system issues that Credit both prevention and 
mitigation measures in protecting against failures and CCF. 
 
Also NRC Staff commented on industry’s findings specifically refuting the finding of the NEI 
work.  In addition, the staff discussed their observations on the technical content of the EPRI 
CCF and DAS reports; specifically, the staff’s concerns about some fundamental concepts, 
definitions, and assertions; potential errors in some of the calculations and integrity of the data 
the reports are based on, and how the data is characterized. 
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B. NRC Comments on EPRI Reports 

The staff presented their independent reviews on the LER findings about data integrity to 
determine if they could reproduce the same results.  The staff believes in a different 
categorization scheme than EPRI.  So what the staff is recommending gets back to the 
categories.  The categories, if you are really going to analyze root causes, you need to get down to 
the lowest level.  You need to have categories that are mutually exclusive and need to be at the 
same level so that that way you can start deriving some meaningful intelligence. 
 

 

C. Draft Digital Instrumentation and Control (DI&C) Research Plan for Fiscal Years (FY) 
2010 – 2014 

Dan Santos, RES presented the draft Digital Instrumentation and Control Research Plan for 
Fiscal Years (FY 2010-2014).  Specifically the ACRS reviewed the staff activities on the Digital 
I&C Plan as it needs to supplement and augment current review guidance and develop 
technical bases to support risk-informed digital system reviews and operational assessments. 
Some of the issues captured in the DI&C Plan are: understanding of associated failure modes, 
complexity and potential new failure modes, limited operating history, higher level of system 
integration and complex communication schemes, cyber vulnerabilities and others. 
 
Specifically this plan updates the previous plan for Fiscal Years FY 2005 - FY 2009.  Also the 
staff stated that the purpose of the research plan is to provide a communication and planning 
framework that identifies necessary research initiatives that support regulatory decisions.  
 
The NRC Digital System Research Plan, FY05 - FY09 continued previous research and added 
significant new research topics such as: Cyber Security, What constitutes adequate diversity?  
What are the guidelines for developing FPGA-based safety systems?  Highly integrated control 
rooms etc. 
 
In 2007 the NRC Steering Committee for Digital I&C was created to address specific industry 
questions which led to re-prioritization of research with focus on supporting development of 
ISGs.  Thus RES provided technical support and information to various seven Task Working 
Groups (TWGs) research programs such as: Diversity and Defense in Depth (D3), Highly 
Integrated Control Rooms- Communications, Cyber Security, Risk-Informed Digital I&C, Highly 
Integrated Control Rooms-Human Factors, Licensing Process and Fuel Cycle Facilities. 
 
In the DI&C Plan the research projects have been combined into five topics: 
 

• Safety Aspects of Digital Systems 
• Security Aspects of Digital Systems 
• Advanced Nuclear Power Concepts 
• Knowledge Management 
• Additional Carry-Over Projects from Digital System Research Plan FY 2005 - FY 2009 

 
The five research areas are comprehensive and well directed towards achieving the staff’s 
stated purposes.  RES staff stated that the Office of RES has sought input on the plan from the 
user offices, and the plan has been reviewed by the Office of Nuclear Reactor Regulation, the 
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Office of New Reactors, the Office of Nuclear Material Safety and Safeguards, and the Office of 
Nuclear Security and Incident Response. 
 
In addition, the Committee commented on selected topics: communications among plant-wide 
systems, safety assessment of tool automated processes, development of benchmark and 
reliability data, and analytical assessment of DI&C systems and digital system PRA were 
offered by the Committee to allow the staff to consider them as the plan is refined and to identify 
early some of the issues the committee will be focusing on when individual projects will be 
reviewed as the research progresses.  Some of these comments are: 
 

 
Communications among Plant-Wide Systems 

The development of a generic model that would still allow for evaluations as required by 
General Design Criterion (GDC) 24 will be a challenge.  The term “generic” implies a relatively 
high level of abstraction in the model of the plant-wide digital network with a relatively low level 
of detail.  It is unclear what insights could be gained from such a representation.  Demonstration 
that GDC 24 is met will require a more detailed approach.  One potential approach might be first 
to consider analysis and evaluation techniques that could be used to demonstrate compliance 
with the regulations and then define the model using the results of the analyses.  
 
Many of the current applications of DI&C use direct data communication between all the safety 
divisions and the main program loops. Other designs share digital sensor data from each safety 
division to every other safety division through its main program loop.  Communications of this 
nature link data flows among nominally independent safety divisions.  ISG-4 recognizes this 
difficult problem, but allows licensees to implement this software design approach as long as 
they can demonstrate that independence is not compromised.  Ensure that the staff can 
adequately evaluate licensee design approaches by (1) identification of data screening and 
evaluation algorithms that are the most robust at detecting corrupt and invalid data such that 
they are not injected into the program loop; and by (2) identification of acceptable error 
detection/correction methods that meet ISG-4 guidance that would "...always reconstruct the 
original message exactly or to designate the message as unrecoverable." 
  

 
Safety Assessment of Tool Automated Processes 

It is not clear from the description of this project whether the experience of other industries 
including aviation and telecommunications will be reviewed.  These industries have developed 
standards that address automated tools.  For example, RTCA DO 178B, a software assurance 
standard used in the aircraft industry, addresses automated tools for both code generation and 
verification.  The “guidance” in that standard distinguishes between “code generation” and 
“verification tools”, and also considers whether or not the output of such tools can be manually 
independently verified.  These standards should be evaluated to help develop regulatory 
guidance for the use of such tools. 
 

 
Development of Benchmark and Reliability Data 

It is stated that the purpose of this research is to provide a process for evaluation and validation 
of digital systems using a fault injection process to estimate digital system reliability.  Several 
years ago, the Committee reviewed the University of Virginia work on fault injection and 
expressed doubts that this work could lead to meaningful reliability estimates.  The Committee 
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continues to be skeptical about its usefulness for such estimates.  However the Committee 
agrees that the fault injection method may contribute to confidence that the system is of high 
quality by providing evidence of fault detection and recovery capabilities.  This project’s benefits 
need to be characterized properly; the results will be neither “benchmark” nor “reliability” data. 
 

 
Analytical Assessment of DI&C Systems and Digital System PRA 

Members continue to believe that an integrated approach is essential to both the Analytical 
Assessment of DI&C Systems and Digital System PRA. 
 
The DI&C Research Plan is a continuation of research programs that support regulatory needs 
of the NRC licensing offices. Thus a need for periodic reviews and update of the DI&C 
Research Plan is in order to ensure that the research programs are supporting the NRC 
licensing offices. Also the Committee would like to periodically review specific projects in more 
detail. 
 

 
D. Steering Committee Task Working Group Activities 

Mr. Shakur Walker, Project Manager for DI&C Steering Committee provided an update and 
overview of the DI&C Steering Committee activities and the activities that are related to the Task 
Working Groups out of the DI&C Project Plan.  The steering committee was created to provide 
management focus across NRC's organizational boundaries to develop a more predictable and 
efficient process and to interface with the industry, and to facilitate resolution of issues related to 
Digital I&C.  The near term goal of the Steering Committee is to compete the objectives of the 
Digital I&C Project Plan, and each respective TWG, the Task Working Groups.  So, they'll maintain 
oversight of the Task Working Groups.  At his time the remaining Task Working Groups are six and 
seven (ISG-6 an ISG-7).  Also, the eventual goal is to dissolve the TWGs, the Task Working 
Groups, and integrate Digital I&C issues into the line organization.  However the Steering 
Committee still wants to maintain awareness of Digital I&C Activities that aren't under the project 
plan.  Also the Steering Committee will also remain functional for the completion of long-term 
deliverables; meaning, the Standard Review Plan updates, and those that will be integrated into 
the Branch Technical Positions, and then the SRP and, will continue to hold internal and public 
meetings to update activities with regards to the Steering Committee.  The ISGs that are to be 
completed are ISG-6 (licensing process) by the end of the year and ISG-7 (DI&C for fuel cycle 
facilities) is currently issued for public comment, and scheduled to be completed by the end of the 
year. 
 
In addition there are a few areas that are being monitored by the Steering Committee that are 
related to Digital I&C that are outside of the project plan, and that's Digital I&C operational 
issues, cyber security (like the ISG which tackles security issues under RG 1.152), and research 
activities.  For Digital I&C operational issues, the staff will continue to evaluate treatment of 
different Digital I&C operational issues, such as 50.59 modifications, the maintenance rule, which is 
the Risk Assessments, significance determination process, and Licensee Event Report.  And as far 
as Digital I&C research activities, the Steering Committee wants to be involved in tracking 
development and implementation of the five-year research plan to continue to insure the research 
activities encompass the higher priority Program Office issues related to Digital I&C.   
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E. Interim Staff Guidance, ISG-6 on Licensing Process: 

The staff in their presentation described the process for licensing digital I&C system 
modifications to an operating plant.  Licensing of DI&C applications for operating reactors, has 
generally involved significant regulatory and industry efforts in specifying, developing, and 
reviewing the appropriate level of information needed to obtain regulatory approval. This effort 
was necessitated by licensee concerns regarding the level of detail required in submittals for 
staff review and questions regarding the applicability of the guidance in Standard Review Plan 
Chapter 7 to digital I&C systems.  The outcome from this effort will be interim guidance (ISG-6) 
for licensees to use when planning a license amendment request in accordance with the 
requirements of 10CFR50.90.  This ISG is being developed to refine the guidance to address 
the uniqueness of digital instrument and control projects and amendments. The guidance will 
identify the documentation needs and timing for the various aspects of the staffs review effort 
with the aim of reducing regulatory uncertainly thereby permitting the licensee to precede with 
the digital I&C system modification development in a deliberate manner. 
 
The ISG utilizes a three-phase, graded (three tier) approach to reviewing licensee submittals. 
The phased approach was developed to acknowledge that not all the information needed to 
make a regulatory decision is available when the license amendment request is submitted. 
Additionally, the phases are structured to parallel the life cycle of a digital I&C upgrade. 
The tiers of complexity will help determine the extent of review required and, therefore, the level 
of detailed needed. As the tiers progress, review may transition from a confirmatory review to a 
more significant review effort. 
 
The staff started this effort last year, but due to the press of other activities (primarily the 
Oconee review) delayed this effort. It was determined that the first draft of the ISG was not an 
effective starting point so the TWG started down a new path taking advantage of the lessons 
learned from the Oconee and Wolf Creek digital I&C system modifications. 
 
In particular Mr Ed Miller, NRR provided a brief overview on an overall high level view of the 
process, and then go down into each of the phases what they do in each of those, described what 
the tiers of complexity mean, and a couple of good examples that they were going to go through to 
show you what they were thinking. 
 
The purpose of ISG-6 is to augment and clarify the existing licensing process to make it more 
applicable to the Digital I&C aspect. The staff wants to lay out their expectations for documentation.   
 
Additionally, knowledge management is a very important aspect.  NRR is facing a very real 
situation now where some of their senior staff is starting to retire, and they have a very real need to 
get what they know about Digital I&C in some form that can be transferred to new reviewers as 
they come on board.  So, Oconee, which is near completion, the lessons learned were applied in 
their development of ISG-6.  Additionally, the staff has Wolf Creek that was completed back in late 
March of this year.   
 
Chair Apostolakis inquired about what is meant by knowledge management.  Mr. Miller and 
Bill Kemper explained overall picture for knowledge management and knowledge transfer.  The 
NRR staff is participating in the knowledge management database, the electronic system.  And 
what they are doing for example, measurement of uncertainty recapture of power uprates that use 
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ultrasonic flow meters.  There are a lot of very hard and good lessons that have been learned by 
the staff over the years in doing these reviews.  So, NRR is having the most knowledgeable senior 
staff write up a little script, or testimony, that describes some of those issues, so that it's 
documented from somewhat gray matter onto a paper, so that the new staff can get those little 
lessons learned that were very difficult to work through with a vendor, or a licensee, that they don't 
want to repeat those things over and over again.  The staff would like to put those lessons learned 
into some kind of a searchable knowledge base for people? 
    
Specifically, the staff has identified several issues from these reviews for incorporation in the 
interim guidance including the need to 1) interface early with the licensee on key technical 
issues such as defense-in-depth and diversity, 2) provide for more frequent feedback on the 
progress of the review, and 3) provide for a phased approach to the submittal of important 
documents for staff review. The staff has restarted the effort and is currently having numerous 
interactions with NEI and licensees to incorporate comments and receive input as the guidance 
is developed. The current draft contains the twelve criteria that will be reviewed during the 
licensing process, including Cyber Security.  Section C of ISG-6 divides the licensing review 
process into four phases, Phase 0 - Pre-Application Meetings, Phase 1 - Initial Application, 
Phase 2 - Continued Review and Audit, and Phase 3 - Implementation and Inspection. Within 
this structure, the ISG lays out three Tiers, each corresponding to an expected level of 
complexity and correspondingly higher level of review. Tier 1 would apply for LARs using a 
previously approved system with no deviations. Tier 2 would apply for LARs using a previously 
approved system with deviations to suit the plant-specific situation.  Tier 3 would apply for LARs 
using a totally new system with no generic approval. 
 
The staff is calling ISG- 6 a template that goes through the process and the pilot will be PG&E 
licensee, Diablo Canyon plant.  There will be follow up refinements.  Also, this ISG-6 is going to 
be the roadmap for the industry on the path that they should pursue to obtain a license 
amendment. 
 

 
F.  Interim Staff Guidance, ISG-07 on Fuel Facilities  

Dave Rahn, NMSS gave the presentation on ISG-07 “Digital I&C Systems in Safety-Related 
Applications at Fuel Cycle Facilities.”  ISG-7 provides guidance for reviewing the 
management measures for IROFS that use digital I&C technology.  

Specifically, ISG-7 provides guidance on the acceptability of management measures regarding:  
• how “Cyber Security” is addressed for the protection of digital safety controls;  
• how redundant controls should be maintained “Independent” to prevent criticality events 

and other hazards;  
• how “Digital Communications” among safety controls should be isolated or protected; 

and  
• How the use of “High Quality Software” for digital I&C safety applications should be 

ensured.    
 
ISG-7 was developed through a public process, and was discussed in a number of public 
meetings that were attended by representatives from the Nuclear Energy Institute; fuel 
manufacturing facilities, and interested members of the public. 
Summary of Members Comments:    
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10 CFR Part 70 – Integrated Safety Analysis Discussion 

1. Chairman Apostolakis suggested that the methodology for evaluating Integrated Safety 
Analysis (ISA) should somehow converge with that of Probabilistic Risk Analysis (PRA) that 
is used for evaluating risks for power reactors.  

 
2. Chairman Apostolakis stated that the topic for common-cause failures (CCFs) will need to 

be discussed with the Full Committee.  Apostolakis doesn't think the Full Committee will be 
too thrilled by seeing statements of dismissing a common cause failure because it has -- when 
it is two orders of magnitude lower.  

  
3. Chairman Apostolakis wondered whether there is a way to establish a meaningful 

relationship between the regulatory guidance for quantitative definitions used to establish 
risk index numbers of likelihood (i.e. Highly Unlikely, Unlikely, and Not Unlikely) with 
probability of failure performance index values that would result in acceptance criteria for 
I&C system designs.  

 

 
Cyber Security  

1. Member Sieber suggested that we need to redefine the “cyber event” definition to include 
both deliberate and unintended actions from both malicious and non-malicious sources.  

 
2. Member Hecht recommends that the ISG's definition of "Cyber Event" seems to be so 

broad that it could include the occurrence of normal software errors that would have been 
introduced into the control system software during early stages of the software life cycle.  
Hecht recommends that we limit the definition to only those events that appear to be caused 
by non-normal design errors. The definition of cyber security events provided in DI&C-ISG-
07 should be narrowed to exclude the initial introduction of software errors as “cyber 
events.”   

 

 
Independence 

1. Chairman Apostolakis' thoughts regarding the potential structuring of event sequences in 
a process hazard analysis of an ISA in small enough steps such that any one step is so 
unlikely to cause a significant event that, when taken collectively, the process node being 
analyzed is always considered to be safe.  Apostolakis wants the ISA process to have more 
definitions and restrictions regarding how events/event sequences are defined, so as to 
preclude license applicants from "playing games" with the numbers, such that every event 
comes out to be a low likelihood of occurrence or a low consequence event. 

 

 
Communications 

1. Topic 3, “Digital Communications,” should incorporate the ACRS Subcommittee Member 
Brown’s comments regarding digital I&C communications that were made during the 
Subcommittee’s review of DI&C-ISG-06, “DI&C Licensing Process.”  These comments 
concern the need for more clarity as to the requirements for applicability of the criteria in 
DI&C-ISG-04.  In some parts of the guidance, a statement is made that one should not allow 
communications or interactions between redundant safety channels.  However, other parts 
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of the guidance indicate that if one does allow such communications, the criteria provided in 
the ISG should be applicable.   

 

 
Software Quality 

1. Members of the ACRS pointed out that the title for Topic 4, concerning “Software Quality”, 
should be modified to include the implementation phases (integration, start-up testing, 
periodic testing and maintenance, etc.). 

 
2. Member Hecht pointed out that the current ISG does not provide any guidance regarding 

how much operating experience is considered to be adequate on which to base estimates of 
performance reliability associated with a particular platform. This could lead to a wide range 
of uncertainty for the reviews.  Hecht also suggested that our staff should consider the rigor 
with which failure data is collected.  D. Rahn suggested submitting a draft user need to the 
Office of Research to help quantify the measures mentioned.  

 
3. Member Hecht recommends inclusion of criteria for appropriate third-party certificated 

digital systems and equipments to be used at fuel cycle facilities (e.g. let the applicant know 
what he can use, and what he can’t). 

 

 
Final Remarks 

1. ACRS Full Committee should review this ISG upon its completion, early next year.   
 
2. NMSS staff should be able to present the final version of the ISG to the ACRS Full 

Committee in February-March 2010. 
 

 
G.  Digital I&C PRA  

Alan Kuritzky with the Division of Risk Assessment Risk Analysis in the Office of Research 
discussed the following topics of the staff’s presentation:  

1. Previous and current Brookhaven National Laboratory (BNL) NUREG/CR reports on       
digital system modeling using traditional PRA methods.  

This part of the presentation focused on summarizing some of the previous conclusions 
presented in April 2008 primarily for the benefit of any members who were not present at that 
briefing and to refresh the memories of those that were present, and providing the status of the 
NUREG/CR-6997: Draft version released for public comment in November 2008; final version 
expected to be published in September 2009   

2. A brief summary of the OECD/NEA/CSNI/WG Risk activity on digital instrumentation 
and control (I&C) risk.  

In October 2008, RES staff led an Organization for Economic Cooperation and Development 
(OECD)/Nuclear Energy Agency (NEA)/Committee on the Safety of Nuclear Installations 
(CSNI)/WG Risk technical meeting on digital I&C risk modeling to make recommendations 
regarding current methods and information sources used for quantitative evaluation of the 
reliability of digital I&C systems for probabilistic risk assessments (PRAs) of nuclear power 
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plants (NPPs), and identify, where appropriate, the near- and long-term developments that 
would be needed in order to improve modeling and evaluating the reliability of these systems.  
The meeting it provided a useful forum for the participants to share and discuss their 
respective experiences with modeling these systems.  

3. RES plans for investigating software failure quantification, including the preliminary    
results from the expert panel meeting held at BNL in May 2009.  

One specific area that is being pursued is the quantification of software reliability.  Given the 
substantial differences in PRA modeling of software versus conventional NPP components, a 
workshop involving experts with knowledge of software reliability and/or NPP PRA was held at 
BNL in May 2009.  At the workshop, the experts established a philosophical basis for modeling 
software failures in a reliability model.  RES is now performing a review of quantitative software 
reliability methods, and plans to develop one or two technically sound approaches to modeling 
and quantifying software failures in terms of failure rates and probabilities.   
 
REFERENCES: 
 
 (1) Digital I&C Plan FY 2010 – FY 2014  
(2) Draft ISG-6, Licensing Process   
(3) Draft ISG 7, Fuel Facilities   
(4) EPRI report, "Operating Experience Insights on Common-Cause Failures in Digital 
Instrumentation and Control Systems"  
(5) EPRI report, "Benefits and Risks Associated with Expanding Automated Diverse Actuation 
System Functions"  
(6) NRC letter to NEI, dated November 3, 2008 discussing NRC review of the EPRI research in 
these two areas (DAS and OE), as well as, other issues.  
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