
May 3, 2010 
 
 

PHYSICAL SECURITY AUDIT PLAN 
 

MAY 10-13, 2010 
 

US-APWR DESIGN CERTIFICATION 
Mitsubishi Heavy Industries, Ltd.  

Docket No.  52-021 
TAC Nos.:  RF1006 and RF1020 

 
Location:   Comanche Peak Engineering Building, Glen Rose, TX 
 
Purpose:  
 
The purpose is to review, verify, and identify information and documentation that are needed for 
establishing design certification or licensing basis for making regulatory findings.  The audit will 
review and evaluate supporting documentation for Mitsubishi Heavy Industries Ltd. (MHI) 
Technical Reports (TR) United States - Advanced Water Reactor (US-APWR) Design 
Certification (DC) Physical Security Element Review (UAP-SGI-08001 R2), and US-APWR High 
Assurance Assessment Evaluation Report (UAP-SGI-08002 R1), submitted on December 19, 
2009 and January 22, 2010, respectively.   
 
Background: 
 
The ongoing U.S. Nuclear Regulatory Commission (NRC) staff review of applicant’s information 
on the docket has identified inadequate descriptions related to the technical bases, 
assumptions, and design/performance requirements for the subject area of the audit.  The 
completeness of information on how an applicant determines and meets regulatory performance 
and prescriptive requirements allows for the NRC staff to arrive at informed security findings for 
standard design.  The audit will help the NRC staff in preparation of RAIs and/or resolutions of 
open items.   
 
Regulatory Audit Bases: 
 
Subpart B of Title 10 CFR (10 CFR) 52, 52.47, requires that information submitted for a design 
certification must include performance requirements and design information sufficiently detailed 
to permit the preparation of acceptance and inspection requirements by the NRC, and the 
procurement, construction and installation specifications by an applicant.  Title 10 CFR 52.48 
requires the application filed to be reviewed for compliance with the standards set out in 10 CFR 
Part 73.  Title 10 CFR 73.55(a) requires an applicant to provide a “physical security system 
designed to protect against the design basis threat (DBT) of radiological sabotage.”   
 
Title 10 CFR 73.2 defines vital equipment. Title 10 CFR 73.55(b)(9)(i) requires that all vital 
equipment be located within a protected area so that access to vital equipment will be through 
at least two physical barriers.   
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The identification of vital equipment must be complete and accurate to provide the licensing 
basis, and demonstrate that all vital equipment are protected as required by 10 CFR 
73.55(b)(9)(i).  The standard US-APWR design includes the design of physical protection 
systems (e.g., one of two barriers, delays features, assessments, etc.) that a COL applicant 
incorporates by reference to meet 10 CFR 73.55(b)(9)(i). 
 
Title 10 CFR 73.55(b)(4) requires a COL applicant to analyze and identify site-specific 
conditions, including target sets, that may affect the specific measures needed to implement the 
requirements of 10 CFR 73 and account for these conditions in the design of the physical 
protection program.  The identification of a standard target sets (i.e., which must be protected 
against the DBT) that is based on the US-APWR standard design of reactor systems is within 
the scope of the DC and is determined and analyzed by MHI.   
 
Regulatory Audit Scope: 
 
The audit will include the review of MHI supporting documentation for a systematic evaluation or 
analysis that establishes the technical basis for the design of physical protection systems 
meeting (or credited for implementing administrative controls) performance and/or prescriptive 
requirements of 10 CFR 73 and the adequacy of information for the preparation of acceptance 
and inspection requirements for the following: 
 
• Review information supporting the methodology applied to establish the technical 

bases, in UAP-SGI-08001 R2, for a complete and accurate list of vital equipment 
based on the US-APWR standard design.  The review will focus on how MHI 
identified all vital equipment as defined in 10 CFR 73.2, and the designations of 
vital areas.  The review will also focus on how MHI assumptions (i.e., those 
contrary to requirements of 10 CFR 73.2 in UAP-SGI-08001) may have 
eliminated various systems, equipment, and components that otherwise would be 
identified as vital equipment.    
 

• Review information supporting the methodology applied to systematically 
determine target sets based on the safety-related systems and/or non-safety-
related systems of the US-APWR standard design.  The review will focus on 
tracing how MHI systematically arrived at the target sets (based on the standard 
US-APWR design) that must be protected and include documentation supporting 
how MHI identified the standard target set in UAP-SGI-08002.  Specific area of 
focus will be how MHI assumptions (e.g., time to core damage and assumptions 
of vital equipment) may have resulted a less than complete standard target sets 
for the US-APWR standard design.   
 

• The review will also include the design bases for physical protection systems and 
features incorporated as US-APWR standard design and physical plant features 
that are credited to provide physical protection functions.   

 
Information and Other Material Necessary for the Regulatory Audit: 
 
The NRC staff requests MHI to provide a brief overview of revised approach and results in the 
latest revision of MHI TR UAP-SGI-08001 that is intended to identify a complete and accurate 
list of vital equipment.   
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The overview should include the list of all systems, equipment, and components that would be 
identified as vital equipment in accordance with the definition of vital equipment as stated in    
10 CFR 73.2.   
 
A similar overview is requested of the methodology applied in MHI TR UAP-SGI-08002, to 
systematically identify a minimum standard target sets and locations that will be protected 
against the DBT for radiological sabotage, and the design and technical bases (i.e., internal 
protective strategy, pathway and task analysis, defense-in-depth) supporting the design of 
physical protection systems.  A detailed briefing of analysis and results of referenced calculation 
UAP-SGI-10001, “Blast Analysis for the Standard Plant,” should be provided.  The interfaces 
required between the certified design and the COL applicant should be included. 
 
The following documents are requested for the audit:   
 
• Design drawings (D-size if available) showing plan and elevation views of power block 

buildings (i.e., nuclear island and structures) 
• Design drawings showing locations of systems and equipment identified as vital 

equipment and designation of vital areas, included locations of MCR, CAS, SAS, and 
spent fuel pool. 

• Design drawings and design requirements showing construction and penetrations into 
designated vital areas (e.g., structural drawings showing design of vital areas walls, 
floors, and ceilings, drawings showing vertical and horizontal utility penetrations, egress 
pathways and exits, etc.).   

• Design drawing showing locations and describing physical protection systems and 
features (defensive positions, delay barriers, assessment, communications, lighting 
density, CAS, SAS, backup power). 

• Supporting documentation for evaluations of postulated pathways for adversaries, 
including timeline calculations from the vital area barriers to target set locations, and  
documented and evaluated adversary timelines and task times for pathways by means 
of penetration walls, floors and ceilings (roofs) and HVAC penetrations in to vital areas.   

• UAP-SGI-10001, “Blast Analysis for the Standard Plant.” 
• All referenced documents identified in Section 5 and Section 10 of UAP-SGI-08001 and 

08002, respectively.   
 
Audit Team: 
 
Michael Takacs, NRC Project Manager 
Ngola Otto, NRC Project Manager 
Pete Lee, NRC Technical Reviewer 
Sherri Garrett, Security Vulnerability Analyst, NRC Contractor (PNNL) for US-APWR DC 
Bruce Mrowca, Safety Analyst, NRC Contractor (ISL) for US-APWR DC 
Steve Pope, Reactor Engineer, NRC Contractor (ISL) for US-APWR DC 
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No quality assurance support is required for this audit.  Any materials deemed to be suitable for 
submittal or citation will be identified for future quality assurance program audit activities. 
 
Logistics: 
 
The audit will be conducted at the Comanche Peak Engineering Building, Glen Rose, Texas.  
The audit is scheduled to begin at 2:00 p.m. on May 10, 2010 and end at 5:00 p.m. on May 13, 
2010.  Participating individuals will meet at the audit location. 
 
Special Requests: 
 
Appropriate handling and protection of Safeguards Information (SGI) shall be acknowledged 
and implemented throughout the audit.    
 
Deliverables: 
 
An audit report will be generated after completion of the audit.  The audit outcome will be used 
to identify information not currently addressed on the docket and for the submittal of additional 
information and resolution of open items for making security findings and regulatory decisions.  
The audit will assist the NRC staff in the preparation and issuance of RAIs for the licensing 
review of the CPNPP, Units 3 and 4 COL application.   
 
References: 
 

1. Design Certification Physical Security Element Review (UAP-SGI-08001 R2) 
2. High Assurance Evaluation Assessment (UAP-SGI-08002 R1) 
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DC Mitsubishi - US APWR Mailing List     (Revised 03/25/2010) 
cc: 
Ms. Michele Boyd Mr. Gary Wright, Director 
Legislative Director Division of Nuclear Facility Safety 
Energy Program Illinois Emergency Management Agency 
Public Citizens Critical Mass Energy 1035 Outer Park Drive 
  and Environmental Program Springfield, IL  62704 
215 Pennsylvania Avenue, SE        
Washington, DC  20003 
       
Atsushi Kumaki 
Mitsubishi Heavy Industries, Ltd. 
APWR Promoting Department 
Wadasaki-cho- 1-1-1, Hyogo-ku 
Kobe  652-8585  JAPAN 
       
Dr. Masanori Onozuka 
Mitsubishi Nuclear Energy Systems, Inc. 
1001 19th Street North, Suite 710 
Arlington, VA  22201-5426 
       
Dr. C. Keith Paulson 
Mitsubishi Nuclear Energy Systems, Inc. 
300 Oxford Drive, Suite 301 
Monroeville, PA  15146 
       
Mr. Tom Sliva 
7207 IBM Drive 
Charlotte, NC  28262 
       
Mr. Robert E. Sweeney 
IBEX ESI 
4641 Montgomery Avenue 
Suite 350 
Bethesda, MD  20814 
       
Mr. Ed Wallace 
General Manager - Projects 
PBMR Pty LTD 
P. O. Box 9396 
Centurion 0046 
Republic of South Africa 
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Email 
APH@NEI.org   (Adrian Heymer) 
atsushi_kumaki@mhi.co.jp   (Atsushi Kumaki) 
awc@nei.org   (Anne W. Cottingham) 
BrinkmCB@westinghouse.com   (Charles Brinkman) 
chris.maslak@ge.com   (Chris Maslak) 
ck_paulson@mnes-us.com   (C Keith Paulson) 
ckpaulson@aol.com   (C.K. Paulson) 
CumminWE@Westinghouse.com   (Edward W. Cummins) 
cwaltman@roe.com   (C. Waltman) 
david.hinds@ge.com   (David Hinds) 
david.lewis@pillsburylaw.com   (David Lewis) 
DeLaBarreR@state.gov   (R. DeLaBarre) 
Derlinda.Bailey@chguernsey.com   (Derinda Bailey) 
donald.woodlan@luminant.com   (Donald Woodlan) 
eliza.seedcoalition@gmail.com   (Elza Brown) 
erg-xl@cox.net   (Eddie R. Grant) 
gcesare@enercon.com   (Guy Cesare) 
james.beard@gene.ge.com   (James Beard) 
jerald.head@ge.com   (Jerald G. Head) 
jgutierrez@morganlewis.com   (Jay M. Gutierrez) 
jim.riccio@wdc.greenpeace.org   (James Riccio) 
jin_chung@mnes-us.com 
JJNesrsta@cpsenergy.com  (James J. Nesrsta) 
John.O'Neill@pillsburylaw.com   (John O'Neill) 
Joseph_Hegner@dom.com    (Joseph Hegner) 
jrund@morganlewis.com   (Jonathan Rund) 
KSutton@morganlewis.com   (Kathryn M. Sutton) 
kwaugh@impact-net.org   (Kenneth O. Waugh) 
lchandler@morganlewis.com   (Lawrence J. Chandler) 
lon.burnam@house.state.tx.us   (Lon Burnam) 
Marc.Brooks@dhs.gov   (Marc Brooks) 
maria.webb@pillsburylaw.com   (Maria Webb) 
mark.beaumont@wsms.com   (Mark Beaumont) 
Mark.Crisp@chguernsey.com   (Mark Crisp) 
masahiko_kaneda@mhi.co.jp   (Masahiko Kaneda) 
masanori_onozuka@mnes-us.com   (Masanori Onozuka) 
masayuki_kambara@mhi.co.jp   (Masayuki Kambara) 
matias.travieso-diaz@pillsburylaw.com   (Matias Travieso-Diaz) 
mayorsouthern@granbury.org   (Mayor David Southern) 
media@nei.org   (Scott Peterson) 
mike_moran@fpl.com   (Mike Moran) 
MSF@nei.org   (Marvin Fertel) 
mutsumi_ishida@mnes-us.com   (Mutsumi Ishida) 
mwetterhahn@winston.com   (M. Wetterhahn) 
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nan_sirirat@mnes-us.com   (Sirirat Mongkolkam) 
nirsnet@nirs.org   (Michael Mariotte) 
Nuclaw@mindspring.com  (Robert Temple) 
patriciaL.campbell@ge.com   (Patricia L. Campbell) 
paul.gaukler@pillsburylaw.com   (Paul Gaukler) 
Paul@beyondnuclear.org   (Paul Gunter) 
plarimore@talisman-intl.com   (Patty Larimore) 
pshastings@duke-energy.com   (Peter Hastings) 
RJB@NEI.org   (Russell Bell) 
Russell.Wells@Areva.com   (Russell Wells) 
sabinski@suddenlink.net   (Steve A. Bennett) 
sandra.sloan@areva.com   (Sandra Sloan) 
satoshi_hanada@mnes-us.com   (Satoshi Hanada) 
satoshi_watanabe@mnes-us.com   (Satoshi Watanabe) 
sfrantz@morganlewis.com   (Stephen P. Frantz) 
shinji_kawanago@mnes-us.com   (Shinji Kawanago) 
stephan.moen@ge.com   (Stephan Moen) 
steven.hucik@ge.com   (Steven Hucik) 
strambgb@westinghouse.com   (George Stramback) 
Tansel.Selekler@nuclear.energy.gov   (Tansel Selekler) 
tgilder1@luminant.com   (Tim Gilder) 
tmatthews@morganlewis.com  (T. Matthews) 
tom.miller@hq.doe.gov   (Tom Miller) 
trsmith@winston.com   (Tyson Smith) 
Vanessa.quinn@dhs.gov   (Vanessa Quinn) 
vijukrp@westinghouse.com   (Ronald P. Vijuk) 
Wanda.K.Marshall@dom.com   (Wanda K. Marshall) 
whorin@winston.com   (W. Horin) 
yoshiki_ogata@mhi.co.jp   (Yoshiki Ogata) 
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