
UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 

WASHINGTON, D.C. 20555-0001 

April 2, 2010 

Nader Mamish 
Assistant for Operations 1ice 

of the ~eCVew.~~ir,eU'1t!,(06lr f"or Operations 

Ste~ Dingbaum FROM: 

SUBJECT: 

Assistant Inspector General for Audits 
Office of the Inspector General 

STATUS OF OPEN AUDIT RECOMMENDATIONS ­
MARCH 2010 

Attached is the OIG up-to-date status of all open audit recommendations as of 

the end of March 2010. Should you have any questions, please feel free to contact 

Steven Zane at 301-415-5912. 

Attachment: As stated 

cc: J. Arildsen, OEDO 
J. Andersen, OEDO 
C. Jaegers, OEDO 



Status of OIG Audit Recommendations 

Ree # ! Descri ption ResponSible Office last OIG I Agency Response Agency Response 
Carespondence . Due Received 

OIG-08-A-03 Aud it of NRC's Alternative Dispute Reso luti on Program 

2 Incorporate guidance in Enforcement Policy [DO,DE 211912010 

OIG-08 -A-06 Memorandum Report: NRC's Planned Cybersecurity Program 
1 Develop and implement plans for a cyber:;ocurity overslqhl program EDQ,NSIR 212612010 

OIG-08-A-10 MEMORANDUM REPORT: AUDIT OF NRC' S CONTINU ITY OF OPERATIONS PLAN 
1 Physi:;aI Security Survey Guidance AOM,EOO.NSIR 

DIG-OS -A-11 Audit of NRC's Accounting and Cont ro l Over Time and Labor Reporting 
3 Detailed System analysis OCFO 

4 Electronic Signatures aCFO 

OIG-08-A-13 Eva luation of NRC's Tra in ing and Development Prog ram 

9 Nc' .... performance metrics EDO,HR 

- OIG·08·A·1 6 Aud it of NRC's Prcmium Class Travel 

1 Upd<'lte MD 14.1 

OIG·OS·A-17 Au dit o f NRC's En forcement Program 

1 Develop guidance 

2 Define data collocton rOQuirements 

OGFQ 

EDO,OE 

EOO,OE 
3 Develop OA process EDO,OE 

OIG-OS-A·1S Independent Eva luation of NRC's Implementati on of FISMA for FY 200S 

Update the NRC System Information Control Database to identify all 
interfaces between systems 

2 Develop procedures for NRC System Information Control Database 

3 Develop policy/procedures for FOCC for all desklqls and laptops 

4 Develop process for verifying FDCC cootrols are implemented 00 all 
desktops/laptops 

OIG·08·A-19 Audit o f NRC's Laptop Management 

4 

5 

Develop a process for verifying security controls are implemented on 
agency laptops 

Deve lop a protocol for updating agency laptops 

OIG-09-A-06 Aud it of the Committee to Rev iew Generic Communications 

1 Deve lop ager.cy\vide back fit review process 

OIG-09-A-07 A ud it of NRC's Occupant Emergency Program 

2 Require annual. unannounced. full-scale evauca tion drills 

10 Update maps 

II Consiste ntly placc maps 

OIG-09-A-08 A udit of NRC's Agreement State Program 

It'u·sday. Apil 01 , 20'0 

eSO,EDo,OIS 

eSO,EOO,OIS 

CSO,EOO 

eSO,EOO.OIS 

CSO,EDO.OIS 

CSO,EDO.OIS 

EDO.RES 

ADM.EOO 

ADM.EOO 

ADM.EOO 

313012010 

2/212010 

2/26/2010 

3/912010 

3/9/2010 

3f912010 

1 1/412009 

1013012009 

10/30/2009 

3/18/2010 

3/30/2010 

12/1812009 

12/1812009 

4130/2010 

8/3112010 

1012512010 

2/ 1912010 

2/1912010 

4/30/2010 

4/30/2010 

6/30/2010 

6/30/2010 

6/30/2010 

313012010 

313012010 

3/3112010 

313012010 

6/5/2010 

61512010 

1/311201 1 

7/30/2010 

7/3012010 

7/30/2010 

Status 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolvcd 

Reso lvcd 

Resolveel 

Resolvecl 

Resolved 

Pase I or 1 



Status of OIG Audit Recommendations 

Rec # I Descript ion Responsible Olftce 
Lasto lG Agency Response Agency Response 

Status Correspondence D"" Received 
Develop an I ~PEP self-assessment mechanism EDO,FSME 101812009 4f1512010 Resolved 

2 
Develop gui(klnce for identifying Agreement State information needed if 

EDO,FSME 1018/2009 4/1512010 Resolved Slate cannol perform liS functions 

3 
Deve lop standardized procedures fo r communicat ing to the Agreeme nt 

EDO,F SME 12110f2009 4/15/2010 Resolved States 

" 
Develop a sland<lrdizod data collection process as the basis of a national EDO,FSME 101812009 4/15/2010 Resolved information sharing tool 

5 
Revise IMPEP Proce<lures to include a review of evonts not recorded in EDO.FSM: 1 (}ISI2009 4/15/2010 Resolved NMED 

OIG·09 -A-09 Audit of NRC's Warehou se Operati ons 
2 Conduct se curity survey ADM,EDO 11812010 8/3112010 Resolved 

OIG-09-A-1 1 Informati on Systems Security Evaluatio n o f the Technical Tra ining Center 

3 Comp lete hardening of badge access system eSO,EDO 2126/2010 6/30/2010 Resolved 

4 Acbvate fTC's IDS eSO,EDO 2/26120 10 6/30/2010 Resolved 

6 Document backup implementat ion procedures eSO,EDO 2126/2010 6130/2010 Resolved 

OIG-09 -A -13 O ff ic e of t he Inspector Ge ne ral In formation Sys tem Sec ur ity Eva luat ion of Reg ion II · Atla n ta, GA 

1 Document key management procedures. CSO,EDO 121312009 613012010 Resolved 

2 
Include the da te combinations were last changed in the combination 

eSO.EDO 121312009 613012010 Resolved inventory. 

3 Document combination management procedures. CSO,EDO 121312009 613012010 Resolved 

4 
Update documented backup procedures to renect the actual backup eSO,[ DO 121312009 6/3012010 Re50lved procedo res in place. 

5 Deve lop and implement procedures to sene! backup info offsite. CSO,EDO 121312009 6/30/2010 Reso lved 

Deve lop anti document a conb ngency plan for the Regan II seat-managed 
6 infrastructure CSO,EDO 1213/2009 6/30i2010 Resolved 

servers . 

7 
Develop and document a contingency plan for the Regon II NRC-managed 

CSO.EDO 121312009 6130/2010 Resolved servers. 

8 
Develop and document a con1ingency plan rorthe Regan II badge access 

eSO.EDO 121312009 6130/2010 Resolved system server. 

9 
Evaluate vulnembililies identified by the nehvork vulnerab~ ity assessment. 

eSO.EDO 121312009 6/30/2010 Reso lved iden li fy false po~ilives. and resolve remaininq wlnerabi~ties. 

Perform a ne ~Nork vulnerability scan roHowi ng remediation to verify a ll 
10 Vllinerablll\ies CSO.EDO 1213/2009 6/30/2010 Resolved 

have been resolved. 

OIG-09· A-14 O ffic e of the Inspector Gc no ra l lnform atio n System Securit y Eva luat io n of Region IV - Arling ton , TX 
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Status of OIG Audit Recommendations 
, . 

Rec II DESCription ResponSible Office Last DIG ! Agency Response i Agern:y Response 
Status Correspondence Due Receival 

Develop and implement procedures for sendilg information system backup 
Information EDO,OIS,RIV 3/3112010 Resolved 
to an offsite loca\bn. 

Develop and document a contingency plan for the Regon IV seat-managed 
2 infrastructure EDO.OIS.RIV 3/31/2010 Resolved 

servers. 

3 
Develop and documont a contingency plan for the Region IV 

EDO.OIS,RIV 3/3112010 Resolved 
Nf~C-managed servers. 

4 
Develop and dOCWlent a contingency plan for the Region IV badge access 

EDO,OISHIV 3/31/2010 Resolved system server. 

Evaluate the vulnerabilities identified by the network vulnerability 
5 assessment, Identify any false positives and resolve the rcmaini t1(J EDO,QIS.RIV 3/3112010 Resolved 

vu lnerabJhl ies. 

Perform a network vllinerabi lil y scan folklwing remediation 10 verify a ll 
6 vulnerabilil ies EDO,O IS ,RIV 313"1/2010 Resolved 

have been resolved. 

OIG·09·A·15 Office of the Inspecto r General Information System Security Eva luat ion of Reg ion III - Lis le, IL 

Develop and document a contingency plan for the Region III seat-managed 
3 infrastructure EDO,OIS.RIII 3/1512010 9/17/20tO Resolved 

servers. 

4 
Develop and doclment a contingency plan for the Region III 

EDO.OIS,RIII 311512010 9/17120tO Resolve(l NRC-managed servers. 

Evaluate the vulnerabilities identifiecl by the net\'I'Ork vu lnerability 
5 assessmen. identify any false positives and resolve the remaining EDO.01S.RIII 3/1512010 911712010 Resolved 

vufierabl lities. 

Perform a network vlAnerabi~ ty scan folklvving remediation to verify aU 
6 vulnerabi lities EDO.OIS.RII I 3/1512010 9/1712010 Resolvecl 

have been resolved. 

OIG·09·A-16 Audit o f NRC's Grant Management Program 

Resolve LSS Issues ADM,EDQ 1211012009 51712010 Resolved 

2 Update MD 11.6 ADM.EOO 1211012009 51712010 Resolved 

3 Interim Guidance ADM.EOO 12/1012009 51712010 Resolved 

4 Develop Train i ~1 Proqram ADM.EOO 1211012009 51712010 Resolved 

5 Tra ined Staff ADM.EDO 121 1 012009 517120 10 Resolved 

6 Tracking System ADM.EDQ 12/1012009 517/20 10 Resolved 

8 QA on Files ADM.EOO 12/10/2009 5/7/20 10 Resolved 

9 Issue regulation ADM.EOO.OGC 12/1012009 5/712010 Resolved 

01G·09·A·17 Audit of NRC's Oversight of Construction at Nuclear Facilities 
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Status of DIG Audit Recommendations 

_ . . .' last OIG I Agmcy Response Agency Response 
Ree # DescriptIOn Responsible OffICe Carespondcnce 1 Due Receival 

Enhance CIP Guidance EDG.NRO 1 ')j 1 012009 6/1(£010 

OIG-09 -A-19 Aud it of NRC's Material Control and Accounting Security Meas ures for Spec ial Nuc lear Materials at Fucl Cyc le Facili t ies 

1 Procedures EDO,NMSS 3131/2010 1/3 1/2011 

2 DOE Alternative EDO,N MSS 3/31/2010 1/3 1/2011 

OIG-09·A·20 Office of the Inspecto r General Information System Security Eva luation of Region I · King of Prussia, PA 

2 

3 

4 

5 

Update the- backup procedures found in the Region I Standard Operat ing 
Procedures for AIS Security. 

Develop and document a cmlingency plan for the Rogon I seal-managed 
infraslrucluro servers. 

Develop and document a con tingency plan for the Region I NRC-managed 
servers, 

Evaluate the vulnerab~i ties identified by the ne\\o\IOrk vulnera b~ity 

assessment. identify any false positives and resolve the remai ning 
vulnerabil it leS. 

Perform a network vulnerability scan fo llowing remediation to verify all 
vulnerabilit ies have been resolved . 

DIG-10 -A-01 Audit of NRC's Phys ical Security 

1 Security Training 

2 Periodic Guidance Review 

- OIG-10 -A-02 A udit of NRC's Quali ty Assu rance 

Define QA review coordination reqLirements 

2 Develop a QA review process 

3 Determine impacts of document translation qual ity 

EDO,OIS 

EDO.DIS 

EDO.DIS 

EDO.OIS 

EDO.OIS 

NMSS 
NMSS 

EDO.NRO 

EDO,NRO 

EDO.NRO 

4 Incorpora te assessmen t resu lts of translation quality into overs~ht EDO.NRO 

11/2512009 

11/2512009 

1112512009 

11/2512009 

11/2512009 

111312009 

111312009 

OIG-10-A-03 Memorandum Report: Audit of NRC's Management Directive 6.8, Lessons Learned Prog ram 

1 
Develop and implement a strategy for communicaling agencY'oVlde lessons 
learned and program EDOHES 

8f31 /2010 

8131/2010 

8/3112010 

8f31/2010 

813112010 

121312009 

121312009 

12117/2009 

12117/2009 

12117/2009 

12117/2009 

3/12/2010 

StabJs 

Resolved 

Resolved 

Resolved 

Resolved 

Hesolved 

Resolved 

Resolved 

Resolved 

Unresolved 

Unresolved 

Unresolved 

Unresolved 

Unresolvod 

Unresolved 

Resolved 

2 Implementlhe plan to release SPELL EDO.RES 311212010 Resolved 

3 Re-affirm and communicate management's support for the pr~ram EDO.RES 311212010 Resolved 

OIG-10-A-04 Inde pendent Evaluation of NRC's Im plem entat ion of tho Federal In fo rmation Security Management Act for Fiscal Year 2009 

1 Interfoce Procedures EDD.OIS 11/1712009 12/11/2UU9 Unresolved 

OIG-1 0-A-09 Audit of NRC's Pers onnel Securit y 

1 Develop Reports ADM.EDO 3/26/2010 Unresolved 

2 Branch Chicf Elements 

3 Deputy Director Elements 

OIG-10-A-11 Socia l Eng ineering Assessm ent Report 

Thurscay. A;lfil 01. 20 10 

ADt.l.EDO 

ADlv1.EDO 

3126/2010 

3126/2010 

Unresolved 

Uryesolved 
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Status of OIG Audit Recommendations 
I , 

Rec;l I Description Responsible Offi ce Last OIG I Ag€flCy Response I A96"Icy Response 
Staws C«respondence . Due Received 

1 Secure Codio9 Practices esa,EOD 3f16/2010 4/1512010 Ull(esolved 
2 Malicious Aclivty eSa,EDO 3/1612010 4/1512010 Unresolved 
3 Publicly Facing Infonnalion eSa,EDD 3/1612010 4/1512010 Unresolved 
4 Authentication Coolrols eSa,EOO 3/1612010 4/1512010 UlYesolved 
5 Removeable Storage CSO.EDO 311612010 4/1512010 Ull(csolved 
6 NRC Net .... ork Access CSO,EDO 3/1612010 4/15/201 0 Unresolved 
7 Malicious Fi le Identification CSO,EDO 3/16/2010 4 /1512010 Unresolved 
8 Security Trall"ling eSC.EDD 3/1612010 4/15/2010 Urvesolved 
9 Security Announcement eSa,EDD 3/16/2010 4/15/2010 Unresolved 
10 Training Assessment eSC,EOD 3f16/20 I 0 4/15/2010 Unresolved 
11 Visitor Policy ADM,EOO 3116/2010 4/1512010 Unreso lved 
12 Access Co ntrol ADM, EOO 3116/2010 4/15/2010 Unresolved 

Thursday, A~nl 01. 2010 
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Status of Audit Recommendations - Open Audits 

.~eport /I & Nam.e Unresolved Resot¥ed CI=<! Total ---
01G-Q1-A-03 Government Performance and Results Act: Review of the Fiscal 

0 2 0 2 Year 1999 Perfonnance Report 
OIG-03-A-15 Audit of NRC's Regulatory Oversight of Special Nuclear Materials 0 2 6 8 
OIG-04-A-20 Audit of NRC's Incident Response Program 0 1 16 17 
OIG-OS·A-09 Audit of the Budget Formulation Process 0 3 4 
OIG-Q5-A-13 Audit of NRC's Telecommunications Program 0 1 12 13 
OIG'()5·A·17 Audit of NRC's Decommissioning Program 0 1 3 4 

OIG-05-A-18 Security Controls Over Personal Con;>uters and Laptops - FISMA 0 2 6 8 
OIG.Q6·A-24 Evaluation of NRC's Use of Probabili stic Risk Assessment In 

0 1 2 3 
Regulating the Commerdal Nuclear Power Industry 

0lG-07 ·A-05 Audit of NRC's Technical Training Center 0 10 11 

OlG-07 -A-06 Audit of NRC's Regulation of Nudear Fuel Cycle Facili ties 0 1 0 1 

OIG.()7 -A-14 Audit of NRC's Non-Capitalized Property 0 2 10 12 
OIG.()7 -A-15 Audit of NRC's license Renewal Program 0 1 7 8 
O!G.()7 -A-18 Assessment of Security at NRC Buildings 0 1 26 27 

OIG.()7-A-19 Independent Evaluation of NRC's Implementation of the Federal 
0 1 14 15 

Information Security Management Act (FISMA) for Fiscal Year 2007 

OIG-08-A..Q3 Audit of NRC's Altemative Dispute Resolution Program 0 1 3 4 

OIG-08-A..Q6 Memorandum Report: NRC's Planned Cybersecurily Program 0 1 0 
OIG-08-A-10 MEMORANDUM REPORT: AUDIT OF NRC'S CONTINUITY OF 

0 2 
OPERATIONS PLAN 

OIG'()8-A-11 Audit of NRC's Accounting and Control Over Time and Labor 
0 2 4 6 Reporting 

OIG..Q8-A-13 Evaluation of NRC's Training and Develop ment Program 0 16 17 
OIG-08-A-16 Audit of NRC·s PremIUm Class Travel 0 1 6 7 

OIG..Q8-A-17 Audit of NRC's Enforcement Program 0 3 0 3 
OIG-OB-A-18 Independent Evaluation of NRC's Implementation of FISMA for FY 

0 4 0 4 
2008 

OIG-08·A-19 Audit of NRC's Laptop Management 0 2 3 5 
OIG-09-A..Q6 Audit of the Committee 10 Review Generic Communications 0 1 1 2 

OIG·09-A-07 Audit of NRC's Occupant Emergency Program 0 3 9 12 

OIG-09-A'()8 Audit of NRC's Agreement State Program 0 5 0 5 
OIG-09-A-09 Audit of NRC's Warehouse Operations 0 1 8 9 

OIG-09-A-11 Infol'-;ation Systems Security Evaluation of the Technical Training 
0 3 5 8 

Center 

OIG-09-A-13 Office of the Inspector General Information System Security 
0 10 0 10 

Evaluation of Region II - Atlanta , GA 

0IG-09-A-14 Office of the Inspector General Information System Security 
0 6 0 6 

Evaluation of Region IV - Arlington, TX 

OIG-09-A-15 Office of the Inspector General Infomalion System Security 
0 4 2 6 

Evaluation of Region III - lisle. IL 

OIG-09-A-16 Audit of NRC's Grant Management Program 0 8 1 9 

OIG-09-A·17 Audit of NRC's Oversight of Construction at Nudear Facilities 0 1 0 

0IG-09-A-19 Audit of NRC's Material Control and Account ing Security Measures 
0 2 3 

for Specia l Nudea- Materia ls at Fuel Cycle Facaities 

OIG-09-A·20 Office of the Inspector General Infonation System Security 
0 5 0 5 

Evaluation of Region I - King of Prussia, PA 

Thursday. April 01 , 2010 Pflge 1 of 1 



Status of Audit Recommendat ions - Open Audits 

. Re~r1!. & N~IL __ Unresolved Resolvoo Closed Total 

0 1G-10-A-01 Audit of NRC's Physical Security 
Inspection Program for Category 1 2 0 0 2 
Fuel Cycle Facilities 

OIG-10-A-02 Audit of NRC's Quali ty Assu rance 
4 0 0 4 Planning for New Reactors 

OIG-10-A-03 Memorandum Report: Audit of NRC's Management Directive 6.8, 
0 3 0 3 lessons Leamed Program 

OIG·10·J\-04Independenl Evaluation of NRC's Implementation of the Federal 
1 0 0 1 InfonT'alion Security Management Act for Fiscal Year 2009 

OIG-10-A-09 Audit of NRC's Personnel SeaJrity 
3 0 0 3 

Clearance Program for Employees 

OIG-10-A-11 Social Engineering Assessment Report 12 0 0 12 

iGrand Total 22 88 173 283 
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