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The purpose of this modification is to provide incremental funding in the amount of $300,000; thereby
increasing the obligated amount from $$1,129,206.00, to $1,429,205.00 and increasing the ceiling of
the task order by $300,000,00 from $1,759,853.51 to $2,059,853.51. Additionally, the following
subtask shall be added to the existing scope of work.
Accordingfy, the following is hereibyrevised:

1. Section 4.0, FUNDING, paragraph (b) is revised to read as follows:

“(a) The total estimated amount (ceiling) for-the products/services ordered, delivered and
accepted under this task-order is $1,959,853.51 (includes $20,000.00 for NTE Travel).

“(b) The amount presently obligated with respect to this task order is $1,429,205.00."

This modification obligated FY 2010 funds in the amount of $300,000. All other terms and conditions
remain unchanged.

FY' 08 Obligated Amount. ... . $755,205.00
FY' 10 Obligated AmOount........ooo 3$674,000.00
T T AL o e $1,429,205.00

This modification obligates FY 2010 funds in the amount of $300,000.00.

Please add subtask 6 to the existing task order.
Subtask 6: Special Projects

.The Computer Security Office (CSO) will need the following support services to ensure a robust
information security program is developed and implemented at the NRC:

» Software Quality Assurance:

The contractor will assist the CSO in developing a Software Quality Assurance Program that
gives the NRC the capability to scan customized source code and object files for
vulnerabilities and deficiencies. Under this program two types the following will be
established:

1. Developer Verification - Auditing software will be put in the hands of the developers so
flaws and inadequacies that exist in their source code can be identified, prioritized, and
understood. This will allow the developer to fix their source code immediately ensuring
only hardened source code is used in NRC systems.

2. CSO Verification - A service will be used to independently verify and validate that
submitted source code has been properly hardened. This review will not only examine
the developer's source code but any third party applications or libraries that are in use.

- This review should be done after major milestones have been accomplished.

By utilizing these methods, the NRC will be able to develop a Software Quality Assurance
Program that is robust and ensure customized source code is properly protected from
attackers. ,

+« Residual Risks:
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The contractor will develop and implement a process for determining the residual risk that
exists in the NRC infrastructure. The contractor should focus on risks that occur at an
enterprise level or impact multiple NRC information systems. Also, the contractor will develop
a reporting template (Quarterly Residual Risk Report) and will brief the Computer information
Security Officer (CISO) and Director of Office of Information Systems (O!S) on a quarterly

- basis. The first briefing is expected in August 2010.

The contractor will use the following sources to determine these risks: audits, the Enterprise
Risk Assessment, computer security incidents, Strategic Plan, Inspector General Reports, -
Plan of Action & Milestone items, vendor reported vulnerabilities & exploits, and observations.
The contractor will identify and prioritize these risks and will map these risks to business
needs and objectives.

During the quarterly presentation, the contractor will identify new risks, all risks that have been
closed in a quarter, and the top twenty risks that exist in the NRC. The contractor should

provide options on how all risks identified in the Quarterly Resxdual Risk Report could be
mitigated.

Web Application Assessments:

The contractor shall develop and mplement a process to conduct Web Application
Assessments at the NRC using Cenezic's Hailstorm Professional. The contractor will install
Hailstorm Professional on three scanning laptops, develop procedures for configuring &
executing an assessment, work with the CSO & OIS to test Hailstorm Professional in NRC's
Consolidated Testing Facility, and work with CISSS scanning team o ensure assessments of
productions web applications can be performed effectively and safely. The first production
web application assessment shall be conducted during the 4™ quarter of FY2010.



