From: HUSSAIN, Saqib [sxh@nei.org] on behalf of ROE, Jack [jwr@nei.org]

Sent: Friday, March 05, 2010 5:14 PM

To: Morris, Scott

Subject: Industry Responses to NRC Draft RAls on NEI 08-09, “Cyber Security Plan for
Nuclear Power Reactors,” Excluding 7, 8 and 35

Attachments: 03-05-10_NRC_Industry Responses to NRC Draft RAls on NEI 08-09, Excluding

7, 8, and 35.pdf; 03-05-10_NRC_Industry Responses to NRC Draft RAls on NEI
08-09, Excluding 7, 8, and 35_Attachment.pdf

March 5, 2010

Mr. Scott A. Morris

Deputy Director, Reactor Security
Nuclear Security Incident Response
U.S. Nuclear Regulatory Commission
Washington, DC 20555-0001

Subject: Industry Responses to NRC Draft RAls on NEI 08-09, “Cyber Security Plan for
Nuclear Power Reactors,” Excluding 7, 8 and 35

Project Number: 689
Dear Mr. Morris:

By letter dated September 15, 2009, the Nuclear Energy Institute (NEI) submitted NEI 08-09,
"Cyber Security Plan for Nuclear Power Reactors," Revision 3, dated September 2009 to the
Nuclear Regulatory Commission (NRC) for staff review and approval. The NRC staff provided
NEI with draft requests for additional information (RAI) by electronic mail on January 26, 2010.
Please find attached a table that contains the industry’s responses to the draft RAls excluding 7,
8 and 35. Responses to draft RAIs 7, 8 and 35 will be submitted on Wednesday, March 10,
2010.

NEI has established an industry team of experienced and qualified personnel to respond to the
draft RAls and recommended changes to NEI 08-09. In the table attached, the left column
contains the draft RAls, the middle column contains NEI responses and considerations, and the
right column contains proposed changes to NEI 08-09.

NRC written approval of the proposed responses to the draft RAIs, including the proposed
changes to NEI 08-09 will facilitate timely and effective site-specific cyber security plan licensing
going forward. The licensing path going forward is envisioned as follows:

(1) NSIR provides written approval for the attached industry responses by March 31, 2010.

(2) Following the completion of a successful acceptance review, the NRC staff issues
acceptance letters to individual licensees for the previously submitted cyber security plan
license amendment requests. The letter would contain:



a. The attached generic RAls noting that an acceptable response would be to use
the NSIR approved generic responses contained in the NEI letters dated March
5, 2010, and March 10, 2010,

b. Site-specific cyber security plan RAls,

c. Staff guidance and expectations for developing revised implementation
schedules,

d. A discussion of whether specific dates from the implementation schedule will be
included in the operating license itself or if they will be tracked as licensee
commitments, and

e. A request that licensees provide written responses to these RAls within an
agreed upon timeframe of the date of the letter and include a revised
implementation schedule and a revised cyber security plan based on Appendix A
of NEI 08-09, Revision 6. The response timeframe should consider the rigorous
review process for license amendment requests.

(3) Licensees will then supplement their initial submittals with site-specific RAl responses, a
revised implementation schedule, and a revised cyber security plan that supersedes
their initial plan submittal that reflects the NRC approved changes to NEI| 08-09.

(4) NRC staff approval of all of the site-specific cyber security plans and associated
implementation schedules would be desired by November 2010.

Please note these draft RAls were withheld from public disclosure consistent with the
designation of NEI 08-09, Revision 3 as security related information. NEI 08-09, Revision 5 was
subsequently released as uncontrolled and is identical in content to Revision 3. The proposed
revisions to NEI 08-09, Appendix A identified in the attached table are planned for inclusion in
Revision 6 of NEI 08-09, which will be a publically available document.

Jack W. Roe
Director, Security Integration and Coordination

Nuclear Energy Institute
1776 | Street NW, Suite 400
Washington, DC 20006

www.nei.org

P: 202-739-8138
F: 202-533-0139

E: jwr@nei.org

nuclear. clean air energy.



This electronic message transmission contains information from the Nuclear Energy Institute,
Inc. The information is intended solely for the use of the addressee and its use by any other
person is not authorized. If you are not the intended recipient, you have received this
communication in error, and any review, use, disclosure, copying or distribution of the contents
of this communication is strictly prohibited. If you have received this electronic transmission in
error, please notify the sender immediately by telephone or by electronic mail and permanently
delete the original message. IRS Circular 230 disclosure: To ensure compliance with
requirements imposed by the IRS and other taxing authorities, we inform you that any tax advice
contained in this communication (including any attachments) is not intended or written to be
used, and cannot be used, for the purpose of (1) avoiding penalties that may be imposed on any
taxpayer or (i) promoting, marketing or recommending to another party any transaction or
matter addressed herein.

Sent through outbound.mailwise.com
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