
UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20555-0001 

OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 

March 1, 2010 

Nader Mamish 
Assistant for Operations Jt- of ; he E~cut7fJDi rector for Operations 

Ste~ Dingbaum FROM: 

SUBJECT: 

Assistant Inspector Gen r I for Audits 
Office of the Inspector General 

STATUS OF OPEN AUDIT RECOMMENDATIONS ­
FEBRUARY 2010 

Attached is the OIG up-to-date status of ali open audit recommendations as of 

the end of February 2010. Should you have any questions, please feel free to contact 

Steven Zane at 301-415-5912. 

Attachment: As stated 

cc: J. Arildsen, OEDO 
J. Andersen, OEDO 
C. Jaegers, OEDO 



Status of OIG Audit Recommendations 

j . . 'I . i Last DIG j AgEflCY Response ' Agmcy Response I 
Rec # Descrlph:m ResponSible Office J .. Ccrrespondence Due Received 

-I OIG-01-A-03 Government Performance and Resu lts Act: Review of the Fiscal Year 1999 Performance Report 
1 Develop a Management Directive OCFO 1 (l'712009 2128r.2010 

3 Include guidance on reporting unmet goals aCFO 101712009 212812010 

OIG·03-A-1S Audit of NRC's Regulatory Oversight of Special Nuclear Materials 
1 Conduct periodic inspections EDO,NMSS 1212412009 

3 Document risk Ilformed approach EDO,NMSS 1212412009 

-1 OIG-04-A-20 Aud it of NRC's Incident Response Program 
4 Conduct Periodic Reviews of Region's IRPs EDO,NSIR 101712009 5/3(2010 

-I OIG-05-A-09 Aud it of the Budget Formulation Process 
1 EDO, CFO Roles aCFO 1013012009 212812010 

2 PRe Role aCFO 1013012009 2128/2010 

3 Document Process OCFO 1013012009 2128/2010 

- I OIG-05-A-13 Audit o f NRC's Telecommunications Program 
3 Revise MO 2.3. EOO,OCIO 212612010 5/2812010 

- \ OIG-05-A-17 Audit of NRC's Decommiss io ning Program 

1 Retain Supporting Documentation EDO,NMSS,OCFO 10129r'2009 2/2612010 

-i OIG-05-A-18 Security Controls Over Personal Computers and Laptops - FISMA 
3 Verify required security controls eSC,EDO,OIS 10/3012009 6f512010 

6 Develop procedures for moniloring compliance with Executive Order 13103 eSO.EDO,OIS 10/3012009 615120 10 

-i OIG-06-A-24 Evaluation of NRC's Use of Probabi listic Risk Assessment In Regulating the Commercial Nuclear Power Industry 
3 Full V&V for SAPHIRE and GEM EDO,NRR,RES 101712009 51412010 

- I OIG-O? -A-OS Audit of NRC's Technical Training Center 
I Rec. 01 - Revise MD 13.1 

- j DIG-07 -A-06 Audit of NRC's Regulation of Nuclear Fuel Cycle Facilities 
1 Fuel e~1e Focility framework 

-1 DIG·07·A-10 Audit of NRC's Badge Access System 
13 Security plan and In formation System Securrty Officer. 

15 Address penetration test report. 

-I OIG-07 -A-14 Audit of NRC's Non-Ca pitalized Property 
7 Rec.07 Modify MD 13.1 

11 Rec. 11 Modify MD 13.1 10 Not ify AlGI 

- i OIG-07 -A-15 Aud it of NRC's License Renewal Program 
7 Establish backfit review process 

- OIG-O?-A-18 Assessment of Security at NRC Buildings 

Thursday, February 25. 2010 

AO M,EOO,HR 

EOO.NMSS 211912010 413012010 

ADM.EOO 611212009 212612010 

ADM,EOO 6/12/2009 2/2612010 

ADM.EOO 2/19/2010 4/3012010 

AOM.EDO 2/19/2010 4/30/2010 

EDO.NRR 11/6/2009 413012010 

1 f291201 0 

SlabJs 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Reso lved 

Reso lved 

Reso lved 

Resolved 

Resolved 

Resolved 

Resotved 

Resolved 

Reso lved 

Reso lved 

Resolved 

Resolved 

Resolved 

Resolved 

Reso lved 

Page 1 of 1 



Status of OIG Audit Recommendations 

. . Last OIG Agency Response i Agency Response I . I I . I Ree # Descript IOn I Responsible Off ice C(rrespondence _ Due ' ReceIVed Status 

11 Post signsdirecl ing pedestrian traffic ADM.EOO 719f20Cf.J 313 1/2010 Resolved 

-J OIG·07 ·A·19 Independent Eva luation of NRC's Implementation of the Federal Informat ion Security Management Act (FISMA) for Fiscal Year 2007 
11 Develop and implement quality assurance procedlXes for POA&Ms. CSQ,EDO.OIS lG'3012009 313 1/2010 Resolved 

-; OIG-08-A-03 Audit of NRC's Alternative Dispute Resolution Program 

2 Incorporate guidance in Enforcement Paley EDO,OE 2/1912010 413012010 Resolved 

- OIG-08-A-06 Memorandum Report: NRC's Planned Cybersecurity Program 
Develop and implement plans for a cybersecurity oversiltl\ program EDO,NSIR 212612010 

- , OIG-08-A·10 MEMORAI\IDUM REPORT: AUDIT OF NRC' S CON TI NU ITY OF OPERATIONS PLAN 
Physical Security Survey Guidance ADM,EOO,NSIR 

OIG·08·A·11 Aud it of NRC's Accounting and Control Over Time and Labor Reporting 
3 Detailed System analysis OCFO 

4 El ectronic Signatures 

- I OIG·08·A·13 Evaluation of NRC's Train ing and Development Program 
9 New performance metrics 

-j OIG·08·A·16 Aud it of NRC's Premium Class Travel 

1 Update MD 14.1 

OIG·08·A·17 Audit of NRC's Enforcement Program 
1 

2 

Develop guidance 

Deffie data collection requirements 

OCFO 

EOO,HR 

oeFO 

EDO,OE 

EDO,OE 

3 Develop QA process EDO,OE 

-1 OIG-08·A·18 Independent Evaluation of NRC's Implementation of FISMA for FY 2008 

1 

2 

3 

Update the NRC System Information Control Database to identify all 
intorfaces bet....-een systems 

Develop procedures for NRC System Information Control Database 

Develop polic:y/procedlXes for FDCC for all desktops and laptops 

4 Develop process for verifying FDCC controls are implemented on all 
desktopsllaptops 

OIG·08·A·19 Aud it of NRC's Laptop Management 

4 Develop a process for verifying securrty controls are implemented on 
agency laptops 

CSO.EDO,OIS 

CSO,EDO,OIS 

CSO,EDO 

CSO.EDO,OIS 

CSO.EDO,OIS 

5 Devel op a protocol fOf updat ing agency laptops CSO,EDO,OIS 

'- OIG·09·A·06 Audit of th e Committee to Review Generic Communications 
1 Develop agencywide backfit review process EDO.RES 

2 Role of CRGR in agency backfit feviews EDO.RES 

OIG·09·A·07 Audit of NRC's Occupant Emergency Program 

Thursday, February 25, 2010 

101712009 

2/2/20 10 

2126/2010 

111412009 

111412009 

111412009 

11{412009 

10{30/2009 

10/30/2009 

813112010 

212212010 

4/30/2010 

4/30/2010 

3/3112010 

313112010 

3/3112010 

313112010 

61512010 

615/2010 

2/1912010 

211912010 

1/1412010 

1/1412010 

111412010 

2/12/2010 

2/12 /2010 

Resolved 

Resolved 

Resolved 

Resolved 

Reso lved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 
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Status of OIG Audit Recommendations 

Rec # 1 Des~ ri PtlOn R Ibl Offl 1 last OIG j Agency Response "I' Ageocy Responsej St tu 
espons =- ce C(J"respo~del1Ce Due Received a s 

2 Require annual. unannounced, full-scale evaucalion drills ADM, EDO 12/18/2009 7/30/2010 Reso Ived 

10 Update maps 1211812009 7/3012010 Reso Ived 
11 Consistently place maps 1211812009 ,EOO 12118/2009 7130/2010 Resolved 

12 Post luminescen t signs and markings indicating exit accesses 

"';1 OIG-09-A-08 Aud it of NRC's Agreement State Program 
1 Develop an IMPEP self-assessment mechan ism 

2 

3 

4 

5 

Develop guidance for identifying Agreement Stale information needed if 
Stale cannot perform its functions 

Develop standardized procedures for communicat ing to the Agreement 
Stales 

Develop a standardized data collection process as the basis of a national 
information sharing tool 

Revise I MPEP Procedures to include a review of events not recorded in 
NMED 

- I OIG-09-A-09 A ud it of NRC's Warehouse Operations 

ADM,EDO 

EDO,FSME 

EDO,FSME 

EDO,FSME 

EDO,FSME 

EDO,FSME 

2 Conduct security survey ADM,EDO 

-1 OIG-09-A-11 Information Systems Security Evaluation of the Technical Training Center 
3 Complete hardening of badge access system CSQ,EDO 

4 Activate TTC's IDS CSQ,EDQ 

1211812009 7/30/2010 

101812009 4/15/2010 

1018/2009 4/1512010 

12110/2009 4/1512010 

101812009 4/15f2010 

1018/2009 4/15f2010 

1f8120 10 8/31f2010 

2i26/2010 6/30/2010 

2/2612010 6/30/2010 

6 Document backup implementat ion procedures CSO,EDO 2/2612010 6/30/2010 

-J OIG-09-A-1 3 Off ice of t he Inspector General Information System Secur ity Evaluation of Reg ion II - Atlanta, GA 

1 Document key management procedures. CSO,EDO 121312009 6130/2010 

2 

3 

4 

5 

6 

7 

8 

9 

Include the date combinations were last changed in the combination 
inventory . 

Document comb ination management procedures. 

UlXlate documented backup procedures to reflect the actual backup 
procedures in place. 

Develop and implement procedures 10 send backup info offsite. 

Develop and document a contingency plan for the Region II seat ·managed 
infrastructure 
se rvers. 

Develop and document a contingency plan for the Region II NRC-managed 
servers. 

Develop and doclUllenl a contingency plan for the Region II badge access 
system server. 

Evaluate vu lne rabilities identified by the netwo rk vul ne rab~ i ty assessment. 
identify false positives, and resolve remaining wlnerabilities . 

Thursday, February 25. 2010 

CSO,EDO 1213/2009 6/30/2010 

CSO,EDO 121312009 6f30/2010 

CSQ,EDO 1213f2oo9 6f30/2010 

CSQ,EDO 1213f2oo9 6f30/2010 

CSO,EDO 1213f2009 6130/2010 

CSO,EDO 12/ 312009 6130/2010 

CSO,EDO 1213/2009 6/3012010 

CSO.EDO 1213/2009 6/30/2010 

Resolved 

Reso lved 

Reso lved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 
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Status of DIG Audit Recommendations 

Ree # ! Description 

Perfo rm a network vul nerabili ty scan following remediation to verify all 
10 vulnerabil it ies 

have been resolved. 

Responsible Olfice 

CSO,EDO 

I Last DIG I Agency Response I Agency Response j 
Carespondence , Due ,! Received I 

12)3/2009 6130/2010 

- i OIG-09-A-14 Office of the Inspector General Information System Sec urit y Evaluat ion of Region IV - Arlington , TX 

Deve lop and implement procedures fo r sending info rmatiOll system backup 
informat ion 
to an offs~e locatK:ln. 

Develop and document a contingency plan for the Region IV seat-managed 
2 infrastructure 

3 

4 

5 

6 

servers. 

Develop and document a contingency plan for the Region IV 
NRC-managed servers. 

Develop and document a contingency plan for the Region IV badge access 
system server. 

Evaluate the vulnerabilil ies identi fi ed by the network vul nera bil ity 
assessment, identify any fa lse positives and resolve the remaining 
vulnerabilit ies. 

Pe rform a network vulnerability scan fol!mving remediation to verify a ll 
vulnerabi lit ies 
have been resolved 

EDO,OIS 11 /2512009 

EDO,OIS 11/2512009 

EDO,OIS 1112512009 

EDO,OIS 11/2512009 

EDO,OIS 11/2512009 

EDO,OIS 1112512009 

- I OIG-09-A-15 O ff ice of t he Inspect o r Genera l Information System Security Evaluation of Region III - U sle, IL 
1 Fully document backup procedures. 

Develop and implement procedu res fo r storing backup tapes onsi te in a 
2 waterproof and 

fireproof cabinet o r safe. 

Deve lop and document a contingency plan for the Region III seat-managed 
3 infrastructure 

servers. 

4 Deve lop and document a contingency plan for the Region III 
NRC-managed servers. 

Evaluate the vulnerabilit ies identi fied by the network vulnerab~ i ty 
5 assessmen, identify any false positives and resolve the remaining 

vulnerabil ities. 

Perfo rm a network vulnerab ility scan follolftling remediation to verify a ll 
6 vulne rabil it ies 

have been resolved. 

-: OIG-09-A -16 A udit of NRC's Grant Management Prog ram 

I Resolve LSS Issues 

2 Update MD 11.6 

Thursday. February 25. 2010 

EDO,OIS 

EDO,OIS 

EDO,OIS 

EDO,OIS 

EDO,OIS 

EDO,O IS 

ADM,EOO 

ADM,EOO 

11{2512009 

11/2512009 

1112512009 

1112512009 

1112512009 

11/2512009 

12/10/2009 

12/1012009 

3131/2010 

3131 /2010 

3/31/2010 

3/31/2010 

3131/2010 

313112010 

3/31/2010 

3/31/2010 

3/31/2010 

3/31/2010 

3/31/2010 

3131/2010 

5/7/2010 

5/7/2010 

Slaws 

Resolved 

Resolved 

Resolved 

Reso lved 

Reso lved 

Reso lved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 
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Status of OIG Audit Recommendations 

Rec #1 Descript iOn Responsible Off ice I Last OIG I Agency Response ! Age"lcy Response : SI tus 
CO"respondence . Due , Recelllerl J a 

3 Interim Gt.idance ADM,EOO 12/1012009 Sf712010 Resolved 

4 Develop Training Program ADM,EOO 

5 Trained Slaff AOM,EDQ 

6 Tracking System AOM,EDQ 

7 File Organizalion ADM,EOO 

8 QA on Files ADM,EOO 
9 Issue regulation ADM.EOO.OGC 

OIG·09·A·17 Audit of NRC's Oversight of Construction at Nuclear Faci lities 

1 Enhance CIP Guidance EOO,NRO 

12/1012009 

12/1012009 

12/1 012009 

12/1012009 

12/1012009 

12/10/2009 

5f712010 

5(712010 

5(712010 

5(712010 

5(712010 

6/112010 

112912010 

OIG-09-A-19 Audit of NRC's Material Control and Accounti ng Security Measures for Specia l Nuclear Materials at Fuel Cyc le Fac ilities 
1 Procedures EDQ,NMSS 11/2512009 6 /30/2 010 

2 DOE Alternative EDO,N MSS 11/2512009 6f30/20 10 

_I OIG-09-A-20 Off ice of the Inspector General Informati on System Secur it y Eva luation of Reg ion I · King of Prussia, PA 

2 

3 

4 

5 

Update the backup procedures found in the Region I Standard Operating 
Procedures for AIS Security. 

Develop and document a con lingency plan for the Region I seat-managed 
infrastructure servers. 

Deve lop and document a con~ngency plan for the Region I NRC-managed 
servers. 

Evaluate the vulnerabilities identified by the network vulnerab~ i ty 
assessment, identify any false positives and resolve Ihe remaining 
vulnerabilit ies. 

Perform a network vlinerabilily scan folb'Ning remediation 10 verify all 
vulnerabilities have been resolved. 

OIG-10-A-01 Audit o f NRC's Physical Security 

Security Trai ning 

2 Periodic Guidance Review 

OIG-10-A-02 Aud it of NRC's Q uality Assurance 

1 Define QA review coordination requirements 

2 Develop a QA review process 

3 Determine impacts of document translation quality 

EDO,OIS 

EDO.OIS 

EOO,OIS 

EDO.OIS 

EDO.OIS 

NMSS 

NMSS 

EDO.NRO 

EDO,NRO 

EDO,NRO 

4 Incorporate assessment results of translation quality into ove rsight EDO,NRO 

11/2512009 

11/2512009 

1 1/2512009 

11/2512009 

1112512009 

11/312009 

11/312009 

- I OIG-1 0 -A-03 M emorandum R eport: Audit of NRC's Management Direct ive 6,8, Lessons Learned Program 

Develop and impklment a strategy for communica ting agencywide lessons 
learned and program 

2 ~ement the plan 10 release SPELL 

Thursday, February 25.2010 

EDO.RES 

EDO.RES 

1/29/2010 

1129/2010 

8/31 {2010 

8/31/2010 

8/31/2010 

8/31/2010 

8/31/2010 

121312009 

121312009 

3/1212010 

3/12/2010 

12117/2009 

12117/2009 

12117f2009 

12117f2009 

Resolved 

Reso lved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Reso lved 

Resolved 

Resolved 

Resolved 

Resolved 

Reso lved 

Unresolved 

Unresolved 

Unresolved 

Unresolved 

Unresolved 

Unresolved 

Reso lved 

Resolved 
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Status of OIG Audit Recommendations 

last DIG Agency Response l Agency Response I . I I ' . 
Rec /I Description Responsible Office Co-respondence . Due 1 Received Status 

3 Re-affirm and communicate management's support for the pr~ram EOO,RES 112912010 311212010 Resolved 

- I OIG·10 -A-04 Independent Evaluation of NRC's Implementation of the Federal Informati on Security Management Act for Fisca l Year 2009 
Interfoce Procedures EDG,CIS 11/ 17/2009 12/1712009 Unresolved 

Thursday, February 25. 2010 Page60f 1 



Status of Audit Recommendations - Open Audits 

Report # & Name ---- --'J:!..nresolved Resolved Closed I Total 

OIG-01-A-03 Govemment Performance and Resul ts Act: Review of the Fiscal 
0 2 0 2 Year 1999 Performance Report 

OIG-03-A-1S Audit of NRC's Regulatory Oversight of Special Nuclear Materials 0 2 6 8 
OIG-04-A-20 Audit of NRC's Incident Response Program 0 1 16 17 
OIG-OS-A-09 Audit of the Budget Formulation Process 0 3 1 4 

OIG-05-A-13 Audit of NRC's Telecommunications Program 0 12 13 
OIG-05-A-17 Audit of NRC's Decommissioning Program 0 1 3 4 

OIG-05-A-18 Security Controls Over Personal Compu ters and Laptops - FISMA 0 2 6 8 
OIG-06-A-24 Evaluation of NRC's Use of Probabilistic Risk Assessment In 

0 2 3 Regulating the Commercial Nuc lear Power Industry 

01G-07 -A-05 Audit of NRC's Technical Training Center 0 10 11 
0lG-07 -A-06 Audit of NRC's Regulation of Nuclear Fuel Cycle Facili ties 0 1 0 
0lG-07 -A-10 Audit of NRC's Badge Access System 0 2 15 17 
0lG-07 -A-14 Audit of NRC's Non-Capitalized Property 0 2 10 12 , 
0lG-07 -A-15 Audit of NRC's License Renewal Program 0 1 7 8 
0lG-07 -A-18 Assessment of Security at NRC Buildings 0 1 26 27 

OIG-07-A-19 Independent Evaluation of NRC's Implementation of the Federal 
0 1 14 15 

Information Securtty Management Act (FISMA) for Fiscal Year 2007 

OfG-08 -A-03 Audit of NRC's Alternative Dispute Resolution Program 0 1 3 4 

0 IG-08 -A-06 Memorandum Report: NRC's Planned Cybersecurity Program 0 1 0 1 

0IG-08 -A-10 MEMORANDUM REPORT: AUDIT OF NRC'S CONTINUITY OF 
0 1 1 2 

OPERATIONS PLAN 

OIG-08-A-11 Audit of NRC's Accounting and Control Over Time and Labor 
0 2 4 6 

Reporting 

OIG-08 -A-13 Evaluation of NRC's Training and Development Program 0 1 16 17 

0IG-08-A-16 Audit of NRC's Premium Class Travel 0 1 6 7 
OIG-08 -A-17 Audit of NRC's Enforcement Program 0 3 0 3 
0IG-08-A-18 Independent Evaluation of NRC's Implementation of FISMA for FY 

0 4 0 4 
2008 

0IG-08-A-19 Audit of NRC's Laptop Management 0 2 3 5 

OIG-09-A-06 Audit of the Committee to Review Generic Communications 0 2 0 2 

01G-09-A-07 Audit of NRC's Occupant Emergency Program 0 4 8 12 

OIG-09-A-08 Audit of NRC's Agreement State Program 0 5 0 5 

OIG-09-A-09 Audit of NRC's Warehouse Operations 0 8 9 

OIG-09-A-11 Information Systems Security Evaluation of th e Technical Training 
0 3 5 8 

Center 

OIG-09 -A-13 Office of the Inspector General Information System Security 
0 10 0 10 

Evaluation of Region II - Atlanta, GA 

OIG-09-A-14 Office of the Inspector General Information System Security 
0 6 0 6 Evaluation of Region IV - Arlington, TX 

0IG-09 -A-15 Office of the Inspector General Information System Security 
0 6 0 6 

Evaluation of Region 11 1- Lisle, IL 

OIG-09-A-16 Audit of NRC's Grant Management Program 0 9 0 9 
0IG-09-A-17 Audit of NRC's Oversight of Construction at Nuclear Facilities 0 0 

OIG-Q9-A-19 Audit of NRC's Material Control and Accounting Security Measures 
0 2 3 

for Special Nuclear Materials at Fuel Cycle Facffities 

OIG-09-A-20 Office of the Inspector General Information System Security 
0 5 0 5 Evaluation of Region I - King of Prussia, PA 

Thursday, Februal)' 25, 2010 Page 1 or 1 



Status of Audit Recommendations - Open Audits 

Report # & Name 

OIG-10-A-01 Audit of NRC's Physical Security 
Inspection Program for Category I 
Fuel Cycle Facilities 

OIG-10-A-02 Audit of NRC's Quality Assurance 
Planning for New Reactors 

OIG-10-A-03 Memorandum Report: Audit of NRC's Management Directive 6.8, 
Lessons Learned Program 

OIG-10-A-04 Independent Evaluation of NRC's Implementation of the Federal 
Information Security Management Act for Fiscal Year 2009 

I Grand Total 

Thursday, February 25. 2010 

Unresolved Resolve::! 

2 0 

4 0 

0 3 

0 

7 95 
---

Closed Total ----

0 2 

0 4 

0 3 

0 1 

183 285 
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