UNITED STATES
NUCLEAR REGULATORY COMMISSION

ATOMIC SAFETY AND LICENSING BOARD PANEL
WASHINGTON, DC 20555 - 0001

February 23, 2010

MEMORANDUM TO: Darren B. Ash
Deputy Executive Director
for Corporate Management
Office of the Executive Director for Operations

Martin J. Virgilio

Deputy Executive Director for Materials, Waste,
Research, State, Tribal, and Compliance Programs

Office of the Executive Director for Operations

Bruce S. Mallett
Deputy Executive Director for Reactor
and Preparedness Programs
Office of the Executive Director for Operations

FROM: E. Roy Hawkens, Chief Administrative Judge /RA/
Atomic Safety and Licensing Board Panel

SUBJECT: AUTHORITY TO OPERATE EXTENSION REQUEST FOR THE
DIGITAL DATA MANAGEMENT SYSTEM

The Digital Data Management System (DDMS) was granted an Authority to Operate (ATO) for
the period from April 3, 2007, to April 3, 2010 (ADAMS Accession Number ML070920163). For
the reasons set forth below, we request a ninety-day extension of the DDMS ATO.

Fully aware of the April 2010 date on which the DDMS ATO will expire, the DDMS staff timed
the deployment of a technology refresh that would include new data processing hardware and a
tactical upgrade of the core applications supporting the DDMS to coincide with its ATO
reauthorization. This approach was intended to minimize the effort associated with the DDMS
risk and vulnerability assessments, as well as the security test and evaluation, for both the
technology refresh and the ATO reauthorization for the system.

After discussing this approach with the Computer Security Office (CSO) and securing a CSO
contractor resource to assist with the effort, the DDMS staff began the ATO reauthorization
effort in November 2009. This has gone forward as planned such that the progress to date in
meeting the milestones for documentation updates, assessments, and testing has resulted in
the DDMS being in a position to obtain its reauthorization by the April 2010 ATO expiration date.



Recently, however, the release of the President’s FY 2011 budget' and a Department of Energy
(DOE) filing in the high-level waste repository licensing proceeding seeking to suspend
adjudicatory activity for thirty days in anticipation of a subsequent motion to withdraw its license
application,? have created a situation that could have a significant impact on the configuration of
DDMS. If the DOE license application withdrawal is accepted by the Construction Authorization
Board (CAB) and the Commission, the DDMS Project Team is faced with the realistic possibility
of closing down the Las Vegas Hearing Facility, which houses a significant component of the
DDMS and is integral to the system’s robust fault tolerant design. Nonetheless, with a final
decision by the CAB and the Commission on the DOE withdrawal request not expected until
after April 3, the timing of a final decision on closing the Las Vegas Hearing Facility is unknown
at this time.

The DDMS Project Team is evaluating a number of alternatives, but in all situations in which the
Las Vegas Hearing Facility is not part of the system’s configuration, it is evident there is a
significant impact on the DDMS and the time needed to adapt project security documentation.
We believe that a ninety-day extension will give the DDMS Project Team an opportunity to
evaluate and implement alternatives that ultimately will help reduce the effort and cost
associated with the timely completion of the reauthorization effort.®

The extension of the DDMS ATO does not introduce any additional risk to the agency or have
any impact on organizational mission and operations. DDMS has an effective continuous
monitoring program that is implemented in accordance with agency and National Institute of
Standards and Technology guidance, as determined by the recent December 2009 CSO review.
Quarterly scans are conducted and all controls are assessed annually, thereby ensuring that the
security posture of the system is adequately monitored and maintained. In addition, no
significant changes have been made to the system since the current ATO was granted.
Assuming the requested extension is granted, ASLBP will submit a revised C&A package to
CSO by May 27, 2010, to satisfy the revised ATO expiration date of July 2, 2010.

! According to the President’s Budget narrative, DOE will terminate the high-level waste repository
licensing program: “In 2010 the Department will discontinue its application to the Nuclear Regulatory
Commission (NRC) for a license to construct a high-level waste geologic repository at Yucca Mountain,
Nevada.” Terminations, Reductions, and Savings - Budget of the U.S. Government, Fiscal Year 2011, at
62. Additionally, the agency’s own budget narrative, NUREG-1100, Volume 26, NRC Congressional
Budget Justification for FY 2011, at 10, describes conducting “[w]ork related to an orderly closure of the
agency’s Yucca Mountain licensing support activities....”

% In its Motion to Stay the Proceeding (ML100321641) at 1, DOE states that it “intends to withdraw the
?ending application with prejudice....”

Additionally, should conditions change relative to the status of the Las Vegas Hearing Facility before or
after the ninety-day extension becomes effective, the DDMS Project Team will work with CSO to
determine an appropriate course of action for the DDMS to attain or maintain its certification and
accreditation.



Given the Panel’s continuing need to operate the DDMS to support ongoing combined license
and other agency adjudicatory proceedings, we would appreciate a prompt determination on
this request. If you require further information regarding this request, please contact the DDMS
Project Manager, Andrew Welkie, at (301) 415-6541.

CC: P. Howard, CSO
P. Ricketts, CSO
K. Lyons-Burke, CSO
T. Graham, CSO
D. Graser, ASLBP
J. Deucher, ASLBP
J. Whetstine, ASLBP
M. Schmit, ASLBP
J. Cutchin, ASLBP
A. Welkie, ASLBP
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