PMVogtIeCOLPEm Resource

From: McGovern, Denise

Sent: Sunday, January 24, 2010 2:11 PM

To: VogtleCOL Resource

Subject: FW: SNC Letter ND-10-0120 - SNC VEGP Units 3&4 COL Summary of NRC Clarifications
from January 14th Cyber Security Plan Meeting

Attachments: ND-10-0120.pdf

Importance: High

Denise L. McGovern

Reactor Operations Engineer

Office of New Reactors

U.S. Nuclear Regulatory Commission
301.415.0681

From: Javorka, Deborah A. [mailto:DAJavork@southernco.com]

Sent: Friday, January 22, 2010 3:50 PM

To: Miller, James H., lll; Miller, Buzz (Joseph); Gasser, Jeff T.; Jones, David H.; Tynan, Tom E.; Lloyd, Dale
M.; Pierce, Chuck R.; Ajluni, Mark J.; Williams, James D. (Vogtle); Sparkman, Wesley A.; Aughtman, Amy G.;
Sweeney, Brian J.; Smith, Michael K.; Akstulewicz, Frank; Joshi, Ravindra; Simms, Tanya; Anderson, Brian;
Comar, Manny; Goetz, Sujata; Sebrosky, Joseph; Habib, Donald; McGovern, Denise; Spicher, Terri; Sutton,
Mallecia; Notich, Mark; Cain, Loyd; Harper, Oscar C.; Jackson, S. (MEAG); 'Mr. J.S. Prebula"; 'Mr. R.W.
Prunty’; 'Mr. K.B. Allison'; 'Mr. J.M. Oddo'; 'Mr. D.C. Shutt’; 'Mr. E. Cummins'; 'Norm Boyter'; 'Sam Bradley'; 'Mr.
R.B. Sisk’; 'Mr. J.L. Whiteman'; 'Mr. D.A. Lindgren (lindg1da@westinghouse.com)’; 'Mr. R.J. Grumbir'; 'Mr. E.
Grant '; 'Mr. B. Hirmanpour'; 'neilhaggerty@comcast.net’; 'Ms. K.N. Slays'; Reyes, Luis; 'Karen K. Patterson’;
Mr. M.W. Price

Cc: Williams, Dana M.

Subject: SNC Letter ND-10-0120 - SNC VEGP Units 3&4 COL Summary of NRC Clarifications from January
14th Cyber Security Plan Meeting

Importance: High

An electronic copy of Southern Nuclear's letter, ND-10-0120 dated January 22, 2010 is attached.
A hard copy has been transmitted to the NRC Document Control Desk via FedEx. Thanks!

Deborah Javorka

Southern Nuclear Operating Company
Nuclear Development / Project Controls
42 Inverness Center Parkway - Bin B236
Birmingham, AL 35242
dajavork@southernco.com

Phone: (205) 992-5187

Fax: (205) 992-5296
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J. A. “Buzz" Miller Southern Nuclear

Executive Vice President Operating Company, Inc.

Nuclear Development 42 Inverness Center Parkway
Post Office Box 1295
Birmingham, Alabama 35201

Tel 205.992.5754
Fax 205.992.6165

SOUTHERN 1.\_
COMPANY
AN 2 2 20

Docket Nos.: 52-025 ND-10-0120
52-026

U.S. Nuclear Regulatory Commission
Document Control Desk
Washington, DC 20555-0001

Southern Nuclear Operating Company
Vogtle Electric Generating Plant Units 3 and 4 Combined License Application
Summary of NRC Clarifications from January 14™ Cyber Security Plan Meeting

Ladies and Gentlemen:

By letter dated March 28, 2008, Southern Nuclear Operating Company (SNC) submitted
an application for combined licenses for proposed Vogtle Electric Generating Plant
(VEGP) Units 3 and 4 to the U.S. Nuclear Regulatory Commission (NRC) for two
Westinghouse AP1000 reactor plants, in accordance with 10 CFR Part 52. By letter dated
July 24, 2009, SNC submitted a proposed cyber security plan (CSP) for inclusion in a
future revision of the VEGP Units 3 and 4 COL application to address NRC requirements
in 10 CFR 73.54. Following a subsequent revision of the VEGP CSP on November 20,
2009, representatives of SNC met with the NRC staff to discuss issues identified in the
course of the staff’s review of the VEGP CSP. The enclosure to this letter summarizes the
key questions raised by the SNC representatives during this meeting, the points of
clarification provided by the NRC staff, and action items that were agreed upon by both the
SNC representatives and NRC staff.

If you have any questions regarding this letter, please contact Mr. Wes Sparkman at
(205) 992-5061.
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Respectfully submitted,

SOUTHERN NUCLEAR OPERATING COMPANY
Joseph A. (Buzz) Miller

Executive Vice President, Nuclear Development

JAM/BJS/dmw

Enclosure: ~ Summary of Key Clarifications and Actions from the January 14, 2010
Public Meeting Regarding the Vogtle Electric Generating Plant Units 3 and
4 Cyber Security Plan
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Southern Nuclear Operating Company

Mr. J. H. Miller, lil, President and CEO (w/o enclosure)

Mr. J. T. Gasser, Executive Vice President, Nuclear Operations (w/o enclosure)
Mr. B. L. Ivey, Vice President, Nuclear development Support (w/o enclosure)
Mr. D. H. Jones, Site Vice President, Vogtle 3 & 4 (w/o enclosure)

Mr. T. E. Tynan, Vice President - Vogtle (w/o enclosure)

Mr. M. K. Smith, Technical Support Director (w/o enclosure)

Mr. D. M. Lloyd, Vogtle 3 & 4 Project Support Director (w/o enclosure)
Mr. C. R. Pierce, AP1000 Licensing Manager

Mr. M. J. Ajluni, Nuclear Licensing Manager

Mr. J. D. Williams, Vogtle 3 & 4 Site Support Manager
Mr. J. T. Davis, Vogtle 3 & 4 Site Licensing Manager
Mr. W. A. Sparkman, COL Project Engineer
Document Services RTYPE: AR01.1053

File AR.01.02.06

Nuclear Requlatory Commission

Mr. L. A. Reyes, Region Il Administrator

Mr. F.M. Akstulewicz, Deputy Director Div. of Safety Systems & Risk Assess. (W/o enclosure)
Mr. R. G. Joshi, Lead Project Manager of New Reactors

Ms. T. E. Simms, Project Manager of New Reactors

Mr. B. C. Anderson, Project Manager of New Reactors

Mr. M. M. Comar, Project Manager of New Reactors
Ms. S. Goetz, Project Manager of New Reactors

Mr. J. M. Sebrosky, Project Manager of New Reactors
Mr. D. C. Habib, Project Manager of New Reactors

Ms. D. L. McGovern, Project Manager of New Reactors
Ms. T. L. Spicher, Project Manager of New Reactors

Ms. M. A. Sutton, Environmental Project Manager
Mr. M. D. Notich, Environmental Project Manager
Mr. L. M. Cain, Senior Resident Inspector of VEGP

Georgia Power Company
Mr. O. C. Harper, 1V, Vice President, Resource Planning and Nuclear Development

Oglethorpe Power Corporation
Mr. M. W. Price, Executive Vice President and Chief Operating Officer
Mr. K. T. Haynes, Director of Contracts and Regulatory Oversight

Municipal Electric Authority of Georgia
Mr. S. M. Jackson, Vice President, Power Supply

Dalton Utilities
Mr. D. Cope, President and Chief Executive Officer
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Bechtel Power Corporation
Mr. J. S. Prebula, Project Engineer (w/o enclosure)
Mr. R. W. Prunty, Licensing Engineer

Tetra Tech NUS, Inc.
Ms. K. K. Patterson, Project Manager

Shaw Stone & Webster, Inc.

Mr. K. B. Allison, Project Manager (w/o enclosure)
Mr. J. M. Oddo, Licensing Manager

Mr. D. C. Shutt, Licensing Engineer

Westinghouse Electric Company, LLC

Mr. W. E. Cummins, Vice President of Regulatory Affairs & Standardization (w/o enclosure)
Mr. N. C. Boyter, Consortium Project Director Vogtle Units 3 & 4 (w/o0 enclosure)

Mr. S. A. Bradley, Vogtle Project Licensing Manager

Mr. R. B. Sisk, Manager, AP1000 Licensing and Customer Interface

Mr. J. L. Whiteman, Principal Engineer, Licensing & Customer Interface

Mr. D. A. Lindgren, Principal Engineer, AP1000 Licensing and Customer Interface

NuStart Energy
Mr. R. J. Grumbir
Mr. E. R. Grant
Mr. B. Hirmanpour
Mr. N. Haggerty
Ms. K. N. Slays

Other NuStart Energy Associates
Ms. M. C. Kray, NuStart

Mr. S. P. Frantz, Morgan Lewis
Mr. P. S. Hastings, NuStart & Duke Energy
Mr. J. A. Bailey, TVA

Ms. A. L. Sterdis, TVA

Mr. J. P. Berger, EDF

Mr. M. W. Gettler, FP&L

Mr. P. Hinnenkamp, Entergy

Mr. G. D. Miller, PG&N

Mr. M. C. Nolan, Duke Energy

Mr. N. T. Simms, Duke Energy

Mr. G. A. Zinke, NuStart & Entergy
Mr. R. H. Kitchen, PGN

Ms. A. M. Monroe, SCE&G

Mr. R. Reister, DOE/PM




Southern Nuclear Operating Company
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Enclosure

Summary of Key Clarifications and Actions
from the
January 14, 2010 Public Meeting
Regarding the Vogtle Electric Generating Plant Units 3 and 4

Cyber Security Plan

NOTE: The enclosed document is four (4) pages in length.
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Summary of Key Clarifications and Actions from the January 14, 2010 Public Meeting
Regarding the Vogtle Electric Generating Plant Units 3 and 4 Cyber Security Plan

(4 pages)

On January 14, 2010, representatives of Southern Nuclear Operating Company (SNC) met with
the U.S. Nuclear Regulatory Commission (NRC) staff to discuss issues identified in the course
of the staff's review of the Cyber Security Plan (CSP) submittal for Vogtle Electric Generating
Plant (VEGP) Units 3 and 4. This enclosure summarizes the key questions raised by the SNC
representatives during this meeting, the points of clarification provided by the NRC staff, and
action items that were agreed upon by both the SNC representatives and the NRC staff.

SNC Action: Based on the clarifications during the meeting, the SNC representatives agreed to
inform the NRC staff whether they plan to continue to pursue licensing of their current CSP, or
resubmit the CSP based on an alternative format, such as a modified version of the Regulatory
Guide (RG) 5.71, Appendix A template or a modified version of the Nuclear Energy Institute
(NEI) 08-09, Rev. 3 template. SNC agreed to notify the NRC staff of their plans by Friday,
January 22, 2010. The CSP format chosen for use by SNC will be predicated upon the NRC
clarifications discussed in this letter, and is expected to be followed by the AP1000 subsequent
Combined License (COL) applicants.

SNC Question: Appendix A to RG 5.71, provides a cyber security plan template that the NRC
staff finds acceptable for satisfying the requirements of 10 CFR 73.54(e). Section A.1 of the RG
5.71 CSP template includes a statement indicating that the licensee or applicant complies with
the requirements of 10 CFR 73.54(e) by implementing RG 5.71. Because there are some
statements in the body of the RG that need to be clarified to be congruent with a new reactor
design project, such as the Westinghouse AP 1000 plant that is planned for VEGP Units 3 and 4,
SNC questioned whether it is necessary to commit to the entire RG when developing a CSP
using the template provided as Appendix A to the RG.

NRC Clarification: It is not absolutely necessary to commit to the entire RG if an applicant
chooses to adopt the RG 5.71, Appendix A template; however, the staff expects that an
applicant that does not commit to all of the guidance in the body of the RG will incorporate the
alternative information in their cyber security plans at a level of detail that is consistent with that
included in the body of the RG. ,

SNC Question: RG 5.71, Section C.5, Records Retention and Handling, and Appendix A,
Section A.5, Document Control and Records Retention and Handling, specify expectations for
retention of types of documents, such as “all digital records and log files,” that are beyond the
document retention requirements specified in 10 CFR 73.54(h). SNC questioned the regulatory
basis for the documentation retention guidance in these sections of RG 5.71.

NRC Clarification: In general, the staff expects that cyber security program records retention
requirements would be consistent with the licensee/applicant’s current Physical Security
Program records retention. The types of cyber security records that are retained for the life of
the plant would be similar to the types of physical security records that are required to be
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retained for the life of the plant, and the types of documents that are retained for a finite number
of years would also be similar.

NRC Action: The staff will address the retention requirements for documents that identify
conditions that may be indicative of a cyber security attack and provide to SNC the appropriate
time period for records that are generated on a frequent period basis (daily, weekly, monthly,
yearly, etc.). SNC also requests that the NRC staff provide the regulatory basis for extending
the retention requirements for any document types.

SNC Question: SNC identified examples of conflicts that would occur with the Commission’s
regulations in 10 CFR Parts 50 and 73 if the guidance in RG 5.71 is followed verbatim. SNC
questioned how these conflicts would be avoided if an applicant chose to follow the RG 5.71

template.

NRC Clarification: The staff clarified that if another regulation conflicts with the guidance in
RG 5.71, including the cyber security controls in Appendices B and C, the licensee/applicant
could provide clarifying statements in their cyber security plans that would address conflicts
such as this.

SNC Question: As an example of the above question regarding RG 5.71 guidance that conflicts
with a regulatory requirement, SNC identified that certain aspects of the simplified defensive
architecture discussed in the bullets in Section C.3.2.1 could be interpreted to violate the bi-
directional communication requirements between local law enforcement agencies and other site
entities [10 CFR 73.55(j)] and the bi-directional emergency preparedness communication
requirements with State/local government agencies, the NRC, and the licensee’s emergency
facilities.

NRC Clarification: The NRC concurred that a licensee/applicant should describe their actual
defensive architecture, including how that model complies with regulations, as appropriate.

SNC Question: RG 5.71, Section C.3.3, Security Controls, and Appendix A, Section A.3.1.6,
Application of Security Controls, provide guidance on the application of the cyber security
controls in Appendix B, including application of alternative controls if an Appendix B security
control can not be implemented (or applied). SNC questioned if the use of alternative controls
was intentionally restricted to only those cases where a control can not be applied, or if an
appropriate alternative control could also be applied at the discretion of the licensee/applicant
for reasons such as impracticality of the control specified in Appendix B or if the control could be
dispositioned by justifying why the control was not needed to address the threat.

NRC Clarification: The staff clarified that it was not their intention to limit alternative controls to
only those cases where a control can not be applied, and that it would be acceptable to clarify
the text provided in RG 5.71 Sections C.3.3 and A.3.1.6 from “can not” to “is not” when
submitting a cyber security plan. The licensee would still need to justify the application of the
alternative control, as discussed in these RG sections or justify why the control was not needed
to address the threat (vulnerability). It is expected that this justification would be provided
during cyber security program implementation.

Page 2 of 4



ND-10-0120
Enclosure

SNC Question: SNC questioned whether the technical and operational and management cyber
security controls in Appendices B and C of RG 5.71 needed to be submitted as part of the
applicant’s CSP, or if it would be acceptable to incorporate these controls by reference to the
RG appendices.

NRC Clarification: The staff clarified that incorporation by reference would be an acceptable
alternative to repeating these controls in the applicant's CSP.

SNC Question: RG 5.71, Section C.3.3, Security Controls, and Appendix A, Section A.3.1.6,
Application of Security Controls, only appear to allow the use of alternatives to the technical
cyber security controls in Appendix B. SNC questioned whether the operational and
management cyber security controls in Appendix C can also be “tailored” in a manner similar to
that allowed for the technical controls specified in Appendix B.

NRC Clarification: The staff clarified that tailoring of the Appendix C controls is also acceptable,
with the appropriate justification and disposition. This clarification could be identified in the
cyber security plan. It is expected that disposition of Appendix C controls would be
accomplished during cyber security program implementation.

SNC Question: SNC questioned if mitigating actions can be credited in lieu of applying a control
or an alternative control.

NRC Clarification: The staff clarified that the use of mitigating actions in lieu of an Appendix B
or C control would be acceptable, with the appropriate justification and disposition. This
justification and disposition would be accomplished during cyber security program
implementation.

SNC Question: SNC questioned whether removal of brackets for frequencies/periodicities in the
RG 5.71 Appendices B and C cyber security controls would be interpreted to mean that the
application of a different frequency or periodicity would need to be justified as an alternative
control.

NRC Clarification: The staff clarified that any time frames for controls identified in Appendix B
or C were not meant to be prescriptive in nature, but should be used as a starting point for
evaluation during cyber security program implementation. It would be acceptable for an
applicant to use different timeframes for controls (such as periodicity for password changes)
than those specified in either RG 5.71 or their submitted cyber security plans. Time frames
selected during program implementation would be subject to NRC review and audit.

SNC Question: SNC questioned the level of detail needed to adequately describe the scoping
criteria used for determining the systems that will be scoped as critical systems.

NRC Clarification: The staff agreed that the plant's licensing basis was an acceptable approach
to addressing the 10 CFR 73.54(a)(1) criteria for critical systems, if the applicant restates the
basis for concluding how the §73.54(a)(1) criteria are met. The staff further clarified that the
only detail needed for licensing purposes is the criteria used (i.e., the questions asked) to
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