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‘Areas_Inspected: The inspectors reviewed the 10 CFR 50.59 safety evaluation,
the hardware qualification, and one open item (50-247/94-05-01) associated
with the software of the safety-related auxiliary feedwater flow digital
controller modification. a o

‘Results:

e Overall, the engineering for the auxiliary feedwater digital controller
application was performed in consonance with plant safety.

® The 10 CFR 50.59 safety evaluation used realistic and conservative .
assumptions for operator action in response to valve misoperation caused
by postulated digital controller common mode failures. The
consideration of the possibility of software common mode failures, the
mitigation of those failures by operator action, defense-in-depth, and
diversity was appropriate. The use of existing emergency operating
procedures to evaluate operator actions was appropriate.

X J The digital controller software development process met the intent of
the guidance in RG 1.152 and is adequate for the auxiliary feedwater
application because of auxiliary feedwater system diversity i
considerations. However, the Johnson Yokagawa Corporation (JYC) Model
SLCD digital controller is not considered to be qualified for all plant
applications. Each safety-related application should be examined in the
licensee’s 10 CFR 50.59 safety evaluation process for suitability
according to quality, defense-in-depth, and diversity considerations.

L Open Item 50/247-94-05-01 was closed. The item concerned the digital
controller: 1) verification of the quality of the software by review of
the software development process and verification and validation (V&V);
and 2) the development of procedures or data sheets that provide
configuration control of digital controller selectable settings.

[ The Con Edison translation and review of a sample of the vendor design
and V&V documents were exceptionally well performed tasks.
The conclusions were sound, well supported, and provided accurate-
insight into the general quality of the vendor’s software design.

® The hardware qua1ificatioh records of the electromagnetic interference

(EMI), seismic, and mild temperature adequately support the SLCD digital
controller application in the auxiliary feedwater system.

ii



‘ | | DETAILS
1.0 PURPOSE AND SCOPE (IP 37550, 37700)

The purpose of this inspection was to review the 10 CFR.50.59 safety
evaluation, the hardware qualification, and one open item concerning software

of the safety-related auxiliary feedwater digital flow controllers. This
inspection is a follow-up of Inspection Number 50-247/94-05, which was
conducted in response to the failure of one of the digital controllers. That
failure was later traced to faulty microprocessor hardware components in the
digital controller. ~ :

" The inspectors reviewed the digital controller software and hardware based on
NRC inspection manual guidance regarding engineering, design changes, and
modifications (NRC Inspection Procedures 37550 and 37700.) Regulatory Guide
(RG) 1.152, "Criteria For Programmable Digital Computer System Software in
Safety-Related Systems of Nuclear Power Plants," November 1985, was also used

for guidance, since it was issued before the auxiliary feedwater digital
controller modification was performed.

2.0 AUXILIARY FEEDWATER DIGITAL CONTROLLER UPGRADE - 10 CFR 50.59
SAFETY EVALUATION ' .

2.1 Review of the Safety Evaluation

" The possibility of digital controller failure modes caused by a software
common cause error was considered in the safety evaluation. The Ticensee
' could not determine a traceable path from design requirements to integration
and test for critical portions of the software because of missing vendor
documentation; therefore, the licensee took no credit for a software V&V
program. The V&V program records could have shown what effect any V&V had on
the detection of software design and implementation errors during the
development process. .

The licensee thus performed a failure analysis, assuming that all four digital
controllers caused common mode failures that affected the associated
regulating valves for the motor-driven auxiliary feedwater pump loops. The
turbine-driven pump, which does not use digital controllers, provides a
diverse equipment method of providing auxiliary feedwater flow. :

The inspectors reviewed the licensee’s safety evaluation number, 87-039,
Revision 4, entitled, "Auxiliary Boiler Feed Flow Control (Yokogawa Model
SLCD-151)." The failure analysis described the system response and mitigating
plant design features for the postulated common mode failures of the valves in
the closed, open, cyclic, and intermediate positions. Operator indications
available and action steps, with a delay of 2 minutes after failure, were
evaluated in accordance with the emergency operating procedures. Use of the
manual override of the valve positions on the digital controllers is valid for
operator actions. ~The licensee did not use the manual override feature in the
evaluation in order to enhance the conservatism and procedural adherence
aspects. :
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' 2.2 Conclusion :
The consideration of the possibility of software common mode failures, the
mitigation of those failures by operator action, defense-in-depth, and ,
diversity was appropriate. The use of existing emergency operating procedures
to evaluate operator actions was appropriate. The evaluation used realistic

and conservative assumptions regarding operator action in response to valve
misoperation caused by digital controller common mode failure.

The inspectors concluded the evaluation showed that a software common cause
failure could be mitigated by valid operator actions and diverse equipment.

3.0 REVIEH OF DIGITAL CONTROLLER QUALIFICATION RECORDS

The inspectors reviewed the environmental qualification records for the JYC
YS80 series of digital controllers. The SLCD model digital controller was
qualified by similarity with the SLPC model in the YS80 series. The YS80
series designation is the same as the YEW80 series designation; the vendor
just changed the nomenclature, not the hardware or software. The licensee
qualified the YS80 controllers as Class 1E for temperature, electromagnetic
interference (EMI), and operability during a plant design basis earthquake
~ (DBE) and safe shutdown earthquake (SSE) seismic events. The following

sections address these qualification tests.

. 3.1 Electromagnetic Interference (EHI)

Radiation Sciences, Inc. (RSI) qualified the similar controllers using

~ Military Standard (MIL-Std) 461D, International Electrotechnical Commission
(IEC) IEC 801-2, IEC 801-3, IEC 801-4, and IEC 801-5 criteria for conducted
and radiated susceptibility and emissions. The criteria for this
qualification were described in "Electromagnetic Interference Test Plan for
the Johnson Yokogawa Corporation SLPC-181*E, SLCD-181*E, SLPC-281*E AND SLCD-
281*E Controllers, RSI-3826E, Revision B," dated April 22, 1993. Table 1
lists the specific tests conducted by RSI. The test results for the SLPC-
181*E controller (RSI-3842E, April 1993) showed that controller EMI
characteristics were enveloped by the limits specified in the above standards
criteria.

Based on the recommendations in Electric Power Research Institute (EPRI) EPRI-
TR-102323, "Guidelines for Electromagnetic Interference Testing in Power
"Plants," the licensee concluded that the control room mild electromagnetic
environment was enveloped by the electromagnetic characteristics of the Model
SLCD controller. The NRC has not endorsed the EPRI EMI guideline, including
the guidance that allows licensees to install new equipment in the main
control room without conducting a site survey of the electromagnetic
environment. However, since electromagnetic interference has not affected the
subject controllers since their installation in 1987, the inspectors concluded
that the EMI qualification by similarity, without the control room EMI site
survey, was reasonable for this auxiliary feedwater application because of

. equipment diversity.



Table 1. Y580 EMI Qualification Criteria |
Test Applicable [ Specification Ref. Standard
- Controller ’ ' '
Line ,
Conducted Emissions ~ Power 10kHz - 100MHz | MIL-Std 461D
(CE) ‘ (CE102) and
TVA-SS-
| E18.14.01 _
Radiated Emissions N/A 10kHz - 1GHz- MIL-Std 461D
(RE) (RE102)
Conducted Power, 10kHz - 400MHz MIL-Std 461D
Susceptibility (CS) Input/Output | . : , (CS114)
Conducted Power, 2kV IEC 801-4
Susceptibility Input/Output | :
Transient
Conducted Power 1.2/50usec, 1EC 801-5
Susceptibility Surge 2.5kV it
Radiated N/A 10kHz - 1GHz IEC 801-3
Susceptibility 10V/m - 25V/m
E]ectrostatic N/A 8kV Coqtact IEC 801-2
discharge (ESD) _ 15kV Air

N/A = Not applicable
3.2 Seismic .

The seismic tests were performed in accordance with IEEE 344-1975. The
licensee stated that the digital controller selectable settings for the
seismic tests were the same as the settings used in the auxiliary feedwater
application. The reports were approved by the mechanical engineering staff
and certified according to the test company’s QA procedures.

The inspectors reviewed American Environments Company’s "Seismic Qualification
Test Report on Electronic Controller and Terminal Box for Consolidated
Edison," Test Report No. 87887-1, dated November 30, 1987. The inspectors
verified: 1) that the basic model number of the tested digital controller was
the same as the installed controller; 2) that the test response spectrum
enveloped the required response spectrum; 3) that the controller output graphs
did not show any perturbation from the tests; 4) that the test mounting
simulated the in-service mounting of the controller; and 5) that no physical
damage was sustained by the controller.

The inspectors concluded that the seismic qualification test was adequate for
this application. ‘ .
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: 3.3 Mild Environment -
The Model SLCD digital controller is located in the control room, which is a
mild environment. The vendor qualified the controller series for 32°F to

~ 120°F, which envelopes the mild environment of the control room. Heat loading
in the controller cabinet is from analog to digital converters, power
supplies, and other analog equipment. The licensee did not analyze the
cabinet heat load. However, the control room maximum temperature for normal
operations is less than 80°F. Typical heat loading in non-ventilated
controller cabinets is 15°F. The cabinet in the control room is ventilated;
consequently, the inspectors concluded that the temperature 1limits for the
SLCD digital controller enveloped the temperatures expected in the controller
cabinet. : X ‘ :

The‘inspectors concluded that the mild temperature qualification by similarity
was reasonable for this application. : ‘

3.4 Conclusion

The EMI, seismic, and mi]d'temperature qualification records adequately
support the SLCD digital controller application in the auxiliary feedwater
system. _ :

4.0 STATUS OF PREVIOUSLY IDENTIFIED ITEMS

‘ 4.1 (Closed) Open Item No. 50-247/94-05-01 Pertaining to Digital Controller
Software Quality and Configuration Control of Selectable Software '
Parameters ' ' ,

Sufficient documentation was not available during Inspection Number 50-247/94-
05, to determine the quality of the software, and to determine that the actual
software control parameters and operational modes were under configuration
control. :

The open item consists of two parts: 1) verification of the quality of the

. software by review of the software development process and V&V; and 2) the
development of procedures or data sheets that provide configuration control of
digital controller selectable settings. '

4.1.1 Software Development Process and V&V
® Licensee Review of Software V&V

The licensee performed a review of a portion of the software development to
determine the extent to which V&V could be credited for the digital
controller. -

The software documentation for the SLCD digital controller and a similar
model, the SLPC, was written in the Japanese language. Only the actual
‘ assembly language source code listings used English mnemonics.
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The licensee reviewed the following Ehg]ish documents:

1) General Manufacturer’s Specification for Johnson Yokdgawé Model SLCD
(Style E) Digita] Indicating Controller; ' '

" 2)  Source cbdetiisting for Program AEDTC (Hew]ett—PaCkard-(HP) Assembly
Language); and ‘ .

3) SLCD Programming Variable Listing (Page 1-20 of HP Assembly Language).

~Since there was a large amount of software documentation, the licensee only
selected, translated, and reviewed the following six documents:

1) YEW Series 80 Performance Upgrade P]an'(STR-YSZOI-ll);

2) | Final Investigation - equiva]ent'to_final design revieﬁ (STR-YS201-11);
3) AEDTC_moduie flow chart (FH#-SLCD,02, Page 56-72);

4) SLCD 140/150*E Flow Chart (FH#-SLCD,01, Page 1-50);

5) Source iisting for Program UMAIN (for SLCD E, Page 1-21); and

6) SLCD functional test resu]ts.dbcumentation.

The Ticensee’s review concluded the following:

1) | A structured software development process was evident;

2) Consistent programming practices were evident;

3)‘ Software change control was evident;

4) Validation of functional, performance, and communication requirements
was evident; and -

5) A formal V&V plan was not present in the documentation, but there was
evidence of integration and functional testing.

The inspectors reviewed portions of the software documentation of the SLCD and
an associated controlier, the SLPC, at the licensee’s site on

January 24, 1995. The inspectors reviewed the vendor’s software life cycle
phases in accordance with the American National Standards Institute/Institute
of Electrical and Electronics Engineers-American Nuclear Society Standard,
"Application Criteria for Programmable Digital Computer Systems of Nuclear

" Power Generating Stations" (ANSI/IEEE-ANS 7-4.3.2-1982), which the NRC
endorsed in RG 1.152. This standard describes the use of software development
processes for controlling software quality. The inspectors found that the
major steps of the vendor’s system development 1ife cycle could be
equivalently mapped to the minimum requirements of the system development Tife
cycle described in ANSI/IEEE-ANS 7-4.3.2-1982. However, the formal
development planning documents and V&V records were not available for review.
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The inspectors also found that a requirements traceability matrix and
documentation describing the system requirements were not available. The
vendor developed the controller using components from other controllers. The
vendor representative stated that the requirements were documented in the
technical sales literature for the Model SLCD controller. The inspectors did
not agree that the technical sales literature could represent the original
requirements, since sales literature is developed after the creation of the
design requirements documentation. Without the requirements documentation,
the inspectors could not audit the system requirements to assess the vendor’s
adherence to the minimum requirements of the software 1ife cycle development
process. Also, without the requirements traceability matrix, the inspectors
could not confirm the veracity of the vendor’s verification efforts. _
Therefore, the inspectors were not able to completely assess the quality of
the software during the January 24, 1995, software audit.

The licensee determined that additional documentation could be made available
at the vendor facility. Consequently, the inspectors accompanied the licensee
on a follow-up inspection at the vendor facility in Philadelphia, Pennsylvania
on February 3, 1995. ' '

L Review of Vendor Software Documentation

The vendor provided the inspectors with two additional documents: 1)
"Development Flow Chart for YS80 Controllers"; and 2) "Software Design Review
Document for Johnson Yokogawa Corporation Model 151*E SLCD." These two
documents described the controller development process, and the results of the
vendor’s thread audit of three controller functions: the square root
function; feed forward function; and manual preset functions. Although
implemented in a similar digital controller design (the SLPC), the latter two
functions were not implemented in the SLCD digital controller.

The inspectors performed a thread audit of the SLCD square root function
requirement, and verified that the square root function was documented in the
requirements document and the design documentation. The inspectors also
compared the square root function design flow charts with the pseudo code and
source code implementation. The flow charts correlated well with the pseudo
code and the source code. ‘ '

To verify the vendor’s control of software re-use, the inspectors compared the
source code for the SLPC and SLCD square root functions, and found the coding
to be identical. The inspectors concluded that re-use of the square root
function module was of high quality. The inspectors then verified that the
vendor tested the square root function in the test and integration phases.

The inspectors reviewed records of design changes and concluded that the
vendor maintained adequate configuration control of the Model SLCD controller.
Additionally, the vendor used a naming convention to control software variable
and module names. Use of a naming convention is an indicator of a controlled -
development process. The vendor also documented the pseudo code with

comments. Although the pseudo code documentation was not consistent, the
inspectors found the comments to be adequate. _
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Vendor personnel other than the module developer independently tested and
validated the software modules. While the inspectors could not determine the
degree of validation independence, the work sheets indicated that the vendor
had made an effort to independently assess the quality of the software.

K] Conclusion

The licensee’s language translation and review of a sample of the vendor
software documentation were exceptionally well performed tasks. The
conclusions were sound, well supported, and provided accurate insight into the
general quality of the vendor’s software design. ,

Although the digital controller software had been developed before the
standards now used by the software industry were published, the vendor
followed a process that could be mapped to present good industry practices.
The inspectors could not review the vendor’s V&V process documentation, but
the source code listing and supplementary records indicated that the vendor
adequately controlled software quality with an informally controlied V&V
process. :

The inspectors concluded that the software development process met the intent
of the guidance in RG 1.152 and is adequate for the auxiliary feedwater
digital controller application because of auxiliary feedwater system diversity
considerations. However, the JYC SLCD digital controller is not considered to
“be qualified for all plant applications. Each safety-related application
should be examined in the Ticensee’s 10 CFR 50.59 safety evaluation process:
for suitability according to quality, defense-in-depth, and diversity
considerations. '

The first part of Open Item 50-247/94-05-01 concerning the verification of the
quality of the digital controller software is closed.

4.1.2 Configuration Control of Selectable Software Parameters

The SLCD digital controller has approximately 51 software control _
functions/parameters selectable by keypad, and 11 operational modes settable
by small switches on the side of the controller. A data sheet that recorded
the selected or default functions/parameters and operational modes, except for
proportional band and integral time, was not available during the previous
inspection number 50-247/94-05. ' _ '

® Licensee Corrective Action

The licensee verified the as-found keypad, slide switch, and DIP switch
settings of the four digital controllers and compared them to the values
desired by engineering. The comparison showed that the as-found condition
agreed with the engineering requirements.

The licensee revised the preventive maintenance (PM) procedures to incorporate
tables that detailed all the settings with space for as-found and as-left
data. The previous PMs did not record the settings.
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Access to the keypad and switches is controlled by locking mechanisms that
prevents the controllers from being withdrawn from the panel. A work .
authorization is required to remove a controller. The licensee stated that
they could not find work orders concerned with the removal of any controller
~prior to the failure of the one controller on April- 10, 1994.

o Review

The inspectors determined by interviews that the insertion of the keypad,
‘slide switch and DIP switch settings were determined and supervised by

" engineering at the original installation. The inspectors verified that the
revised PM package for the auxiliary boiler feed pumps flow controls (PM 1357,
Revision 6, Table 5-1, 5-3) contained the proper configuration control tables.

The licensee did not have a data sheet that showed the selectable settings
 were under configuration control at the time of installation in 1987. ~This is
a violation of 10 CFR 50, Appendix B, Quality Assurance Criteria,

Criterion 17, Records. Access to the settings was controlled and there was no
record of any access since installation. The inspectors concluded that the
selectable settings in the as-found condition were most likely the same as the
selectable settings at installation. Furthermore, the inspectors reviewed
auxiliary feedwater system test data for the motor-driven loops, conducted
every refueling since the installation of the modification, and found that the
system met specifications. This showed that the settings had no adverse
influence on the system performance. Therefore, the violation was not cited
because the criteria for discretion specified in the NRC Enforcement Policy,
Section VII.B., was met. o : '

L J - Conclusion

The second part of Open Item 50-247/94-05-01, concerning the development of
procedures or data sheets that provide configuration control of digital
controller selectable settings, is closed.

5.0 EXIT'MEETING

The findings of the inspection were presented to, and discussed with, members
of the licensee’s management at the exit meeting conducted on

January 27, 1995. An additional exit was made by telephone on _
February 6, 1995, following the Johnson-Yokagawa Corporation software audit.
The licensee acknowledged the inspection findings. A list of exit meeting
attendees is provided as Attachment 1 to this inspection report. '

The inspectors received and reviewed proprietary material during the

inspection and used the material only for technical reference. No part of the
material was knowingly disclosed in this inspection report.

Attachment: Persons Contacted |



ATTACHMENT 1
' PERSONS CONTACTED

Consolidated Edison Company of New York

Adorno Project Engineer,'I&C Programs

* A,
* F. Aydin ' Manager, Computer Applications . '
* J. Bahr *% Principal Engineer, Nuclear Safety and Licensing
A. Bekkerman Engineer, I&C
H. Chien Systems Manager, Information resources
* P, DeStefano System Engineer
J. Drexel Acting Director, Nuclear Quality Assurance
P. Duggan ¥k Principal Project Engineer, Nuclear
R. Eifler Engineer, I&C
* M. Entenberg ** Project ‘Engineer -
A. Hays okl Consultant Engineer, Computer Applications
M. Imai Engineer, System Engineering
~C. Jackson *x Manager, Nuclear Safety and Licensing
* L. Kawula - Supervising Engineer, System Engineering
A. Luke Supervisor, I&C
J. McAvoy Manager, Operations
* J, McCann Manager, Maintenance
V. Mullin *x Manager, Plant Engineering
S. Nadipuram Principal Engineer, Field Engineering
* K. Naku Supervisor, I&C '
* W. 0’Toole . Manager, System Engineering
F. Phillips © Manager, Material Procurement
* S, Quinn Vice President, Nuclear Power
T. Schmeiser - Plant Manager
* W. Smith Assistant Operations Manager
* P. Szabados ‘ Chief Nuclear Power Engineer , -
* M. Whitney Senior Engineer, Nuclear Safety and Licensing

Johnson Yokogawa Corporation

M. Cohen ' Project Manager, Nuclear Services
B. Wj11iamson Coordinator, Nuclear Services

U.S. Nuclear Requlatory Commission

R. Fuhrmeister Project Engineer

* M. Gareri NRR
* G. Hunegs : Senior Resident Inspector
* W. Ruland Section Chief, Electrical

Asterisk (*) denotes those present at the exit meeting on'January 27, 1995.
Double asterisk (**) denotes those on the telephone exit on February 6, 1995.



