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Dick Griest /j'4

From: "Redacted" <redacted >
To: <dkessler@g reenpeace.org>
Sent: Sunday, January 31, 2010 9:37 PM
Subject: Comments RE: NRC Docket ID NRC-2009-0558

Attention: U.S. Nuclear Regulatory Commission

Comments filed anonymously RE: Docket ID NRC-2009-0558 via FAX (301) 492-3446.

Porposed security enhancements for ISFSI spent fuel storage in dry casks.

http://edocket.access. gpo.gov/2009/E9-29872.htm

On December 29, 2009 former Vice President Dick Cheney accused President Barack Obama of "trying
to pretend we are not at war" with terrorists, pointing to the White House response to the attempted sky
bombing as reflecting a pattern that includes banishing the term "war on terror" and attempting to close
the Guantanamo Bay detention center. "[W]e are at war and when President Obama pretends we aren't,
it makes us less safe," Cheney said in a statement to POLITICO. "Why doesn't he want to admit we're
at war? The Draft Technical Basis for Rulemaking Revising Security Requirements for Facilities
Storing SNF and HLW reveals that Mr. Cheney was correct. There is no mention of the word "war" in
the draft technical basis or any of the related documentation. Despite the president assuring the country
that his administration was "at war" with the terrorists, clearly the Nuclear Regulatory Commission has
not gotten the message.

Use of the term "radiological sabotage belies the fact that ISFSIs and MRSs are in fact one part of a
binary weapon not unlike the munitions depots in Iraq which could be turned into IEDs. According to
testimony given by General Metz before the House Armed Services Committee October 29, 2009 the
military failed to realize that the IED would become a strategic weapon and the NRC has made the same
mistake with the spent fuel dry casks.The lesson learned in Iraq is you don't leave munitions that can be
used against you, unguarded. This is particularly true when these binary munitions are stored on your
home soil, like the spend fuel rods of nuclear power plants are, bundled together in a tight clusters of
dry cask waste storage called an ISFIS.

We seem to have to keep learning this lesson over and over, first at Pearl Harbor where all our aircraft
were bunched together "to make them easy to guard." Unfortunately they were not guarded from an
aerial attack and they were virtually wiped out. Later in Vietnam, Neil Sheehan wrote that a large
number of the weapons that the enemy used against us were captured when poorly guarded weapons
outposts were raided. The General Accounting Office reported on the most recent and most egregious
failure to learn this lesson which occurred in Iraq were thousands of munitions depots were not secured
during the initial hours of the invasion.

"DOD Should Apply Lessons Learned Concerning the Need for Security over Conventional
Munitions Storage Sites to Future Operations Planning" The overwhelming size and number of
conventional munitions storage sites in Iraq combined with certain prewar planning assumptions
that proved to be invalid, resulted in U.S. forces not adequately securing these sites and
widespread looting, according to field unit, lessons learned, and intelligence reports. Pre-OIF
estimates of Iraq's conventional munitions varied significantly, with the higher estimate being 5
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times greater than the lower estimate. Conventional munitions storage sites were looted after
major combat operations and some remained vulnerable as of October 2006. According to lessons
learned reports and senior-level DOD officials, the widespread looting occurred because DOD had
insufficient troop levels to secure conventional munitions storage sites due to several OIF
planning priorities and assumptions. DOD's OIF planning priorities included quickly taking
Baghdad on a surprise basis rather than using an overwhelming force. The plan also assumed that
the regular Iraqi army units would "capitulate and provide internal security." see
http://www.gao.gov/cgi-bin/getrpt?/GAO-07-639T http://www.gao.gov/cgi-bin/getrpt?/GAO-07-
444

While Senator John Kerry was unsuccessful in politically exploiting this incompetency on the part of
General Tommy Franks in the 2004 election, the blunder finally sunk in with the general public as week
after week IED attacks took their toll on American soldiers during the period 2004-2009. Thus, it is
deeply disturbing that the NRC staff has proffered a draft technical basis that provides for no force-on-
force guarding of the ISFSIs by on-site security at the nuclear plants. Instead the NRC proposes to leave
the protection of the casks to local law enforcement should an incident develop in a strategy called
Detect, Assess, and Communicate (DAC). I can only conclude that contrary to the assertions of former
commissioner Peter Branford in the Atlanta Journal-Constitution, the NRC staff has (expletive deleted)
for brains.

Dr. Howard Palmer Smith, who is a strong advocate of nuclear energy, and who attended the
NRC's open public webinar on this proposed regulation, admits that there will be a huge traffic jam in
the event of a nuclear incident unless the public exerts tremendous discipline. Even then, unless
the local law enforcement happens to be upwind of the ISFSI incident, there is no way that they would
be able to arrive at the scene because of the extraordinary dense vehicle traffic from the mass public
exodus. Moreover, an attack on the casks would be most likely to occur after hostilities were
commenced against Iran resulting in Iran's mining of the Straight of Hormuz. The cutting off of 30% of
the world's oil would lead to gas riots in the U.S. which would divert the resources of local law
enforcement and reduce their ability to respond to an ISFSI incident. Iran, having nothing to lose,
would also saturate the U.S. with explosively formed penetrator IEDs to an extent that they became
commodity items, rendering an attack on a cask somewhere, a certainty.

To determine what measures are warranted in protecting the ISFSIs one must first assess the costs
associated with a successful attack on these liabilities. The redacted reference document ML080030050
addresses "implementation costs" and "potential licensee costs" of implementing this draft technical
basis, but nowhere is it discussed what the impact would be on the country of a successful attack. In my
view the costs of a successful attack would be worse than those of the World Trade Center attack which
have been horrendous. A Nobel laureate has estimated the all-in cost of the wars in Afghanistan and
Iraq at $3 trillion dollars. The average American has been cowered to the extent that they are unwilling
to imprison the terrorists on U.S. soil or even bring terrorists like KSM to justice, forcing the trial venue
up in the air. The American government tapped the phones and email of all its citizens, an event
previously done only in Stalinist Russia during the "Great Purge."

An attack on dry cask waste storage which results in a dirty bomb will be different. We won't just be
able to tear down what remained of the WTC, bury the bodies, and move on. Areas contaminated by the
plume will have to be evacuated for centuries. Even if not one individual dies the impact on the
American psychic will be horrific. The space shuttle Challenger explosion, the shuttle Columbia
disintegration, the levee failures in New Orleans, the failure of the World Trade Center to survive an
attack at 600 mph bya fully fueled Boeing 707 as it was designed to do, the failure of the military to
discover a single WMD in Iraq, the failure of the SEC to discover Bernie Madoff s Ponzi scheme, and
the collapse of the global economic system in whichtrillions of investor funds evaporated have all
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contributed to what President Obama calls a "deficit of trust in government."

As a result of this distrust, only one in five Americans got the vaccine for the swine flu. I would thus
estimate the cost of a successful attack on one waste cask at $10 trillion dollars. The public might
demand that every nuclear plant in the country be shut down which would result in a terrible collapse of
the economy even though nuclear only supplies 20% of the electricity.

Accordingly, I would recommend that each waste cask be covered by a protection shield the size of an
Egyptian pyramid and be spaced one mile apart from. all other casks. This would be a Stand Alone
Impenetrable Defense (SAIP) strategy in contrast to the Detect, Assess, and Communicate (DAC) or
Denial of Task (DOT) defense strategies currently promulgated by the NRC. This conservative strategy
would seem warranted, given that the NRC has already discovered that nuclear plants in three states
have insufficient financial reserves to cover their decommissioning.

Former Rep. Lee Hamilton, who is co-chair of the "Blue Ribbon Panel" to analyze nuclear waste,
previously stated as co-chair of the 911 commission that the reason America was attacked was because it
suffered a failure of imagination. The NRC staff has suffered a similar imagination failure in this draft
technical basis. It is the consensus of the counterterrorism community that eventually a suitcase sized
nuclear device will be set off in our country. What better place to set off such a device than in the
middle of a dozen dry casks storing spent fuel? You get the mushroom cloud made famous by Bush
speech writer Michael Gerson, "We don't want the smoking gun to be a mushroom cloud.", along with
the plume of a spectacular dirty bomb.

A typical spent fuel cask contains 10-15 tons of spent fuel. Best estimates are that only 9.5 tons
of nuclear fuel became airborne during the Chernobyl accident. I would think that a dirty bomb that
dispersed 12 times the amount of radioactive particulates into the atmosphere as Chernobyl
would capture the attention of the American public. I bring the following two recent incidents to the
NRC's attention to "calibrate their imagination" as to what might be expected on an ISFSI attack. The
first is a raid made on Pelindaba in South Africa discussed in a 60 Minutes segment "Nuke Facility Raid
an Inside Job" broadcast November 23, 2008.
http://www.cbsnews.com/stories/2008/11/20/60minutes/main4621623. shtml

The second incident was the June 13, 2008 attack on Sarposa prison in Kandahar, Afghanistan. Despite
the Canadian military spending $1.5 million dollars on refurbishing the prison and training the guards,
insurgents blew down the walls of the prison and 1,000 prisoners escaped including 400 Taliban
terrorists. I also cite the picture of the U.S Armored Vehicle in which 14 Marines died which appeared
in the Oct. 2, 2007 Washington Post article by Rick Atkinson in his "Left of Boom Series" captioned
"You Can't Armor Your Way Out of This Problem."
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Sarposa prison Kandihar, Afghanistan after attack

Even if terrorists are unable to get their hands on a suitcase nuclear device they still mount an attack on
the casks by capturing a plane, replacing the nosecone radar with an explosively formed penetrator and
loading bags of ammonium nitrate onboard. While on route they can pump the jet fuel from the planes
tanks to activate the ammonium nitrate. Secretary Chu told the nuclear plant operators on January 22 to
quit complaining about the costs of storing the wastes because they were small potatoes. Similarly the
American public should tell Chu that the cost of validating a theoretical model of an attack on the casks
is trivial an it is incomprehensible why it hasn't been done yet. This concern was raised by Dr. Edwin
Lyman during the webinar.

No less a genius that Oppenheimer insisted on testing the bomb before sending it off to Japan. The
Corps of Engineers that built Mr. GO in New Orleans didn't validate their model and now the taxpayers
are stuck with a $100 billion liability claim. Even Teller's brain child had to be tested at Bikini Atoll. A
standard sized EFP IED weighing 60 pounds used in Iraq can poke' through 2 feet of concrete. Two of
those aimed at the same spot on the cask followed up with a thermite charge stuck in the hole thus
formed would be certain to bring the fuel rods inside to the autocatalytic temperature. There is no
excuse for the NRC not going back to Bikini and lighting-off one of these casks to obtain accurate
figures on the dispersal rates and cleanup costs

According to the Washington Post, the Hudson. River splash down plane is about to be auctioned off
This plane which is sans engines could be purchased by the NRC, towed aloft as a glider with full fuel,
and flown by wire into an existing farm of spent fuel casks to validate the NRC's models.
http://www.washingtonpost.com/wp-dyn/content/article/2010/01/21/AR2010012105407.html Public
pronouncements by former NRC Chairman Dave Klein that a "nuclear renaissance is inevitable" do not
enhance the public's view that the NRC's evaluations will be objective.

There was little discussion during the webinar about emergency procedures. Perhaps because there are
no effective actions to be taken once one of the casks has been turned into a dirty bomb. It is ironic that
the only effective strategy to be employed against the New Orleans levee failures was to use giant sand
bags that previously had only been used to haul radioactive soil. "His firm's supersized sandbags stopped
rush where others failed" Sept. 17, 2005 Dallas Morning News
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Given the NRC's actions it is clear that the NRC hasn't made President Obama aware of the domestic
threat to nuclear plants. The December 2009 New York Times article "US to Make Stopping Nuclear
Terror Key Aim" speaks only to foreign threats.
http://www.nyimes.com/2009/12/19/us/Tolitics/19nuke.html

The NRC's approach in the draft technical basis is to rely on a risk-informed and performance-based
analysis. As one of the participants stated during the public webinar after the global financial meltdown
the public has lost confidence in risk based analyses.

Nuclear power plant operators around the country will be required to evaluate the effects of a
land-based or waterbome vehicle bomb attack against their dry cask storage facilities.

What does this mean exactly? What kind of regulatory body issues a regulation that simply requires
navel gazing? One of the attendees at the webinar raised the following question.

Q. Isn't the NRC concerned about variations of implementation of this regulation given that the
calculations are left up to the individual nuclear plant operators? The equivalent public threat
analysis due to earthquake protection is handled by state building codes, which speak to specific
ASTM standards. You (referring to Brochman) mentioned earlier today that the NRC had
adopted the ASTM standard on barrier strips, wouldn't there be more uniform security if ASTM
standards were also created for dry waste casks?

A. (Brochman) As I mentioned previously the reason the NRC shifted to the ASTM standard on
barrier strips was simply because the previous standard which had been created by the Department
of State had been obsoleted and we were forced to adopt a new standard. (basically dodging the
question)

The questioner appears to be correct. See a typical section of the California Building Code applicable to
earthquake prone San Francisco 1704 3 which has copious references to ASTM. There is a big
difference between a regulation requiring nuclear plants to take terrorism risks into account versus the
NRC doing the calculations and having specific codes for ISFSIs that must be met. Haiti is a perfect
example of regulations which said "take survivability of an earthquake into account when designing
your building." They took survivability into account, but the costs were prohibitive so they built what
the could afford.

You can argue that Port-au-Prince wouldn't have been much of a city with everyone living in tents. But
if they had been in tents, the death toll would have been on the order of 63, experienced in the 1989
Loma Prieta earthquake of the same magnitude. It was only through so called "modem engineering"
that plain old buildings could become weapons of mass destruction killing 200,000

Q. Currently the public is not particularly enamored with risk based analyses. A Washington
Post story cited faults in the risk based model used by Fed Alan Greenspan as the proximate cause
of the major recession that we are now experiencing. Similarly a New York Times article
described a risk decision made by the SEC that eliminated the requirements for investment banks
to maintain reserves, which contributed to the lack of stability of the financial system once the
crisis started. How can the public be confident that risk calculations done by various nuclear
operators will be more accurate than those done by previous institutions.

A. ( I was having tape recorder difficulties, check with Phil Brochman to verify but it was
something like this) The risk based calculations done concerning the cask integrity and
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radioactive emissions are parameters of physics that can be calculated much more reliably than
economic variables which depend on public psychology and are subject to herd mentality.

Q. To which the questioner replied: that he had examined press reports of the defects and
criticisms of the economic model and that they bore great similarity to the objections raised in the
book Uncertainty Underground about the risk model that DOE was using to determine the safety
of Yucca Mountain.

I would argue that Mr. Brochman has no understanding of probability or statistics which underlie any
risk based analysis. Statistics are based on enumerating occurrences, and there has yet to be a single
occurrence of a cask attack while there have been at least a dozen occurrences of financial panics similar
to the current one, which has brought on the longest lasting recession since the Great Depression. Thus
if would follow if the Nobel laureate who formulated Alan Greenspan's risk model was incompetent,
that the economic flunkeys that the individual nuclear plants employed to conduct their risk based
analysis would be even less competent.

The Washington Post reference appears to be this Op/Ed -- "How Risk Models Failed Wall St. and
Washington"
http://www.washingtonpost.com/wp-dyn/content/article/2008/ 10/O1/AR2008100101149 pf.html

In recent decades, a vast risk management and pricing system has evolved, combining the best
insights of mathematicians and finance experts supported by major advances in computer and
communications technology. A Nobel Prize was awarded for the discovery of the pricing model
that underpins much of the advance in derivates markets. This modem risk management paradigm
held sway for decades. The whole intellectual edifice, however, collapsed in the summer of last
year because the data inputted into the risk management models generally covered, only the past
two decades, a period of euphoria. Had instead the models been fitted more appropriately to
historic periods of stress, capital requirements would have been much higher and the financial
world would be in far better shape today, in my judgment. -- Alan Greenspan Oct 23,
2008 testimony

The New York Times reference is most likely this article. As recently as a year ago the Times was
flogging itself for not adequately covering the financial risk to taxpayers when the SEC made a rule
change that according to analysts helped bring on the great recession?

They wanted an exemption for their brokerage units from an old regulation that limited the
amount of debt they could take on. The exemption would unshackle billions of dollars held in
reserve as a cushion against losses on their investments. Those funds could then flow up to the
parent company, enabling it to invest in the fast-growing but opaque world of mortgage-backed
securities; credit derivatives, a form of insurance for bond holders; and other exotic instruments.
The proceeding was sparsely attended. None of the major media outlets, including The New York
Times, covered it.

After 55 minutes of discussion, which can now be heard on the Web sites of the agency and The
Times, the chairman, William H. Donaldson, a veteran Wall Street executive, called for a vote. It
was unanimous. The decision, changing what was known as the net capital rule, was completed
and published in The Federal Register a few months later.
http://www.nytimes.com/2O08/10/03/business/03sec.html

I don't have access to the book "Uncertainty Underground" by Allison McFarlane and Rodney Ewing
and but I found what the questioner may have been referring to in a Scientific American article.
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Professor Rodney Ewing writes about how a problem with "risk based analysis" could have a
calamitous impact on Yucca Mt. safety. See Feb 10, 2003 Scientific American article, "Man Against the
Mountain".

Satisfying this standard rests on a probabilistic assessment that incorporates thousands of
assumptions--an approach never before applied to such a complex system. Some parameters (such
as the density of water) are well known; others (such as the likelihood of volcanic activity) vary
by a factor of 100,000. No one has figured out how to combine all these uncertainties, Ewing
notes.

The mathematical approach, in his opinion, keeps us from seeing how the individual components
are working. For example, much stock is being placed in Alloy 22, a relatively untested metal that
is supposed to confine wastes over the long haul. The corrosion rate for the alloy depends on
geochemical conditions--such as the pH and carbon dioxide content of the groundwater--that are
inherently difficult to predict. "We're betting on a new material about which we know little, while
making optimistic assumptions about its behavior under conditions we can only guess at," Ewing
states. "Uncertainties throughout the model are rolled together, which makes it hard to tell
whether any of the barriers are effective." He adds that there's been no attempt to test this model
on a real geological system. Further complicating the model are still unresolved concerns about
the site's geology, including seismic activity and volcanism.

The last paragraph sounds frighteningly similar to the post-mortems performed on the failed Wall St.
models.

But that front end needs a common back end, especially around the data that should exist, says
consultant Greenbaum. "The data model for doing the analysis doesn't exist," he says, so a
company selling securities and packaged mortgages doesn't include the packaging history. "You
can't do the classic drill-down," Greenbaum says, because no one knows what the relationships are
because the metadata hasn't been preserved -- or at least not preserved in a way that is easy to
find. http:llwww.infoworld.comlarticle/08109124139NF-it-financial-meltdown 3.html

Mr. Bob Audette writes in the Brattleboro Reformer:

While assessments included security inspections and force-on-force exercises, because the
possibility that the results of the assessments could be used as "potential targeting tools," the
results weren't released.

"Potential targeting tools"? How can this be? Last fall, former Secretary of Homeland Security, Tom
Ridge, told a gathering of the nuclear industry at a Penn State symposium that the public needed to get
over its associating nuclear power plants with terrorism threats. Who knows more, a former cabinet
level secretary who before that was the nation's first Homeland Security advisor or some flunkey at the
NRC? I suggested to the editor of the Penn State Daily Collegian that his paper follow up on this but
never saw anything in print so Ridge's statement stands and you ought to confront the NRC with it. As
explained above there is no force-on-force response for the casks.
http://www.collegian.psu.edu/archive/2009/10/16/former pa governor speaks abou.aspx

NRC spokesman Neil Sheehan handed the same hush-hush line to Wilkes-Barre reporter Rory Sweeney.

"We don't provide details on security inspection findings because that information could be useful
to an individual or group intent on attacking a nuclear power plant," NRC spokesman Neil
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Sheehan wrote in an e-mail.
http://www.timesleader.com/news/Nuke plant security improves 01-09-2010.html

Ditto for the 11 of 15 members of the National Academy of Sciences members who were unable to
participate in the risk analysis because they lacked the proper security clearance.
http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2006/02/1• /MNG73H6A4S 1.DTL&type=printable

Isn't it disingenuous for the NRC to claim on its website that openness and full public disclosure are
healthy while not being able to talk about issues the public is most concerned about because they are
classified? How can the public decide whether the benefits outweigh the risks of moving forward with a
nuclear renaissance if they aren't privy to the underlying evaluation and fully understand the risks? That
question was never successfully answered back in 2006 after the New Orleans levees collapsed.
Shouldn't Mr. Audette have at least posed the question to the NRC?

The flooding of New Orleans and nearby St. Bernard parish was a civil engineering disaster, not a
weather event. According to a 2007 study by the American Society of Civil Engineers (ASCE),
the majority of the damage from the flooding is due to the levees failing.
http://www.awsce.org/files/pdf/ERPreportpdf
http://www.asce.org/static/hurricane/whitehouse.cfm

"The failure of the levees was the worst engineering disaster in the world since Chernobyl" says
Dr. Ray Seed, Geotechnical Engineering, University of California Berkeley.

"Citizens of New Orleans were never told by those with both knowledge and responsibility just
how vulnerable they were to flooding, or the public safety compromises made in designing and
building structures," the report states. Dr. Ivor van Heerden

The average TV viewer would be hard pressed to describe any improvements made in the handling of a
dislocating type disaster like the earthquake in Haiti, despite lessons learned from New Orleans. So why
isn't the onus on Senator Lamar Alexander to declassify the threat data if he wants to convince the
public to build 100 new nukes? The press should get him to address the point William Theobald makes
in the Nashville Tennessean.

Building 100 more plants would create that many more targets to protect.
http://www.tennessean.com/article/20100118/NEWSO1/1180343/Sen. +Lamar+Alexander+s+nuck

The draft technical basis posted December 16 is late in coming given the report submitted to congress by
the Congressional Research Service on

I was struck that the draft technical basis seems to leave everything up to the discretion of the
individual nuclearplant owners.

Licensees would be required to evaluate the effects of...
http://edocket. access. gpo. gov/2009/E 9-29872.htm

The NRC is a regulatory body and is supposed to issue specific regulations. Can you imagine how the
building quality in Washington, D.C. would vary if. construction practices were left up to the individual
builders? That is why most states have commercial building codes. If you look at the building code for
earthquake prone San Francisco, it is very detailed and calls out specific ASTM standards. In so far as I
am aware, ASTM has never come up with a standard for a nuclear waste cask resisting attack by EFP
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lED or for a spent fuel pool resisting an aerial attack

Think about it, plain old buildings were turned into weapons of mass destruction in Haiti by the catalyst
of an earthquake. It is much less of a stretch to imagine how terrorists might become the
catalyst turning ISFSIs into WMDs. Not one member of the press attended the NRC's public webinar on
tightening security at nuclear power plants despite my contacting a score of journalists and four editors
including the PBS NewsHour with Jim Lehrer.

This parallels with the press's failure to recognize the threat of radical Islam prior to 9/11. Despite a
detailed article in which the FBI's deputy director Robert Bryant told the Washington Post's David A.
Vise, "We don't know what we know.", the Tennessean's editor Frank Sutherland went with the much
less detailed AP account by Michael J. Sniffen and cropped it to only two sentences buried deep in the
paper at the bottom of page llA on Nov. 12, 1999.
The FBI's Bryant proved correct and the Phoenix memo got lost in the bureaucracy and nearly 3,000
died during the World Trade Center attack, many jumping to their death.
http://community.seattletimes.nwsource.com/archive/?date=19991111 &slug2994620

cc: Lee Hamilton co-chair "Blue Ribbon Commission on Nuclear Waste" via certified mail 7008 0150
0001 2547 8963 1/31/10

Mr. Daniel Kessler - Greenpeace via email
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