
UNITED STATES 
NUCLEAR REGULATORY COMMISSION 

WASHINGTON, D.C. 20SSS-0001 

OFFICE OF THE 
INSPECTOR GENERAL 

MEMORANDUM TO: 

February 2, 2010 

Nader Mamish 
Assistant for Operations J of the D~uVDirect ,."f,o",r",operations 

FROM: 

SUBJECT: 

Steph n D. Dingbaum 
Assistant Inspector Ge 
Office of the Inspector 

STATUS OF OPEN AUDIT RECOMMENDATIONS ­
JANUARY 2010 

Attached is the OIG up-to-date status of all open audit recommendations as of 

the end of January 2010. Should you have any questions, please feel free to contact 

Tony Lipuma at 301-415-5910. 

Attachment: As stated 

cc: J. Arildsen, OEDO 
J. Andersen, OEDO 
C. Jaegers, OEDO 



Status of Audit Recommendations - Open Audits 

Report # & Name ._-- _, Unresolved I Resolved C_d _ -.Iot~_J 
OIG-01-A-03 Govemment Performance and Results Act: Review of the Fiscal 

0 2 0 2 
Year 1999 Performance Report 

OIG-03 -A-15 Audit of NRC's Regulatory Oversight of Special Nuclear Materials 0 2 6 8 

OIG-04-A-20 Audit of NRC's Incident Response Program 0 1 16 17 

OIG-05-A-09 Audit of the Budget Formulation Process 0 3 1 4 

OIG-05-A-13 Audit of NRC's Telecommunications Program 0 1 12 13 

OIG-05-A-17 Audit of NRC's Decommissioning Program 0 1 3 4 

OIG-05-A-18 Security Controls Over Personal Computers and Laptops - FI5MA 0 2 6 8 

OIG-06-A-24 Evaluation of NRC's Use of Probabilistic Risk Assessment In 
0 1 2 3 

Regulating the Commercial Nuclear Power Industry 

OlG-07 -A-05 Audit of NRC's Technical Training Center 0 1 10 11 

DIG-07 -A-06 Audit of NRC's Regulation of Nuclear Fuel Cycle Facilities 0 1 0 1 

0IG-07-A-10 Audit of NRC's Badge Access System 0 2 15 17 

0IG-07-A-14 Audit of NRC's Non-Capita lized Property 0 2 10 12 

0IG-07-A-15 Audit of NRC's license Renewal Program 0 1 7 8 

0lG-07 -A-18 Assessment of Security at NRC Buildings 0 1 26 27 

0lG-07 -A-19 Independent Evaluation of NRC's Implementation of the Federal 
0 1 14 15 

Information Security Management Act (FISMA) fo r Rscal Year 2007 

01G-08-A-03 Audit of NRC's Altemative Dispute Resolution Program 0 3 4 

01G-08-A-06 Memorand um Report: NRC's Planned Cybersecurity Program 0 1 0 

0IG-08-A-10 MEMORANDUM REPORT: AUDIT OF NRC'S CONTINUITY OF 
0 1 1 2 

OPERATIONS PLAN 

0IG-08 -A-11 Audit of NRC's Accounting and Control Over Time and Labor 
0 2 4 6 

Reporting 

0IG-08-A-13 Evaluation of NRC's Training and Development Program 0 12 5 17 

0IG-08-A-16 Audit of NRC's Premium Class Travel 0 2 5 7 

0IG-08 -A-17 Audit of NRC's Enforcement Program 0 3 0 3 

0IG-08 -A-18 Independent Evaluation of NRC's Implementation of FISMA for FY 
0 4 0 4 

2008 

0IG-08-A-19 Audit of NRC's Laptop Management 0 2 3 5 

01G-09-A-06 Audit of the Commi ttee to Review Generic Communications 0 2 0 2 

01G-09-A-07 Audit of NRC's Occupant Emergency Program 0 4 8 12 

01G-09-A-08 Audit of NRC's Agreement State Program 0 5 0 5 

01G-09-A-09 Audit of NRC's Warehouse Operations 0 8 9 

0IG-09-A-11 Information Systems Security Evaluation of the Technical Training 
0 8 0 8 

Center 

0 IG-09-A-13 Office of the Inspector General Information System Security 
0 10 0 10 

Evaluation of Region II - Atlanta, GA 

0IG-09-A-14 Office of the Inspector General Information System Security 
0 6 0 6 

Evaluation of Region IV - Arlington, TX 

0IG-09-A-15 Office of the Inspector General Information System Security 
0 6 0 6 

Evaluation of Region III - lisle, IL 

0IG-09-A-16 Audit of NRC's Grant Management Program 0 9 0 9 

0 IG-09 -A-17 Audit of NRC's Oversight of Construction at Nuclear Facilities 0 0 

OIG-09-A-19 Audit of NRC's Material Control and Accounting Security Measures 
0 3 0 3 

for Special Nudear Materials at Fue l Cycle Fac~ities 

OIG-09-A-20 Office of the Inspector General Information System Security 
0 5 0 5 

Evaluation of Region I - King of Prussia, PA 
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Status of Audit Recommendations - Opcn Audits 

Report # & Name _________ ~U"'""""'SO,,Iv, ed Resolved ."_ Closed . Total_ -.J 
OIG-10-A-D1 Audit of NRC's Physical Security 
Inspection Program for Category I 
Fuel Cycle Facilities 

OIG-10-A..Q2 Audit of NRC's Quality Assurance 
Planning for New Reactors 

OIG-10-A-03 Memorandum Report: Audit of NRC's Management Directive 6.8, 
Lessons Learned Program 

OIG-10-A-04 Independent Evaluation of NRC's Implementation of the Federal 
Information Security Management Act for Fiscal Year 2009 

I 
,~rand Total 

Monday, February 01. 2010 

2 

4 

o 

1 

7 

o o 2 

o o 4 

3 o 3 

o o 
113 165 285 ~ 
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Status of DIG Aud it Recommendations 

I .. ' , . j" last OIG lAgenCY Response) Agency Response ' 
Rec # De;cnpt lOn ! Responsible Office . Ccrrespondence Due I Received I 

:-1 O/G-01 -A-03 Government Performance and Resu lts Act : Review of the Fiscal Year 1999 Performance Report 
1 Develop a Management Di rect ive OCFO 10/7/2009 2/28i2010 

3 Include guidance on reporting unmet goals DCFO 10/7/2009 2/28/2010 

H OIG-03-A-15 Audit of NRC's Regu latory Overs ight of Special Nuclear Materials 
1 Conduct periodic in specti ons EDO,NMSS 12/24/2009 , Docume nt risk in formp.rl flPrHOflCh 

OIG-04-A-20 Audit of NRC's Incident Response Program 
4 Conduct Periodic Reviews of Region 's IRPs 

-I OIG-05-A-09 Aud it of the Budget Formulation Process 

1 EDO, CFO Roles 

2 PRe R~e 

3 Document Process 

- ! OIG-05 -A-13 Audit of NRC's Telecommun ications Program 

3 Revise MD 2.3. 

- j OIG-05-A-17 Audit of NRC's Decommissioning Program 

1 Retain Supporting Documentation 

EDO.NMSS 

EDO.NSIR 

OCFO 

OCFO 

OCFO 

EDO,OCIO 

EDO,NMSS,OCFO 

OIG-05-A-18 Security Cont rols Over Personal Computers and Laptops - FISMA 

3 Verify required security controls CSO,EDO,OIS 

6 Deve lop procedures for monitoring compliance wijh Execut we Order 13103 CSO,EDO,OIS 

1017/2009 

10/30/2009 

10/30/2009 

10f30/2009 

10/2912009 

10/30/2009 

1013012009 

5/312010 

212812010 

2128/2010 

2/28/2010 

2126/2010 

615/2010 

6/512010 

12f24/200!=l 

112912010 

OIG-06-A-24 Evaluation of NRC's Use of Probabilist ic R isk Assessment In Regu lati ng the Commercial Nuclear Power Industry 

3 Full V&V for SAPHI RE and GEM EDO.NRR,RES 10f7!2009 5/412010 

OIG-07-A-05 Audit of NRC's Technical Train ing Center 

1 Rec.01-ReviseMD 13.1 

- I OIG·07-A-06 Aud it of NRC's Regulation of Nuclear Fuel Cycle Fac il ities 

1 Fuel Cyc le Facility framework 

OIG-07 -A-10 Audit of NRC's Badge Access System 
13 Security plan and Information System Securijy Officer. 

15 Address penetration test report. 

OIG-07 -A-14 Aud it of NRC's Non-Capitalized Property 
7 Rec . 07 Modify MD 13.1 

11 Rec. 11 Modify MD 13.1 to Notify AlG I 

OIG-07 -A-15 Audit of NRC's License Renewal Program 
7 Establish backfit review process 

OIG-07-A-18 Assessme nt of Security at NRC B uildings 

Monday, February 01,2010 

ADM,EOO.HR 11/20/2009 211612010 

EDO.NMSS 

ADM.EDO 6/12/2009 2/26/2010 

ADM,EDO 6/12/2009 2/26/2010 

ADM,EDO 1212/2009 2/26/2010 

ADM,EDO 1212/2009 2/26/2010 

EDO.NRR 11/612009 4/30/2010 

1126/2010 

Staws 

Reso lved 

Reso lved 

Reso lved 
Rp.so lvp.o 

Reso lved 

Reso lved 

Reso lved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Reso lved 
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Status of OIG Audit Recommendations 

'1 . I i lastO lG I AgEOCY Response · Agency Response 
Rec # , De;cnption . Responsible Office Ccrrespondence Due Received Status 

11 Post si;J ns directing pedestrian traffic ADM,EOO 7/912009 3/3112010 Resolved 

-' DIG-07 -A-19 Independent Evaluation of NRC's Implementation of the Federal Information Security Management Ac t (FISMA) for Fiscal Year 2007 
11 Develop and implement quality assu rance procedures for POA&Ms. CSO,EDO,OIS 10130/2009 313112010 Resolved 

OIG-08-A-03 Audit of NRC's Alternative Dispute Reso lution Program 

2 Inco rporate guidance in Enforcement Policy EDD,OE 1212312009 Resolved 

DIG-OS-A-06 Memorandum Report: NRC's Planned Cybersecurity Program 
1 Develop and implement plans for a cybersecurity oversight program EDO,NSIR 1/27{2010 Resolved 

OIG..oS-A-10 MEMORANDUM REPORT: AUDIT OF NRC'S CONTINUITY OF OPER ATIONS PLAN 

Physical Security SUlvey Guidance ADM.EOO ,NSIR 

-~ OIG-08-A-11 Audit of NRC's Accounting and Control Over Time and labor Report ing 

3 Detai led System analysis OCFO 

4 Electronic Signatures 

- ! OIG-08 -A-13 Eva luation of NRC's Training and Development Program 

2 Develop a plan 

3 Comple te OP 404 

4 Central ize course materials 

7 Schedule courses 

8 Impact on employees 

9 New performance metrics 

10 Leverage LM S capabilities 

11 Develop cost tracking 

13 Develop evaluation strategy 

14 Evaluate collectl1g data 

16 Implementation plan 

17 Develop a process 

OIG-08-A-16 Audit of NRC's Premiwn Class Travel 

UlXlate MD 14.1 

6 eTravei 

OIG-08 -A-17 Audit of NRC's Enforcement Program 

1 

2 

Develop guidance 

Define data collection requ irements 

OCFO 

EDO,HR 

EDO,HR 

EDO.HR 
EDO,HR 

EDO,HR 

EDO,HR 

EDO,HR 

EDO,HR 

EDO,HR 

EDO,HR 

EDO,HR 

EDO,HR 

OCFO 

OCFO 

EDO,OE 

EDO,OE 

3 Deve lop QA process EDO,OE 

OIG-08-A-1B Independent Evaluation of NRC's Im plementation of F1SMA for FY 2008 
UlXlate the NRC System Information Con trol Database to klentify all 
interfaces between systems 

Monday, February 01.2010 

CSO,EDO.OIS 

10/712009 

10/30/2009 

1013012009 

11/4/2009 

2/22/2010 

4/3012010 

4/30/2010 

3/3112010 

1212312009 

1212312009 

1212312009 

1212312009 

1212312009 

1212312009 

1212312009 

1212312009 

1212312009 

1212312009 

1212312009 

1212312009 

1{1512010 

1/1512010 

1/14/2010 

1/14/2010 

1/14/20 10 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 
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Status of OIG Audit Recommendations 

Rec # t De;crlpt ion Responsible Office 

, 
Last OIG I Agency Response Agency Response , 

Ccn espondence 1 Due Received Sta'" 
2 Develop procedures for NRC System Information Control Cklta base CSO,EOO,OIS 11{412009 3/31/2010 Resolved 

3 Develop polic:y/p--ocedLXes for FOCC for all desktops and I~)\ops CSO.EDO 11/412009 3/3112010 Resolved 

4 
Develop p..-ocess for verifying FOCC controls are implemented on all CSO,EDO.OIS 111412009 3131/2010 Resolved desktops/laptops 

OIG-08-A-19 Audit of NRC's Laptop Management 

4 
Develop a process roc verifying security cortrols are implemented on 

eSO.EDO.CIS '11)/3012009 61512010 Resolved agency laptops 

5 Develop a protocol for updating agency laptops eSO,EDO.OIS 1013012009 6/5{2010 Resolved 

OIG-09-A-06 Aud it of the Committee to Review Generic Communications 

1 Develop agencywide backfll review process EDO 812612009 112912010 Resolved 

2 Role of CRGR ill C:l!-Jl;:llu,:y 1.Ji:lt;k~1 rl:lvil:lws EDO 8/26/2009 1/29/2010 Resolved 

OIG-09-A -07 Audit of NRC's Occupant Emergency Program 

2 Require annual. unannounced, full -sca le evaucation drills ADM.EOO 1211812009 7/30/2010 Reso lved 

10 Update maps ADM.EOO 1211812009 7/30/2010 Resolved 

11 Consistently place maps ADM.EOO 1211812009 7/3012010 Resolved 

12 Post luminescent signs and markings indica ting ex it accesses ADM.EOO 121 1812009 7/30/2010 Resolved 

OIG-09-A -08 Audit of NRC's A greement State Program 

Develop an IMPEP self-assessment mechanism EDO,FSME lG'812009 4/15/2010 Resolved 

2 
Develop guidance for identifying Agreement State informat ion needed if 

EDD,FSME lG'812009 4/15/2010 Resolved State cannot perform its functi()1s 

3 
Develop standardized procedures for communica ting to the Agreement 

EDO.FSME 1211012009 4/1512010 Resolved States 

4 
Develop a standardized data col ection process as the basis of a national 

EDO,FSME l G'812009 4/1512010 Resolved informat ion sharing tool 

5 
Revise I MPEP Procedures to inckJde a review of events not recorded in 

EDO,FSME l G'812009 4/15/2010 Resolved NMED 

DIG-09-A-09 Audit o f NRC's Ware house Operations 

2 Conduct security survey ADM.EOO 1 {8120 10 8/3112010 Resolved 

DIG-09-A-ll In formation Syst ems Security Evaluation of the Technical Tr aining C enter 

1 Comprehensive training in access system CSO.EDO 112112010 Resolved 

2 ComprehenSive documentation access control system CSO,EDO 112112010 Resolved 

3 Complete harden ing of badge access system CSO,EDO 1121/2010 Resolved 

4 Activate ITC's IDS CSO.EDD 112112010 Resolved 

5 Develop and implement backup information storing CSD.EDO 112112010 Reso lved 

6 Document backup implementation procedures CSO,EDO 1/21/2010 Resolved 

7 Evalu ate Vulnerab~ ities CSO,EDO 1/21/2010 Resolved -
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Status of DIG Audit Recommendations 

Re< # I DescriptiOn . Responsible Office I Last D IG [ Agexy Response I Agency ~sponse 
, Ccrrespondence J Due ReceIVed 

8 Perlorm Network Vulnerabiity Scan C$O£DO 112112010 

OIG-09·A·13 Office of t he Inspector Ge neral Information System Security Eva luation of Region II · Atlanta, GA 
1 Document key management procedures. CSO.EDO 121312009 613012010 

2 

3 

4 

5 

6 

7 

8 

9 

Include the date c()'l1binal ions were lasl changed in the combination 
inventory. 

Document combination management procedures. 

Update documented backl4> procedlXes to reflect the actual backup 
procedures in ~ace. 

Develop and implement procedures to send backup nfo offsite. 

Develop and document a contingency plan for the Region II seat-managed 
infrastructure 
servers. 

Deve lop and document a contingency plan for the Region II NRC-managed 
servers. 

Develop and document a contingency plan for the Region II badge access 
system server. 

Eva luate vulnerabilities idontified by the network vulnerab~ity assessment. 
identify false positives, and resolve remainirq \rtllnerabililies. 

Perform a nelworil v~nerability scan fo llowing remediation to verify aU 
10 vulnerabilit ies 

have been resolved. 

CSO.EDO 121312009 6/3012010 

CSO.EDO 121312009 0/3017010 

CSO,EDO 121312009 6/3012010 

CSO.EDO 121312009 613012010 

CSO.EDO 121312009 613012010 

CSO,EDO 1213/2009 613012010 

CSO,EDO 1213/2009 6/30/2010 

CSO.EDO 121312009 6/30/2010 

CSO.EDO 121312009 6/3012010 

- ' OIG-09 -A-14 Office of the Inspector General Info rmation System Security Eva luation of Region IV - Arlington , TX 

Develop and implement procedures for sending informatiOCl sy.;tem back~ 
information 
to an offsile location. 

Develop and docunent a contingency plan for 1he Region IV seat-managed 
2 infrastructure 

3 

4 

5 

6 

servers 

Develop and doc Lrnent a contingency plan for the Region IV 
NRC-managed servers. 

Develop and document a contingency plan for 1he Region IV badge access 
system server. 

Evaluate the vulnerabili ties idenlified by the network vulnerability 
assessment , identify any false positives and resolve the remaining 
vu lnerabilities. 

Perform a network vulnerabi lity scan fonowing remediation to verify all 
vulnerabilities 
have been resolved. 

Monday, February 01 . 2010 

EDO,OlS 11/2512009 3/3112010 

EDO.OIS 11/2512009 313112010 

EOO.DIS 11/25'2009 3{3112010 

EDO,OIS 11/25'2009 313112010 

EDO.OIS 11/25'2009 313 1/2010 

EDO,DIS 11/25'2009 3f31/2010 

Status 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Reso lved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 
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Status of DIG Audit Recommendations 

Rec # I' Description " Responsible Office I Last OIG I Agency ResPOnse ; Agency ~ponse [ StalUs 
Carespondence Doe . ReceIVed 

-: OIG·09-A·15 Office of the Inspector General lnformalion System Security Eva luation of Region 111 • Us Ie, IL 
1 Fully document backup procedures. EDO,OIS 1112512009 3/3112010 Resolved 

Develop and implement procedures for storing backup tapes onsite in a 
2 waterproof and 

fireproof cab inet or safe. 

Develop and document a contingency plan for the Regon HI seat-managed 
3 infrastructure 

4 

5 

6 

servers . 

Develop and doctment a contingency plan for the Region III 
NRC-managed servers. 

Evaluate the vulnerab~ilies identified by the network vulnerability 
assessmen, identify any false positives and resolve the rema ining 
vulnerabilit ies. 

Periorm a network vulnerability scan following remediation to verify all 
vulnerabi lit ies 
have been reso lved. 

-I OIG·09 ·A·16 Audit o f NRC's Grant Management Program 

1 Resolve LSS Issues 

2 Update MO 11.6 

3 Interim Glidance 

4 Develop Training Program 

5 Trained Staff 

6 Tracking System 

7 File Organization 

8 QA on Files 

9 Issue reguation 

EDO,OIS 

EDD,DIS 

EOO,OIS 

EDO,OIS 

EDO,OIS 

ADM,EDO 

ADM.EDO 

ADM,EDO 

ADM,EDO 

ADM,EDO 

ADM,EDO 

ADM,EDO 

ADM,EDO 

ADM,EOO,OGC 

-, OIG·09·A·17 Audit of NRC's Overs ight of Construction at Nuclear Facilities 

1 Enhance CIP Glidance EDQ,NRO 

11125/2009 3/3112010 

11/2512009 3131/2010 

11/2512009 313112010 

11/2512009 313112010 

11/2512009 3/3 1/201 0 

12/10/2009 517f2010 

12/HN'2009 5f7f2010 

12/10/2009 51712010 

12/1012009 51712010 

12/10/2009 5f712010 

12/10/2009 5f712010 

12110/2009 5f712010 

12/10/2009 5f712010 

12/1012009 5f7120 10 

12/1012009 6/1f2010 

- OIG·09 ·A·19 Audit of NRC's Material Contro l and Accounting Security Measures for Specia l Nuclear Materials at Fuel Cycle Facilities 

Procedures EDO,NMSS 1112512009 212612010 

2 DOE Alternative EDO,NMSS 1112512009 212612010 

3 Manager Tra ining EDO,NMSS 

OlG·09·A·20 Office of the Inspector General Information System Sec urity Eva luation of Region I · King of Prussia, PA 

2 

Update the backup procedures found in the Region I Standard Operating 
Procedures for AIS Security. 

Develop ami dOClJllent a contingency plan for the Region I seat-managed 
infrastructu re servers. 

Monday, February 01,2010 

EDO,OIS 11 f2512009 8f31 /2010 

EDO,OIS 11/2512009 813112010 

1/2 1/2010 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Reso lved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 

Resolved 
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Status of OIG Audit Recommendations 

Rec # I DESCript ion 

3 

4 

5 

Develop and document a contingency plan for the Region I NRC-managed 
servers, 

Evaluate the vulnerabilities identified by the network vulnerability 
assessment, identify any false positives and resolve the remaining 
vulnerabilities. 

Perform a network vulnerability scan following remediation to verify all 
vulncmbilities have been resolved. 

- OIG-10-A-01 Audit of NRC's Physica l Security 

1 Security Training 

2 Periodic Guidance Review 

OIG-10-A-02 Aud it of NRC's Quality Assurance 

1 Define QA review coordination requirements 

2 Develop a QA review process 

3 Determine impacts of document translation quality 

Responsible Office 

EDO,OIS 

EDQ,OIS 

EDO,QIS 

NMSS 

NMSS 

EDD,NRO 

EDD,NRO 

EDO.NRO 

4 Incorporate assessment results of translation quality into overs~ht EDQ,NRO 

I last OIG I Agency Response ' Agency Response i 
Correspondence Due Received I 

11/25'2009 

11/2512009 

11/2512009 

11/3/2009 

1113/2009 

8131/2010 

8131/2010 

813112010 

12J3f2009 

12/3f2009 

1211712009 

12117/2009 

12/17/2009 

12/17/2009 

- OIG-10 -A-03 Memorandum Report: Audit of NRC's Management Direct ive 6.8, Lessons Learned Program 

Develop and implement a strategy for communicating agencyv.ide lessons 
learned and program 

2 Implement the plan to release SPELL 

EOO,RES 

EOO,RES 

1/29/2010 

112912010 

3/1212010 

3/12/2010 

StabJs 

Resolved 

Reso lved 

Resolved 

Unresolved 

Unresolved 

Unresolved 

Unresolved 

Unresolved 

Unresolved 

Resolved 

Resolved 

3 Re-affirm and communicate management's support for the prcgram EOO.RES 1129/2010 3/1212010 Resolved 

-: OIG-10-A-04Independent Evaluation of NRC's Implementation of the Federal Information Security Management Act for Fiscal Year 2009 
1 Interface Procedures EDO,OIS 11/17/2009 12117/2009 Unresolved 
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