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- Dear Dr. Ray: ""i‘ -;i. oo '. - ; .
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, We have surveyed the security systems at commercial nuclear powerslanis,
and have noted issues. which warrant your attention. ‘

As you know, security in the nuclear industry has been a matter c:
considerable public and_conngSSional concern mostly related to safecguzris
for preventing-thEvthéft'of special nuclear mzaterials. ‘Scme coancern nzs
been expresscd about security systems at nuclear powerplants. . The ccmeaensces
of opinion is that security throughout the industry needs to be improved.

>

K We made this survey as a follow-on to our recent work on in-plant
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and transportation protection of special nuclear raterial. During the
tisidd

gurvey, we visited nine nuclear sowerplants at five sites. We iden
those sites for AEC officials. Ve also visited local law enforcement
agencies. Ve saw the existing security systems and discussed them with'
Jicensce and AEC officials. We . also discussed with thzse officials any
planned changes in these areas. ' T ' - S

AEC's guidance to licensees for security systems. at nuclear power

‘does not specifically define the level of sabotage threats that licensees
gecurity systems must be able to handle, sand AEC has not clarified the
Government's responsibility for protecting nucliear povwerplants against .
gsbotage threats beyond the capabilitiles of licensees' security systenms.
‘Studics AEC is funding should provide a basis for determining credible
~ pabotage threats and for developing performance criteria. However, it

- will be some tinme before thése studies are completed, performance criteri
are developed, and revised security requiiements are adopted. The actual
or prospective increase in the amounts of highly radioactive used fuel
gtored at nuclear powerplants would secm to warrant establiching interin
additional sccurity requirements as soon as pdssibfé. ' ‘

_ SECURITY SYSTEMS AT COMAERCIAL
NUCLEAR POWERPLANIS

"AEC regulations effective November 6, 1973, require 1icensees to
B _ prepare physical security plans for their nuclear powerplants and to
Lo submit them to AEC for its zpproval. To help licensees develop their
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Plants Against Industrial gabotages" The guide endorses the Amcrican
National standards Institute Stzndard N18.17, "Industrial Sccuri;y‘for.
Nuclear Yower Plants." As of Septembcr'l..197b, AZC had reviewed and
approved the physiczal security plans for all nuclear poverplants licensed
to operate. . S L - S

Under. the AEC guide and thc_standard,-lieensces, to detect, deter,
and protect againsc'intrusions,'are expected to maintzin an arced-guard
force, install protective barriers, and provide jntrusion detection
devices. ‘Licensces are also expected to establish lizison and‘co:muni-
cations with law enforcement agencies to help the 1icensees protect their
“plants pgainst acts of industrial sabotage. S - :
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. pihns, AEC isaﬁed Regulatory Guide 1.17, "Ptotcctidn of Nuclear Pover o _u.-

At several plante‘we vigited,. ve notad unlighted protccted—a:ea

- perimeters, unlocked outside doors, lack of {ntrusion alarms, s1d unarmed
watchmen. Licensees were planning to correct such wezknesses in their
gecurity systems to comply with the AEC guidelines for security at nuclear
powerplents. = - . E '.‘ : -
Are commereial'nuclear power reactors S T
vulnerable to sabotaze’ s

- ——

! - N : : ’ 1 . o

: Licensee and AEC officials agreed that a seeurity;system at a licensed
* puclear powerplant could not prevent a takeover for sabotage by a small
aumber--as few, perhaps,'as two OY three-~of armed jndividuals. Such a
takeover, particularly*of a nuclear powerplant aear a 1arge'metropolitan
area, could threaten public health and safety, if radioactive caterials
were relcased to the_enviroﬁment-aS'a result of successful szbotage.

,=Variou§ experts,disagree'on the vulnerdbilityrof nuclear poﬁerplants
.to sabotage. In an -attempt to better define this vulnerability, AEC is
funding stpdies.Ascheduled for completion by June 1975, to determine the

 —-potentia1 spurces of szbotage threats,

——yulnerability of nuclear power reactors to sabotage,

—-yesources necessary to carry out successful sabotage, and .-
--potential consequences of sabotage. ' ‘ ' '

_ According to AEC and licensee of ficials, the ysad-fuel storagt facility
at a nuclcar-powcrplant.is mor2 accessible and vulnerable €o sabotage tnan
48 the reactor coré.. Such a storage facility generally -1s an uncovered
pool of water near the reactor. The highly tadipactive-used fuel does not
have the same degrec of physical protection as that provided to the reactor

.

core by the reactor containment vessel.
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" The used fuecl 1s stored on site for cooling; After cooling it is
packaged and gshipped to a ‘commercial fuel-reprocessing plant.. Fuel-- ;-
yeprocessing planta have large storage capacitles and have hecen storing ‘.

- used fucl.. However; these plants are not expected to be in operction
uatil 1976 or later and their storage arcas are rapidly being filled.

- — AEC has recognized this problen and is considering zllowing AEC facilities

to store used fuel from commgr;ial nuclear powerplents. -

. gome nuclear powcrplants' keeping more used fuel on hand than they normally
- .would. This situarion increases the potential consequences of successful
gabotage of the used-fuel storage facilities at such plants.

The dwindling commercial storage capaéify has already resulted in

Need for improved sccurity recuircments o SRR o e
} Standard §18.17 states that the security system it outlines is designed
to protect-against a wide variety of potentizl threats, inecluding a ''small
group of discordaat individuals." The standard specifically excludes pro-
tection against "deliberate assaults by trained para-wilitary groups,”
‘stating that such protection is the Government's responsibility. '

. Licensees have not been given specific‘guidénce on the difference
" petween threats posed by small groups of discordant individuals and those
posed by trained paramilitary groups. Therefore the level of threats
- that licensees' security systems must be able to protect against is unclear.
_ AEC's review and approval of licenseces’ proposed security systems are
not based on specific performance criteria. Without such criteria there
is no way to measure the effectiveness of licensees' total security systems
~-their onsite security system and assist agencles' response czpabilities.
. . s
AEC officials told us that there had been no specific coordination
with other Federal agencies, such as the Department of Defense and the
- Federal Bureau of Investigation, to protect against or respond to attacks

‘ * v~ .« _a . .
. 'by paramilitary groups. These officials said .inat lucal law enforcement

" assist agencies would be expected to respond.to such attacks. Hewever,
AEC guidance to licenmsees does not provide for making such assist 'agencics
aware that they would be expected to carry out the Government's respon- ‘
sibility to counter attacks by paramilitary groups against commercial
nuclear power reactors. S ‘ :

The need to give licensees specific guidance on the level of threats
their security systems must be prepared to handle and on the Government
agencies which must be contacted for assistance and to provide for evaluatirg

the response capabilitics of assist agencies, has been recognized within
:ABC. During a rccent review of an applicant’'s security system, AEC's |
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" that those requirements specify "the govermmental authorities which an
‘applicant must contact for assistance' to counter threats beyord its OW I e
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- Atomlc Sdfety aﬁd Liccnsing Board said that, einge:thé'aﬁplicént depends

on the assist agencies to handle situations beyond the onsite capabilitics;

itheir abilitics to reepnnd should be Lestcd. L _ . .

In a latcr comn -ent on that saze security system, AEC's Atonic Safety

‘ and Licensing ! ppcal Board recommiended that the ALC Regulatory stafi moke

sure that rcquircrents for security plans "prescribe precisely the 'design

- basis threat' that the applicant itself must be prepared to meet." The

Appcal Loard further. said that the LEC Rapulatory. staff should make sure

oy

" capabilities. AEC Regulatory officials told us that these recom=ondaticens '
' were advisory and thcy.did not plan to taLe any spucific act*01 on them.

In addition, the need for increased security 1s beinw adv oiated frOﬂ

within AEC. AEC's Advisory Committee on Reactor Safeguards, wiich inde-

CONCLUSIONS

~result of its analysis of a construction permit ap Jlic tion, that =
attention be given to reactor dasign ieaLL*es uhicb '‘prevent or i
c

. recently noted tha the use of built-in rrotective devices, such as in

pendently reviews all applicaticns for construction permits and operating
licenses for nuclear power reactors, recently recommenced to AZC, as a-
the consequences of acts of “sazbotage." Further:orc, an AEC Commi

citating gas in critical areas of reactors, would ‘help provice graater
insurance agbinst sabo.age. : :

-AEC needs to (1) give licensees more specific guidance on the level
of threats their security systems must be prepared to hzndle by clarifying
the differences between assaults by small groups of discordant individuals
and by paramili tary oups, (2) clarify the Goverrment's responsibility
for protecting nuclear poverplants against sabotage by paranilitary grours,

~and (3) establish pcrforﬂance critcria for llcensees total security

yetems.

,After AEC gives5li¢ensees better guidanée on what thelr security

. systems are expected to protect against and clarifies the Coverazent's

responsibility for protecting nuclear powerplants against sabotage by

~ .paramilitary groups, licensees will know more precisely what their securlty

systems must be designed to do and AEC will be better aole to judge this
capability. . ‘

" The studies AEC {is funding should provide a basis for deterﬂlning
credible sabotage threats and for developing perforwarce criteria. However,
it will be some time before these studies are cozpleted, performance
critcria are developed and revised securit ty -requirecments are adopted.



Meanwhile, there {s one vital area at nuclear powefplants-;fhé used-fuel
storagc facility¥—which secms to warrant estzblishing additipnal sccurity .

. gequirements as soon as possible, particularly»inivicw_Qf_thc actual.or .
prospcctivé incrcase in the amounts of uscd fuel stored. at nuclear power-
. p.nl'aunts. ) < . . ) oo _ . . : .

~ . When the vulnerability of nhélcar'powgrplants'to’éébotage'is better:
. known as a result of -the currcnt'studies;'AEC'should be able to establish
. performance criteria; evaluate security systems against such ériteriay
. and adjust‘security}system requirements, &s necessary.
RIECOMMENDATIONS “TO_THE CHALRMAN, AEC ST T e

P .

We recommend that AEC clarify the differences between assaults by
_ small groups of discordant individuals and by paramilitary Brours and
T clarify,thelcovcrnment's responsibility for protccting nuclear powerplants -
against sabotage by paramilitary groups. Ve recommend also that, in view
of the actual or prospective increasd in the amount of used fuel stored
at nuclear  powarplants, AEC determine what zdditinnal interin security
requircments ‘can be established to strengthenﬂliceﬁsgesf socurity systems.

. ‘\ - . '- - - - )

We appreciate the courtesy and cooperation extended to our repre-
gentatives during the survey. Wle shall appreciate.being ipiprmad of the
action you take on 0urltecommendations.= ‘ . n ) '

. ‘We are sending copies of this report to the Director; Office of
 Management and Budget; the Chairman, Joint Committee on Atomic Energy;
and the Chairmen of the House and Senate Appropriations and Government
Operations Committees.: ' A AR

- As you know, section 236 of the Legislative Reorganization Act of
;970 requires the head of a Federal agency to submit a written'statamen:
on actions taken on our recommendations to the Rouse and Serate Co-mittecs
. on Government Operations not later than 60 days after the date of the

_ __report and to the House and Senate Committces on Appropriatiens with the
"'agency's first request’ for appropriations made more than 60 days after
.the date .of the report.-. ' e e

fk; . :: :,:781ncerely'y0“f5’f. . )

A v R .ﬁenry Eschwege
. T .- ..t . Director -
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