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Purpose of Meeting

* To provide the industry, public and other
stakeholders, an overview of the
proposed enhancements to the Force-on-
Force (FOF) Inspection Program and

Significance Determination Process
(SDP).
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Background

« The current FOF inspections conducted by the Nuclear
Regulatory Commission (NRC), implemented following
the events of September 11, 2001, have proven to be
highly effective in evaluating licensees’ ability to defend
against the Design Basis Threat (DBT).

* To enhance program effectiveness, periodic review of
program elements, incorporating regulatory
requirements, and implementing industry best practices
IS warranted and prudent.
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Background (Cont.)

« The FOF Inspection Program consists of triennial NRC
evaluated FOF exercises. These exercises are
designed to assess a licensee’s ability to defend
against adversaries as described by the DBT.

The assessment is an evaluation of rigorous exercise
activities that challenge licensees in protecting their
facilities from a mock adversary.

The outcome of the exercises are relied upon to provide
specific data to assess the protective strategy, and are
evaluated to determine the significance of findings with
respect to security impact.
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Background (Cont.)

* In late 2008 through the first quarter of 2009, NSIR staff
conducted a review of the Force-on-Force (FOF)
Inspection Program.

Based upon the results of the review, the staff began to
consider ways to enhance the SDP of the FOF
Inspection program.

NSIR staff presented a conceptual overview of the
enhancements to the power reactor industry initially at
the January 2009 FOF workshop and at subsequent
workshops/meetings through the first and second
quarter of 2009.
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Results of the Program Review

* During the FOF inspection, which occurs over
several weeks, a wide range of licensee
activities are inspected and evaluated.

 Although the current FOF SDP tool has been
effective at facilitating the assessment of the
results of triennial FOF exercises, the tool does
not consider some aspects of the licensee’s
overall security programs which are reviewed
during the inspection process.
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Results of the Program Review (Cont.)

« The goal of the proposed enhancements to the SDP is
to incorporate additional inspection elements to
facilitate a comprehensive assessment of licensee
performance.

Other licensee program elements could provide
additional data to be considered, when determining the
significance of inspection findings that are related to the
overall adequacy of a licensee’s security programs and
protective strategy, not just the adequacy of the
licensee’s performance during an NRC evaluated FOF
exercise.
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Proposed Near Term Process For
Program Enhancements

« Licensee performance during the NRC conducted
triennial exercises will remain the core program element
to be assessed during FOF inspections to ensure NRC
compliance with Section 651(a) of the Energy Policy Act
of 2005, which adds section 170D to the Atomic Energy
Act of 1954 (42 U.S.C. 2201 et seq.) as amended.

The enhancement process will evaluate inspection
objectives and activities associated with the current
program. Additional objectives and activities will be
developed as a result of the recent 10 CFR Part 73
rulemaking to evaluate the results of the FOF inspection.
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Proposed Near Term Process (Cont.)

 NSIR is developing specific protective strategy and training
attributes such as: Target Set Development, Controller
Training, Scenario Matrix Development, Controller
Performance and Licensee Exercise Performance, which will
be assessed over the course of the FOF Inspection.

The enhancement program also includes an NRC observation
and assessment of licensee performance during the conduct
of a required annual FOF exercise that is planned and
orchestrated by the licensee.

Each of the protective strategy and training attributes
assessed will be assigned a weighted value, added together,
and evaluated as an overall quantitative value.”




Security Performance Assessment

Scenario Development Assessment

Area Weight |Assessment Guidelines* Score Weighted
Score
Where there any issues identified related to Trusted
L y . L No issues identified related to Trusted Agents, score=3
Agents maintaining the confidentiality of the 15 . S _ 0
. No issues identified related to Trusted Agents, score=0
Scenarios?
Did the licensee ensure appropriate facilities and CAF facilties well maintained and appropriate to CAF duties , score=3
materials/supplies for the CAF mission planners and 10 CAF facilities poorly maintained and/or moved frequently, score=0 0
Team?
Insider provided appropriate information based on CAF requests, score=3  Insider
Did the licensee provide a cooperative insider to 10 provided partial information based on the CAF requests, score = 1 0
assist in CAF planning? Did Insider provided limited or inaccurate information inconsistent with job duties and
assumed 2 year planning cycle, score = 0
Did the controller matrix (sequence of events) . . o
. . . . Scenario matrix included all essential mission elements, score 3
include all essential mission elements provided by 10 . . L - . o _ 0
Scenario matrix was deficient in providing any essential mission elelment, score = 0
CAF planners?
Did the final matrix include sufficent detail, including Matrix accounts for appropirate timeouts and adversary movement, score =3
development of appropriate planned time-outs and 10  |Matrix deficient in appropriate timeouts and adversary movement, score 1 0
anticipation of tactical adversary movement? NRC intervention required to ensure appropraite changes to matrix, score = 0
Did the licensee provide an appropriate intelligence Lfcensee .prov'ded complete pad.(age to the CAF upon a”'“?" score=3
7 Licensee intel package that require NRC intervention to aquire or supplement, score 0
package to the CAF? 0
Were licensee Controller matrices provided to the Matr!ces prov!ded prior to Monday of the week prior t.o exercise yveek, score 3
NRC for review timelv to allow for adequate review? 7 Matrices provided on the Wednesday of the week prior to exercise week, score 1 0
y q ’ Matrices provided on the Friday of the week prior to exercise week, score 0
Did the final Matrix give appropriate controller Matrix includes approriate instruction, score =3
responses for earned information and actions for 7 Matrix deficient in appropriate instrcuition, score 1 0
other condition (e.g, no miles play areas)? NRC intervention required to ensure appropraite instruction, score = 0
All issues resoved orraised using escation process by Wednesday prior to exercise
Did the licensee resolve all issues or utilize the week, score =3
escalation process prio to the beginning of exercise 6 All issues resolved or raised using escalation process by Thursday prior to exercise 0
week? week. Score = 1
Issues unresolved or raised using escalation process during exercise week, score=0
Did the licensee adequatly and quickly facilitate the Full access within 3 hours of arrival, score=3
CAF mission planners and team member badging 5 Some issues with coordination, score=1 0

and access to the facility?

NRC action required to assist with CAF access, score=0

Total Weighted Score:

Overall Score:
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Proposed Near Term Process (Cont.)

* A newly developed “Exercise Margin
Assessment Tool” will also be used
to make an assessment of the
licensee demonstrations of their

protective strategy during the triennial
NRC-evaluated exercises.




Force on Force Margin Assessment
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Weighted Values

High Margin
Drill Terminated |=———mb

Adwersaries kept in OCA for
1.5 hours or greater after
icensee determination of
Hostile intent

Protecting People and the Environment

Adwersary Neutralized in
OCA or PA outside Power
Block

High Margin 1 0

AN
i Successfu | Reduced Margin [~
Enters Power Blc

\ e

7

Adversary Successfully
Destroys Target Set
Components

v

Adversary Successfully Una,a.;? pit:ble [—
Destroys Target Set 9
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Proposed Near Term Process (Cont.)

* The final overall assessment and
significance determination of the results
of the inspection will be the summation of
the results from the three exercises
combined with an overall score from
“weighted’ values for each of the
protective strategy and training attributes.




Exercise Performance Points Gained Security Proposed Outcome or

Result from FOF Assessment Color
Margin Score
Assessment (Expected = >

(No of Points) 80%)

3 High Margin 30 Expected No FoF Significance (NFS)
3 High Margin 30 Degraded NFS

2 High Margin

1 Reduced Margin
2 High Margin

1 Reduced Margin
2 Reduced Margin
1 High

2 High Margin

1 Low Margin

2 Reduced Margin
1 High

2 High Margin

1 Low Margin

3 Reduced Margin 24 Expected NFS
1 High Margin
1 Reduced Margin 24 Expected NFS
1 Low Margin

28 Expected NFS

28 Degraded NFS

26 Expected NFS

26 Expected NFS

26 Degraded NFS

26 Degraded NFS

3 Reduced Margin Degraded
1 High Margin
1 Reduced Margin Degraded
1 Low Margin

2 Reduced Margin Expected




Exercise Performance
Result

Points Gained
from FOF
Margin
Assessment
(No of Points)

Security
Assessment
Score
(Expected = >
80%)

Proposed Outcome or
Color

2 Reduced Margin
1 Low Margin

22

Degraded

2 Low Margin
1 Reduced

20

Expected

2 High Margin
1 Unacceptable Margin

20

Expected

2 Low Margin
1 Reduced Margin

20

Degraded

1 High Margin
1 Reduced Margin
1 Unacceptable Margin

18

Expected

2 High Margin
1 Unacceptable Margin

Degraded

1 High Margin
Reduced Margin
1 Unacceptable Margin

Degraded

3 Low Margin

Expected

3 Low Margin

Degraded

1 High Margin
Low Margin
Unacceptable Margin

Expected

Low Margin

1
1
1 High Margin
1
1 Unacceptable Margin

Degraded

2 Low Margin

Expected




Exercise Performance Points Gained Security Proposed Outcome or

Result from FOF Assessment Color
Margin Score
Assessment (Expected = >

(No of Points) 80%)

2 Low Margin i 5 e el
1 Unacceptable Margin egrade ellow

2 Unacceptable Margin
1 High Margin

2 Unacceptable Margin
1 High Margin

2 Unacceptable Margin
1 Reduced Margin

2 Unacceptable Margin
1 Low Margin

2 Unacceptable Margin
1 Low Margin

10 Expected Yellow

Degraded Yellow

Expected Yellow

Expected Yellow

Degraded Yellow

3 Unacceptable Margin Expected
3 Unacceptable Margin Degraded
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Next Steps

Evaluate comments from public meeting participants.

Continue to refine the process and conduct a second Public
Meeting 14 December 2009.

Inform the Commission on the recommended approach for
enhancements to the FOF Inspection Program.

Conduct pilot inspections (15t and 2"d Qtr 2010) comparing the
Clgregt FOF SDP to the proposed enhancements for a revised
FOF SDP.

Consider implementation of the program enhancements during the
conduct of the FOF Inspection Program in Calendar Year 2010.
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