
( Westinghouse,

U.S. Nuclear Regulatory Commission
ATTENTION: Document Control Desk
Washington, D.C. 20555

Westinghouse Electric Company
Nuclear Power Plants
P.O. Box 355
Pittsburgh, Pennsylvania 15230-0355
USA

412-374-6206
412-374-5005
sisklrb@westinghouse.com

Direct tel:
Direct fax:

e-mail:

Your ref: Docket No. 52-006
Our ref: DCP/NRC2506

June 4, 2009

Subject: AP 1000 Response to Request for Additional Information (SRP 14)

Westinghouse is submitting a response to the NRC request for additional information (RAI) on SRP
Section 14. This RAI response is submitted in support of the AP 1000 Design Certification Amendment
Application (Docket No. 52-006). The information included in the response is generic and is expected to
apply to all COL applications referencing the AP1000 Design Certification and the AP1000 Design
Certification Amendment Application.

A response is provided for RAI-SRP14.3.12-NSIR-06.

Enclosure 1 contains sensitive unclassified non-safeguards information relative to the physical protection
of an AP 1000 Nuclear Power Plant that should be withheld from public disclosure pursuant to 10 CFR
2.390(d). Enclosure 2 provides the redacted version (public version).

j

Questions or requests for additional information related to the content and preparation of this response
should be directed to Westinghouse. Please send copies of such questions or requests to the prospective
applicants for combined licenses referencing the AP 1000 Design Certification. A representative for each
applicant is included on the cc: list of this letter.

Very truly yours,

Robert Sisk, Manager
Licensing and Customer Interface
Regulatory Affairs and Standardization
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1. RAI-SRP14.3.12-NSIR-06 Rev. 1, "AP1000 Security ITAAC - Vital Area Barrier ITAACs to COLA,"
(Sensitive Version)

2. RAI-SRP 14.3.12-NSIR-06 Rev. 1 NS, "APl 1000 Security ITAAC - Vital Area Barrier ITAACs to
COLA," (Public Version)
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ENCLOSURE 2

RAI-SRP 14.3.12-NSIR-06 Rev. 1 NS, "AP 1000 Security ITAAC -
Vital Area Barrier ITAACs to COLA,"

(Public Version)
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"SECURITY RELATED INFORMATION -WITHHOLD UNDER 10 CFR 2.390"

AP1000 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)

RAI Response Number:
Revision: 1

RAI-SRP14.3.12-NSIR-06

Question: (Revision 0)

Guidance: NUREG 0800, Standard Review Plan (SRP) 14.3.12.

Observation: The API 000 Design Control Document (DCD) currently depicts ITAAC that is not
within scope of the AP1000 design. The AP1000 applicant recently conveyed "ITAAC Design
Commitments" attached. The NRC agrees with the approach of the attached with the exception
of ITAAC #1. Attribute and or characteristic of at least the vital area barrier (encompassing the
vital area itself) should be described in Tier 2 of the DCD (i.e., resistant to X lbs of explosive,
has design of X foot thick of concrete with reinforcing of Y, provides X amount of delay).

Question: Please provide a modified submission in the DCD with respect to physical security
hardware ITAAC in accordance with the attached, SRP 14.3.12 and add attribute and/or
characteristic of the vital area barrier, in Tier 2.

SRI Additional Question: (Revision 1)

O Westinghouse
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"SECURITY RELATED INFORMATION - WITHHOLD UNDER 10 CFR 2.390"

AP1000 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)SRI

Westinghouse Response:
Westinghouse agrees that it is inappropriate to include several of the security ITAACs that are
related to the protected area boundary and the intrusion detection system within the AP1 000
Design Certification Document because section 1.8 of the AP1000 DCD specifically states that
the boundary fence (i.e. protected area fence) is not included in the scope of design
certification. As a result, portions of AP1 000 ITAAC #1 in Tier 1 Section 2.6.9 and the entirety
of ITAACs #2, #10, #11, #12, and #14 in Tier 1 Section 2.6.9 should be removed from the DCD.
A design description of the features and functions described in these ITAACs is provided by the
COL applicant in the "Physical Security Plan, Training and Qualification Plan, and the
Safeguards Contingency Plan" (Reference 1) which is identified in Table 1.8 of the AP1 000
DCD as a COL action item. As appropriate, the COL applicant will incorporate these standard

SRI ITAACs into their COL applications.

Additional Westinghouse Response: (Revision 1)

SRI

( Westinghouse
RAI-SRP14.3.12-NSIR-06 R1
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"SECURITY RELATED INFORMATION -WITHHOLD UNDER 10 CFR 2.390"

AP1000 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)

SRI

References

1. NEI 03-12 Rev. 4, "Physical Security Plan, Training and Qualification Plan, and the
Safeguards Contingency Plan"

2. APP-GW-GLR-066 Rev. 1, "AP1000 Safeguards Assessment" (TR 94)

3. APP-GW-GLR-066 Rev. 2, "AP1000 Safeguards Assessment" (TR 94)

OWestinghouse
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"SECURITY RELATED INFORMATION -WITHHOLD UNDER 10 CFR 2.390"

AP1000 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)

I Design Control. Document (DCD) Revision: (Revision 0)

2.6.9 Plant Security System

Design Description

The physical security system provides physical features to detect, delay, assist response to, and defend against the
design basis threat (DBT) for radiological sabotage. The physical security system consists of physical barriers and
an intrusion detection system. The details of the physical security system are categorized as Safeguards Information.
The physical security system provides protection for vital equipment and plant personnel.

1. The external walls, doors, ceiling, and floors in the main control room1 and the central alarm station3
alnd the last a....e... 0-nt funtion foria•f ess to the . rtected area are bullet-resistant.

2. Physieal
1 ? L• al 1 t '

barrfers teor tne pretectea area perimeter are n•t part ef me vital area ,ariners. Not used

3. Secondary security power supply system for alarm annunciator equipment and non-portable
communications equipment is located within a vital area.

4. Vital areas are locked and alarmed with active intrusion detection systems that annunciate in the
central and secondary alarm stations upon intrusion into a vital area.

5. Security alarm annunciation occurs in the central alarm station and in at least one other continuously
manned station not necessarily onsite.

6. The vehicle barrier system is installed and located at the necessary stand-off distance to protect
against the DBT vehicle bombs.

7. a) Vital equipment is located only within a vital area.
b) Access to vital equipment requires passage through at least two physical barriers.

8. Isolation zones and exterior areas within the protected area are provided with illumination to permit
observation of abnormal presence or activity of persons or vehicles.

9. Emergency exits through the protected area perimeter and the vital area boundaries are alarmed.

10. An intrusien dt.. atean d.t.et penetr.ation •^- arempted penetration .f the pr.tected area
bafien Not used

11. An access eontrol system with number-ed picitur-e badees is inst-allIed- forf use by, individuals who are
authorized access to pr-ateeted- area-as without-esea4. Not used

OWestinghouse
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"SECURITY RELATED INFORMATION -WITHHOLD UNDER 10 CFR 2.390"

AP1000 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)

12. Access control points
and b) detett firearms,

. ~t. Not used

are established to a) conto .. .. hi.le and personnel.. ac.ess inft the prote.te.ar
e~pleivs and ineendiar-y device at the protted area per-sonnel access

13. The central and secondary alarm stations: a) have conventional (landline) telephone service and other
communication capabilities with local law enforcement authorities and b) are capable of continuous
communications with security personnel.

14. Iselationt zones exist in outdoor areas adjacent to the physical baffier at the perimeter- of the proeted
aratat -allows 20 feet of observation en eit-herf side of the bafficr. Where permanenft buildings do nt

nloew a q0 feet ehserB'atien distanee on the inside of the nr-atected area the butilding wAalls are
immediately adjacent to, @ an integral pa of-, the pr.teet.d ar. ea

hm . Not used

15. Security alarm devices including transmission lines to annunciators are tamper indicating and
self-checking (e.g., an automatic indication is provided when failure of the alarm system or a
component occurs, or when on standby power). Alarm annunciation shall indicate the type of alarm
(e.g., intrusion alarms and emergency exit alarm) and location.

16. Equipment exists to record onsite security alarm annunciation, including the location of the alarm,
false alarm, alarm check, and tamper indication; and the type of alarm, location, alarm circuit, date,
and time.

Inspections, Tests, Analyses, and Acceptance Criteria

Table 2.6.9-1 specifies the inspections, tests, analyses, and associated acceptance criteria for the physical
security system.

l Westinghouse
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"SECURITY RELATED INFORMATION -WITHHOLD UNDER 10 CFR 2.390"

AP1000 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)

Table 2.6.9-1

Inspections, Tests, Analyses, and Acceptance Criteria

Design Commitment Inspections, Tests, Analyses Acceptance Criteria

1. The external walls, doors, See Tier I Material, Table 3.3-6, See Tier 1 Material, Table 3.3-6,
ceiling, and floors in the main item 14. item 14.
control room and the central alarm
station, and the last access eentrel
function for access to the proteetcd
area are bullet-resistant.

2. Physic-al biesfcir th An inispection of the proatected- Physical ba~rrier-s at the per-imeter et
protected area perimeter are not area perimfetfr baFFier will be the protected area are separated from
pa of the vit.al . are. a ba-;*e. . performed to verify that physi.al any, other- baf.... d... gna.d vital

No uedbaffiers at the perimeter of the afeft-e AFFjef,
Not used protected arca are separated from

any, other baffier- designated as a
vital arfea brir

3. Secondary security power See Tier 1 Material, Table 3.3-6, See Tier 1 Material, Table 3.3-6,
supply system for alarm item 16. item 6.
annunciator equipment and non-
portable communications
equipment is located within the
vital area.

4. Vital areas are locked and See Tier I Material, Table 3.3-6, See Tier 1 Material, Table 3.3-6,
alarmed with active intrusion item 17. item 17.
detection systems that annunciate in
the central and secondary alarm
stations upon intrusion into a vital
area.

5. Security alarm annunciation Test, inspection, or a combination Security alarms annunciate in the
occurs in the central alarm station of test and inspections of the continuously manned central alarm
and in at least one other installed systems will be station located within the protected
continuously manned station not performed to ensure that security area and in at least one other
necessarily onsite. alarms annunciate in the central continuously manned station.

alarm station and in at least one
other continuously manned
station.

( )Westinghouse
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"SECURITY RELATED INFORMATION -WITHHOLD UNDER 10 CFR 2.390"

AP1000 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)

Table 2.6.9-1

Inspections, Tests, Analyses, and Acceptance Criteria

Design Commitment Inspections, Tests, Analyses Acceptance Criteria

6. The vehicle barrier system is Type test, analysis, or a A report exists and concludes that the
installed and located at the combination of type test and vehicle barrier system will protect
necessary stand-off distance to analysis will be performed for the against the DBT vehicle bombs
protect against the DBT vehicle vehicle barrier system to ensure it based upon the stand-off distance of
bombs. will protect against the DBT the system.

vehicle bombs based upon the
stand-off distance for the system.

7.a) Vital equipment is located only Inspection will be performed to All vital equipment is located only
within a vital area. confirm that vital equipment is within a vital area.

located within a vital area.

7.b) Access to vital equipment Inspection will be performed to Access to vital equipment requires
requires passage through at least confirm that access to vital passage through at least two physical
two physical barriers, equipment requires passage barriers.

through at least two physical
barriers.

8. Isolation zones and exterior Inspection of the illumination in The illumination in isolation zones
areas within the protected area are the isolation zones and external and exterior areas within the
provided with illumination to areas of the protected area will be protected area is 0.2 foot candles
permit observation of abnormal performed to confirm sufficient measured horizontally at ground
presence or activity of persons or illumination to permit level or, alternatively, sufficient to
vehicles, observation. permit observation.

9. Emergency exits through the Test, inspection, or a combination The emergency exists through the
protected area perimeter and the of tests and inspections will be protected area perimeter and the vital
vital area boundaries are alarmed. performed to verify that the area boundaries are alarmed.

emergency exits through the
protected area perimeter and the
vital area boundaries are alarmed.

O Westinghouse
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"SECURITY RELATED INFORMATION -WITHHOLD UNDER 10 CFR 2.390"

AP1000 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)

Table 2.6.9-1
Inspections, Tests, Analyses, and Acceptance Criteria

Design Commitment Inspections, Tests, Analyses Acceptance Criteria

10. An intrusion detection system Tests, inspections, or- a The intrusion detection system
c an deec penetrationi or attempted combination of tests and detects penetratino amtd
penetfation of thie proetected area inispections of the intrusion peetato Of the proetectedae
baF~ieF. detection system will be ban;ier and subsequent alarms

Not sedperformed to ver-i§' the system annunciate in the Centr-al Mlainn
Not sedeandetect penetration or Station and Secondar~y Alarm Station.

attempted penetration of the
proetected area baa*ier and that
subsequent alarmfs -annunciaRte in
both the Centr-al Alar=m Station

ad Secondafy Alarm Station.

11. An acceess eonftol system with A test of the access control sy~st An access author-ization system with
numberead picture badgesi with number-ed pictur-e badges wilnumbered pictur-e badges can ideniti§'

installed for use by individuals who be per-formed to vent', that and autthorize proetected area access
arc author-ized aeest rtee unescouced acessto pr ctcd- onily to those personnel wt
areas without escow4 ara igrnOd nly to authorize unaescoffed access authoflzation.

Not used

12. Acceess conitroel points are A test, inispection-, o-r- comIbinaHtiont A rePofl exists and c0oncuds that:
est~ablished to: a) control vehicle of tests and inspections ot
and per-sonnel access into h installed systems and equipment
protected area and b) detec will be per-formed to vefify that
fir-earms, explosives, and incendiaryx access control points to the
devices at the proetected area protected area exist an;d that:
personniel access points. i) Per-sonnfel and vehicle access- i) Access points for: the proatected area

Not used into the protected area is are eonfifired to control- _;ee~;
eentFelled.

ii) Detection eqimn icaable ii) Detection equipment is capable ot
Jfdetecting explosives, detecting firearmfs, incendiar
incendiary, devices, and fir-earmns deviecs, and ex~plosives at the
at the protceted area pcr-sonel proetected personnel access poins

( Westinghouse
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"SECURITY RELATED INFORMATION - WITHHOLD UNDER 10 CFR 2.390"

AP1O00 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)

Table 2.6.9-1
Inspections, Tests, Analyses, and Acceptance Criteria

Design Commitment Inspections, Tests, Analyses Acceptance Criteria

13. The central and secondary Test, inspection, analysis, or a A report exists and concludes that the
alarm stations: a) have conventional combination of test, inspection alarm stations:
(landline) telephone service and and analysis will be preformed to
other communication capabilities verify that the alarm stations:
with local law enforcementauthorities and b) are capable of i) Are equipped with conventional i) Are equipped with conventional
continuous communication with (landline) telephone service and (landline) telephone service and other

security personnel. other capability to communicate capability to communicate with local
with local law enforcement law enforcement authorities, and
authorities, and

ii) Are equipped with the ii) Are equipped with the capability
capability to continuously to continuously communicate with
communicate with each security each security officer, watchman, or.
officer, watchman, or armed armed response individual, or any
response individual, or any security personnel that have
security personnel that have responsibilities during a contingency
responsibilities during a event.
contingency event.

11. isolation zones exist in outdoor An inspection of the isolation A report exists and concludes that
areas adjacent to the phys-ical zone will be perfre to vei isolation zones exist in outdoor aea
bonrier- at the perimeter- e that the isolation zones exist in adjaecnt to the physical barffer at the
p-rotected area that allows 20 fcct o outdoor areas adjacent to the perimeter- of the protcted arca and
observation on either- side ofthe - physical bafer. at the perimete allow 20 feet of obsefvation e
bonfier. Wher-e permanent buildings the proetected area and allow, actAi-vities ofpeoplc on either- side ot
do- not allow' a 20- -foo osae rvhS ation 20feet ofosr atin fhe the. bafflerv. \Xher-e permnanent
distancee on the insidc of teactivities ofpeople on either- sid buildings do not allow a 20 foot
proetected area, the building walls of the bafer-iw eaxcept whcre- observation on the inside of the
are immediately adjacent to, or- an permanent buaildings do not allow proetected area, the building walls arc
initegr-al part of-, the proetected area a 20 foot obsepvation distanre on;; immediately adjacent to, or- an
beFfien the inside of the proeteeted area integral part of-, the proetected ar~ea

No sdbaffler-, the inspection will baffler an;d the 20 fooptobevtn
Noueden-fikRmq th-at the building wvalls are distancev dotes not applyý

ifmmediately adjacent to, or an
initegral part ofi, the protected area
berfi~er,

Q Westinghouse
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"SECURITY RELATED INFORMATION -WITHHOLD UNDER 10 CFR 2.390"

AP1000 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)

Table 2.6.9-1
Inspections, Tests, Analyses, and Acceptance Criteria

Design Commitment Inspections, Tests, Analyses Acceptance Criteria

15. Security alarm devices, A test will be performed to verify A report exists and concludes that
including transmission lines to that security alarms, including security alarm devices, including
annunciators, are tamper indicating transmission lines to annunciators, transmission lines to annunciators,
and self-checking (e.g., an are tamper indicating and are tamper indicating and
automatic indication is provided self-checking (e.g., an automatic self-checking (e.g., an automatic
when failure of the alarm system or indication is provided when indication is provided when failure of
a component occurs, or when on failure of the alarm system or a the alarm system or a component
standby power). Alarm component occurs, or when on occurs, or when the system is on
annunciation shall indicate the type standby power) and that alarm standby power) and that alarm
of alarm (e.g., intrusion alarms and annunciation indicates the type of annunciation indicates the type of
emergency exit alarm) and location, alarm (e.g., intrusion alarms and alarm (e.g., intrusion alarms and

emergency exit alarms) and emergency exit alarms) and location.
location.

16. Equipment exists to record Test, analysis, or a combination of A report exists and concludes that
onsite security alarm annunciation, test and analysis will be equipment is capable of recording
including the location of the alarm, performed to ensure that each onsite security alarm
false alarm, alarm check, and equipment is capable of recording annunciation, including the location
tamper indication; and the type of each onsite security alarm of the alarm, false alarm, alarm
alarm, location, alarm circuit, date, annunciation, including the check, and tamper indication; and the
and time. location of the alarm, false alarm, type of alarm, location, alarm circuit,

alarm check, and tamper - date, and time.
indication; and the type of alarm,
location, alarm circuit, date, and
time.

RAI-SRP14.3.12-NSIR-06 R1
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"SECURITY RELATED INFORMATION - WITHHOLD UNDER 10 CFR 2.390"

AP1000 TECHNICAL REPORT REVIEW

Response to Request For Additional Information (RAI)

3.3 Buildings

14. The walls, doors, ceiling, and floors in the main control room and the central alarm station,-ad--the
last ac.ess control fun.tion fo•rf Aess to the prt . eted area are bullet-resistant.

Table 3.3-6
Inspections, Tests, Analyses, and Acceptance Criteria

Design Commitment Inspections, Tests, Analyses Acceptance Criteria

14. The walls, doors, ceiling, and Type test, analysis, or a A report exists and concludes that the
floors in the main control room and combination of type test and walls, doors, ceilings, and floors in
the central alarm station,-and-the analysis will be performed for the the main control room and central
last access coqntrl ifuneti;,n fcr walls, doors, ceilings, and floors alarm station, and the last acces
access to the protected area are in the main control room and the control fi-nction for acccss to the
bullet-resistant, central alarm station, and the !ast preteetedarea-are bullet-resistant.

aeese~~@ fUn jvn for aeccss
to the protected arca.

PRA Revision: None

Technical Report (TR) Revision: None

O Westinghouse
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